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Trademarks

NEC ESMPRO and EXPRESSBUILDER are trademarks of NEC Corporation.

Microsoft, Windows and Windows Server are registered trademarks or trademarks of Microsoft Corporation
in the United States and other countries.

Linux is the registered trademark of Linus Torvalds in the U.S. and other countries.

Red Hat is registered trademarks of Red Hat, Inc. and its subsidiaries in the United States and other countries.
Novell, Novell logo, and SUSE are registered trademarks of Novell, Inc. in the United States and other
countries.

Oracle and Java are registered trademarks of Oracle and/or its affiliates in the United States and other
countries.

All other product, brand, or trade names used in this publication are the trademarks or registered trademarks
of their respective trademark owners.

Windows Server 2019 stands for Microsoft® Windows Server® 2019 Standard Edition operating systemand
Microsoft® Windows Server® 2019 Datacenter Edition operating system. Windows Server 2016 stands for
Microsoft® Windows Server® 2016 Standard Edition operating system and Microsoft® Windows Server®
2016 Datacenter Edition operating system. Windows Server 2012 R2 stands for Microsoft® Windows
Server® 2012 R2, Standard Edition operating system and Microsoft® Windows Server® 2012 R2,
Datacenter Edition operating system. Windows 2012 Server stands for Microsoft® Windows Server® 2012
Standard Edition operating system and Microsoft® Windows Server® 2012 Datacenter operating system.
Windows Server 2008 R2 stands for Microsoft® Windows Server® 2008 R2, Standard operating system,
Microsoft® Windows Server® 2008 R2, Enterprise operating system and Microsoft® Windows Server®
2008 R2, Datacenter operating system. Windows Server 2008 stands for Microsoft® Windows Server® 2008
Standard operating system, Microsoft® Windows Server® 2008 Enterprise operating systemand Microsoft®
Windows Server® 2008 Datacenter operating system and Microsoft® Windows Server® 2008 Standard
32-Bit operating system and Microsoft® Windows Server® 2008 Enterprise 32-Bit operating system and
Microsoft® Windows Server® 2008 Datacenter 32-Bit operating system.
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External Libraries which this product uses

This product contains libraries ("External Libraries") provided by the third party suppliers ("Suppliers™).

Please assume and agree these libraries' license documents and NOTICE files before using this product.

License documents and NOTICE files of "External Libraries” are stored in the following folders.
/sv_config/doc/

If the "External Libraries” require to include their Source Code with this product, see the folder below.
/sv_config/src/

The libraries listed below are "External Libraries."” Notwithstanding any of the terms in the Agreement or any
other agreement you may have with NEC:

(@) "Suppliers" provide the libraries WITHOUT WARRANTIES OF ANY KIND and, such Suppliers
DISCLAIM ANY AND ALL EXPRESS AND IMPLIED WARRANTIES AND CONDITIONS
INCLUDING BUT NOT LIMITED TO, THE WARRANTY OF TITLE, NON-INFRINGEMENT OR
INTERFERENCE AND THE |IMPLIED WARRANTIES AND CONDITIONS OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, WITH RESPECT TO
THE EXTERNAL LIBRARIES;

(b) In no event are the Suppliers liable for any direct, indirect, incidental, special, exemplary, punitive or
consequential damages, including but not limited to lost data, lostsavings, and lost profits, with respect
to the External Libraries; and,

() NEC and the Suppliers are not liable to you, and will not defend, indemnify, or hold you harmless for
any claims arising from or related to the External Libraries.

The following are External Libraries and their Copyright.
libnewt, libslang : Copyright © 1991 Free Software Foundation, Inc.
json-c : Copyright © 2004, 2005 Metaparadigm Pte. Ltd.

n  Notes
(1) No part of this document may be reproduced in any form without the prior written permission of NEC
Corporation.

(2) The contents ofthis document may be revised without prior notice.

(3) The contents of this document shall not be copied or altered without the prior written permission of NEC
Corporation.

(4) AIll efforts have been made to ensure the accuracy of all information in this document. If you notice
any part unclear, incorrect, or omitted in the document, contact your authorized NEC sales
representative.

(5) NEC assumes no liability for damages arising from the use of this product, nor any liability for
incidental or consequential damages arising from the use of this document regardless of (4).
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About this Document

This document explains the complete procedures from installation of "Server Configuration Utility" to setup
of the server.

Before attempting to operate Server Configuration Utility, read this document so as to gain an adequate
understanding ofthe contents.

n  Notes

This document is intended for persons who are familiar with the operating system's functions and operations
and the network's functions and setup. For operations and inquiries about the operating system, see its online
help information.

This document covers universal information about generally servers. The notes and restrictions on use of
each product as a server are explained in the user's guide provided with the server and "ESMPRO Manager
\er.6 Setup guide".

Names used with screen images in this document are fictitious. They are unrelated to existing product names,
names of organizations, or individual names. The setting values on the screen images are shown as examp les,
so setting values such as IP addresses on screen images are notguaranteed for operation.

In this document. "¥" expresses back slash.
n  About Symbols in This Document
The following explains three symbols thatare used in this document:
IMPORTANT: Points or particular notes you mustfollow when handling software of servers.

CHECK: Points or notes you need to check when handling software or servers.
TIPS: Useful information.
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1. Summary

Server Configuration Utility is software thatworks on the server. It configures BMC on the server.

1.1 Server Configuration Utility Functions

1.1.1 NEC Express5800 series

The functions which are supported are displayed.

n

S

EXPRESSSCOPE Engine 3 or SP3

BMC (other than above)
You can specify the configurations of BMC on the server.
You can initialize the configurations to the ex-factory settings, reset to restart without system rebooting,
clear the SEL (System Event Log) information.

System BIOS
You can configure the System BIOS settings on the server.

ECO
You can check and configure the ECO information.
You can initialize the ECO setting.

Battery
You can check and configure the information of the battery pack and the battery controller.

Monitoring
For Windows, you can configure the monitoring setting of WDT and OS shutdown.

Backup
You can output the configurations on the server to files.

Restore
You can apply the configurations which are backed up in files on the server.

System Information (Version Information)
The versions of BMC Firmware, Boot Firmware, Sensor Data Information (SDR) and System BIOS can
be collected.

.1.2 NEC Express5800/Many-core Server

NEC ESMPRO Management
You can specify the authentication key to manage from NEC ESMPRO Manager to the managed server's
BMC.

SNMP Alert
You can specify the alert receiver to the managed server's BMC.
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2. System Requirements

2.1 Hardware

It needs to satisfy the following conditions.

Target System

-- NEC Express5800 Series and NEC Storage NS Series that integrates EXPRESSSCOPE Engine 3
or EXPRESSSCOPE Engine SP3 and bundles this product.

-- NEC BExpress5800/HR110c-M

-- NEC BExpress5800/D120h

-- NEC Express5800 Series that integrates BMC which is not EXPRESSSCOPE Engine and
bundles this product. (ex NEC Express5800/T110j)

Memory
512MB or more

Awvailability of hard disk
100MB or more

CHECK:
Examples of the target models to install this product are the following.
-- NEC BExpress5800/R120f-2M, R120f-2E, or 2Way 2U Rack Servers that be released later.
-- NEC BExpress5800/R120f-1M, R120f-1E, or 2Way 1U Rack Servers that be released later.
-- NEC Express5800/T120f, or 2Way Tower Servers that be released later.
-- NEC BExpress5800/E120f-M, or Modular Servers that be released later.
-- NEC BExpress5800/B120f, or Blade Servers that be released later.
-- NEC BExpress5800/R110h-1, or IWay Rack Servers that be released later.
-- NEC BExpress5800/T110h, T110h-S, or 1Way Tower Servers that be released later.

CHECK:
- NEC BExpress5800/HR110c-M is supported by the upperversion from Server Configuration
Utility for Linux \Ver.1.08. This model supports only the function described in chapter5.
NEC BExpress5800/D120h is supported by the upperversion from Server Configuration

Utility for Windows \er.1.09. This model supports only the function described in 4.5
Monitoring.

BMC which is not EXPRESSSCOPE Engine (exNEC BExpress5800/T110j) is supported by
the upperversion from Server Configuration Utility for Windows/Linux \er.1.11.
EXPRESSSCOPE Engine SP3 is supported by the upper version from Server
Configuration Utility for Windows/Linux \er.1.10.
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2.2 Operating System

Target OS is as follows.

1  Windows
Windows Server 2008 Standard/Enterprise
Windows Server 2008 Standard/Enterprise/Datacenter x64 Edition
Windows Server 2008 R2, Standard/Enterprise/Datacenter
Windows Server 2012 Standard/Datacenter
Windows Server 2012 R2, Standard/Datacenter
Windows Server 2016 Standard/Datacenter
Windows Server 2019 Standard/Datacenter

1 Linux
Red Hat Enterprise Linux Advanced Platform 5 (x86, x64)
Red Hat Enterprise Linux Server 5 (x86,x64)
Red Hat Enterprise Linux Server 6 (x86, x64)
Red Hat Enterprise Linux Server 7 (x64)
SUSE Linux Enterprise Server 12 (SP2) (x64)
SUSE Linux Enterprise Server 15 (x64)
Oracle Linux 7 (x64)

IMPORTANT:
You cannotinstall this product in the following case.
-- Installation on guest OS of virtual machine.

CHECK:
- Red Hat Enterprise Linux Server 7 is supported by the upper version from Server
Configuration Utility for Linux Wer1.03.
SUSE Linux Enterprise Server 12, 15 and Oracle Linux 7 are supported by the upper
version from Server Configuration Utility for Linux Ver1.10.
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2.3 Server ManagementDriver

On Linux, OpenIPMI Driver must be run to use this product.

CHECK:
Use the following command to confirm that OpenIPMI Driver has been installed on Linux
rpm -ga | grep -i OpenlPMI

If the OpenIPMI Driver is stopped, you need to start OpenlPMI Driver. You can confirm
the status of OpenIPMI Driver by the following command.
[etc/init.d/ipmi status

If "not loaded"” is displayed after executing the above command, please start OpenlPMI
Driver by the following command.
[etc/init.d/ipmi start

And you can start OpenlPMI Driver automatically at the system booting to execute the
following command and reboot the operation system.
chkconfig ipmi on

10
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3. Installation

3.1 Server Configuration Utility Installation for Windows

3.1.1 Check before installation

Check the followings:
-- See chapter 2 to check the system requirement.
-- Login to Windows as Administrator.

3.1.2 Start installer

n If you install by using EXPRESSBUILDER:

Please refer to the User's Guide of the server for details of EXPRESSBUILDER.
EXPRESSBUILDER Autorun Menu is started.

The initiation method on the Autorun Menu is different depending on the models.

-- The equipment by which EXPRESSBUILDER DVD isn't standard.

Click NEC EXPRESSBUILDER from Windows Start Menu or run the shortcut on the desktop.

TIPS:
After installing Starter Pack in the server, you can run EXPRESSBUILDER as a Windows
application.

-- The equipment by which EXPRESSBUILDER DVD is standard.
You can install as follows:

(1) Insert EXPRESSBUILDER DVD into Optical disk drive on the server which Windows has
started.

TIPS:

If Autorun Menu does not launch, double-click ¥autorun¥dispatcherexe from
EXPRESSBUILDER. (x64 Edition : dispatcher_x64.exe)
If the device selection window is displayed, select the device you are using.

(2) Select as follows, Server Configuration Utility installation will be started.
-- Click [Applications] - [Server Configuration Utility] - [Install].

n If you install by using downloaded modules:

After unzipping the downloaded modules, please execute the following file. The installer will be started.
¥sv_config¥setup.exe

TIPS:
Please refer to 5.1 Installation when you install it.

11
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3.1.3 Install Server Configuration Utility
(1) The Server Configuration Utility installer is started. Click [Next].

MEC Server Configuration Utility 1.00 E3

Welcome to the InstallShield Wizard for NEC
Server Configuration Utility

The InstallShield \wizard will install NEC Server
Configuration Ltility on wour computer. To continue, click
Mest.

Cahicel

(2) Enter a folder name to install. Click [Next].

NEC Server Configuration Utility 1.00

Chooze Deztination Location

Select folder where zetup will inztall files,

Setup will inztall MEC Server Configuration Ltility in the following folder.

Tainztall ta this folder, click Mext. Tainztal to a different folder, click Browse and select
another folder.

Destination Folder
’7|::'\F'mgram Files [=E6]% Browse... |
|mstall=hield

< Back

Cancel |

12
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(3) Confirm the installation settings, and click [Next]. The installation is started.

MNEC Server Configuration Utility 1.00

Start Copying Files ‘

Review zettings before copping files. I .

Setup hagz enough information to start copying the program files, IF wou want bo review or
chahge any settings, click Back. If you are zatizfizd with the zettings, click Mext to begin
copying files.

Current Settings:
Irstall to: C:\Program Files [«86] ;I

f o

InatallShield

< Back

After the installation is completed, Server Configuration Utility is available.

CHECK:
If the following message is displayed on the installation complete screen, Server
Configuration Utility is available after the systemis rebooted.
-- “The change will take effect after systemrestart.”

13
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3.2 Server Configuration Utility Uninstallation for Windows

3.2.1 Check before uninstallation

Check the following:

-- Login to Windows as Administrator.

3.2.2 Uninstall Server Configuration Utility

Uninstall from the Windows menu [Control Panel] - [Add or Remove Programs]. Select [NEC Server
Configuration Utility] and click [Change/Remove] button. You can uninstall it by displayed direction.

CHECK:
After confirming Server Configuration Utility is notrunning, you can uninstall it.

14
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3.3 Server Configuration Utility Installation for Linux

3.3.1 Check before installation

Check the followings:
-- See chapter 2 to check the system requirement.
-- Login to Linux as root user.

3.3.2 Copy and extract the installer

Copy the installer (all files in /sv_config)into any directory onthe server.
The following is an example to copy into /usr/local/bin:

CHECK:
Server Configuration Utility installer exists on following directory:
-- If you install by using EXPRESSBUILDER: <revision folder>/InxXpp/sv_config
-- If you install by using downloaded modules: /sv_config

(1) Copy the all installer files to /usr/local/bin.
It is shown example that files is copied from EXPRESSBUILDER DVD to /use/local/bin directory.
(The mount path is dependent on the OS. Specify the right path.)

| cp -r /mnt/cdrom/001/1nx/pp/sv_config /usr/local/bin

(2) Mowe to the directory containing the installer.

| cd /usr/local/bin/sv_config

(3) Extract the installer.
-- In the case of tgz format:

| tar xzvf ConfigurationUtility-N_.NN-x.tgz

"N.NN" in the example file name means the version.
-- In the case of zip format:

| unzip EXPRESSBUILDER7_ XXXXXXXX_XXXXXXXXXXXXXXXXXX.zip

"XXXXX..." in the example file name depends onthe module.

CHECK:
If unzip command is not installed, you need to install it.

TIPS:
Please refer to 5.1 Installation when you install it.

15
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3.3.3 Install Server Configuration Utility

(1) Mowe to the directory that the installer was extracted.
-- In the case of tgz format:

| cd /usr/local/bin/sv_config/ServerConfiguration-N.NN-x

"N.NN" in the example directory name means the version.
-- In the case of zip format:

| cd /usr/local/bin/sv_config

(2) Execute the shell script for the installation.

| sh setup_config-sh

(3) A confirmation message of installation is displayed. Input "yes" and "Enter" key.
Server Configuration Utility is installed under /opt/nec/ServerConfiguration directory. If you input
"no", the installation is not executed.

When the installation is completed, a completion message is displayed.
After the installation is completed, Server Configuration Utility is available.

CHECK:
Don't delete the files thatare usedto install, because you will usethem to uninstall.

16
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3.4 Server Configuration Utility Uninstallation for Linux

3.4.1 Check before installation

Check the following:

-- Login to Linux as root user.

3.4.2 Uninstall Server Configuration Utility

(1) Mowe to the directory that the installer was extracted.
-- In the case of tgz format:

| cd /usr/local/bin/sv_config/ConfigurationUtility-N.NN-x

"N.NN" in the example directory name means the version.
-- In the case of zip format:

| cd /usr/local/bin/sv_config

(2) Execute the shell script for uninstallation.

| sh setup_config.sh

(3) A confirmation message of uninstallation is displayed. Input "delete" and "Enter" key.

When the uninstallation is completed, a completion message is displayed.

17
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4. Functions

This chapter describes the functions of BMC Configuration of if you use a standard server.
Please refer to chapter5 when you use Many-core Server.

4.1 Startprocedure
4.1.1 On Windows

After the installation is completed, do the following operation as the built-in Administrator to start Server
Configuration Utility.

- Click "NEC Server Management Utility" - "NEC Server Configuration Utility" - "NEC Server
Configuration Utility" from [start] on Windows

CHECK:
If it is not a built-in Administrator, right click the menu and select "Run as administrator".

TIPS:
Refer to the following to see Server Configuration Utility help information.
-- Click “Help” onthe screen.
-- Click "NEC Server Management Utility” - "NEC Server Configuration Utility"” -
"NEC Server Configuration Utility Help™ from [start] on Windows.

4.1.2 On Linux

After the installation is completed, do the following operation as root user to start Server Configuration
Utility.

/opt/nec/ServerConfiguration/svconf

TIPS:
Refer to the following to see Server Configuration Utility help information.
Open the setting of Server Configuration Utility and press F12 key onthe screen
displayed "[F12] help" at the bottom.

18
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4.1.3 On Off-line TOOL
Please refer to the User's Guide of the server for details of the Off-line TOOL.

Below is an example of the start procedure when the server that integrates EXPRESSSCOPE Engine 3 or
EXPRESSSCOPE Engine SP3.
(1) The following messageis displayed on the bottom of POST screen.

| Press<F2> SETUP, <F3> Internal flash memory, <F4> ROM Utility, <F12> Network |

(2) Press F4 key on this screen. If F4 key is entered, Keyboard type selection screen is displayed after POST
screen, and the Off-line TOOL menu is displayed after selecting keyboard type.

(3) Select Server Configuration Utility.

TIPS:
Off-line TOOL is integrated in the server that integrates EXPRESSSCOPE Engine 3 or
EXPRESSSCOPE Engine SP3 by default.
The Off-line TOOL menu is not displayed according to the system.
Refer to the following to see help information.
Start the tool and select Help menu, or press Home key or "?" key
on the screen displayed "[ Help:[Home or ?]]" at the bottom.

19
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4.2 EXPRESSSCOPEEngine3, SP3

This chapter explains "EXPRESSSCOPE Engine 3" or "EXPRESSSCOPE Engine SP3" items.

Refer to setmore detailed settings.
Further, refer to "4.3 BMC" in case of the BMC which is not EXPRESSSCOPE Engine.
Bxplain the settings with the screen for Windows.

& MEC Servrr Condigunation Ulily Vorsion 1.06

Ty Rt NEC
EXPRESSSCOPE Engine 3
- Matwork Conliraation Initikioati All of EXPRESSSCOPE Engine3 conligeaton
o iy : | P will be restoped to the defiult settings.
Service Eegets the EXPRESEECOIPE Brgine 1,
¥ User Management This operilion may ciues dits destmction.
+ Aler L hﬂhsnm&hlhmmmhuhﬂ
Cles by wll b clesred.
Eystem Operation Y g
Contral Hetmork
Pl s Disphaye amd condipaes the eelling of the elwoak emvizcament
wad service with EXP ne 3
System BIOS PEVICE RESSSCOPE Engine
& B Ulens Masagesment
Crisplays and cordipmres the seiting of (ke users whe we EXPRESTSCOPE Engee
* Monitoring 4, Active Dunclury and LOAPTLishiweizh Dirctory Access Protocall.
+ Backup/Reston: Al
System Information Crisplays and eordlpares the ssiting of ihe aleri seeording 1o E-mal end ihe SHMP
From EXPRESSCCIFE Enne 3
Salem O
Drisplays and configumes the seiting of the Fimote KV corsole ead 1he Famose Media
Comtenl
Drisplays and condipmes the seiting of 1he comtrol of the sérver Bor manigement.
vl e Loz
Drisplays and condipues the seiting of the vamous fanctions of
EXPRESSSCOPE Engee 3
Bt By |
Item Description

Configuration Initialization *1*3 | You can restore all of configuration parameters to the default
settings. It will take a few minutes to restart BMC.

Reset*2*3 You can reset BMC without rebooting system. It will take a
few minutes to restart BMC.

Clear SEL You can clear all records of System Event Log.

*1: This operation may cause data destruction.

*2: Please use this operation when you cannot operate the BMC functions correctly or if necessary. This
operation does not clear the configuration settings.

*3: False HW error information may be detected on the server if Shutdown, Reboot, or any other operation is
executed during a few minutes after this operation. Please refer to the server's User's Guide to get more
information, because the occurrence of the false HW error detection depends on the model of the server.

20
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4.2.1 Network Property

This screendisplays and sets the network environment.
Itis displayed “Property(Master)” or “Property(Standby)” in the case of EXPRESSSCOPE Engine SP3.

& MEC Servrr Condigunation Ulily Vorsion 1.06

EXPRESSSCOPE Engine 3 *If'change the slings on 1hi ecomn, the coansciaon 1o ke EXFRESSSCOFE Engie 3 j

o Network iy be ful
Mazageneat LAN
Service
# User Managenweni Munagpment LAN Munageemant LAN
+ Alert .
Coanection -
System Operation Tvre Auln Hegeutos
Control MAL Addrees I CHF 5353 50
Mlisre Haneoas DECP = Emble  Driesil
System BIOS
= ECD
= Monkoring et Ifecek; [Peired] [ 2532552540
+ Backup/Reston: e l._i
System Information ' : —
Drrnaauic DHS I Esshle [+ Dishle
DRES Server 0000
Heset Huot [
Dinveescen Hares |
[P Condlgrtion .
| Appty | Bt | Hp |

& MEC Sererr Condignation Uiy Versen 1,06

EXPRESS5UOPE Engine 3 e = Bkl T Dindt) 7]
= Matuwnrk
h 1Pets Acklrrs Asappemend Mode ~ Dymamic 7 Shie
Service 1P Link Local Addrees e T S50 e 102
* User Managonwni : r
= Aler
System Operation 1Pt S1ata: Addrevn [Rirsquired] |
Control P Pfislengh  Poqued |6 0.6
Mlisere Hamnstns
System BIOS 1Pl Outeway Addess  [Fegoed) |
= ECO 1P+ DHS Server Addseas  [Fequined |
& Monltaring
+ Backup/Eestme Aocess Linitation

Syztem Information
Actess Lindttion Typs = Alliow A 7 Allowsd Ackdom (™ Diwnged Kkdrms

21
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Item Description Default Value
ManagementLAN ManagementLAN setting
ManagementLAN | Set and display LAN port to communicate with BMC. You | ManagementLAN
can modify this setting only on Server Configuration Utility of
Off-line TOOL. *1*2 *14
ManagementLAN
: LAN port for BMC exclusive use.
Shared BMC LAN
: LAN port of System (OS) is shared and used.
Connection Type Set and display the connection type of the management| Auto Negotiation
LAN. When Management LAN is "Shared BMC LAN", you
can modify this setting only on Server Configuration Utility of
Off-line TOOL. *1*14 *19
Auto Negotiation
: Connecting by suitable setting.
10Gbps Full
: Connecting by Full Duplex at speed of 10Gbps.
10Gbps Half
: Connecting by Half Duplex at speed of 10Gbps.
1Gbps Full
: Connecting by Full Duplex at speed of 1Gbps.
1Gbps Half
: Connecting by HalfDuplex at speed of 1Gbps.
100Mbps Full
: Connecting by Full Duplex at speed of 100Mbps.
100Mbps Half
: Connecting by Half Duplex at speed of 100Mbps.
10Mbps Full
: Connecting by Full Duplex at speed of 10Mbps.
10Mbps Half
: Connecting by HalfDuplex at speed of 10Mbps.
MAC Address MAC Address of the managementLAN is displayed.
DHCP Determine whether to dynamically obtain an IP address| Blade Server:
from a DHCP server. If the item is set Enable and applied,| Enable
BMC set the value obtained from DHCP server on "IP | Other server:
Address","Subnet Mask" and "Default Gateway'. Disable
IP Address Setthe BMC IP address ofthe managementLAN. *4 192.168.1.1 *17
SubnetMask Set the Subnet Mask of the managementLAN. *3*4 255.255.255.0
Default Gateway Set the Default Gateway IP Address of the management| 0.0.0.0
LAN. *4
If you set this item, itis necessary for applying configuration
information thatthe gateway is connected on network.
Dynamic DNS Determine whether to enable/disable of Dynamic DNS. *5| Disable
*18
DNS Server Setthe DNS Server. *18 0.0.0.0
HostName Setthe HostName.*6 *7*18 Blank
Domain Name Setthe Domain Name.*7 *18 Blank
GUID GUID is displayed.*16 *18
DHCP ClientID DHCP ClientID is displayed.*16
IPv6 Configuration IPV6 setting*10*19
IPv6 Select Enable/Disable of IPV6. Disable
IPv6 Address Select Dynamic/Static of IPv6 Address Assignment Mode. | Dynamic
AssignmentMode | *11
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Item Description Default Value
IPV6 Link Local IPV6 Link Local Address is displayed. *11
Address
IPv6 Current IPv6 CurrentAddress is displayed.*11*12
Address
IPv6 Static Setthe IPv6 Static Address.*11*13 0::0
Address
IPV6 Prefix Setthe IPv6 Prefix Length.*11 *13 64
Length
IPv6 Gateway Setthe IPv6 Gateway Address.*11*13 0::0
Address
IPv6 DNS Server Setthe IPv6 DNS Server Address.*11 *15 0::0
Address
Access Limitation Access Limitation setting *12 *18

Access Limitation | Selectthe Access Limitation Type. Allow All
Type Allow All

: Access to BMC is not limited.

Allow Address
: Setthe IP Address thatis allowed to access BMC.
Deny Address

: Setthe IP Address that is limited to access BMC.

IP Address Set the IP Address to allow or deny to access with the | Blank
managementLAN.*8 *9

*1: When the system is supporting change in this item, the supported Connection Type is displayed to the
choices, and it is possible to set.
*2: If you modify this setting, "Reset BMC" is necessary on some systems. When set to "Shared BMC LAN",
the management LAN port is disabled. When set to "Shared BMC LAN", the network performance may be
reduced because the data of both LANs must be transmitted or received.
*3: When the Subnet Mask is wrong setting, error message, such as "Failed to apply configuration.", is
displayed.
*4: 1t is possible to set when DHCP is "Disable".
*5: It is possible to set when DHCP is "Enable™.
*6: The length of Host Name must be less than 64 characters. Host Name will be truncated to 63 characters,
if you input over 63 characters.
*7: Host Name and Domain Name should be within total of 255 characters.
*8: The range of IP address to "Allow" or "Deny" access is delimited by ",(comma)"”. "*(asterisk)" can be
described an IP address as a wild-card. (ex 192.168.1.*,192.168.2.1,192.168.2.254)
*9: It is possible to set when Access Limitation Type is "Allowed Address” or "Denied Address"”. The length
must be less than 255 characters.
*10: The Blade Server does not support this item.
*11: This item is valid only when IPv6 is "Enable”.
*12: It is displayed when IPv6 Address Assignment Mode is " Dynamic”.
*13: It is possible to setwhen IPv6 Address Assignment Mode is "Static".
*14: When both of the following has been set, Server Configuration Utility fails to change "Connection
Type".

- Management LAN is setto "Shared BMC LAN".

- Boot Mode of BIOS SETUP (To press F2 key on POST) is setto "UEFI".
You can change the configuration of "Connection Type" is available when Boot Mode is "Legacy". Change
Boot Mode configuration from "UEFI" to "Legacy" before changing "Connection Type™ configuration, and
then restore Boot Mode to "UEFI" (after changing "Connection Type").
*15: It is notdisplayed when the system does not support this function.
*16: It displays only in the case of EXPRESSSCOPE Engine SP3.
*17: In the case of EXPRESSSCOPE Engine SP3, the default value is “192.168.1.110” or “192.168.1.111”
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for Masterand “192.168.1.210” or “192.168.1.211” for Standby.
*18: In the case of EXPRESSSCOPE Engine SP3, it is notsupported and it is notdisplayed.
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4.2.2 Network Service

This screen displays and sets the list of the network service.

Itis displayed “Service(Master)” in the case of EXPRESSSCOPE Engine SP3.

& MEC Servrr Condigunation Uiy Yersicn 1.06

Pe—— NEC
EXPRESSSCOPE Engine 3 - .
——— r:';mlhmlwumh:nmﬂnmuulu e EXFRESSACOPE Engine 3
Froperty
Wit Sarver
# Lwer Managenweni HTTFS " Ensble  Dhskl
= Alert . l_..
Eystem Operation Ll [0 “ Al st
Conirol HTTP " Enshle " Drisgile
v Damons HTTE Port  [Hegresed] £0 (1 - 3355
Sysiem BIDS
© BCO * HTTP camnct b o4t emahled emgalarty.
+ Monltoring
+ Backup/Reston: F5H Inbiafece
Sysiem Information =H = Enble Diskl
55H Port  [Fequined] - {1 - 65535)
Difivelt Appty | Esil Help |
Iltem Description Default Value
Web Server Web Server setting
HTTPS Select Enable/Disable of HTTPS. *1 Enable
HTTPS Port Setthe HTTPS Port. *2*3 443
HTTP Select Enable/Disable of HTTP. *1 Enable
HTTP Port Setthe HTTP Port. *2*3 80
SSH SSH setting
SSH Select Enable/Disable of SSH. Enable
SSH Port Setthe SSH Port. *2 *3 22

*1. If HTTP is set Enable, HTTPS is also set Enable automatically. You cannotset HTTP alone to enable.

*2: It is possible to set when each service is set to enable.
*3: Each port number of service must not overlap.
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4.2.3 User Account

This screen displays and sets the users. It is possible to register up to 12 users or less.

& MFC Server Dosdiguration Uiy Yorskan 1,06
F— NEC
ﬂu:ﬁsr::r_'umum 3 s Kecemnt
- L]
Property o Vs Hame Pisvilege Upenitia
Service e ¥ ! g
= LUser Managenweni : } B I i e F““
User Accoumi | | _Em | oo |
+ Ariive Direciory 3 | I Bl I
+ LDAP -
S Alert 4 | I JEm | et |
System Operation ] | En |
Comtral
Ed#
hisce laneous 4 [ I _l 4
System RIOS | | _E& | ro |
R A S s | [ _Eda | el |
i BackupRestore g | | i’ e |
System Information 10 [ I Eda i I
n | | Ce | Do
iz | [ e | e ]
Ay | e | mep |
Item Description
User Account Displays alistof registered users.
No The numberallocated to useris displayed.
UserName The usernameis displayed.
Privilege The privilege of the useris displayed.
Edit Add or change userinformation.
Delete Delete userinformation.*1

*1: It is possible to delete only for the existing user.

CHECK:
In Off-line Tool, you can delete userinformation at the next user settings screen.
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This screen sets the selected user.

2 MFC Server Condiguaration Uiy Yersian 1.06
Pe—— NEC
EXPRESSSCOPE Engine 3
I T— Hol
Froperty Edit user
Service - ~
= User Managenweni Hess - i
User Accouni UpsHare  [Fegured Budmunmiralor
+ Acitive Direciory | Sv— [Frpamd
® I'.DAP AsEsIEEIIREES
¥ Aderi Coafirm Pasywesd  [Feqused]
Sysiem Operation FPrivilege
Coniral
Miscellaneous
System RIOS 2z | 2 | e |
& ECO
+ Monioring
+ BackupRestore
System Informestinn
Esil Help |
Item Description Default Value
No. X Usersetting (No. X)
User Select Enable/Disable of User.*1 Enable
UserName Setthe UserName.*2 Blank
Password Set the Password ofthe User.*3 Blank
Confirm Password Set same character string as the Password. *3 Blank
Privilege Select the privilege of the User.*4 Administrator
Administrator
Operator
User

*1: It is possibleto setonly for the existing user.

*2: It is possible to set less than 15 alphanumeric characters, "-(minus sign)" and "_(underscore)". "'-(minus
sign)" cannot use top character of User Name. "null", "MWA", "AccessByEM-Poem", "InternalUseOnly",
"Maintenance" and already registered name in other number cannot use.

*3: It is possible to set less than 19 ASCII characters, except for ™ (space)”, " "(quotation marks)", "&" ,"?",
"=t U and ¥

*4: The privilege is as follows:

Privilege Description

Administrator Users who have an administrative account and are allowed to perform any
operation.

Operator Users who can operate the system, except session management, registration
of license, Remote KVM/Media, whole settings and update.

User General users who are only allowed to access the IPMI Information.
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4.2 .4 Active Directory Property

This screen displays and sets the Active Directory.

2 MFC Server Conliguraion ULilly Yersion 1.06
Ty Rt NEC
EXPRESSSCOPE Engine 3
Fraptity
= Matwork
Property Actrve Dueclory Aulhealecalion & Fnshle ¢ Dassble
Service Auibentication User |
= User Managenweni
User Account Aulbealialon Pasword |
= Acitive Direciory Uper Dot Maree  [Fleapeired) |
Timeowt  [Fequied] x eecomde (15 - 300)
Crouy
+ LDAP ¥ Drmsdn Comtocller Sarver Addssge] [Fequired) (0000
£ Alent I Dimman Conirotier Server Addmssd
System Cperatlon
Cantral [~ Dhivrreiien Ciond nalies Server Adkimes]
Miscellaneous
System RIOS
o ECO
+ Monioring
+ BackupRestore
System Informestinn
Defitt | Appty | Esil Help |

Item Description Default Value
Property Active Directory setting
Active Directory | Select Enable/Disable of Active Directory Authentication. | Disable
Authentication
Authentication User | Set the user name of Active Directory Authentication. *1 | Blank
*2
Authentication Set the password of Active Directory Authentication. *1 | Blank
Password *3
UserDomain Name | Set the user domain name used by Active Directory | Blank
Authentication. *1*4
Timeout Set the timeoutperiod with domain controller. *1 120
Domain Controller | Select Enable/Disable of Domain Controller Server 1. *1 | Enable
Server 1 *5
Server Address 1 Set the IP Address of Domain Controller Server 1. *1 *6 | Blank
Domain Controller | Select Enable/Disable of Domain Controller Server 2. *1 | Disable
Server 2 *5
Server Address 2 Set the IP Address of Domain Controller Server2. *1 *6 | Blank
Domain Controller | Select Enable/Disable of Domain Controller Server 3. *1 | Disable
Server 3 *5
Server Address 3 Set the IP Address of Domain Controller Server 3. *1 *6 | Blank
*1: It is possible to setwhen Active Directory Authentication is "Enable".
*2: 1t is possible to set less than 64 ASCII characters, except for " (space)”, ",(comma)™ , ", "™ ", "="
Tt AR o St @, " " (quotation marks)”, U/, ¥ U, T, " C(apostrophe)”, and t#".

*3: It is possibleto setfrom 6 to 127 ASCII characters, except for " (space)”.

*4: It is possible to set less than 255 alphanumeric characters, "-(minus sign)”, "_(underscore)" and

" (period)".
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*5: When Active Directory Authentication is enabled, one or more of the Domain Controller Server should
be enable.
*6: It is possible to setwhen each Domain Controller Server is "Enable"”.
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4.2.5 Active Directory Group

This screen displays and sets the Active Directory group. It is possible to register up to 5 groups or less.

2 MFC Server Condiguaration Uiy Yersian 1.06
Pe—— NEC
EXPRESSSCOPE Engine 3 Gawap
= Matwnrk
Property Ma  Cimap Hame iz Do Prnalepr Cipemtion
- Lhrsre:::qumm! ! | ! E A
User Account e [ I | ﬂq
= Acibhe Direciory a3 | I | T
e a [ | B | o |
& LDAP 5| | | _Ban | Do |
+ Aderi
System Cperatlon
Contral
Mizeellaneaus
System RIOS
& ECO
+ Monioring
+ BackupRestore
System Informestinn
Apply | Esit Help |
Item Description
Group *1 Displays a listof registered groups.
No The numberallocated to group is displayed.
Group Name The group nameiis displayed.
Group Domain The domain name ofthe group is displayed.
Privilege The privilege of the groupis displayed.
Edit*1 Add or change group information.
Delete *1 *2 Delete group information.

*1: It is possible to setwhen Active Directory Authenticationis "Enable".
*2: It is possible to set only for the existing group.

CHECK:
In Off-line Tool, you can delete group information at the next group settings screen.

30



Server Configuration Utility User's Guide

This screen sets the selected group.

& MEC Servrr Condigunation Uiy Yersicn 1.06

EeBaabestog

NEC

EXPRESSSCOFE Engine 3
I T— Ha.l
Property Akl group.
Service o
= User Managenweni G, Huw i |I
User Account Orep Domain Mogesnd] |
= Active Direclory Prbviage Iy——
Property
Croup
< LDAP Dofult | OF | Cusenl
£ Aderd
System Cperatlon
Contral
Mizeellaneaus
System RIOS
& ECO
+ Monioring
+ BackupRestore
System Informestinn
Esil Help |
ltem Description Default Value
No. X Active Directory Group setting (No. X)
Group Name Setthe Group Name.*1 Blank
Group Domain Setthe Group Domain Name. *2 Blank
Privilege Select the privilege of the Group. Administrator
Administrator
Operator
User

*1: It is possible to set less than 255 alphanumeric characters, "-(minus sign)*and "_(underscore)".

*2: It is possible to set less than 255 alphanumeric characters, "-(minus sign)”, " _(underscore)" and

".(period)".
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4.2.6 LDAP Property
This screen displays and sets the LDAP (Lightweight Directory Access Protocol).

& MEC Servrr Condigunation Ulily Vorsion 1.06

Pe—— NEC
EXPRESSSCOFE Engine 3
= Matwnrk e
Property LDAF Aulhenicatcs ¥ Erakle 1 Drissghls
Service IP Addeess [Fequired] aono
= User Managenwn
User Account ' Pt [Fequired] e 1 - 63533)
@ Ariive Direciory SewchBase  [Megueed] [
. LD Bind Domein Hame  [Reqeoed] |
Group Biumd Pasgumod [Feezzed] |
= Adert
System Cperatlon
Contral
Miseallaneous
System RIOS
& ECO
+ Monioring
+ BackupRestore
System Informestinn
Defitt | Appty | Esil Help |
Item Description Default Value
Property LDAP setting
LDAP Authentication Select Enable/Disable of LDAP Authentication. Disable
IP Address Setthe IP Address.*1 0.0.0.0
Port Setthe LDAP Port. *1 389
Search Base Setthe Search Base used by LDAP Authentication.*1 *2 Blank
Bind Domain Name Setthe Domain Name used byLDAP Authentication.*1 *2 [ Blank
Bind Password Set the Password used by LDAP Authentication.*1 *3 Blank

*1: It is possibleto setwhen LDAP Authentication is "Enable".
*2: It is possible to set from 4 to 62 alphanumeric characters, "-(minus sign)", "_(underscore)”, ".(period)",

" (comma)"and .
*3: It is possibleto set from 4 to 31 alphanumeric characters, except for" "(quotation marks)", "#" and "¥".
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4.2.7 LDAP Group

This screen displays and sets the LDAP group. It is possible to register up to 5 groups or less.

2 MFC Server Condiguaration Uiy Yersian 1.06
Pe—— NEC
EXPRESSSCOPE Engine 3 Gawap
= Matwnrk
Property Ma  Cimap Hame Cimap Seamh Pase Prnalepr Cipemtion
Service Eda
= User Managenvweni ! | ! A A
User Account e [ I | ﬂq
 Active Direelory 2| | [ B e |
= LDAP
Preperty | [ [ _Ed | Do |
5 | [ | B | Do |
+ Aderi
System Cperatlon
Contral
Mizeellaneaus
System RIOS
& ECO
+ Monioring
+ BackupRestore
System Informestinn
Apply | Esit Help |
Item Description
Group *1 Displays alistof registered groups.
No The numberallocated to group is displayed.
Group Name The group name is displayed.
Group SearchBase [ The Search Base of the group is displayed.
Privilege The privilege of the group is displayed.
Edit*1 Add or change group information.
Delete *1 *2 Delete group information.

*1: It is possible to setwhen LDAP Authentication is "Enable".
*2: It is possible to set only for the existing group.

CHECK:
In Off-line Tool, you can delete group information at the next group settings screen.
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This screen sets the selected group.

2 MFC Server Condiguaration Uiy Yersian 1.06
Pe—— NEC
EXPRESSSCOPE Engine 3
I T— Ha.l
Property Akl group.
Service
= User Managenweni CE Bl (ade) |I
User Accaunt Oroep Srwch Bue  [Fognd] |
% Artive Directory Prbvile [pdmgsrea 7]
= LDAP
Properiy
o Difualt o' | Coscal |
= Adert
System Cperatlon
Contral
Migeellaneaus
System RIOS
& ECO
+ Monioring
+ BackupRestore
System Informestinn
Esil Help |
ltem Description Default Value
No. X LDAP Group setting (No. X)
Group Name Setthe Group Name.*1 Blank
Group Search Base Setthe Group Search Base.*2 Blank
Privilege Select the privilege of the Group. Administrator
Administrator
Operator
User

*1: It is possible to set less than 255 alphanumeric characters, "-(minus sign)*and " _(underscore)".
*2: 1t is possible to set from 4 to 62 alphanumeric characters, "-(minus sign)”, *_(underscore)”, ".(period)",
",(Comma)"and ||:||.
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4.2 .8 Mail Alert

This screen displays and sets the alert by E-

mail.

This setting does notexist in the case of EXPRESSSCOPE Engine SP3.

& MEC Servrr Condigunation Uiy Yersicn 1.06

Rekieing NEC
EXPRESSSCOPE Engime 3 B Mkt -
= Matwork
Properiy At Endble 7 Disbd
Service Wiiiting tin Sex SMTP servees -
+ User Managemeni AT [Requed] |30 esconde (). 600)
= Alen
e
Mall Alert Test
SNMP Alert F Tal  [Fequed |
SNMP Alert Test I Toa 1|
Eysilem Uperation
Comiral " Tad |
Ml Naneons Emm |
System BIOS
T
© ECO Raply-Te |
# Monitoring St [
f BoekupBasiors Sabject Opticn I ikl sty icamtinn of the aler! b o sbpoct
System Information
Tty ¥ a3 Prsily
Dt Formale [Meoorerey E|
=
vt | sty | Bat | By |

& MEC Servrr Condigunation Uiy Yersicn 1.06

EXPRESSSCOPE Engine 3 |
= Matwork AL
Property SMITP Server [Fegeeed] 0000
Service e IT ackdress or domain pame,
+ User Managenwni
< Aleri SMTF Port [Requmd] |25 (1 . 5535 J
SMTP Authenticutin. Ensble & Disable
Mall Aleri T0se . - -
ENMP Aleri F F il
SMMP Alert Test [
Eystem Operation ﬁ
Comitrol
Misrellammnos
System B1OS At Lyl
= ECO : -
; h‘hl‘lhll'llﬂ Alert Level ErmnWarnsy
+ Backup/Reston:
System Information Tal  Te2 Ted
Tompersan(hd ¢ Thabold)
Erme F F F
Warnay F F F
Frdermnbunn - = = :I
Dt | Appty | Ba | By |
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ltem Description Default Value
Mail Alert Mail Alert setting
Alert Select Enable/Disable of Mail Alert. Disable
Response time of SMTP | Set the timeout period until when the connection| 30
server to SMTP server succeed by E-mail transmission.
Mail Mail Header setting
To:1l Select Enable/Disable of To:1.*1 Enable
Mail Address Setthe mail address of To:1.*2 *3 Blank
To:2 Select Enable/Disable of To:2.*1 Disable
Mail Address Setthe mail address of To:2.*2 *3 Blank
T0:3 Select Enable/Disable of To:3.*1 Disable
Mail Address Setthe mail address of T0:3.*2 *3 Blank
From Setthe From. *3 Blank
Reply-To Setthe Reply-To. *3 Blank
Subject Setthe Subject. *4 Blank
SubjectOption Select Enable/Disable of Subject Option. Disable
X-Priority Select Enable/Disable of X-Priority. Enable
Date Formats Select the Date Formats. MM/DD/YYYY
MM/DD/YYYY
DD/MM/IYYYY
YYYY/MM/DD
SMTP Server SMTP Server setting
SMTP Server Setthe SMTP Sener. *5 0.0.0.0
SMTP Port Setthe SMTP Port. 25
SMTP Authentication Select Enable/Disable of SMTP Authentication. Disable
CRAM-MD5 Select Enable/Disable of CRAM-MD5. *6 *7 Enable
LOGIN Select Enable/Disable of LOGIN. *6 *7 Enable
PLAIN Select Enable/Disable of PLAIN. *6 *7 Enable
UserName Setthe SMTP UserName.*6 *8 Blank
Password Setthe SMTP UserPassword. *6 *9 Blank
Alert Level Alert Level setting
! Alert Level Set the kind of event to alert. *10 Error/ Warning

*1: When Mail Alert is enabled, one or more of the addresses should be enabled.
*2: 1t is possible to setwhen To:X is "Enable".

*3. It is possible to set less than 255 alphanumeric characters and "-(minus sign)", "_(underscore)",
".(period)", "@(at mark)".
*4: 1t is possible to set less than 63 alphanumeric characters, except for "+", " "(quotation marks)", "?", "=",

n St T ¥ and " (apostrophe)”.

*5: 1t is possible to set full domain that is less than 255 characters at alphanumeric, "-(minus sign)",
" (underscore)" or ".(period)", or set IP Address(IPv4 or IPv6). It is possible to set IPv6 address when the
systemis supporting IPv6.

*6: It is possibleto setwhen SMTP Authentication is "Enable™.

*7: When SMTP Authentication is enabled, one or more of the authentic method should be enabled.

*8: It is possible to set less than 64 alphanumeric characters, except for " (space)", " "(quotation marks)", "?" ,
ST S M MY and "’ (apostrophe)”.

*9: It is possible to set less than 19 alphanumeric characters, except for" (space)”, " "(quotation marks)", "?" ,
na ot ST U and Y.
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*10: The Alert Level is as follows:

Alert Level Description

Error When "Error" is detected in each sensor type, the alert is
sentto the checked address.

Error/ Warning When "Error" or "Warning" is detected in each sensor type,

the alertis sentto the checked address.

Error/ Warning/ Information When "Error", "Warning" or "Information" is detected in each
sensortype, the alertis sentto the checked address.

Separate Setting You can arbitrarily select the event and the address(To:X) to
alertin each sensortype.

4.2.9 Mail Alert Test
Execute the alert testby E-mail. Select the alert receiver and click [Execute].

L e —
Pa—— NEC
EXPRESSSCOPE Engine 3
I T— Saleed wletl Toeadver |I¢-nmjlj':!-.‘ay_n j
Froperty M Akt
Service Akt Enile
+ User Managenwni
= Aler From tretmalf¥e oo 1p
il Aderd Regily To testmaikes. oo jp
Mall Alert Test g
SNMP Alert Seject
ENMP Aleri Tesi Subpet Oplaon. Al a sty indbresation o the slert to mail subject
Eystem Operation wp g —r—
Comitrol
Misrelanons Date Foamats MMTDAYYY
System BIOS SMTE Server 150 162 14 162
+= EC0
i Manltoring SMTP Part i
+ Barkup/Reston: SMTF Autheatication Enshle
System Information CRAM-MDS Ensbl  LOGHH Enskl  PLAIN Eashle
Dheer Hams ncireamistmbor
Emcute | Esil Help |
ltem Description
Select alertreceiver Select the alertreceiver. *1
Mail Alert Mail Alert settings are displayed. *2

*1: One or more the alert receiver must have beenset by "4.2.8 Mail Alert".
*2: The Mail Alert settings setby "4.2.8 Mail Alert" are displayed.
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4.2.10 SNMP Alert
This screen displays and sets the alert by SNMP.

& MEC Servrr Condigunation Ulily Vorsion 1.06

EXPRESSSCOFE Engine 3 -
= Matwnrk
Properiy SHMP Alat
Service
+ User Managenwni Alert " Enide = Dwsbie
= Alert *Zatting wp SHMP Alert oo ioim 9 pyeiresd B sened & hasrbwrs exms alert 1o
Meail Aderd the HEC ESMIFROD Manger. el Uhe WEC ESMPRO Ianaged's adcdress
Mall Alert Test "hlert Recezver',
Campintes Hare 2
SNMP Aleri Test Comussanily Hume | £ 0 pablic
Eystem Operation
Control Alan Process fe O At Blocanons T Rl Alert Racepmme
Misre lansous Alert Achmorwledge 7 Enskle  Disshle
Sysiem BIOS
| F?D'“ Alert Ratry Comd [Peqezsd] [ 3 times (0-T)
+ Monhoring At Tomeout  [Faqueed] 6 econde (1. 30
+ Backup/Reston:
Sysiem Information [ Hleat Hecenes
¥ Akt Recedvnn | [P Ackdosss [Required] | 0000
™ Alert Recedver 2 [P Addmes (e =
| Appty | Bt | Hp |

g MEC Server Donliguralion Uiy Yersion 106

EXPRESSSCOPE Engine 3 |
& Matwark 1~ Aleat Hecnrves :
Froperty
Sarvice e Alert Bocetmr | [P Addegs  [Requied] 0000
* Uwer Managenwnt T Al Roconr 2P Mebdmer  [Fopis
At I Alert Bacesves 3 1P Adias
Rfail Alend
Mall Aleri Test — Alert Ll .
SNMP Alert Test
Eystem Operation Wik ErsoaWarsing - J
Comtrol
Misrw lanenns Emr Waming  Informataon
Sysiem BIOS Traprotuel Wuranng, Theabbd) = = -
# BCO Waltage| cmitoring Thonthokd) =] F r
* Monlioring FATSpesd) F F
+ Backup/Reston: POST Messiry Resizs = =
System Information WSl B Missing) ] -
5bil Timeout =] r
Bliereontrolier Soate r
Flatfiam Secarity Volalon Atlempt r -
vt | sty | Bt | By |
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ltem Description Default Value
SNMP Alert SNMP Alert setting
Alert*l Select Enable/Disable of SNMP Alert. Disable
Computer Name Setthe Computer Name.*2 Blank
CommunityName Setthe CommunityName.*3 public
Alert Process Select One Alert Receiver/All Alert Receiver of Alert| One Alert Receiver
Process.
Alert Acknowledge Select Enable/Disable of Alert Acknowledge. Enable
Alert Retry Count Set the count of Alert retry. *4 3
Alert Timeout Set the seconds to alerttimeout. *4 6

Alert Receiver

Alert Receiver setting.

Primary IP Address

Select Enable/Disable of PrimaryIP Address.*5 Enable

IP Address Set the IP Address of Primary. *6 0.0.0.0
Secondary IP Address Select Enable/Disable of SecondaryIP Address.*5 | Disable
IP Address Set the IP Address of Secondary. *6 0.0.0.0
Tertiary IP Address Select Enable/Disable of Tertiary IP Address.*5 Disable
IP Address Set the IP Address of Tertiary. *6 0.0.0.0
Alert Level Alert Level setting
i Alert Level Set the kind of event to alert. *7 Error/ Warning

*1: When PEF(Platform Event Filter) setting is "Disable", it cannot alert.

*2: It is possible to set less than 16 alphanumeric characters.

*3: It is possibleto set less than 16 alphanumeric characters, "-(minus sign)" and"_(underscore)".
*4. 1t is possible to setwhen Alert Acknowledge is "Enable".

*5: When SNMP Alert is enabled, one or more of the addresses should be enable.

*6: It is possible to set when each Alert Receiver is"Enable".

*7: The Alert Level are as follows:

Alert Level

Description

Error

When "Error" is detected in each sensor type, the alert is sent to the checked
address.

Error/ Warning

When "Error" or "Warning" is detected in each sensor type, the alert is sent to
the checked address.

Error/ Warning/ Information

When "Error", "Warning" or "Information" is detected in each sensor type, the
alertis sentto the checked address.

Separate Setting

You can arbitrarily selectthe event to alertin each sensortype.
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4.2.11 SNMP Alert Test
Execute the alert testby SNMP. Select the alert receiver and click [Execute].

& MEL Server Condiguration ULy Version 106
PR— NEC
EXPRESSSCOFE Engine 3
I Seboct et ocdver [e92.182.04 162 |
Froperty SHIMP At
Service At Enstle
+ User Managenwni
= Aler Comprier Heme ESmE
Mail Adert Community Hame  public
Mall Alert Test —
NI Alerd Alent Process L
SMMFP Alert Tesi At Acknowledge  Enable
Eystem Operation Alert Batry . i T
Comitrol
T T At Timeout 2 pecomds
System BIOS
+= EC0
+ Monftoring
+ Backup/Reston:
System Information
Emcute | Bt By |
Item Description
Select alertreceiver Select the alertreceiver. *1
SNMP Alert SNMP Alert settings are displayed. *2

*1: One or more the alert receiver must have beenset by “4.2.10 SNMP Alert”.
*2: The SNMP Alert settings setby “4.2.10 SNMP Alert” are displayed.
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4.2.12 System Operation

This screendisplays and sets the Remote KVM console and the Remote Media.

& MEC Servrr Condigunation Ulily Vorsion 1.06

EXPRESSSCOFE Engine 3 Pramcas KV —
= Matwnrk
Property Encryplam = Bl Dissble
Service :
N T—— Portitio Ereryplion)  [Requimd] | 7578 (1024 63539
e Alart Peurt{Encrypilacn) [®tmpumi] 1583 {0 . &5
Eystem Operation
Monss Crasor Mode C Soge 7 Dl
Sysiem BIOS Miouss Coordzate Mode  Relalee = Absolute
T Eco * Cinlinary recommeads Abeulbute Iicde. Fleams adpat by changiag 1o
* Maonitoring Relative Mode if'the mouse is not synchoonized.
+ Backup/Reston:
K : K -
Systemn Information tyboasd Langouge Eaghie LIS
- Hemaar Tl
it  Enbke " Dusble
Pogi{Ho Excoyptiond
Famote CODVD  [Requined] nx (1024 - 63533 »
Dutiet | sty | Bt | By |

& MEC Servrr Condigunation Ulily Vorsion 1.06

EXPRESSSCOPE Engine 3 |
I T— Keybowd Lurgnage Essglah{LF5) -I
Froperty
Service - Hamote Weds
+ User Managenwni
= Alert Emryption i Enitle " Dushle
Eystem Operation i
Pori{Ho Excryption)
Famete CODND  [Fequind] nm (1024 - 65533
System BIOS
© BCO Remeie LSH Mamony k1l
* Maonktoring Femaite FT1 Ii:l.‘ﬁ
+ Backup/Reston:
System Information Post{Encryptics)
Famete CODND  [Fequind] M (1024 - 65533
Remeie LSH Mamony 1
Remete FT) Iili?
vt | sty | Bt | By |
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Item Description Default Value
Remote KVM Console Remote KVM Console setting
Encryption Select Enable/Disable of Encryption. Enable
Port (No Encryption) Set the Remote KVM Console Port when Encryption | 7578
is enabled.*1
Port (Encryption) Set the Remote KVM Console Port when Encryption | 7582
is disabled.*1
Mouse Cursor Mode Selectthe mode ofthe mouse cursor. Dual
Single
Dual
Mouse Coordinate Mode Select the mode of expression of coordinates of the | Absolute

mouse cursor.*2

Relative
Absolute
Keyboard Language Select the Keyboard Language. English(US)*3
Japanese(JP)
English(US)
French(FR)
German(DE)
Remote Media Remote Media setting
Encryption Select Enable/Disable of Encryption. Enable
Remote CD/DVD Port Set the Remote CD/DVD Port when Encryption is | 5120
(No Encryption) enabled.*1
Remote USB Memory Port | Remote USB Memory Portis displayed.
(No Encryption) (Remote CD/DVD Port + 2)
Remote FD Port Remote FD Portis displayed.
(No Encryption) (Remote CD/DVD Port + 3)
Remote CD/DVD Port Set the Remote CD/DVD Port when Encryption is | 5124

(Encryption) disabled.*1

Remote USB Memory Port | Remote USB Memory Portis displayed.
(Encryption) (Remote CD/DVD Port + 2)

Remote FD Port Remote FD Portis displayed.
(Encryption) (Remote CD/DVD Port + 3)

*1: Each port number must not overlap.

*2: Ordinary recommends Absolute Mode. Please adjust by changing to Relative Mode

synchronized.

*3: When the language of OS is Japanese, the default value is Japanese(JP).
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4.2.13 Control

Control the server. This setting is applied at the next booting time of the server.

This setting does notexist in the case of EXPRESSSCOPE Engine SP3.

& MEC Servrr Condigunation Uiy Yersicn 1.06

EeBaabestog

EXPRESSSCOPE Engine 3
= Matwark
Properiy
Service
+ User Managenwni
= Aert
Eystem Operation

Misce Damsous
System BIOS
= ECO
= Monktoring
+ Backup/Reston:
System Information

O Tume Dot Device

Bool Device b Chasge

Defitt | Appty |

E=l

Help |

Item

Description

Default Value

One Time BootDevice

One Time BootDevice setting

i Boot Device *1

Select the Device used atnext boot.

No Change

*1.

The Boot Devices are as follows:

Boot Device

Description

No Change It follows the setting of System BIOS of the server.

PXE PXE Bootis done.

HDD It starts from the hard disk connected to the server.

CD/DVD It starts from the CD/DVD drive connected to the server.

Remote FD It starts from the FD drive (media) connected by the remote media function.

Remote CD/DVD It starts from the CD/DVD drive (media) connected by the remote media
function.

Remote USB Memory | It starts from USB Memory connected by the remote media function.

FD It starts from the FD drive or the removable mass storage connected to the
sernver.

CHECK:

This setting item does notexist in Off-line TOOL.
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4.2.14 Miscellaneous

This screen displays and sets the various functions.

g MFC Server Cordigurabion Uiy Yeron 1,06

Syztem Information

Ilamgr =t Saltwarm

ESWEPRC: M unagrment = Emsble ¢ Dissble

THMP Alert confipmabion ar lbqw:ld.m meamiior comporeni0fy hardwars s

Arlmnteston Kay  [Reguml] [ =eee

*Ragiebering the EXFRESSHO0TE Engme b the HEC ESMPRD Musager and settag up

frp— NEC
EXPRESSSCOFE Engine 3 e
= Matwnrk ;
Bedurvica when SIL :
Propesty S (™ S%op loggig SEL  Cleas all SEL = Crverwails oklest SEL
Service
* Lser Managenmeni Power Rectoas Dalay
+ Aleri AC-LINE (™ Stay Off = LastSwie ¢ Powss On
System Operation Dulay Tin  [auimed] [ Random [ seconde (40600
Comtrol
Pullisore Hanea s Plasform Bvent Fihes
System BIOS Flatioss, Bvest Filter = Endel " Dissbls
= BCD
% Maonltaring *If PEF Coafipetion i sit b5 disshla, SHIMT dlart will not woek
+ Backup/Eestme

Ferdimeriinn I~ Emshls v Chedble
Dot | Apnty | Ea | Help |
Item Description Default Value
SEL SEL setting
Behavior when SEL | Selectthe Behaviorwhen SEL repositoryis full. *1 Overwrite oldest

repositoryis full

Stop logging SEL

: SEL is notrecorded any more.
Clearall SEL

: Delete all SEL and record SEL newly.
Overwrite oldestSEL

: Old SEL is overwritten with new SEL.

SEL *8

Power Restore Delay

Power Restore Delay setting

AC-Link

Select the AC-Link setting.
Stay Off
: DCis notturned on.
Last State
: It becomes the same as time when AC was turned off.
Power On
: DCon always.

Last State *2

Delay Time Set the value or specify the Random. The range is from | Minimum value
"Minimum value" to "600"[Sec], *3
PEF PEF setting
i Platform Event Filter Select Enable/Disable of Platform Event Filter. *4 Enable
Management Software Management Software setting
ESMPRO Management | Select Enable/Disable of ESMPRO Management. *5 Currentvalue
Authentication Key Set the Authentication Key. *6 *7 guest
Redirection Select Enable/Disable of Redirection. *6 Enable

If Redirection is set to "Enable”, BIOS Redirection Port in
Console Redirection Configuration of BIOS is set to "Serial
Port B".
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*1: When this item is changed to the other from "Overwrite oldest SEL", or is changed to "Overwrite oldest
SEL" from the other, all log records in the SEL Repository are cleared.

*2: When the "Standby Power Save" function of System BIOS is Enable, it is set to "Power On". And the
default value is changed to "Power On".

*3: It is not possible to set when AC-Link is "Stay Off" or the system is Blade Server. Delay time from
turning on AC to turning on DC is specified. It is possible to set up to 600(seconds). Minimum value is
different according to the system. It is possible to set "Random" when the systemsupports it.

*4: "Enable” and "Disable" of the report function from BMC are set. It makes SNMP Alert be impossible
when it sets to "Disable".

*5: When BMC can be managed directly from NEC ESMPRO Manager (\Ver.6 or later), it must be set to
"Enable". If it sets to "Enable", Authentication Key also must be set.

*6: It is possible to setwhen NEC ESMPRO Management is set "Enable”.

*7: It is Authentication key when managing from NEC ESMPRO Manager (\er.6 or later). It is possible to
set less than 16 half-size alphanumeric characters.

*8: In the case of EXPRESSSCOPE Engine SP3, the default value is “Stop logging SEL”.

CHECK:
Power Restore Delay settings do notexist in Off-line TOOL.
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4.2.15 Extended Functionality

This screen displays and sets the extended functions.

This settings only exists in the case of EXPRESSSCOPE Engine SP3.
Please refer to the User's Guide of the server for details of the item.
This setting is applied at the next booting time of the server.

B NEC Server Configueation Uility Version 1.10 - =

= EXPRESSSCOPE Engine SP3
= Metwork

Froperty{Masier)

Faull Hindlmg
Viht of after pebooting

Property(Standby}
Service{Master)

# User Management

# Alert

Dhapraced Server Boot Pahoy
Factimy Ut Blemscrval

FRB2 Monitorag

FEES
b

" Boot [ Not-Boot
= Enable (" Duable
& Enable " Dokl

Sysvem Ohperation
Miscellaneous

=2 Extended Funciionality
Diagnostics
Conflguration
System BIOS
& Monitoring

System Information

Defmi: |

B NEC Server Configueation Lhility Versicn 1.10 - =

= EXPRESSSCOPE Engine SP3
= Metwork
FropertviMasier)
Froporty{Standhy)
Service{Master)
# User Management
# Alert
Sysvem Chperation
Miscellancous
2 Extended Functionality
Fault Handling
Conflguration
System RIOS
¥ Alomitoring

System Information

Current valoe
Penadsic Dhamnonn,

Defmi: |

46



Server Configuration Utility User's Guide

B NEC Server Configuration Lhility Versicn 1.10

| ST

NEC

EXPRESSSCOPE Engine SP3
= Metwork
Properry(Master)
Property{Standhy)
Service{dMasier)
= User Management
# Alert
Sysvem Chperation
Miscellancous
Extended Functionality
Fault Handling
Diagnostics
Conflguration
System BIOS
i Alonitoring
System Information

Umhnason

Current valoe Vot of after rebooting

Manter Clocks Mlodule Clackel " Cloackl  Clock2

Spare PCle Confperataen Mode ot = Seatic ¢ Dymamic

Dhefarcle Apply Exit

Help

Item

Description

Default Value

Fault Handling

Fault Handling function setting

Mode

Static
Dynamic

Degraded Server Boot | Selectthe Degraded Server Boot Policy. Not-Boot
Policy Boot
Not-Boot
Failing UnitRemoval Select Enable/Disable of Failing UnitRemoval. Enable
Enable
Disable
FRB2 Monitoring Select Enable/Disable of FRB2 Monitoring. Enable
Enable
Disable
Diagnostics Diagnostics function setting
Periodic Diagnosis Select Enable/Disable of Periodic Diagnosis. Enable
Enable
Disable
Configuration Various other setting
Master Clock Module Select the Master Clock Module. Clockl
Clockl
Clock2
Spare PCle Configuration | Selectthe Spare PCle Configuration Mode. Static
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4.3 BMC

This chapter explains the items of BMC which is not EXPRESSSCOPE Engine.
Refer to setmore detailed settings.
Further, refer to "4.2 EXPRESSSCOPE Engine 3, SP3" in case of EXPRESSSCOPE Engine.

By NEC Server Configunstion Lhility Wersicn 1.1 - :,..:

C— NEC

B

ey & N 5 - Al of HMVEC Haltery codhfisnation patanstem will bs
M'::;m e | eettened b P default setlings =
3 Alart P Pizsers the BT
OO Thn spmation may e st deirchon
% Bartery Claas SEL Alllog receeds = the SEL (Sysiem Event Logh

Reposibory will be cleared

+ Monitoring
Nerwork
Displays and confipures the settng of fhé setuiork ssvionment with BAIC
Alerd
Diwplays wd confipres the sesting of the alet acconding 1o the SNMP from BLIC

ltem Description
Configuration Initialization *1*3 | You can restore all of configuration parameters to the default
settings. It will take a few minutes to restart BMC.

Reset*2*3 You can reset BMC without rebooting system. It will take a
few minutes to restart BMC.

Clear SEL You can clear all records of System Event Log.

*1: This operation may cause data destruction. If the server is equipped with a battery, battery configuration
parameters are also initialized.

*2: Please use this operation when you cannot operate the BMC functions correctly or if necessary. This
operation does not clear the configuration settings.

*3: False HW error information may be detected on the server if Shutdown, Reboot, or any other operation is
executed during a few minutes after this operation. Please refer to the server's User's Guide to get more
information, becausethe occurrence of the false HW error detection depends on the model of the server.
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4.3.1 Network Property

This screendisplays and sets the network environment.

By NEC Server Configunstion Lhility Wersicn 1.1 - :,..:
B ey MNELC
PG Base
= Network
Merwork Frahle
- Alart DECP
ECO —
IP Addbrews  [Flogrnd] | 19116681522
& Bamery
+ Monitoring Subeoet Wimsk [Pequired] | 2232332520
Dl Gatevay
Dottt | Apply Exit Help

Item Description Default Value
Basic Network Property Basic setting
Network Network status is displayed.
Enable/Disable
DHCP Select Enable/Disable of DHCP.*1 Enable
IP Address Setthe BMC IP address ofthe BMC LAN. *1 *2 192.168.1.1
SubnetMask Set the Subnet Mask of the BMC LAN. *1 *2 255.255.255.0
Default Gateway Set the Default Gateway IP Address of the BMC LAN. *1*2 | 0.0.0.0
If you set this item, it is necessary for applying configuration
information thatthe gateway is connected on network.

*1: It is possible to setwhen Network is "Enable™.
*2: It is possible to setwhen DHCP is "Disable".
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4.3.2 SNMP Alert
This screen displays and sets the behavior of SNMP Alert.

| B NEC Server Configunstion Utility Yersicn 1.11 4
R— NEC
| BMIC [~ snee A
- Network
Property .Um.-'-d:.w‘l.bdsl 7 Emable ™ Datsble
= Alert Eatle Alact Acknowledge if you manage secver using NEC ESMPRO Managee
SHAP Alirt Mt Btry Cousd [Rrquaed] | 7 tmes [0-7)
ECO o :
+ Battery Alers Temeout [Required) | 30 seconds  (3-500
i Monitoring
Defmt | Appiy Exit Help
ltem Description Default Value
SNMP Alert SNMP Alert setting
Alert Acknowledge Select Enable/Disable of Alert Acknowledge. Enable
Alert Retry Count Set the count of Alert retry. *1 3
Alert Timeout Set the seconds to alerttimeout. *1 6

*1: It is possibleto setwhen Alert Acknowledge is "Enable".
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4.4 SystemBIOS

This screen displays and sets System BIOS settings ofthe server.

This settings only exists in the case of EXPRESSSCOPE Engine 3 or EXPRESSSCOPE Engine SP3.
Please refer to the User's Guide of the server for details of the item.

This setting is applied at the next booting time of the server.

& MFC Server Conligunaion Uiy Versson 106
EXPRESSSCOPE Engine 3 Bk Coafuat =
= Matwark _
Property Crerzent valoe Wl of aftex rebooting
Service FUST Eot Fame Enshle  Enable 1 Disshle
E;w"“' Massory Ersex o Y © Dat
Eymlem Dperation CLI Setap Dbl ™~ Enshls 1+ Chashie
Contral Sheady Priwes Saiy [ Rl Dk
Pz Klarea o E
System BIOS Acbvanced Fan Cantrol Dussble I Enil 1+ Ditadile
© ECO
* Manltaring - Serad Fust A, Cosligematn
B Bk upiFeriom Carmsnt vl Waas of after ekoating
5 Information e
o Serml Pot A Enatile = Esable ~ Dishle
Sariall A Tiase IO IFEL IFith .
Sarial A, It fRg4 R4 *
Sartal Post B Centfiguration
Crtrzenl yalos Wil off il sl img,
e E = AL PR 2
Dot | Apnty | Ea | mp |

& MEC Servrr Condigunation Ulily Vorsion 1.06

EXPHESSSCOPE Engime 3 Carment vl aue of after reboating =]
o N Sorad Pt B Enite  Endh (" Disbie
Froperiy B
Service Siriad B Base LD 2FEh I:Fih bl
# User Managenweni Sermd B Isberrupt i-Te ] IEF.Q3—:[
* Aler
Eystem Operation ﬁﬂrﬂbm-ﬂﬂnmlh-mn
Comitrol
Miscellaneoas Crzent valuy Wl of after mbooting
Sysiem BIOS BICKS Radiection Port Heral Fort B [mifene x
i rrral fpoans =]
[ g P AHEI -
= Manloring Teaioal Type e
+ Backup/Restom: Band Pt 17200 15200 -
Systern Information Dals Bils E Ix ...[
Siop Bits 1 1 =
Faanly Hone Hiome -
Flow Conteo] Hurdwnre RTSCTS IH.‘.-.lmm-:-:mn':\' -
Cotinm CR et POST  Fniil @ Ensbe " Dissble :‘
D | sppty | Bt | mp |
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ltem Description Default Value *1
Basic Configuration *3 Basic Configuration setting
POST Error Pause Select Enable/Disable of POST Error Pause. Enable
Memory Error *2 Select Halt/Bootof Memory Error. Boot
CLI Setup *2 Select Enable/Disable of CLI Setup. Disable
Standby Power Save *2 Select Enable/Disable of Standby Power Save. | Disable
Advanced Fan Control *2 Select Enable/Disable of Fan Control. Disable
Serial Port A Configuration Serial Port A Configuration setting
Serial Port A Select Enable/Disable of Serial Port A. Enable
Serial ABase I/O Select Base /O Address of Serial Port A. It | 3F8h
mustbe different from Serial Port B.
Serial A Interrupt Select IRQ of Serial Port A. It must be different | IRQ 4
from Serial Port B.
Serial Port B Configuration Serial Port B Configuration setting
Serial Port B Select Enable/Disable of Serial Port B. Enable
Serial B Base I/O Select Base /0O Address of Serial Port B. It | 2F8h
mustbe different from Serial Port A.
Serial B Interrupt Select IRQ of Serial Port B. It must be different | IRQ 3
from Serial Port A.
Console Redirection Configuration | Console Redirection Configuration setting
BIOS Redirection Port Select BIOS Redirection Port. You cannot | Disabled
select“Disable” Port.
Terminal Type SelectTerminal Type. VT-100+
Baud Rate Select Baud Rate. 115200
Data Bits Select Data Bits. 8
Stop Bits Select Stop Bits 1
Parity Select Parity. None
Flow Control Select Flow Control. Hardware
RTSICTS
Continue C.R. after POST Select Enable/Disable of Continue Console | Enable
Redirection after POST.

*1: The value might be different according to the system.
*2: It is not displayed when the systemdoes not support this function.
*3: It is notdisplayed in the case of EXPRESSSCOPE Engine SP3.

CHECK:
This setting item does notexist in Off-line TOOL.

52



Server Configuration Utility User's Guide

4.5 ECO

This chapter explains “ECO” items. Refer to set more detailed settings.
This setting does not exist in the case of EXPRESSSCOPE Engine SP3.
When BMC is not EXPRESSSCOPE Engine 3, only Configuration Initialization is supported.

& MEC Servrr Condigunation Ulily Vorsion 1.06

P— NEC

EXPRESSSCOFE Engine 3

= Matwark o e 2 Al of ECO configumation pamumdters will be restomed bo
Cordipmition [nitikration
B riy ke dlefivalt seitmgs
Service Infiirmsation
% User Management [impluys the pouer cagipng elafus, the comprztia ol The erver S mansgemes? ani
+ Alert the sefirence value of power cordmmption by the opémtions] condstion ank dsplired.
Rysdem Dperation Cunfigantion
Control The sertirg ared the daplay g T prwee and the gyaner bnad are dore
Mliwee Hansous
Sysitem BIOS
Information
Confliguration
+ EackupRestom:
System Information
Bt By |
Item Description

Configuration Initialization

You can clear all of ECO configuration parameters.

CHECK:

The ECO screenis notdisplayed if the systemdoes not support this function.
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4.5.1 ECO Information

This screen displays the reference value and the statistics value of the server according to its
configuration and systemload.

HW

g MFC Server Cordigurabion Uiy Versen 1,06

vy NEC
EXPRESSSCOFE Engime 3 POWER CADRIHNG LED
= Matuwnrk *
Frogeeriy
Service [CTE—
* Lser Managenweni
+ Adert Mumrean Fanns Cosaumprion a0
Eystlem Uperation belizimm, Fuwer Corswmsptin 197 )
Comtrol =
Mlliere Hansins NE
Svstem BIOS Theae valnes aoe mifeeres caly Eachvalne wmrlpﬂh ke et
= ECO Statutizy
Pomer Congrmpiion CPU Theotiling Memory Theodil=g
Confliguratinn
« Manitoring Current 103 Crnsrd bipg Crrent 0
+ Barkip/Restn: i 17 ¥ ¥ P— il ] i ] ]
System Information
Misimiim 10wy Minirmites Ll Mindmi LR
Aoverage 103wy Aversge L 0 g
Furel I Fasnt Resat
Ea | Help |
Item Description
POWER CAPPING LED Presentstatus of POWER CAPPING.is displayed.
Maximum Power Consumption *1 Maximum system power consumption.
Minimum Power Consumption *1 Maximum system power consumption.
Power The power consumption ofthe server is displayed.
Current Present power consumption.
Maximum Maximum power consumption.
Minimum Minimum power consumption.
Average Average value of power consumption.
CPU Throttling *2 CPU throttling rate of the server is displayed.
Current Present CPU throttling rate.
Maximum Maximum CPU throttling rate.
Minimum Minimum CPU throttling rate.
Average Average value of CPU throttling.
Memory Throttling *2 *3 Memory Throttling rate of the server is displayed.
Current PresentMemory Throttling rate.
Maximum Maximum Memory Throttling rate.
Minimum Minimum Memory Throttling rate.
Average Average value of Memory Throttling.
Reset The statistics values are reset.

*1: These values are reference purpose only. Each value might be different from the actual value which
depends on your precise server configuration.

*2: Technology that decreases frequency or duty cycle of clock, and suppresses power consumption.

*3: It is not displayed when the systemdoes not support this function.
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4.5.2 ECO Configuration

This screen displays and sets the items concerning the power consumption and the systemload.

TIPS:

Please refer to 6.8 ECO setting.

& MEC Servrr Condigunation Ulily Vorsion 1.06

NEC

= Matwark
Property
Service
+ User Managenwni
= Aler
Eystem Operation
Contral
Mlisre Hansous
Sysiem BIOS
= ECD
Information
+ Backup/Reston:
System Information

EXPRESSSCOFE Engine 3

[rare—
W Aggresans Mok (63

Formes Thomehodd{Fa)  [Fincquusredd] i () (476 - £36)
Correction lome limat  [Fieguared] | Seconcle (I - 600)
™ Shetderns Syetem
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Comection toue st [Fequoed] jlu} Seconds (1 - SO0

Safe Power Cappg (7]
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7 Boot Time Configemtion 69

(Critical Power Cap)

consumption underthe specified upperlimitthreshold.
This function reduces power consumption by changing
CPU clock, throttling CPU clock and throttling Memory
clock instead oflowering the system performance.

If the power consumption has been exceeded over the
Power Threshold(Pa) during the period specified in the
Correction time limit, it will be able to generate System
Event Log, send alert,and Shutdown System.

Perfoamares Mods (= Performancs Optimized 1 Power Optimized
Digable CFU Comes  [Faquaed] o 0= 11}
Defitt | Appty | Esil Help |
ltem Description Default Value
Aggressive Mode Aggressive  Mode brings the system power

Aggressive Mode
(Critical Power Cap)

Select Enable/Disable of Aggressive Mode.

Disable

Power Threshold(Pa)
(Power Cap Value(Pc))

Set the Power consumption upper limit threshold of
Aggressive Mode. The range is from AAA to Maximum
Power Configuration.[Watt] *1 *2 *9

Maximum Power
Configuration [*9]

Correction time limit

Set the maximum time to take corrective actions in
order to bring the system power consumption back to
the specified Power Threshold(Pa) before generating
System Event Log, sending alert and Shutdown
System.The range is from NNN to MMM.[Sec] *1*3 *9

2 or Minimum
value, whichever
is greater. [*9]

Shutdown System
(Exception Action)

Select Enable/Disable of the action if the power
consumption has been exceeded over the Power
Threshold(Pa) during the period specified in the
Correctiontime limit. *1

Disable
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Iltem

Description

Default Value

Non- Aggressive Mode
(Non-Critical Power Cap)

Non-Aggressive Mode brings the system power
consumption under the specified upper limit threshold
withoutextremely decreasing system performance.
This function reduces power consumption by changing
only CPU clock in order to reduce the deterioration of
the system performance compared with Aggressive
Mode. If the power consumption has been exceeded
over the Power Threshold(Pn) during the period
specified in the Correction time limit, it will be able to
generate System Event Log and send alert.

Non-Aggressive Mode Select Enable/Disable of Non-Aggressive Mode. Disable
(Non-Critical Power Cap)
Power Threshold(Pn) Set the Power consumption upper limit threshold of| Power
(Power Cap Value(Pn)) Non-Aggressive Mode. The range is from Minimum | Threshold(Pa) -
Power Configuration to BBB.[Watt] *4 *5*9 10 or Minimum
Power

Configuration +
10, whichever is
greater. [*9]

Correction time limit

Set the maximum time to take corrective actions in
order to bring the system power consumption back to
the specified Power Threshold(Pn) before generating
System Event Log and sending alert. The range is
from NNN to MMM.[Sec] *4 *9

10 or Minimum
value, whichever
is greater. [*9]

Safe Power Capping

Safe Power Capping brings the system power
consumption down forcibly when the system is unable
to obtain the power readings. This function is
considered for the case where the shamp increase of
power consumption causes circuit breaker tripping
while the system power consumption is notreadable.

Safe Power Capping Select Enable/Disable of Safe Power Capping. Disable
(Power Reading Timeout)
Boot Time Configuration*7 | Boot Time Configuration can set the performance of
the system in booting. Also can set disable CPU cores
per sockets.
Boot Time Configuration | Select Enable/Disable of Boot Time Configuration. Disable
Performance Mode Select the performance ofthe system in booting. *8 Performance
Performance Optimized Optimized
Power Optimized
Disable CPU Cores Set the CPU Core number(s)to disable.*8 *9 0

*1: It is possible to setwhen Aggressive Modeis "Enable™.

*2: AAAis "Minimum Power Configuration” or "Power Threshold(Pn)".
*3: When "Power Threshold(Pa)" is not equal to "Power Threshold(Pn)", NNN is the minimum value of the
system. When "Power Threshold(Pa)" is equal to "Power Threshold(Pn)", NNN is "Correction time limit" of
Non-Aggressive Mode. MMM is the maximum value of the system.

*4: It is possible to setwhen Non-Aggressive Modeis "Enable™.

*5: BBB is "Maximum Power Configuration™ or "Power Threshold(Pa)".
*6: NNN is the minimum value of the system. MMM is the maximum value of the system.
*7: It is notdisplayed when the systemdoes not support this function.
*8: It is possible to setwhen Boot Time Configuration is "Enable”.
*0: The range and value is different according to the system.
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4.6 Battery

This chapter explains "Battery" items. Refer to set more detailed settings.
This setting does notexist in the case of EXPRESSSCOPE Engine 3.

CHECK:
This setting does not exist if the server is not equipped with a battery.
This setting does notexist in Linux

4.6.1 Battery Information

This screen displays the information of the battery pack and the battery controller.
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-
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Item Description
Battery Pack Information Displays the information ofthe Battery Pack.
Status The detected state of the battery pack is displayed.
Normal/Warning/ Error / Not Mounted
Charge Status The charge status of the battery packis displayed. *1

Fully Charged/ Charging/Discharging(%)/Unknown
Battery Pack Replacement The necessityof the battery pack replacementis displayed. *1
Need/ No Need
Remaining Charge The remaining charge [mAh] of the battery pack is displayed. *1
Remaining Charge
: The remaining capacityfor the Full Charge Capacity.
Full Charge Capacity The full charge capacity [mAh] of the battery pack is displayed. *1
Full Charge Capacity
: The battery capacity that could be discharged to the voltage
at the end of discharge from full charge.
Rated Capacity The rated capacity [mAh] of the battery pack is displayed. *1
Rated Capacity
: The minimum capacity of the battery pack based on the
charge and discharge conditions of JIS C8708 2007.

\obltage The measured woltage [mV] of the battery pack is displayed.*1

Current The measured current[mA] of the battery packis displayed.*1

Manufacturer Name The manufacturername ofthe battery packis displayed. *1

Model Name The model name ofthe battery packis displayed.*1

Battery Type The type of the battery pack is displayed. *1

Total Working Hours The total working hours ofthe battery pack is displayed.*1

Recharged Count The recharged countof the battery packis displayed. *1

Full Charged Count The full charged countof the battery packis displayed. *1
Battery Pack Information Displays the information ofthe Battery Pack.

Manufacturer Name The manufacturer name ofthe battery controlleris displayed.

Device Name The device name of the battery controlleris displayed.

Firmware Revision The firmware revision ofthe battery controlleris displayed.

Supported Battery Type The type of the battery controlleris displayed.

Approximate Backup Time at| The approximate backup time [minutes:seconds] in fully charged

Full Charge(currentload) state at currentload of the battery controlleris displayed.*2*3

Approximate Backup Time at| The approximate backup time [minutes:seconds] in fully charged
Full Charge(maximumload) | state at maximum load ofthe battery controlleris displayed.*2 *3
Rated Capacity The rated capacity [mAh] of the battery controlleris displayed.
Rated Capacity
: The minimum capacity of the battery controller based on the
charge and discharge conditions of JIS C8708 2007.

Rated Power The rated power [W] of the battery is displayed.
Peak VA The peak power [W] of the battery is displayed.
Charged Power The power [W] required for charging is displayed.

*1: It is notdisplayed when the battery pack is not mounted.

*2: If theapproximate backup time is unknown, "-"is displayed.

*3 'Approximate Backup Time at Full Charge' is a reference value when the server's environment
temperature is 25 degrees Celsius. This value may be different from actual operating time caused by
temperature differences.
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4.6.2 Battery Controller Configuration

This screendisplays and sets the functions of the battery controller.

25 NEC Senqes Configuraticn Usility Yersian 111 —

Batiery Controller Conli

brdaiig NEC
BT Eastery Centreller Cimbparation
= Network
Froperty Slmetirwn ot prver = Emibls " Dhasble
= Alert Shrazioorm debay tist [Petquared] E Secouds {0 - 255
SNMP Alert EE—
FCo Dagtery tum off deliny time . [FPaquarsd] |_-'k'- Second (0 - B
= Banery *Tha pewer svtch abarcld be comfyrored o shotdews m the 03
Bamery Infermation R N — & Feable 1 Dhissbie

4 Monilorimng *Thit ibwes i valid only b AC.LTNK v net Stay OF, or AC.LTNK it ot Lant
Stade’ and Land Stale is DC.OFT.
Dood tumboit after DC-ON  [Fquirsd] Sateads (0 - 15000
THER Appy | st idp |
Iltem Description Default Value
Battery Controller Configuration | Battery Controller setting
Shutdown at power lost Select Enable/Disable of the ability to shutdown | Enable
at the powerfailure. *1
Shutdown delaytime Set the timeout period until the shutdown will be | 30
started at the power failure. *2 *3
Battery turn off delaytime Set the timeout period until the shutdown will be | 3600
finished atthe power failure.*2 *3
Boot after power recovery Select Enable/Disable of the ability to boot after | Enable
the powerrecovery. *2 *4
Boot timeoutafter DC-ON Set the timeout period until the boot is complete | O
after DC-ON. *2 *3 *5

*1: The POWER Switch should be configured to shutdown in the OS.

*2: It is possible to setonly if Shutdown at power lostis set to "Enable™.

*3: The battery output period may be briefer in duration than the each configured time in this item,
depending on the remaining charge.

*4: This item is valid only when AC-LINK is set 'Stay Off, or AC-LINK is set 'Last State' and Last State is
DC-OFF.

*5: This item is valid at DC-ON after the shutdown system by 'Shutdown at power lost'. (DC-ON by 'Boot
after power recovery' or manually)
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4.7 Monitoring

This chapter explains "Monitoring" items. Refer to set more detailed settings.

CHECK:

NEC System Management Controller driver must be run to set.
This setting item does notexist in Linux and Off-line TOOL.

4.7.1 WDT

This screen displays and sets the Monitor System Hangs.

& MEC Servrr Condigunation Uiy Yersicn 1.06
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= Matwark
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Ehuidewmn
+ Backup/Reston:
System Information

¥ Blemstos Syales Hamp

[ Saconds (180- 009
] Secoads (3 . 601}

Action o Tt HMI -

Timeont  ([Faqueed]

Interval  [Fequend]

Aetion afles lumsered Reeet =

Apply | Esit Help |

Item

Description

Monitor System Hangs

WDT monitoring setting

Timeout

Set the timeoutperiod of monitoring.

Interval

Set the interval period of monitoring.

Action at timeout

Select the action attimeout.
None
NMI

Action after timeout

Select the action after timeout.
System
Reset
Power off
Power cycle
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4.7.2 Shutdown

This screen displays and sets the Monitor Shutdown Hangs.

& MEC Servrr Condigunation Uiy Yersicn 1.06
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Item

Description

Monitor Shutdown Hangs

Shutdown monitoring setting

Timeout

Set the timeoutperiod of monitoring.

Action at timeout

Select the action at timeout.

None
NMI

Action after timeout

Select the action after timeout.

System
Reset
Power off
Power cycle
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4.8 Backup

Back up the configurations to files. Select the backup target and click [Execute].
This function only exists in the case of EXPRESSSCOPE Engine 3.
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Item Description
File Locations Set the location of backupfiles.
Folder The preservation folder of the file is displayed.
Browse It changes the preservation folder.
Backup Target Select the backup target.
User Select whether backup User settings or not, and display the backup file
Management name.
Network Select whether backup Network settings or not, and display the backup file
name.
Alert Select whether backup Alert settings or not, and display the backup file
name.
System Select whether backup System Operation settings or not, and display the
Operation backup file name.
Miscellaneous Select whether backup Miscellaneous settings or not, and display the
backup file name.
ECO*1 Select whether backup ECO settings or not, and display the backup file
name.
Monitoring *1 Select whether backup Monitoring settings or not, and display the backup
file name.

*1. It is not displayed when the system does not support this function. Monitoring is supported only on
Windows.

CHECK:

Off-line TOOL has no backup function.
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4.9 Restore

Restore the configurations from files. Select the restore target and click [Execute].
This function only exists in the case of EXPRESSSCOPE Engine 3.
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Item Description
File Locations Set the locations offiles.
Folder The preservation folder of the file is displayed.
Browse It changes the preservation folder.
Restore Target Select the restore target.
User Select whether restore User settings or not. Only when the target backup
Management file exists, the file name s displayed and able to be selected.
Network Select whether restore Network settings or not. Only when the target
backup file exists, the file name s displayed and able to be selected.
Alert Select whether restore Alert settings or not. Only when the target backup
file exists, the file name s displayed and able to be selected.
System Select whether restore System Operation settings or not. Only when the
Operation target backup file exists, the file name s displayed and able to be selected.
Miscellaneous Select whether restore Miscellaneous settings or not. Only when the target
backup file exists, the file name s displayed and able to be selected.
ECO*1 Select whether restore ECO settings or not. Only when the target backup
file exists, the file name s displayed and able to be selected.
Monitoring *1 Select whether restore Monitoring settings or not. Only when the target
backup file exists, the file name s displayed and able to be selected.

*1: It is not displayed when the system does not support this function. Monitoring is supported only on
Windows.

CHECK:

Off-line TOOL has no restore function.
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5. Functionsfor Many-core Server

This chapter describes the functions of Server Configuration Utility of if you use Many-core Server.
Please refer to chapter4 when you use a standard server.

5.1 Startprocedure

After the installation is completed, do the following operation as root user to start Server Configuration
Utility.

/opt/nec/ServerConfiguration/svconf

The following screen shows example.

EEMPRO Managamant
SHNMP Alaert

Exit

[Entar]

TIPS:
Refer to the following to see Server Configuration Utility help information.
Open the setting of Server Configuration Utility and press F12 key on the screen
displayed "[F12] help" at the bottom.
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5.2 ESMPRO Management

This screen sets the managed server for remote management with NEC ESMPRO Manager.

{ ESMPRO Management |

"Plesse set the suthentication key for EEMPRO Managemsnt.

huthontication Koy G

ltem Description Default Value
ESMPRO Management Setting to manage from NEC ESMPRO.
! Authentication Key Set the Authentication Key. *1 guest

*1: It is Authentication key when managing from NEC ESMPRO Manager (\er.6.16 or later). It is possible
to setless than 16 half-size alphanumeric characters.
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5.3 SNMP Alert
This screen sets the alert by SNMP.

Primary Alert Recalver
IF Address. | Regui rod]
Secondary Alert Rescelver
IP Address

Tartiary Alert Roecalver
IP Addroas

ltem Description
SNMP Alert SNMP Alert setting.
Primary IP Address Select Enable/Disable of PrimaryIP Address.
IP Address Setthe IP Address of Primary. *1
Secondary IP Address Select Enable/Disable of SecondaryIP Address.
IP Address Setthe IP Address of Secondary. *1
Tertiary IP Address Select Enable/Disable of Tertiary IP Address.
IP Address Setthe IP Address of Tertiary. *1

*1: It is possible to set when each Alert Receiver is"Enable”.
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6. Precautions for Use

6.1 Installation

-- Server Configuration Utility Installer (Windows & Linux) cannot downgrade to the older version. If you
want to use the older version, uninstall the current version and then install older version.
Note: All the registered information will be deleted as the result of the uninstalling.

6.2 Generalsettings of EXPRESSSCOPEEngine 3,SP3

-- When you apply the configuration parameters, it may take time to complete the configuration ofthe BMC
firmware depending on the settings. The following message will be displayed during the application,
please wait one minute from several tens of seconds.

- Windows / Linux : Applying the parameters.
- Off-line TOOL : Updating the parameters.

6.3 HTTP/HTTPSsettings

-- HTTP alone cannot be set to "Enable". When HTTP is set to "Enable”, HTTPS is also set to "Enable"
automatically.

6.4 Redirection setting

-- If Redirection of Management Software setting in Miscellaneous is applied to "Enable", the Value of after
rebooting of BIOS Redirection Port in BIOS Console Redirection Configuration is setto "Serial Port B".

6.5 PEF setting and SNMP Alert setting

-- If Platform Event Filter in Miscellaneous is applied to "Disable”, SNMP Alert is set to "Disable”. And if
SNMP Alert is applied to "Enable", Platform Event Filter is setto "Enable".

6.6 Alert formBMC

-- In the case that the item "Alert" is enabled, BM C will alert directly to the specified alert receiver when the
event specified in Alert Level is occurred. If NEC ESMPRO Manager or NEC ESMPRO Manager
Association Module is installed on the alert receiver, the SNMP alert from BMC is registered on Alert
Manager.

-- Sending the alert from BMC depends on exist of NEC ESMPRO Agent.
(1) In the case of NEC ESMPRO Agent has been installed on the managed server.
If OS does notrun on the managed server, BMC send the alert when the specified event happens.
After OS runs and NEC ESMPRO Agent starts, BMC does notsend the alert even if the event happens,
because NEC ESMPRO Agentsends the alert.

(2) Inthe caseof NEC ESMPRO Agenthas notbeen installed on the managed server.
BMC sends the alert whenever the specified event happens.

6.7 Alert Test

-- Please send a test alert after completing all the settings of the Alert Configuration. You may be unable to
usethe alert function due to network environment and settings.
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6.8 ECO setting

-- The electric power value might not necessarily reach even the value of Power Threshold. The electric
power control lowers the power consumption of the system by lowering the frequency of CPU/Memory.
When CPU/Memory Throttling value reaches 100%, the electric power value does not fall any more.

-- The server may not boot correctly if you configure too low value to the Aggressive Mode "Power
Threshold(Pa)" and enable the Shutdown System option. When validating this setup, it is recommended to
fully considerthe value of "Power Threshold(Pa)" to be specified.

6.9 ManagementLAN setting

-- When setto "Shared BMC LAN", the management LAN port is disabled.
-- When set to "Shared BMC LAN", the network performance may be reduced because the data of both
LANs must be transmitted or received.

6.10 Connection Typesetting

-- When both of the following has been set, Server Configuration Utility fails to change "Connection Type".
- Management LAN is setto "Shared BMC LAN".
- Boot Mode of BIOS SETUP (To press F2 key on POST) is setto "UEFI".
You can change the configuration of "Connection Type" is available when Boot Mode is "Legacy". Change
Boot Mode configuration from"UEFI" to " Legacy" before changing "Connection Type" configuration, and
then restore Boot Mode to "UEFI" (after changing "Connection Type").

6.11 Network setting

-- When you change the Network setting (Property or Service) on the EXPRESSSCOPE Engine SP3, an error
may occur depending on the load status of the system. In this case, please check the setting and set again
as needed.

6.12 Default setting

-- Please refer to the appropriate EXPRESSSCOPE Engine User's Guide about differences between BMC
Configuration's default values and values which "BMC Configuration Initialization” function will set.

6.13 Key input

-- If you select the keyboard type "Japanese" in Off-line TOOL startup, you are not able to enter the key of
"¥" ""and "_".

-- In Server Configuration Utility for Windows, if you want to apply a string containing "%", you must
specify "%%" instead of "%".

6.14 Run on Linux(x64)

-- When starting Server Configuration Utility on Linux(x64), the following message is displayed by system
library, and then Server Configuration Utility fails to be started.
- Aborted (core dumped)
In this case, please delete the following file, and then start Server Configuration Utility.
- /dev/shm/sem.BIOS_LOGFILE_MUTEX
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6.15 Exclusionssetting of security software

-- When using security software, please exclude following installation folder or directory of this software
from a target of scan. Because this software may not work right by influence of security software. Further
please refer to the manual of security software about setting of exclusion.

1.on Windows
The following folder is the default folder. If you changed the installation folder, please exclude the
changed folder.
- (32bit Edition) <systemdrive>¥Program Files¥ServerConfiguration
- (64bit Edition) <systemdrive>¥Program Files (X86)¥ServerConfiguration

2.on Linux
- /lopt/nec/ServerConfiguration
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