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HOW TO REMOVE METADATA FROM MS WORD DOCUMENTS AND PDFS

Removing Metadata Using MS Word:

1. Go to File>Info and click ‘Check for Issues’, then ‘Inspect Document’

= Inspect Document
e Before publishing this file, be aware that it contains:
Check for Authaor's name
Issues - e e
Content that people with disabilities are unable to read
A setting that automatically removes properties and personal information when
the file is saved
Allow this information to be saved in your file
@ Inspect Document
Before publishing this file, be aware that it contains:
Checl.jo Document properties, author's name and related dates
Issues -
Footers
E“ Inspect Document les are unable to read
1
" Check the document for hidden properties

or personal information.

|jb~ Check Accessibility
@ Check the document for content that people ved changes.
with disabilities might find difficult to read.

rithout saving)
Check Compatibility

Check for features not supported by earlier
wersions of |

3

Word.
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2. Aninterface window appears with the various items to be inspected. Leave allchecked
and click Inspect

To check the document for the selected content, click Inspect.

Comments, Revisions, Versions, and Annotations

Inspects the document for comments, versions, revision marks, and ink annotations.

Document Properties and Personal Information
Inspects for hidden metadata or personal information saved with the document.

Task Pane Add-ins
Inspects for Task Pane add-ins saved in the document,

Embedded Documents

Inspects for embedded documents, which may include information that's not visible in
the file.

Macros, Forms, and ActiveX Controls
Inspects for macros, forms, and ActiveX controls,

Collapsed Headings
Inspects the document for text that has been collapsed under a heading.

Custom XML Data
Inspects for custom XML data stored with this document.

Inspect Close

Note: Do not remove headers and footers. These will come up on the inspection if they exist, however, it
removes headers and footers completely, not just metadata.
Custom XML Data
Inspects for custom XML data stored with this document.

DESELECT

|:| H=aders, Footers, and Watermarks
fspects the document for information in headers, footers, and watermarks. W

Close

Research Compliance and Integrity
Tel: 619 543-7321 / Email: rci@ucsd.edu
https.//blink.ucsd.edu/sponsor/ora/index. html

X:\ORA\RESEARCH COMPLIANCE\CT.GOV\Factsheets\Factsheet how to remove Metadata from MS word documents and PDFs.doc


mailto:rci@ucsd.edu
https://blink.ucsd.edu/sponsor/ora/index.html

How to Remove Metadata from MS Word documents and UC San Diegg

PDFs
Issued: April 2019 RESEARCH COMPLIANCE AND INTEGRITY

3. Results are returned, click Remove All (document properties and personal information).

Document Inspector ? *

%

Review the inspection results,

0 Comments, Revisions, Versions, and Annotations “
Mo items were found.
I Document Properties and Personal Information Remove All
The following document information was found:
* Document properties
* Authar
* Related dates
0 Task Pane Add-ins
‘We did not find any Task Pane add-ins.
@) Embedded Documents
Mo embedded documents were found.
@) Macros, Forms, and ActiveX Controls
Mo macros, forms, or ActiveX controls were found.
0 Collapsed Headings
Mo collapsed headings were found.
@ Custom XML Data v

1 Mote: Some changes cannot be undone,

4. Close and Save
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Removing Metadata using Adobe Acrobat Pro

Note: metadata are not editable in Acrobat Reader

1. Go to File>Properties
G edit view Window Help

b Open... Ctrl+0O

f_?} Create 2

Save Ctrl+5
Save As. Shift+Ctrl+5
Save as Other k
Export To s

Attach to Email...

Eevert

Close Ctrl+W

M

2. Click Additional Metadata
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Document Properties *

Description  Security Fonts  Initial View Custom  Advanced
Description

File: temp PDFA

Title: |

Author: |Auth0r Narne|

Subject: |

Keywords:

Created:  9/13/2017 9:38:34 AM Additional etadata‘..

Meodified:  9/13/2017 9:38:34 AM

Application:  Microsoft® Waord 2016

Advanced
PDF Producer:  Microsoft® Word 2016
PDF Version: 1.4 (Acrobat 5.x)
Location:  C\Users\pattons\Box\Scott Patton's Files\Desktop files\
File Size: 612,88 KB (627,590 Bytes)
Page Size: 8.50x11.00in MNumber of Pages: 2
Tagged PDF:  Ves Fast Web View: Mo

Help oK Cancel
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3. Inthe Description section, clear metadata that should be removed

temp PDFA.pdf X
[ vescwton :
rRUvaTeEd
Document Title: |
Author: | [IETIIE 1] |
Author Title: |
Description:
Description Writer:
Keywords:
ﬂ Commas can be used to separate keywords
Copyright Notice:
Copyright Info URL: |
Go To URL...
Created: 9/13/2017 9:38:34 AM
Modified: 9/13/2017 9:38:34 AM
Powered By Application: Microsoft® Word 2016
x= im p Format:
| 0K | | cancel
temp PDFA.pdf X
Peserpho .
Advanced
Document Title: | |
Author: [] T |
Author Title: | |
Description:
Description Writer:
Keywords:
ﬂ Commas can be used to separate keywords
Copyright Notice:
Copyright Info URL: |
Go To URL...
Created: 9/13/2017 9:38:34 AM
Modified: 9/13/2017 9:38:34 AM
R Powered By Application: Microsoft® Word 2016
7 Xmp Format:
h I 0K | | cancel |

UCSanDiego
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4. The Advanced section contains file properties that should be left as-is

*
[ Daccription Advanced L2
I

=~ PDF Properties (pdf, http://ns.adobe.com/pdf/1.3/)
: .. pdf-Producer: Microsoft® Word 2016
é--XMP Core Properties (xmp, http://ns.adobe.com/xap/1.0/)
: xmp:CreatorTool: Microsoft® Word 2016

xmp:CreateDate: 2017-09-13T09:38:34-07:00
: ... xmp:ModifyDate: 2017-09-13T09:38:34-07:00

- XMP Media Management Properties (xmpMM, http://ns.adobe.comyxap/1.0/mmy)

| xmpMM:DocumentID: uuid:4CC52B13-E8FB-4828-854F-DFBCBABDOTAE
xmpMM:InstancelD: uuid:4CC52B13-E8FB-4828-854F-DFBCBABDOTAE

Powered By
xmp.. Replace... Append... Save...

Delete

Cancel

5. Click OK and Save
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