PROTOCOLS FOR RELIABLE AND SECURE
MESSAGE TRANSMISSION

A THESIS

submitted by

ASHISH CHOUDHURY

for the award of the degree

of
DOCTOR OF PHILOSOPHY

\3\

=

DEPARTMENT OF COMPUTER SCIENCE AND ENGINEERING
INDIAN INSTITUTE OF TECHNOLOGY, MADRAS

& “\\

MAY 2010



Thesis Certificate

This is to certify that the thesis entitled Protocols for Reliable and Secure
Message Transmission submitted by Ashish Choudhury to the Indian Institute
of Technology Madras, Chennai for the award of the Degree of Doctor of Philosophy
is a record of bona-fide research work carried out by him under my supervision and
guidance. The contents of this thesis have not been submitted to any other university
or institute for the award of any degree or diploma.

Chennai 600036 Research Guide

Date: (Prof. C. Pandu Rangan)



Dedicated To

To the All Mighty Supreme Personality of Godhead Sri Krsna and
to My Parents, Who Brought Me to This World

i



Acknowledgements

First of all, I would like to thank my advisor Prof. C.Pandu Rangan who has been
having a tremendous influence on my professional development. He introduced me to
the world of Algorithms, which motivated me to do research in Theoretical Computer
Science, specially in the field of cryptography. I still remember the day when I went
to him with a urge to join PhD under him and asked ”Sir, will you guide me if I join
PhD under you?” and he replied ”you are most welcome”. That day really changed my
career. I never thought that in him, I am going to get a great advisor, a great teacher,
a great critic, a great friend and overall a great philosopher. For the past four years,
we have developed a special bond, which is much much more than a student-advisor
relationship. I have always considered him my father figure and truly speaking, he also
never let me down and always treated me like his own pet child. He always provided
me with the best facilities, whether it is a research environment (I can never forget the
small, separate TCS Lab II, which he allocated to me for doing peaceful research) or
whether it is financial help (I can never forget the personal money which he gave me
as advance to visit U.S and Canada for attending CRYPTO 2009 and PODC 2009)
or whether it is personal advise (he always gave me personal suggestions whenever I
required it). I am always going to miss his after leaving IITM. Nevertheless, I will
always be indebted to him for whatever he has done for me till now.

Beside my advisor, I also would like to acknowledge the members of my doctoral
committee namely, Prof. P. Sreenivasa Kumar, Prof. S. V. Raghavan, Prof. Kamala
Krithivasan, Prof. S. A. Choudam and Dr. A. Thangaraj for their encouragement and
invaluable suggestions during my doctoral committee meetings. I would specially like
to thank Prof. Kamala Krithivasan, who was my advisor during my M. S (by research)
at IITM. She always took special interest in my progress and always motivated and
encouraged me to do well. I would also like to thank the present and previous head of
the department, Prof. C. Siva Ram Murthy and Prof. T. A. Golsalves, respectively for
their kind help.

I would like to thank Dr. Tal Rabin, IBM research for her collaboration and lot
of insightful remarks on some of our articles. Her critical remarks helped me a lot
to improve my writing style and presentations. I can never forget the brain storming
session and interaction that we used to have over Internet.

My special thanks to Dr. Kannan Srinathan of II'T Hyderabad, who was my senior
at TCS lab. Truly speaking, he is the one who motivated me to do research in secure
distributed computing. I have never seen a person like him. His simplicity and inno-
cence is one thing, which I always tried to follow but without any success. For me, he
is the best researcher that TCS lab has produced.

I would like to thank Prof. Bimal Roy and Prof. Palash Sarkar of ISI Kolkata
for fruitful discussions (both technical as well as personal) that we had during every
time we meet for various conferences. Specially I would like to thank Prof. Bimal Roy
(Bimal da) who helped me significantly during by visit to Imphal for National level
instructional workshop.

My sincere thanks to all of our department office staffs Radhai Madam, Saradha
Madam, Balu Sir, Prema madam and Murali for helping me whenever I required. 1
would also like to thank Saraswati madam and Raghu sir of administrative block for
processing my administrative papers quickly, whenever I required it.

My lab mates Esha, Chaya, Billy, Thiru, Sai, Shinku, Amjed, Nisha, Saki, Manila,
Kishore, Sobin, Madhu, Preetha madam, KP, Siddharth, Meena, Harini, Balu, Ash-

iii



win, Raghavendra, Naresh, Sharmila and Vivek deserve special acknowledgements.
Specially, I would like to thank Ashwin (BV) for few of the collaborative work that we
did together. Special mention goes to Billy, Thiru, Sai, Shinku, Nainesh and the pair
(Vivek, Sharmi) for their nice company. Also, their cute son and future cryptographer
of TCS lab, swithin deserves special acknowledgement.

The gang of close friends, Rima, Tanmoy, Prasun, Pawan, Hima, Tarun, Ashish,
Hitesh, Kanchan, Kishore, Priya have stood by me though the ups and downs of my
life. Specially, I would like to thank Kanchan, Priya and Bhanu didi, whom I always
loved like my own sisters. They always prayed for me during my undergrad and their
prayers helped me a lot to achieve what I am today. All my friends at GRKIST,
specially Ashish, Shanil, Rochak, Purvik, Shataksh and many others deserve special
acknowledgement. The time that I spent with them during my undergrad is simply
unforgettable. My close friends Pawan and Prasun at IITM made my stay in IITM a
pleasurable and memorable experience. I will never forget about those endless gossips,
laughs that we had at our mess table. Cheers to you guys! Your friendship is truly
beyond words of acknowledgement.

My sincere acknowledgements to Infosys Technology India for their Ph.D. fellowship
and financial assistance during this work. I would also like to thank IARCS for the
financial support provided to me during my visit to Japan for attending ICITS 2009.

Now I would like to thank few remarkable people who had, are having and will
continue to have a tremendous influence on my life. My parents, Dr. Ajit Choudhury
and Chanda Choudhury, for introducing me to the world and bestowing me with all
the love of the world. Though my parents do not know too much about research,
they somehow always supported me to do research. Salim uncle, who though being
not my own uncle, has always loved me like his own son, deserved a very very special
acknowledgement. My uncle, Ashit Choudhury from whom I got the first inspiration
to do higher studies also holds a special place for me. My aunt Sikha and my cousin
Anamika also deserves special acknowledgement. My dearest brother Avinash (Rahul)
holds special place for me. Though we have several conflictions over various issues, he
always respected me. He will always hold a special place in my life. 1 would always
respect my maternal grand other and maternal grand father, who virtually gave me a
new life. Otherwise, after getting the paralysis attack during my childhood, I would
have simply lied down in the bed for the rest of my life. The fact that I am normal
today is ONLY and ONLY due to their effort. My grandfather, grandmother, maternal
uncle and aunt also deserves special acknowledgement for their blessings for me.

My father in law, mother in law and sister in law also deserves special acknowl-
edgement. In them, I got another family. They always treated me like their own son
and brother respectively. My father in law, Mr. Ahibhusan Patra deserves special
acknowledgement. I have never seen a true karma yogi like him. He always inspired
me to do my best.

Now I would like to say something about one of the most special person in my life.
She is no other than my sweet wife Arpita Patra, who also happened to be my research
colleague. In her, I have found a true friend, a true critic, a true pillar of support, a
true philosopher, a true well wisher and above all, a true loving wife. My every moment
of research and personal life has been a cherishing experience in her company. Though,
we fight and argue a lot everyday over various personal and research relate issues, at
the end of day, she is my loving wife. She is the best gift that IIT Madras has gifted
to me.

Finally, I would like to thank the Supreme personality of Godhead, Lord Krsna,
who created the universe and gave the supreme knowledge of “niskama karmayoga”

v



(The art of performing prescribed duties without having any attachment to its fruit
and without having any material expectations) to mankind (that I am trying my best
to implement in my life). I would sincerely like to thank the devotees of ISKCON,
for their wonderful lectures on Bhagwad Gita. This helped me a lot to discover the
spirituality within me and understand the true principles of life.



Abstract

Consider the following problem: a sender S and a receiver R are part of an unreliable,
connected, distributed network. The distrust in the network is modelled by an entity
called adversary, who has unbounded computing power and who can corrupt some of
the nodes of the network (excluding S and R) in a variety of ways. S wishes to send
to R a message mS that consists of £ elements, where ¢ > 1, selected uniformly from a
finite field F. The challenge is to design a protocol, such that after interacting with S as
per the protocol, R should output m®S without any error (perfect reliability). Moreover,
this hold irrespective of the disruptive actions done by the adversary. This problem
is called reliable message transmission or RMT in short. The problem of secure mes-
sage transmission or SMT in short requires an additional constraint that the adversary
should not get any information about the message what so ever in information theoretic
sense (perfect secrecy). Security against an adversary with infinite computing power
is also known as non-cryptographic or information theoretic or Shannon security and
this is the strongest notion of security. Notice that since the adversary has unbounded
computing power, we cannot solve RMT and SMT problem by using classical crypto-
graphic primitives such as public key cryptography, digital signatures, authentication
schemes, etc as the security of all these primitives holds good only against an adversary
having polynomially bounded computing power.

RMT and SMT problem can be studied in various network models and adversarial
settings. We may use the following parameters to describe different settings/models
for studying RMT/SMT:

1. Type of Underlying Network — Undirected Graph, Directed Graph, Hypergraph.
2. Type of Communication — Synchronous, Asynchronous.

3. Adversary capacity — Threshold Static, Threshold Mobile, Non-threshold Static,
Non-threshold Mobile.

4. Type of Faults — Fuail-stop, Passive, Byzantine, Mixed.

Irrespective of the settings in which RMT/SMT is studied, the following issues are
common:

1. PossiBILITY: What are the necessary and sufficient structural conditions to be
satisfied by the underlying network for the existence of any RMT/SMT protocol,
tolerating a given type of adversary?

2. FEASIBILITY: Once the existence of a RMT/SMT protocol in a network is ascer-
tained, the next natural question is, does there exist an efficient protocol on the
given network?

3. OPTIMALITY: Given a message of specific length, what is the minimum communi-
cation complexity (lower bound) needed by any RMT/SMT protocol to transmit
the message and how to design a polynomial time RMT/SMT protocol whose
total communication complexity matches the lower bound on the communication
complexity (optimal protocol)?

In this dissertation, we look into the above issues in several network models and
adversarial settings. This thesis reports several new/improved/efficient /optimal solu-
tions, gives affirmative/negative answers to several significant open problems and last
but not the least, provides first solutions to several newly formulated problems.
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Chapter 1

Introduction

Achieving secure communication between two entities who are far away from each other
is an age old problem. The notion of ”security” was first formalized by Shannon in
his classical work [73]. In his work, Shannon assumed the following: there exists a
sender S and a receiver R who are connected by an insecure channel. There exists a
computationally unbounded adversary who can listen all the communication over the
channel. Under these circumstances, Shannon showed that in order to securely send a
message m> to R of size £ bits, the following should hold:

1.

2.

S and R should have a common secret key of size £ bits beforehand,

The common secret key cannot be established between S and R using this com-
mon channel;

. Each time S wants to send a new message, S and R should use a new common

key. That is, keys cannot be re-used.

The security achieved against the computationally unbounded adversary was termed
" perfect security” or ”perfect secrecy” or unconditional secrecy or information theoretic
security. However, the above shortcomings made achieving perfect secrecy impractical.
This motivated the research community to look for other alternatives. Two distinct
approaches emerged in the literature as practical alternatives:

1.

Polynomially Bounded Adversary: This approach was first introduced by
Diffie and Hellman in their landmark paper [26]. In this approach, it is assumed
that the computational power of the adversary is polynomially bounded, but the
adversary has full access to the cipher text. This models a 'passive’ eavesdrop-
per of the channel between S and R. Under this assumption, Diffie and Hellman
showed how S and R can establish a common secret key using the insecure chan-
nel connecting them. In their work, Diffie and Hellman also proposed a new
paradigm, called public-key cryptography (PKC). In this paradigm, every party
holds a public key and a private key, where the private key is kept secret and the
public key is available to every one. If S wants to send a message then S encrypts
the message using the public key of R and sends it to R. R then recovers the
message by decrypting the encrypted message using his private key.

The work of Diffie and Hellman was followed by that of [67], who proposed a
public key cryptosystem, whose security depends upon the hardness assumption
of certain number theoretic problem.



2. Bounded Bandwidth Adversary: This approach is based on the assumption
that in reality, the information obtained by the adversary on the cipher text is
partial. Unlike the traditional problem of secure communication, where S and R
are connected directly by a single insecure channel, in a real life scenario, S and
R may be a part of a large, distributed network. Moreover, it may not be possible
for the adversary to control the entire network. This is because the network may
be very large and even if the attacker possess sufficient computational power, he
would need to spend a considerable amount of time before he succeeds in getting
hold of the network completely. And usually, a corrupt node/channel can be
detected and corrected by the systems administrator in a relatively much lesser
amount of time. Thus, the attacker can, at any given instant, control only a part
of the network.

The assumption that the adversary has partial access to the network opens a
new line of research, which can make achieving perfect security feasible, without
restoring to any computational assumptions. Moreover, it also eliminates the un-
realistic requirements, implied by Shannon’s theorem to achieve perfect security.
This line of research lead to the problem of reliable message transmission (RMT)
and secure message transmission (SMT).

RMT and SMT were first introduced by Dolev, Dwork, Waarts and Yung [28]. In their
model, S and R are connected by multiple, disjoint, communication channels, unlike
classical model where only one communication channel is assumed. Moreover, it is
assumed that a computationally unbounded adversary controls only a limited number
of channels. Under this scenario, Dolev et al. showed how to achieve perfect security.
The work of Dolev et al. has since set off an entire line of research.

This dissertation deals with RMT and SMT problem in several network model
and adversary settings. This chapter is structured in the following manner: First, we
recall the taxonomy or the framework for RMT and SMT problem. This taxonomy
was first discussed in [75]. This provides a comprehensive framework to explore the
depth and width of the problem in a unified way. We then briefly discuss about the
existing literature of RMT and SMT and their limitations. We then emphasize on our
contribution in this thesis and its impact on the literature. This will help to judge the
stand that our results hold with respect to the past history and also to understand how
our results have advanced the state-of-the-art research of this field. Lastly, we describe
the chapter wise organization of this thesis.

1.1 Overview of RMT and SMT

In the problem of RMT, S and R are part of an unreliable, connected, distributed
network. The distrust in the network is modelled by an entity called adversary, who
has unbounded computing power and who can corrupt some of the nodes in the network
(excluding S and R) in a variety of ways. S wishes to send to R a message mS that
consists of £ elements, where ¢ > 1, selected uniformly and randomly from a finite
field F. The challenge is to design a protocol, such that after interacting with S as
per the protocol, R should output m®S without any error (perfect reliability), inspite of
the disruptive actions done by the adversary. The problem of SMT has an additional
requirement that the adversary should not get any information about mS what so ever
in information theoretic sense (perfect security). Security against such an adversary,
having unbounded computing power is also known as non-cryptographic or information
theoretic or Shannon security and this is the strongest notion of security.



1.2 Motivation for Studying RMT and SMT

RMT and SMT are fundamental problems in reliable and secure distributed computing.
There are basically two motivations for studying RMT and SMT protocols:

1.

Many fundamental fault tolerant distributed computing primitives, such as secure
multiparty computation (MPC) [89, 37, 13, 17, 66, 8, 9, 11], Byzantine Agreement
(BA) [63, 29, 27, 16, 44], Verifiable Secret Sharing (VSS) [18, 13, 66, 36], etc
assume that there exists a direct and secure link between every two nodes in the
network. This implies that the underlying network graph is a complete graph,
which is an unrealistic assumption. In the networks, where S and R are not
adjacent, RMT/SMT protocols help to simulate a virtual reliable/secure link
between S and R. This way, we can simulate a virtual complete network, over
which the above fault tolerant primitives can be executed.

. The second motivation to study SMT is to achieve information theoretic secu-

rity. The security of all existing public key cryptosystems, digital signatures are
based on the unproven hardness assumptions of certain number theoretic prob-
lems. However, the increase in computing speed and advent of new computing
paradigms like Quantum computing [74] may render these assumptions very weak
or useless in practice. But these factors have no effect on information theoretic
security which is the strongest notion of security. Thus in a scenario, when ex-
isting public key cryptosystems, digital signatures can not provide satisfactory
security, SMT protocols may help to provide effective alternative.

1.3 RMT, SMT and Its Variants

We now give informal definition of different variants of RMT/SMT. A more formal and
rigorous definition will appear in the next chapter.

1.

An RMT protocol is called d-reliable, for any § = 2~%%) where & is the error
parameter, if at the end of the protocol, R correctly outputs S’s message, except
with error probability 6. Moreover, this should hold, irrespective of the behavior
of the adversary.

. An SMT protocol is called e-secure, for any ¢ = 27() where & is the error

parameter, if at the end of the protocol, the adversary does not get any extra
information about S’s message, except with probability e.

. A message transmission protocol is called (e, d)-secure, if it is e-secure and J-

reliable, for some €, > 0.

An RMT protocol is called perfectly reliable, also called as PRMT, if it is O-
reliable.

. An RMT protocol is called statistically reliable, also called as SRMT, if it is

d-reliable, for some § > 0.

. A message transmission protocol is called perfectly secure, also called as PSMT,

if it is (0, 0)-secure.

A message transmission protocol is called statistically secure, also called as SSMT,
if it is (0,0)-secure. Such protocols are also called as almost perfectly secure
protocols [24, 33, 87, 43].



1.4 Various Models for Studying RMT and SMT

There are various network settings and adversary model in which RMT and SMT
problem can be studied and has been studied in the past. We may use the following
parameters to describe different settings/models for studying RMT and SMT:

1. Underlying network;

2. Type of communication;
3. Adversary Capacity;

4. Type of faults; and

5. Type of security.

We now elaborate on each of the above attributes.

1.4.1 Underlying Network: Undirected, Directed and Hypergraph

The simplest of the network is undirected network model, where it is assumed that link
between every two nodes is bidirectional and hence support both way communication.
In directed network model, it is assumed that every communication link has a direction
associated with it. Hypergraphs are the most general form of the network, where instead
of edges, we have hyperedges. Each hyperedge will have a source node and a set of
receiver(s). Any information sent by the source node will be received identically by all
the receiver(s) of the hyperedge.

1.4.2 Type of Communication: Synchronous and Asynchronous

In a synchronous network, there exists a global clock in the system and so the trans-
mission delay along every edge of the network is bounded. On the other hand, in an
asynchronous network, there is no global clock in the system. Thus each link in the
network has arbitrary (but finite) delay. The inherent difficulty in designing a protocol
over asynchronous network comes from the fact that we cannot distinguish between a
slow sender and a corrupted sender. Thus, if a receiver node is expecting some mes-
sage from a sender node and if no message arrives then the receiver cannot distinguish
whether the sender node is corrupted and did not sent the message at all or the message
is just delayed in the network.

1.4.3 Adversary Capacity

The adversary capacity can be further categorized based on the following two proper-
ties:

1.4.3.1 Corruption Capacity: Threshold and Non-Threshold

In threshold adversary settings, the number of nodes that can be corrupted by the
adversary is bounded by a threshold. On the other, non-threshold adversary setting
is a generalization of threshold settings. In non-threshold setting, the adversary is
specified by an adversary structure, which is a set of all possible set of nodes that can
be potentially corrupted by the adversary. Moreover, each set in the adversary structure
may have different size. During the protocol execution, the adversary is permitted to
corrupt the nodes of any one arbitrarily chosen set in the adversary structure. It is easy
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to see that a threshold adversary is a special type of non-threshold adversary, where
the size of each set in the adversary structure is bounded by a threshold.

1.4.3.2 Adversary Behavior: Static and Mobile

If the adversary is static, then it controls the same set of nodes throughout the protocol
execution. This is a valid assumption if the protocol is executed for a short period of
time. On the other hand, if the adversary is mobile, then the adversary can corrupt
different set of nodes during different instances of the protocol. This models a scenario
when a protocol is executed for a long duration. Under this circumstances, the nodes
which were corrupted in the earlier stage may be rectified, while in the mean time, the
adversary may corrupt some other set of nodes. Such a scenario is best modelled by
mobile adversary.

1.4.4 Type of Faults: Failstop, Passive, Byzantine and Mixed

The weakest type of corruption is the failstop corruption, where the adversary can
simply stop the complete functioning of a node. This type of corruption is called failstop
corruption and models the scenario when a node may get crashed due to system failure
or natural calamity. Passive corruption means that the adversary has full access to
the the computation and communication of the node. However, the adversary cannot
make the node to deviate from the protocol. The most powerful type of corruption is
Byzantine corruption, where a node is completely under the control of the adversary
and may behave arbitrarily during the protocol execution. Lastly, the adversary may
simultaneously control different set of nodes in passive, fail-stop and active fashion;
such a generalized adversary is called mixed adversary.

1.4.5 Type of Security: Perfect and Statistical

Based on the security level achieved by a protocol, we may have perfect security or
statistical security. See Section 1.3 for more details.

1.5 Taxonomy of Settings for Studying RMT and SMT

A taxonomy of settings in which RMT and SMT problem can be studied is presented
in Fig. 1.1.

Figure 1.1: The taxonomy of settings in which RMT/SMT can be studied.

Underlying Network Type of Adversary Capacity Type of Type of
Communication Faults Security

Threshold Static

Undirected Graph ) Byzantine
: P Threshold Mobile v
Directed Graph Synchronous ) Fail-Stop Perfect
) Non-Threshold Static . .
Undirected Hypergraph Asynchronous Passive Statistical
. Non-Threshold  Mo- .
Directed Hypergraph bile Mized

For example, one may study SMT over an undirected synchronous network thwart-
ing a threshold static mized adversary? In this way, hundreds of different models/settings
can be formulated and almost all of them are used in practice. Any RMT /SMT protocol
is analyzed by the following four parameters:



1. Connectivity of the underlying network;

2. Number of phases, denoted by r, taken by the protocol. Here a phase is a com-
munication from S to R or vice-versa,

3. Communication complexity denoted by b, which is the total number of field ele-
ments communicated by S and R in the protocol and

4. Amount of computation done by S and R in the protocol.

Irrespective of the settings in which RMT/SMT is studied, the following issues are
common:

1. PossiBILITY: What are the necessary and sufficient structural conditions to be
satisfied by the underlying network for the existence of any RMT/SMT protocol,
tolerating a given type of adversary?

2. FEASIBILITY: Once the existence of a RMT/SMT protocol in a network is ascer-
tained, the next natural question is, does there exist an efficient protocol on the
given network?

3. OPTIMALITY: Given a message of specific length, what is the minimum communi-
cation complexity (lower bound) needed by any RMT/SMT protocol to transmit
the message and how to design a polynomial time RMT/SMT protocol whose
total communication complexity matches the lower bound on the communication
complexity (optimal protocol)?

The above taxonomy and a unified framework for a number of research problems
were first discussed in [75]. Different techniques are used to resolve the above issues in
different settings. For example, the techniques used in designing optimal RMT/SMT
protocols in undirected networks are completely different from the ones used in directed
networks.

1.6 A Brief Overview of the Existing Results

The RMT and SMT problem were first proposed and solved by Dolev et al. [28]. Dolev
et al. considered an undirected synchronous network and assumed that the adversary
can corrupt at most t; nodes in the network in Byzantine fashion. The work of Dolev
et al. is followed by several other works, which considered RMT/SMT problem in
several network settings and adversarial model. For example, [28, 70, 77, 4, 30, 42]
studied PRMT and PSMT in undirected synchronous network, tolerating threshold
static Byzantine adversary. In [24, 25, 87, 88], PSMT and SSMT in directed network is
studied. In [35, 24] the authors have studied RMT and SMT in Hypergraphs. PSMT in
asynchronous network is studied in [69, 76]. Threshold setting is discussed in [28, 42],
while non-threshold setting is discussed in [41, 76, 25, 84]. In [82], PSMT in mobile
setting is discussed. SSMT in studied in [33, 24, 86, 43, 5].

1.7 Motivation of Our Work

Though RMT/SMT and its variants have been studied extensively in the past, there
are still several limitations of the existing results, which can be categorized as follows:



1. The issue of POSSIBILITY, FEASIBILITY and OPTIMALITY in the context of RMT
and SMT in undirected networks has been completely resolved in [28, 70, 77,
4, 30, 81, 42]. However, all these works assume that the underlying network in
synchronous and the adversary is a static adversary, who can corrupt the nodes
only in Byzantine fashion. Not too much is known regarding the above issues in
other network models and adversarial settings. For example, in a typical large
network, certain nodes may be strongly protected and few others may be moder-
ately /weakly protected. An adversary may only be able to fail-stop/eavesdrop a
strongly protected node, while he may affect a weakly protected node in Byzan-
tine fashion. Thus, we may capture the abilities of an adversary in a more realistic
manner, using three parameters ty,%¢,t, where t;,ts,%, are the number of nodes,
which can be under the influence of the adversary in Byzantine, fail-stop and pas-
sive fashion respectively. Also it is better to grade different kinds of disruption
done by adversary and consider them separately rather than treating every kind
of fault as Byzantine fault as this is an “overkill” and causes an over estimation of
the resources required for RMT/SMT !. Thus it is justifiable to study RMT/SMT
in the context of mixed adversary. Unfortunately, not much is known prior to
our work, regarding POSSIBILITY, FEASIBILITY and OPTIMALITY of RMT/SMT
and its variants in the context of mixed adversary.

2. In undirected network model, it is assumed that the communication link between
any two nodes in the network is bi-directional. However, in practice not every
communication channel may admit bi-directional communication. For instance,
a base-station may communicate to even a far-off hand-held device but the other
way round communication may not be possible. In such a scenario, it is more
appropriate to model the underlying network as a directed graph. Motivated by
this, Desmedt et al. [24, 87] introduced the problem of RMT/SMT in directed
network. However, they only resolved the issue of POSSIBILITY and FEASIBILITY
and nothing is known regarding the issue of OPTIMALITY of RMT/SMT and its
variants in directed network.

3. If a protocol is executed for a very short duration, then it is appropriate to
model the adversary as static, who corrupts the same set of nodes throughout the
protocol. However, in many practical scenarios, a protocol may be executed for a
longer duration, where S and R may interact for a long time. In such scenarios,
some of the faults which are done in the earlier stages, may be identified and
fixed and in the mean time, a hacker may attack some other nodes. Evidently,
in such cases the mobile adversary models the fault behavior more appropriately
than static adversary. The issue of POSSIBILITY and FEASIBILITY of RMT/SMT
tolerating mobile adversary has been resolved in [82]. Unfortunately, nothing is
known regarding the issue of OPTIMALITY of RMT/SMT in the context of mobile
adversary.

4. In a synchronous network, if S (R) sends some information along a path, then
it is assumed that R (S) will get the information (possibly corrupted) along the
path after a fized interval of time. However, this is a very strong assumption
because the delay in the arrival of a single message will affect the overall security
of the protocol. A typical large network like the Internet can be modelled more
accurately by asynchronous networks than synchronous networks. The inherent
difficulty in designing a protocol in asynchronous network comes from the fact

LA formal justification of the last statement will appear in the subsequent chapters.



that we cannot distinguish between a slow sender and a corrupted sender. Due to
this inherent difficulty, RMT /SMT protocols in asynchronous networks seem to
very involved. In the literature, prior to our work, not too much is known regard-
ing POSSIBILITY, FEASIBILITY and OPTIMALITY of RMT/SMT and its variants
in asynchronous network.

1.8 Our Contribution and Models Discussed in this Thesis

In this thesis, we extend the state of the art discussed in the previous section by explor-
ing RMT/SMT and its variants in various network models and adversarial settings. In
this thesis, we consider the following network model and adversary settings:

1. Underlying Graph: Undirected as well as directed.

2. Type of Communication: Synchronous as well as asynchronous.
3. Adversary Capacity: Threshold static as well as threshold mobile.
4. Type of Faults: Byzantine as well as mixed.

5. Type of security: perfect as well as statistical.

In the next section, we give the organization of the thesis and also informally
summarize the results that will be presented in each chapter.

1.9 Organization of the Thesis and Brief Overview of Our
Results

In this thesis, we will be studying the RMT/SMT and its variants in different network
models and adversarial settings. So instead of describing all network models and adver-
sarial settings at the same place, we feel appropriate to discuss about various models
in respective chapters. Accordingly, we also give the literature survey related to each
model in the corresponding chapters. We believe that this will increase the readability
of this thesis.

The thesis is divided into three parts. The first two parts deal with synchronous
network, while the last part deals with asynchronous network. The results related to
PRMT and SRMT in synchronous network are given in the first part, while the second
part contains the results related to PSMT and SSMT in synchronous network. We now
give a brief overview of the results that will be discussed in each chapter.

In the next chapter, we present the definitions used in this thesis. We also present
the properties of Reed-Solomon (RS) codes, which will be used throughout this thesis.

In Chapter 3, we study PRMT in undirected synchronous network tolerating thresh-
old static Byzantine adversary, denoted by .Af;“tic. The adversary Aflf“tic controls the
same set of ¢, nodes throughout the protocol in Byzantine fashion. In [28], it is shown
that PRMT tolerating .Aflf“tic is possible iff there exists n > 2t, + 1 node disjoint paths,
also called as wires between S and R. Moreover, in [81], it is shown that any multiphase

(more than two phase) PRMT protocol tolerating .Aflf“tic must communicate €2 (n"Tl;b)
S

field elements to reliably send a message m* containing ¢ field elements. This implies
that if n = 2t; + 1, then any three or more phase PRMT must communicate () field
elements because if n = 2t;, + 1, then n = O(f;). In [49], the authors have shown
the tightness of this bound by designing an O(logt;) PRMT protocol, which reliably
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sends a sufficiently large message containing ¢ field elements by communicating O(¥)
field elements. The core of Chapter 3 contains a discussion of an improved protocol,
in which we significantly reduce the phase complexity of the PRMT protocol of [49].
Specifically, we design a three phase PRMT protocol which sends a sufficiently large
message containing ¢ field elements by communicating O(¢) field elements. This result
is based on [58].

In Chapter 4, we study PRMT in undirected synchronous network tolerating thresh-
old mobile Byzantine adversary, denoted by Agjobﬂe. The adversary Agfabile controls
different set of t;, nodes in Byzantine fashion, during different phases of the protocol.
Intuitively, it seems that the connectivity requirement for PRMT tolerating .Agf"bile
must be more in comparison to its static counter part Afﬁ“tic. However surprisingly, in
[82], the authors have shown that PRMT tolerating AZ}Obile is possible iff there exists
n > 2ty + 1 wires between S and R, which is same as the connectivity requirement
for any PRMT protocol tolerating Af:am. Since .Agf"bile is more powerful than .Aflf“tic,
the lower bound on the communication complexity of PRMT against Aflfatic, as given
in [81], must hold against Ag}”bile. This implies that if n = 2t; + 1, then any three or
more phase PRMT must communicate Q(¢) field elements to reliably send a message
containing £ field elements against A;’;Obile. However, as far our knowledge is concerned,
there is no PRMT protocol tolerating .Agf"bile, which satisfies this bound. So in Chap-
ter 4, we design a three phase PRMT protocol which sends a sufficiently large message
containing ¢ field elements by communicating O(¢) field elements, tolerating .Agf"bile.
This protocol is different from the three phase PRMT protocol against Af:atic, hav-
ing similar properties, which is presented in Chapter 3. Our communication optimal
PRMT protocol against A;’;Obile gives the following conclusion: if the adversary does
only Byzantine corruption, then mobility of the adversary does not hinder to design a
three phase PRMT with a communication complexity of O(¢). This result is based on
[60].

All the existing PRMT protocols abstract the paths between S and R as wires, ne-
glecting the intermediate nodes in the paths. However, in Chapter 4, we show that this
causes significant over estimation of the communication complexity as well as the num-
ber of communication rounds required by the protocol. So, we consider the underlying
paths in its full form, instead of abstracting them as wires and derive a tight bound on
the number of communication rounds required to achieve reliable communication from
S to R tolerating a mobile adversary with arbitrary roaming speed. We show how our
constant phase PRMT protocol against AZ}Obile can be easily adapted to design round
optimal and bit optimal PRMT protocol, provided the network is given as a collection
of vertex disjoint paths.

Chapter 5 deals with PRMT in undirected synchronous network, tolerating threshold
static mized adversary, denoted by Aff:ﬁi;). The adversary Aff:,?;) can control disjoint
set of ¢, and ¢ nodes in Byzantine and fail-stop fashion respectively. PRMT tolerating
A‘(qf:?;) was first studied in [75], where the author has justified the study of PRMT
tolerating mixed adversary. The author has also given the necessary and sufficient
condition for PRMT tolerating Affg?;) The characterization shows the existence of
more fault tolerance in a network, while the existing results offer no such insight.
The main contribution of Chapter 5 is that we study the inherent tradeoff among the
three important parameters of PRMT, namely the connectivity requirement n, phase
complexity r and communication complexity b. Specifically, we give the answer to the
following Holy Grail problem of PRMT:

Given an n-connected undirected synchronous network, under the influence



of A‘(qf:?;) and a value b, what is the minimum number of phases r needed

to reliably send a message mS, where [mS| = £, such that the total commu-
nication complexity of the protocol is O(b)?

We solve the above question by deriving a non-trivial lower bound on r. Moreover,
we show that our lower bound is asymptotically tight. To the best of our knowledge,
our lower bound is first of its kind and captures the inherent tradeoff among n, b, £ and
r simultaneously. This result is based on [6].

In Chapter 6, we focus on PRMT in undirected synchronous network, tolerating
threshold mobile mized adversary, denoted by A@;ﬁ?f The adversary A@;I;icl)e can con-

trol different set of t, and t; nodes in Byzantine and fail-stop fashion respectively in

different phases of the protocol. We show that PRMT tolerating Aztmi’fle is possible

iff PRMT tolerating .,43’5““5Zc is possible. This shows that as far as POSSIBILITY is con-
cerned, mobility of the adversary does not add additional constraints. We then derive
the lower bound on the communication complexity of any PRMT protocol tolerating
A’ng?)‘f and show that the bound is asymptotically tight. Our lower bound reveals
the following important property: if the adversary is mixed, then any PRMT proto-
col against mobile adversary requires more communication, as compared to its static
counter part. Thus if the adversary can do mixed type of corruption, them mobility of
the adversary affects OPTIMALITY of the protocols. This is quiet interesting because in
Chapter 4 we show that mobility of the adversary has no effect on POSSIBILITY, as well
as OPTIMALITY, if the adversary does only Byzantine corruption. This result is based
n [19].

In Chapter 7, we study PRMT in directed synchronous network, tolerating threshold
static Byzantine adversary, denoted by .AS;:““C. The condition for the POSSIBILITY of
PRMT in undirected graph tolerating A7**"*, as given in [28], will also hold for directed
graphs. However, nothing is known regarding the oPTIMALITY of PRMT in directed
network. We make inroads toward this in Chapter 7. Specifically, the main contribution
of Chapter 7 is that we resolve the following question:

what are the necessary and sufficient structural conditions that the underly-
ing graph should satisfy for the possibility of communication optimal PRMT
protocol, which sends a message of size £ field elements by communicating
O(?) field elements over a directed network / digraph?

The result of this chapter is based on [57].

In Chapter 8, we study SRMT in undirected synchronous network, tolerating thresh-
old static Mized adversary, denoted by A‘E’f“?ﬁ The results stated in this chapter are
not contribution of this thesis. They are recalled from [75]. However, the main purpose
of recalling these results here is to make the thesis self complete. This is because several
of these results will be used in the subsequent chapters of the thesis.

Chapter 8 marks the end of first part of the thesis. In Chapter 9, we study PSMT in
undirected synchronous network, tolerating Aflf“tic. From [28], any two or more phase
PSMT tolerating Af:“”c is possible iff there exists n > 2t + 1 wires between S and R.
In [81], the authors have shown that any two or more phase PSMT tolerating Asm“c
S

must communicate €2 < ) field elements to securely send a message m> containing

—21;
¢ field elements. This implies that if n = 2t;, 4+ 1, then any two or more phase PSMT

must communicate 2(nf) field elements because if n = 2t, + 1, then n = O(t). In [77],
the author presented a two phase PSMT protocol, whose communication complexity
satisfies the above bound asymptotically. However, in [4], the authors showed that
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the two phase PSMT protocol of [77] does not provide perfect reliability. The authors
in [4] also presented a two phase communication optimal PSMT protocol tolerating
.Aflf“tic, which asymptotically satisfies the lower bound given in [77]. However, the
two phase PSMT protocol of [4] has the following two disadvantages: (a) Both S and
R have to perform exponential amount of computation; (b) The protocol is optimal
only if the message is exponentially large. The main contribution of Chapter 9 is a
three phase polynomial time, communication optimal PSMT protocol tolerating Af}f“tic,
which satisfies the lower bound given in [81]. Though our PSMT protocol requires one
extra phase, it overcomes the shortcomings of the two phase PSMT protocol of [4].
The result of this chapter is based on [58].

In Chapter 10, we study PSMT in undirected synchronous network tolerating thresh-
old mobile Byzantine adversary, denoted by .Ag)wbile. Intuitively, it seems that the
connectivity requirement for PSMT tolerating Agj"bile must be more than its static
counter part .Aflf“tic. However surprisingly in [82], the authors have shown that PSMT
tolerating Ag:“b”e is possible iff PSMT tolerating .Aflf“tic is possible. Since Agwbile
is more powerful than Aflf“tic, the lower bound on the communication complexity of
PSMT against Aflf“tic, as given in [81], must hold against A;’;Obile. This implies that
if n = 2t, + 1, then any two or more phase PSMT must communicate Q(nf) field ele-
ments to securely send a message containing ¢ field elements against .Agf"bile. However,
to the best of our knowledge, the only known communication optimal PSMT protocol
against AZ;OWQ, achieving the above bound is due to [77], which takes O(t;) phases.
The major contribution of Chapter 10 is that we design a three phase communication
optimal PSMT protocol which sends a sufficiently large message containing ¢ field el-
ements by communicating O(nf) field elements, tolerating A;’;Obile. This protocol is
different from the three phase communication optimal PSMT protocol against .Af;“tic,
having similar properties, which is presented in Chapter 9. Our communication optimal
PSMT protocol against Agj"bile gives the following conclusion: if the adversary does
only Byzantine corruption, then mobility of the adversary does not hinder to design
a three phase PSMT with a communication complexity of O(nf). The result of this
chapter is based on [60].

In Chapter 11, we study PSMT in undirected synchronous network tolerating thresh-
old static mized adversary. However, in addition to Byzantine and failstop corruption,
we also consider passive corruption. Thus, the mixed adversary, denoted by Affﬁ’f, L)
corrupts a disjoint set of #;,%; and ¢, nodes in Byzantine, failstop and passive fashion
respectively throughout the protocol. In [75], the author has shown that any multi

phase PSMT tolerating Aff:?jf ) is possible iff there exists n > 2t;, +ty + ¢, + 1 wires

between S and R. Moreover, any multi phase PSMT tolerating A

static
(tb 7tf 7tp

) field elements to securely send a message containing £ field

) must com-

: nf
municate {2 (71%(2%“]{“17)

elements. However, no multi phase communication optimal PSMT protocol tolerat-

ing Aff:’;zjftp) was presented in [75]. We completely resolve the issue of OPTIMALITY

of multi phase PSMT tolerating Aff??f t) in Chapter 11. Specifically, we present a

four phase communication optimal PSMT protocol tolerating Astetic

(tots,tp)
sends a message containing ¢ field elements, by communicating O(n/f) field elements

over n = 2ty + 1ty +1t, + 1 wires. We also show that the techniques used to design com-
munication optimal PSMT protocol against Afﬁ“tic cannot be extended in a straight

forward manner to design communication optimal PSMT protocol against .Aff:izjf e

we use certain new

, which securely

static

So to design our four phase PSMT protocol against A(tb Lotp)?

techniques. The result of this chapter is based on [19].
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In Chapter 12, we study PSMT in undirected synchronous network tolerating thresh-
old mobile mized adversary, denoted by A?Zgg’;;p), who corrupts different set of #,2;
and ¢, nodes in Byzantine, failstop and passive fashion respectively during different
phases of the protocol. To the best of our knowledge, nothing is known in the lit-
erature regarding POSSIBILITY and OPTIMALITY of PSMT in undirected synchronous
network tolerating .A’(?;l;itlip). In Chapter 12, we completely resolve these issues. The
result of this chapter is based on [19].

In Chapter 13, we study PSMT in directed synchronous network tolerating threshold
static Byzantine adversary Af:atic. PSMT protocols in directed network tolerating
Aglatic are presented in [24, 62, 53]. However, recently in [88], the authors showed none
of these PSMT protocols tolerating .Aflf“tic provide perfect secrecy. This brings forth
the question of designing PSMT protocols in directed networks tolerating Aflf““c. We
make inroads in this directions by providing communication optimal PSMT protocols
in directed networks tolerating Af:atic. The result of this chapter is based on [57, 55].

In Chapter 14, we study SSMT in undirected synchronous network tolerating thresh-

old static mized adversary Aff:?fct ) The issue of POSSIBILITY and OPTIMALITY of
) p

single phase SSMT tolerating A5/**¢ ' has been resolved in [75]. Moreover, the author
(tostgstp)

in [75] also resolved the issue of POSSIBILITY of multi phase SSMT tolerating Affs’?fﬁ e
Furthermore, Srinathan [75] also gave the lower bound on the communication complex-
ity of multi phase SSMT tolerating Affs’?ﬁ 1" However, no multi phase communication
static
(tot fotp) A
issue of OPTIMALITY of multi phase SSMT tolerating Affﬁljf,tp) in Chapter 14. The
contents of Chapter 14 is based on the results that appeared in [59].

In Chapter 15, we discuss about SRMT and SSMT in directed synchronous network
tolerating threshold static Byzantine adversary, denoted by .Aflf“tic. In [24], the authors
have given the necessary and sufficient condition for the existence of any SRMT and
SSMT protocol tolerating .Aflf“tic. However, to the best of our knowledge, nothing is
known in the literature regarding OPTIMALITY of SRMT and SSMT in directed network
tolerating Afg““c. The main contribution of Chapter 15 is that we present the lower
bound on the communication complexity of SRMT and SSMT in directed network
tolerating Afg““c. Moreover, we show the tightness of the bound by designing com-
munication optimal SRMT and SSMT protocol in directed network tolerating .Aflfatic.
The contents of this chapter is based on the results that appeared in [61]. The main
reason for presenting the results for SRMT and SSMT together in the same chapter is
that few of the results for SSMT will be used for SRMT. To make the chapter more
readable and self contained, we present these results together in the same chapter.

Chapter 15 marks the end of second part of the thesis. In Chapter 16, we study
PSMT and SSMT in asynchronous network tolerating .Aflf“tic. Unlike synchronous net-
work, PSMT and SSMT has not been studied extensively in asynchronous network. To
the best of our knowledge, the only known PSMT protocol in asynchronous network
tolerating .Aflfatic is dues to [69]. However, in Chapter 16, we show that the PSMT
protocol of [69] does not provide perfect security. We then give the characterization for
PSMT and SSMT in asynchronous network tolerating .Aflfatic, thus completely resolving
the issue of POSSIBILITY. The most interesting fact brought forth by our character-
ization is the following: our characterization shows that asynchrony of the network
demands higher connectivity of the network for the existence of PSMT protocols. On
the other hand, asynchrony of the network does not demand higher connectivity of the
network for SSMT protocols. The contents of Chapter 16 is based on the results that

appeared in [20].

optimal SSMT protocol tolerating A was presented. We completely resolve the
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In the next chapter, we discuss about the definitions used in this thesis. We also
discuss about few black box protocols, which will be used in other chapters.
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Chapter 2

Definition and Preliminaries

In this chapter, we give the definitions which are used throughout this thesis. We discuss
about the properties of Reed-Solomon (RS) codes [45] which will be used extensively
in our protocols.

2.1 Definition of Various Type of Corruptions
We now define the various type of corruptions that can be done by an adversary.

Definition 2.1 (Fail-stop Corruption [31]) A node P is said to be fail-stop cor-
rupted if the adversary can crash P at will at any time during the execution of the
protocol. But as long as P is alive, P will honestly follow the protocol and the adver-
sary will have no access to any internal state of P.

Definition 2.2 (Passive Corruption [31]) A node P is said to be passively cor-
rupted if the adversary has full access to the information available/generated at P and
all internal states of P. However, P will honestly follow the protocol execution.

Definition 2.3 (Byzantine Corruption [31]) A node P is said to be Byzantine cor-
rupted if the adversary fully controls the actions of P. The adversary will have full access
to the computation and communication of P and can force P to deviate from the protocol
i any arbitrary manner.

2.2 Definition of RMT, SMT and Its Variants

Let the message to be transmitted be drawn uniformly and randomly from F. We
define the view of a node Pj, at any point of the execution of a protocol II to be
the information that P; can get from its local input to the protocol (if any), all the
messages that P; had earlier sent or received, the protocol code executed by P; and
random coins of P;. Let A be a computationally unbounded adversary, who can corrupt
some of the nodes in the network in a variety of ways !. The view of A at any point of
the execution of II is defined as all the information that A can get from the views of
all the nodes corrupted by A (i.e. all the information that these nodes can commonly
compute from their views). For a message mS € F, any adversary A and any protocol
II, let f(.A, mS, IT) denote the probability distribution on the view of the adversary A
at the end of the execution of II. We now give the following definitions:

! A can be static or mobile. A may corrupt the nodes in Byzantine or fail-stop or passive or mixed
fashion. Moreover, A may be either threshold or non-threshold.
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Definition 2.4 (Perfectly Reliable Message Transmission (PRMT)) A proto-
col 11 is said to facilitate perfectly reliable message transmission (PRMT) between S
and R if for any message mS drawn from F and for every adversary A, the following
condition is satisfied:

1. Perfect Reliability: R should receive mS correctly, without any error.

Definition 2.5 (Perfectly Secure Message Transmission (PSMT)) A protocol I
is said to facilitate perfectly secure message transmission (PSMT) between S and R if
for any message mS drawn from F and for every adversary A, the following conditions
are satisfied:

1. Perfect Reliability: same as in PRMT.

2. Perfect Secrecy or Perfect Security or Information Theoretic Security: f(A, mS, 1) =
(A, mS, 1), for every mS # mS. That is, the two distributions are identical ir-
respective of the message transmitted.

Any PSMT protocol is also called as (0,0)-SMT protocol, having zero error in both
reliability as well in security.

Definition 2.6 (Statistically Reliable Message Transmission (SRMT)) A pro-
tocol 11 is said to facilitate statistically reliable message transmission (SRMT) between
S and R if for any message mS drawn from F and for every adversary A, the following
condition is satisfied:

1. Statistical Reliability or 6-Reliability: R should receive mS correctly, except with
error probability § = 2-UR) where K is the error parameter.

Definition 2.7 (Statistically Secure Message Transmission (SSMT)) A proto-
col 1 is said to facilitate statistically secure message transmission (SSMT) between S
and R if for any message mS drawn from F and for every adversary A, the following
conditions are satisfied:

1. Perfect Secrecy: same as in PSMT.
2. Statistical Reliability: same as in SRMT.

SSMT protocols are also called as (0,0)-SMT protocols or almost perfectly secure
message transmission protocols.

Unifying all the above definitions, we give the following definition:

Definition 2.8 ((€,0)-SMT) A protocol 11 is said to facilitate (e,0)-SMT between S
and R if for any message mS drawn from F and for every adversary A, the following
conditions are satisfied:

1. -Reliability: same as in SRMT.
2. e-Secrecy: ]f(.Aft“tic,ms,H) - f(Afm“c,ffLS,H)] = ¢, for all possible mS # mS.

Definition 2.9 (Communication Optimal Protocol) LetII be anr (r > 1) phase
PRMT/PSMT/SRMT/SSMT protocol which sends a message mS containing £ (£ >
1) field elements by communicating O(b) field elements, over a network, tolerating a
given adversary A. If the lower bound on the communication complexity of any r
phase PRMT/PSMT/SRMT/SSMT protocol to send mS over such a network in the
presence of A is Q(b) field elements, then I is said to be a communication optimal

PRMT/PSMT/SRMT/SSMT protocol to send mS.
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2.3 Coding Theory Preliminaries

A (ty,ty)-error-erasure correcting code is used to reliably send message over a noisy
channel. Let Ch, ; ;) denote a noisy channel, where at most ¢y and ¢, locations of a
codeword can be arbitrarily erased and changed respectively during the transmission.
A (ty, tg)-block error-erasure correcting code encoding a message of k field elements to
a codeword of N field elements is an injective mapping C : F¥ — FN(N > k), where F
is the underlying field. The encoding function is used in conjunction with a decoding
function D : FY — F* with the property that if its input differs from a valid codeword
in at most t; locations, apart from at most ¢y erasures, then D outputs the message
corresponding to that codeword. We say that the code corrects t;, Byzantine errors
and ¢y erasures. Clearly, such a decoding function will always exist iff any two valid
codewords differ in at least 2¢;, +t; + 1 locations [45].

We now define error correction and error detection.

Definition 2.10 (Error Correction and Error Detection [68]) Let C' be a code-
word transmitted over Ch(tb,tf) and let C' be the received vector. By a Byzantine error,
we mean the event of changing an entry in codeword C. The error locations are the
indices of the entries in which C and C' differs. The task of error correction is to
find the error locations and error values in the received vector C'. On the other hand,
error detection means an indication by the decoder that errors have occurred, without
attempting to correct them.

We next present Singleton Bound which defines the maximum amount of information
which can be reliably send using a (ty,s)-block error-erasure correcting code.

Theorem 2.11 (Singleton Bound [45]) Suppose a sender has generated a (tp,ty)-
block error-erasure correcting codeword C of size |C| = N, for a message block M of
size k field elements and sends the codeword C' through Ch(tb,tf)- Let C" be the received
vector of size N', where N' > N — t; and let C' be different from C in at most t
locations. Then the receiver can reconstruct the message M from C" iff N > 2ty +ts+k.

We now give the definition of a special type of (ty,t¢)-block error-erasure correcting
code called Reed-Solomon (RS) codes which we use in our protocols.

Definition 2.12 (Reed-Solomon (RS) Codes [45]) For a message block M = (my,
...,my) over F, define ReedSolomon polynomial as Pyr(x) = mi+maz+. .. +mpab=1.
Let oy, ao, ...,an denote a sequence of distinct, publicly known and fized elements from
F, where N > k. Then the vector C = (c1,¢2,...,cn) is called the Reed-Solomon
(RS) codeword of length/size N for the message block M, where ¢; = Py(oy), for
i=1,...,N. We denote the length/size of C by |C]|.

Theorem 2.13 ([45]) RS codes satisfy Singleton Bound.

2.3.1 RS Decoding Algorithm

Berlekamp-Welch algorithm is one of the most simple and efficient RS decoding algo-
rithms existing in the literature. The description of this algorithm can be found in any
standard Coding theory book, such as [68, 48, 40]. However, the descriptions of the
algorithm, as given in these sources, are in terms of several field and algebraic opera-
tions, which is specific to coding theory community. Since the main topic of this thesis
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is RMT/SMT, where decoding algorithm is only used as a black-box, in order to avoid
too much digression, we take the simple description of the algorithm from [51].

Suppose sender has a message of size k field elements, which he wants to send
reliably over Ch(tb,tf) using RS codes. In order to do so, the sender has to encode the
message into an RS codeword of size N = 2t;, + ¢ty + k (see Theorem 2.11). So the
sender constructs ReedSolomon polynomial P(z) of degree k — 1 and constructs the
RS codeword C' = (¢q,...,cn) of length N, where ¢; = P(«a;), fori =1,..., N. Finally,
the sender sends the codeword C' to the receiver over Chy, ; PE

We now assume the worst case, where exactly ¢ locations get erased in the codeword
C' during its transmission. Although any subset of ¢y locations might get erased, we
make a simplifying assumption that the last ¢; locations have been erased. Thus,
the receiver will receive a shortened vector C' = (c},...,cy,) of length N’, where
N' = N —ty = 2t + k. Let R(x) denote the polynomial of smallest degree passing
through the points (a1, ¢}), ..., (an7, /). It is easy to see that R(z) will differ from
P(x) in at most t;, values of oj. Notice that the received values R(a;)’s may not lie on
a k — 1 degree polynomial, due to the presence of t, corrupted values. In order to get
the original message, the receiver has to construct the polynomial P(z) from these N’
values of R(x). The questions is, how the receiver can do so?

Our first observation is that if the receiver can find a polynomial P’(x) of degree
k —1 that agrees with R(x) at k +t; points, then P’(x) = P(x). This is because out of
the k + t; points, at most ¢, could be corrupted. Therefore, P'(x) = P(x) for at least k
points. But a polynomial of degree k — 1 is uniquely defined by its values at k points.

Now the question is: how the receiver can find such a polynomial? The receiver
could try to guess where the t;, errors occurred, but this would take too much time (in
fact, it would require exponential time). A very clever polynomial-time algorithm for
this problem was invented by Berlekamp and Welch. The main idea is to describe the
received polynomial R(x) (constituted by R(«a;) values), which because of the errors
may not be a £ — 1 degree polynomial, as a ratio of polynomials. Let eq,...,e; be
the ¢; positions at which errors occurred. Define the error locator polynomial E(x) =
(x—e1)(r—e2)...(x —ey,). It is easy to see that E(z) is zero at exactly the t;, points
at which errors occurred. Now observe that the following relation holds:

P(z)E(x) = R(x)E(zx), for x = ay,...,ayr. (2.1)

The above equation is true for all z points at which no errors occurred, as P(z) = R(x)
at those points. On the other hand, at all x points where error occurred, E(x) = 0. So
both the sides of the above equation will be zero at those points.

Now let Q(z) = P(x)E(z). Then Q(x) is a polynomial of degree t;, + k — 1 and
is therefore specied by ¢, + k coefcients, which are unknown. E(x) is a polynomial
of degree t, and is described by t; + 1 coefcients. Note that the coefcient of x% in
E(z) is 1. So, there are only t;, unknown coefficients of E(z). Thus, there are total
(ty + k) + (tp) = 2t + kK = N’ unknowns here. Moreover, we have N’ received values
of R(z). So from Equation 2.1, by equating Q(x) = R(z)E(x), we can form a system
of N’ linear equations in N/ unknowns and solve them. Once the system of equations
are solved, we get Q(z) and E(z). From the E(x) polynomial, we get the locations at
which errors occurred. We can then find P(z) by computing the quotient Q(x)/E(x).

If N = k+2t, and if indeed at most ¢, errors occurred, then the decoding algorithm
will correctly output the message. For a complete proof of this fact, see [48, 68, 40].

We now demonstrate the working of the above algorithm with few examples. In
these examples, for the ease of presentation, we make the following assumptions:
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1. Instead of performing the computations over F, we perform the computations
over the set of whole numbers. However, the same examples will also work if we
perform all the computations over a sufficiently large F.

2. Instead of using aq,...,ay from F for computing RS codeword of length N, we
use 1,..., N from the set of whole numbers.

Remark 2.14 In all the following examples, we will specify k, the degree of the poly-
nomial used for encoding as a function of ty. This is because in all our PRMT and
PSMT protocols, k will be indeed selected as a function of t,. In fact, each of the fol-
lowing examples represents one of the possible cases, which may arise in the context
of our PRMT and PSMT protocol. During the description of our PRMT and PSMT
protocols, we will show how these examples are related with various such cases.

Example 2.15 Let t;, = 1,7ff =0k=1t+1=2and N = k‘—{—th—{—tf = 4. Let
m = (1,2). So the ReedSolomon polynomial is P(x) = 1+ 2z. The RS codeword of
length four will be C = (P(1),...,P(4)) = (3,5,7,9) Suppose during the transmission
of the codeword, the third location gets corrupted and the receiver receives the vector
(3,5,8,9). Let R(x) be the minimum degree polynomial passing through the points
(1,3),(2,5),(3,8) and (4,9). It is easy to see that R(x) is not a polynomial of degree
one. The goal of the decoding algorithm will be to find a polynomial of degree k—1 =1,
passing through k +t, = 3 of the R(j)’s. It is easy to see that there is exactly one such
polynomial, namely the one passing through the points (1,3),(2,5) and (4,9). Since
ty = 1, the error locator polynomial is

() = (z - 1)
Now Q(z) = P(x)E(x) will be of degree two. So let
Q(z)=Ax®> + Bz + F

Forxz=1,...,4, it holds that

The above relation implies that

Az’ + Bx+F = R(z)(z—e)
— Az’ + Bx + F +e1R(z) = zR(z)

Substituting x = 1,...,4 in the above relation, we get the following system of equations:

A+B+F+3 = 3

4A+2B+F +5e; = 10
9A+3B+F+8e; = 24
16A+4B+F +9; = 36

Solving the above system of linear equations, we get A =2, B = —5F = —3 and e; = 3.
Thus Q(z) = 22% — 52 — 3 and E(x) = (v — 3). This implies that error has occurred in
the third location. Finally, the algorithm computes P(x) = Q(x)/E(x) =1+ 2x. Thus
the recovered message is (1,2).
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In the above example, the value of N,t;,t; and k satisfies the inequality given in
Theorem 2.11. However, if this is not the case, then anything can happen. We illustrate
all possible cases with few examples. These examples will also illustrate the cases which
will arise, when we use RS encoding and decoding in the context of PRMT/PSMT.
We will then give the formal description of the RS decoding algorithm, along with its
properties.

Example 2.16 Let t, = 2,k =t, +1 =3ty =0 and N = 2t, +1 = 5. Let m =
(1,2,3). So P(x) = 1+2x+ 322 and the RS codeword of size five is (P(1),...,P(5)) =
(6,17,34,57,86). Suppose during the transmission of codeword, only one error occurs,
instead of tp, = 2 errors. Let the error occurs at the first location and let the received
vector be (4,17,34,57,86).

Although only one error has occurred in the received vector (instead of two), the
receiver has no information about this fact. The receiver will think that at most two
errors are present in the received vector and would try to correct them. However, from
Theorem 2.11, we require N' = T in order to correct two errors. Furthermore, with
N’ =5 and k = 3, the decoding algorithm will correctly output the original message,
only if one error would have occurred in the received vector, which is the case in this
example.

If the receiver applies RS decoding algorithm, assuming the number of errors to be
corrected is one, then the algorithm will proceed as follows: the decoding algorithm will
try to find a polynomial of degree k — 1 = 2, passing through k + 1 = 4 of the received
points. It is easy to see that the only polynomial passing through four of the received
points in this case is the original polynomial P(x). Since the algorithm is assuming the
number of errors to be one, the error locator polynomial will be

E(r) = (z —e1)
Also, Q(x) = P(x)E(x) will be a polynomial of degree three. So let
Q(z) = Ax® + B> + C2 + D

By substituting x = 1,...,5 in the equation

we get the following system of linear equations:

A+B+C+D+4e; = 4
8A+4B+2C+ D +17e; = 34

21A+9B+3C+ D+ 34e; = 102
64A +16B +4C + D +57e; = 228
125A+4+25B +5C' + D +86e; = 430

By solving the above system of equations, we get A=3,B=—-1,C=—-1,D=—1 and
e1 = 1. Thus E(z) = (x — 1) and Q(z) = 323 — 2? — x — 1, indicating that error has
occurred in the first location. Moreover, P(x) = Q(x)/E(x) = 1+ 2z + 322. Thus in
this case, the receiver will correctly recover the message.

In the above example, the receiver could recover the original message only because the
number of actual errors that are present in the received vector is same as the number
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of errors that the receiver guessed and tried to correct. But receiver will not be sure
whether the recovered message is correct. Because the decoding algorithm tried to
correct only one error, where as two errors could be present in the received vector. If
the receiver is sure that exactly one error could be present in the received vector, then
he is certain that the output of the algorithm is correct. However, since he is unsure
about the exact number of errors in the received vector, the receiver cannot take any
guarantee of the output polynomial. In fact, if two errors occur in the transmitted
codeword, then the decoding algorithm could end up outputting an incorrect message,
as illustrated in the next example.

Example 2.17 Suppose in the previous example, exactly t, = 2 errors occur in the
transmitted codeword. Namely, the errors occur in the third and fourth location and
let the received vector be (6,17,28,39,86). Notice that the errors are introduced in
the codeword in such a way that the two corrupted points, namely (3,28) and (4,39),
along with the first two correct points, namely (1,6) and (2,17) lie on the polynomial
022 + 11z — 5. This is possible because the original polynomial P(z) = 3z% +2x + 1 is
of degree two and two polynomials of degree two can have same value at two points.

Now if the receiver assumes that only one error is present in the received vector
and tries to correct it, then the decoding algorithm will proceed as follows: the decoding
algorithm will try to find a polynomial of degree k —1 = 2, passing through k+1 =4 of
the received points. In this case, there is only one such polynomial, namely 0z + 112 —
5, passing through the points (1,6),(2,17),(3,28) and (4,86) and hence the decoding
algorithm will output this polynomial. Out of the received five points, only three points,
namely (1,6),(2,17) and (5,86) lie on the original polynomial P(x).

Since the decoding algorithm assumes the number of errors to be one, the error
locator polynomial will be (x —e1) and Q(z) = Ax® + Bax?+Cx+ D. After substituting
x = 1,...,5 in the relation Q(z) = R(z)(x — e1), we get the following system of
equations:

A+B+C+D+6e; = 6

8A+4B+2C+ D+ 17¢e; = 34
21A+9B+3C+ D +28e; = 84
64A 4168 +4C + D + 39 = 156
125A +25B +5C + D + 86e; = 430

Solving the above system of equations, we get Q(x) = 1122 —602+25 and E(x) = (r—5).
This will give P(x) = Q(x)/E(x) = 11z — 5. Thus the decoding algorithm outputs an
incorrect polynomial. Moreover, the algorithm has output fifth location as the error
location, even though the fifth location in the received vector represents a correct point
on original polynomial P(x).

In the above algorithm, the decoding algorithm outputs an incorrect message due to the
following reason: the sender sent the codeword (6,17,34,57,86), corresponding to the
polynomial 322 42x+1. From Theorem 2.11, receiver will be able to recover the message
only if one Byzantine error occur during the transmission of the codeword. However,
during the transmission of the codeword, two errors occur instead of one. The received
vector is (6,17,28,39,86). The errors are introduced in such a way that the received
vector (6,17,28,39,86) has a distance ? of one from the codeword (6,17,28,39,50),

2The distance between two vectors is the number of locations at which the two vectors have different
components.
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corresponding to the polynomial 0z? + 11z — 5. Since the decoding algorithm tried
to correct one error, it will work as if the transmitted codeword was (6,17, 28, 39, 50),
which is received as (6,17,28,39,86), due to the introduction of error at fifth location.
So it will output fifth location as the error location, even though it is not an error
location. Moreover, the algorithm will output an incorrect message.

The above example illustrates one of the cases, which occurs, when the actual
number of errors in the transmitted codeword is more than the number of errors,
which the RS decoding algorithm can correct (as given by Theorem 2.11). However,
there may be another case. The actual number of errors in the transmitted codeword
could be more than the number of errors, which the RS decoding algorithm can correct
(as given by Theorem 2.11), such that the decoding algorithm fails to output any
meaningful polynomial. If this is the case, then the decoding algorithm can simply
declare that actual number of errors in the received vector is more than the number
of errors that the decoding algorithm tried to correct. This case is illustrated by the
following example:

Example 2.18 Suppose t, = 2,t; = 0N = 2t, +1 =5 and k = t, +1 = 3. Let
m = (1,2,0). So P(z) = 142z and the transmitted codeword is (3,5,7,9,11). Suppose
two errors are arbitrarily introduced in the first two locations and let the received vector
be (1,2,7,9,11). From Theorem 2.11, the receiver can recover the original message
from the received vector if only one error occurs in the received vector.

If the RS decoding algorithm tries to correct one error in the received vector, then the
algorithm will proceed as follows: the algorithm will try to find a polynomial of degree
two passing through four of the received points. Howewver, in this case, the errors are
introduced in such a way that there exist no polynomial of degree two passing through
four of the received points. So the algorithm will not output any meaningful polynomial.

Since the decoding algorithm assumes the number of errors to be one, the error
locator polynomial will be (x —e1) and Q(z) = Ax® + Bax?+Cx+ D. After substituting
x = 1,...,5 in the relation Q(z) = R(z)(x — e1), we get the following system of
equations:

A+B+C+D+e =

2A+4B+4+2C+D+2e¢; = 4
20A+9B+3C+D+Te; = 21
64A+16B+4C+D+9; = 36
125A+25B+5C+D+1le; = 55

Solving the above system of equations, we get Q(x) = —%x?’ + %xz — %956 + 5 and

E(z) = (z — 2). Thus the decoding algorithm outputs Q(z) and E(z), which are not
meaningful. The error location as pointed out is not an integer. Moreover, Q(x) does
not divide E(x). So the algorithm can declare that more than one error are present in
the received vector.

We now give the summary of the four examples, which illustrates four properties of the
RS decoding algorithm, which will be further used in the context of our PRMT /PSMT
protocols. We will formalize these properties at the end of this section.

1. In Example 2.15, the receiver knows that at most ¢, errors could be present in
the received vector. Moreover, the value of k, N, t;, and ¢ satisfies the inequality
given in Theorem 2.11. Hence the decoding algorithm correctly outputs the
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message by finding the ¢, errors. Moreover, the receiver is sure that the output
polynomial is correct.

2. In Example 2.16, the receiver knows that at most ¢, errors could be present in the
received vector. However, only %’ errors are introduced in the received vector. By
substituting N’ = 2t,+1,k = t,+1 and ¢t = 0 in the inequality of Theorem 2.11,
we find that RS decoding algorithm can correctly output the message only if %’
errors are present in the received vector. Since only %’ errors are introduced in
the received vector, the RS decoding algorithm when applied to correct %’ errors,
correctly outputs the original message. However, receiver has no way of knowing
that the recovered message is correct as he does not know that indeed %’ errors

are present in the received vector.

3. In Example 2.17, more than %’ errors are introduced in the received vector. How-
ever, from Theorem 2.11, RS decoding algorithm can correctly output the message
only if %’ errors are present in the received vector. But the actual number of er-
rors in the received vector is more than what can be corrected. Moreover, the
errors are introduced in such a way that the received vector has a distance of %’
from another valid codeword C' (different from the original codeword which was
actually sent by the sender). Since the decoding algorithm is applied to cAorrect %’
errors, the algorithm will output incorrect message, corresponding to C'. More-
over, the decoding algorithm outputs at least one correct location in the received
vector as the error location. Furthermore, the receiver has no way of knowing
that the recovered message is incorrect.

4. In Example 2.18, more than %’ errors are introduced in the received vector. From

Theorem 2.11, RS decoding algorithm can correctly output the message only if

%’ errors are present in the received vector. But the actual number of errors in
the received vector is more than what can be corrected. However, the errors are
introduced in such a way that the received vector has a distance of more than
%’ from all possible valid codewords. Since the decoding algorithm is applied
to correct %’ errors, it fails to output any meaningful polynomial. In this case,
the receiver simply declares that more than %’ errors are present in the received

vector.

In all the previous examples, we have only considered the error correcting capability of
RS codes as given by Theorem 2.11. However, we can use RS codes to either correct
errors or detect errors or simultaneously do the both. The following theorem gives the
number of errors which can be corrected and detected by RS codes.

Theorem 2.19 ([45, 24]) Let C be an RS codeword of length N, corresponding to a
message of size k field elements and let C be transmitted over Ch(tb,tf). Let C' be the
received vector of size N', where N' > (N —tf). Then RS decoding can correct upto c
Byzantine errors in C' and simultaneously detect additional d Byzantine errors in C’
iff N' — k > 2c+d, such that (c+d) < t.

Notice that Theorem 2.11 is a special case of Theorem 2.19 because we obtain the
former by substituting d = 0 and ¢ = ¢, in the later. Theorem 2.19 states that if we
use RS decoding algorithm only for correcting errors (i.e., d = 0), then it can correct
at most (N/;k) errors. Thus if at most (N;k) errors are present in the received vector,
then the decoding algorithm will correctly find them and recovers the original message.

On the other hand, if we use RS decoding algorithm only for detecting errors (i.e.,
¢ = 0), then it can detect at most (N’ — k) errors. Thus if at most (N’ — k) errors
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are present in the received vector, then the decoding algorithm will sense it and will
output an error, indicating that at most (N’ — k) errors are present in the received
vector. However, unlike error correction, error detection will not output the locations
at which errors are present.

If RS decoding algorithm is used with non-zero values of ¢ and d (provided they
satisfy the inequalities given in Theorem 2.19), then the algorithm can simultaneously
correct and detect errors. In this case, the algorithm will first try to correct ¢ errors.
If the number of errors that are present in the received vector is indeed ¢, then the
algorithm will correct all of them. Moreover, the algorithm will not detect any addi-
tional error and will correctly output the message. On the other hand, if more than ¢
errors but at most (¢ + d) errors are present in the received vector, then the algorithm
will detect the additional d errors (other than the ¢ errors, which it tried to correct)
and will output an error, indicating that more than c errors are present in the received
vector. We illustrate the case of simultaneous correction and detection using RS decod-
ing, with the help of following example. This example also illustrate the cases, which
will arise in the context of our PRMT/PSMT protocols, when we use RS decoding for
simultaneous error detection and correction.

Example 2.20 Let t, = 2,t; =0, N =2t, + 1 =5k =24+1=2c=% =1 and
d="%=1. Let m = (1,2). So P(z) =1+ 2z and the transmitted RS codeword is
C = (3,5,7,9,11). Since ty = 0,N' = N = 5. Substituting the value of N, K,c and
d in the inequality of Theorem 2.19, we find that RS decoding algorithm will be able to
correct one error and detect one additional error in the received vector.

Suppose exactly one error occurs in the received vector, say in the first location. The
RS decoding algorithm, when applied to correct ¢ = 1 error, will correctly identify the
error. This is because the algorithm will try to find a polynomial of degree k — 1 =1,
passing through k + ¢ = k + %’ = 3 of the received points. In this case, there is only
one polynomial of degree one, passing through three of the received points, namely the
original polynomial P(z). So the algorithm will correctly output the polynomial P(x).
Moreover, the receiver will be sure that the output polynomial is correct because in this
case, (¢ + d) = tp and the maximum number of errors that could be present in the
received vector is also tp. Since the algorithm has not detected any additional error
(other than c errors), it implies that the output polynomial is indeed correct.

On the other hand, suppose that more than ¢ = %’ = 1 errors are present in the
recetved vector; i.e., suppose two errors are present in the received vector. More-
over, the errors are introduced in the first two locations and let the received vector
be (5,6,7,9,11). Notice that here the errors are introduced in such a way that first
ty + (k — 1) = 3 points in the vector, namely (1,5),(2,6) and (3,7) lie on polynomial
x+4. On the other hand, the last N' —t, = 3 points in the vector, namely (3,7), (4,9)
and (5,11) lie on polynomial 2x + 1. If we apply the RS decoding algorithm to correct
c =1 error, then the decoding algorithm will try to find a unique polynomial of degree
k—1 =1, passing through k +c¢ = k + %’ = 3 of the received points. In this case,
there are two polynomials of degree one, passing through three of the received points.
So the decoding algorithm will output an error. More specifically, E(x) = (z — e1)
and Q(x) = P(z)E(x) = Ax? + Bx + F. By substituting v = 1,...,5 in the relation
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Q(z) = R(z)E(x), we get the following system of linear equations:

A+B+F+5e1 = 5
4A+ 2B+ 1F +6e; = 12
9A+3B+1F +7¢e; = 21
16A+4B+1F +9e; = 36

25A+5B+1F +1le; = 55

However, the above system of equations does not have any solution and hence the algo-
rithm will not output any polynomial. This will indicate to the the receiver that more
than c errors are presented in the received vector, which are detected by the algorithm.

In the above example, we have considered the case, when ¢ +d = t,. If c+ d < tp,
then again anything can happen. For example, the errors could be introduced in such
a way that the received vector could have a distance of ¢ from another valid codeword
(other than the one sent by the sender, as in Example 2.17). In this case, the algorithm
will output the incorrect polynomial corresponding to the other codeword. Moreover,
the receiver will have no way of knowing that the output polynomial is incorrect, as
(c+d) < tp. On the other hand, the errors could be introduced in such a way that the
received vector has a distance of more than ¢ from all valid codewords (as in Example
2.18). In this case, the algorithm will fail to output any polynomial, indicating to the
receiver that more than c errors are present in the received vector.

We now give the formal description of RS decoding algorithm. In the algorithm,
all the computations are performed over F. The algorithm takes the following inputs:

L. A vector C” of length N, received over Chyy, ;). Let d1,...,in/ € {1,..., N}
denote the indices of the components of the received vector. This implies that the
components of the received vector at the remaining indices in the set {1,..., N} —
{i1,...,in’} are erased. Here N is the length of the original RS codeword and
N> (N—ty). We denote the values in the received vector as R(«, ), ..., R(ai,, ).

2. Parameter k, where k — 1 is the degree of the original polynomial P(z), used for
encoding the message.

3. Parameters ¢ > 0 and d > 0, subject to the condition that N — k > 2¢ + d and
(c+ d) < tp. Here c is the number of errors that the algorithm tries to correct
and d is the number of additional errors that the algorithm tries to detect.

The algorithm is formally given in Fig. 2.1.

Definition 2.21 (Good/Bad Error List) We call an error list generated by RS-DEC
algorithm as “good” if each of the values in the error list, pointed as a corrupted value,
is indeed corrupted. Otherwise we call the error list as “bad”. When an error list is
“bad”, it points a correct value in C’ as corrupted.

We now state few important properties of RS decoding, which will be used in the context
of our PRMT/PSMT protocols. We have already illustrated all these properties with
examples and hence we will not give formal proof of these properties. For a complete
formal proof, we refer [40, 68]. In all these properties, we assume that ¢, < t; is the
actual number of errors that are present in the received vector. The receiver has no
information about t;, except that t) < t.
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Figure 2.1: Protocol for RS Decoding
Algorithm RS-DEC(N',C’,¢,d, k)

Goal: To Find a Polynomial of Degree k—1 Passing Through k+c Received
R(a;)’s

1. Let the error locator polynomial be E(z) = (x—e1) ... (z—e.). The coefficient
of ¢ in E(x) will be one.

2. Let Q(z) = P(@)E(x) = aeyp_12TF 1 + appp_0zF2 + ... + ag be the
polynomial of degree ¢+ k — 1.

3. Form a system of N’ equations, involving 2¢ + & < N’ unknowns
€15+, €c, Uetk—1,---,00, Dy substituting * = «;,,...,q;,, in the relation

Q(z) = R(x)E(x).

4. Solve the above system of equations. Now there are the following cases:

a) If the above system of equations fails to give any solution, then output
Y g Yy
an error. In this case, the receiver concludes that more than c errors are
present in the received vector.

(b) If the above system of equations gives a solution, such that the value of
at least one of the unknowns ey,..., e, Gerp—1,---,a0 is outside the field
F, then output an error. In this case, the receiver concludes that more
than c errors are present in the received vector.

(c) If the above system of equations gives a solution, such that value of at
least two distinct unknowns in the set {ej,...,e.} are same, then output
an error. In this case, the receiver concludes that more than c errors are
present in the received vector.

(d) If the above system of equations gives a solution, such that value of all the
2¢+ k unknowns are from the field F and each of unknowns in {ey, ..., e.}
have distinct values, then do the following:

i. Compute P(z) = Q(z)/E(z). Let P(z) = by + bz + ...+ bp_1zF~L
ii. Output (b,...,bx—1) as the message. In addition, output an error
list, denoted by Error_List. The Error_List indicates the values
which are identified to be corrupted in C’. The Error_List will
contain ¢ pairs. For j = 1,...,¢, the j* entry of Error_List is of

the form (e;, C’Z(ej ), where C’Z(ej denotes the z’gj entry in C'.

Property 2.22 Ifc+d =t and t;, < c, then the algorithm will correct all these errors
and will detect no additional errors. So the algorithm will output P(z), which is the
original/correct k — 1 degree polynomial and Error_List, which is a ”good” error list
(of cardinality at most c). Moreover, the receiver is certain that the output polynomial
P(x) is correct and the error list Error_List is "good”. This property is illustrated in
Example 2.20.

Property 2.23 If c +d = t, and t; > ¢, then the algorithm will fail to output any
message, thus indicating to the receiver that more than c errors are present in the
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received vector. This is because even though the actual number of errors t} is more than
¢ (which is the number of errors which the algorithm tried to correct), the algorithm has
the capability to detect (t, —c) > (t, —c) additional errors. However, the algorithm can
only detect the additional errors, but will not be able to correct them. So the algorithm
will not output any message. In this case, the receiver concludes that more than c errors
are present in C'. This property is illustrated in Example 2.20.

Property 2.24 If c +d < t, and t; < c, then the algorithm will correct all the t,
errors and will correctly output P(x). Moreover, Error_List will be a "good” error list
(of cardinality at most c¢). However, receiver will not be sure/certain that the output
polynomial P(x) is correct and the error list Error_List is "good”. This is because the
extra detection capability of the algorithm in this case is less than t, — ¢ and the value

of ty, is unknown to the receiver. This property is illustrated in Example 2.16.

Property 2.25 If c+d < t, and t; > ¢, such that the received vector has a distance
of ¢ from another valid codeword (different from the one, which was originally sent by
the sender), then the algorithm will output the incorrect P'(x) # P(x), corresponding
to the other codeword. Moreover, the Error_List will be "bad” of cardinality at most
c. Furthermore, receiver will not be sure/certain that the output polynomial P'(x) is
correct and the error list Error_List is "bad”. This is because the extra detection
capability of the algorithm in this case is less than t, — ¢ and the value of t} is unknown
to the receiver. This property is illustrated in Example 2.17.

Property 2.26 If c+d < t, and t > ¢, such that the received vector has a distance
of more than ¢ from all valid codewords, then the algorithm will output error. In this
case, the receiver is certain that more than c errors are present in the received vector.
This property is illustrated in Example 2.18.

In the next chapter, we discuss about PRMT in undirected synchronous network,
tolerating threshold static Byzantine adversary.
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Part 1

Results for PRMT and SRMT in
Synchronous Network

27



Chapter 3

PRMT in Undirected Networks
Tolerating Static Byzantine
Adversary

In this chapter, we study PRMT ! in undirected synchronous network, tolerating thresh-
old static Byzantine adversary. We first give the formal specification of the network
model and adversary settings used in this chapter. We then give the existing results
and motivation of our work. We then present our result.

3.1 Underlying Network Model and Adversary Settings

In this chapter, we consider the following settings: We assume that the underlying
network is a connected synchronous network, represented by an undirected graph, where
S and R are two non-adjacent nodes of the graph. All the edges in the network are
reliable and secure but the nodes can be corrupted. We assume that there exists a
threshold static adversary, denoted by A,‘?’:mc, who has unbounded computing power
and who controls at most ¢, nodes (excluding S and R) in Byzantine fashion.

Following the approach of Dolev et al. [28], we abstract away the network and
assume that S and R are connected by n parallel and synchronous bi-directional node
disjoint paths/channels wi,wy, ..., wy,, also called as wires. The reason for such an
abstraction is as follows: suppose some intermediate node between S and R is un-
der the control of the adversary. Then all the paths between S and R which passes
through that node are also compromised. Hence, all the paths between S and R pass-
ing through that node can be modelled by a single wire between S and R and we can
declare that the wire is corrupted. In the worst case, the adversary can compromise
an entire wire in Byzantine fashion by controlling a single node on the wire. Hence
.Aflf“tic, having unbounded computing power can corrupt up to t; wires in Byzantine
fashion. A Byzantine corrupted wire may deliver correct information or it may deliver
incorrect/changed information. However, in any case, the adversary will completely
know the actual information that was sent through a Byzantine corrupted wire. An
example of wire abstraction of the network is given in Fig. 3.1.

The set of wires which Af:“”c controls is decided before the execution of the protocol.
Before the execution of the protocol, neither S nor R knows in advance which wires
are going to be influenced by .Aflf“tic. However, the total number of wires that can be

'Recall that in PRMT we require only reliability. So adversary may obtain any information related
to the message.
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Figure 3.1: Wire Abstraction of a Network.
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under the control of Af:atic throughout the protocol is bounded by threshold t,. Also
once a wire is under the control of Af:a”c, it will remain so throughout that particular
execution of the protocol.

We use mS to denote the message that S wants to send to R, where mS is a sequence
of ¢ field elements, where ¢ > 1, selected uniformly from a finite field F. Moreover,
we assume that all computations and communication in our protocols are done over F.
The only restriction on F is that |F| > n. We use |mS| to denote the number of field
elements in mS. We say that a wire is corrupted, if the information sent over the
wire is changed. A wire which is not under the control of the adversary is said to be
honest.

In our protocol, we assume the following: if S (R) is expecting some information in
a specific form along a wire and if no/syntactically incorrect information comes, then
S (R) assumes some pre-defined value and carry on the computation. Thus we do not
consider the case when no information or syntactically incorrect information is received

S

along a wire.

Definition 3.1 (Broadcast) If some information is sent over all the wires then it is
said to be “broadcast”. If x is “broadcast” over at least 2ty + 1 wires, then at most ty
wires may deliver incorrect x. But at least ty+1 wires will deliver correct x. So receiver
will be able to correctly recover x by taking majority among the received values.

We now summarize the existing literature and our result for PRMT in undirected
synchronous network tolerating Af:am.

3.2 Known Results

PRMT problem was first introduced by Dolev et al. [28], who gave the following
characterization:

Theorem 3.2 ([28]) Let S and R be connected by n wires. Then for any r (r > 1),
an r-phase PRMT protocol tolerating Af:‘m'c is possible iff n > 2ty + 1.

The lower bound on the communication complexity of PRMT protocol tolerating Af:“”c
is derived in [77] and in [81]. We now state these lower bounds.
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Theorem 3.3 ([77, 81]) Let S and R be connected by n > 2t,+1 wires and let r < 2.

Then any r-phase PRMT protocol tolerating Aflf“m must communicate §2 <nf§tb> field

elements to reliably send a message containing £ field elements.

Theorem 3.4 ([81]) Let S and R be connected by n > 2t, + 1 wires and let r > 3.
Then any r-phase PRMT protocol tolerating .Aflf“tic must communicate §2 <n"Tl;b) field

elements to reliably send a message containing ¢ field elements.

The lower bound given in Theorem 3.3 is tight. Specifically, let S and R be con-
nected by n = 2t;, + 1 wires, which is the minimum number of wires required for any
PRMT protocol against .Aflf“tic. Then S can reliably send a message mS containing /
field elements by simply broadcasting it. This will take one phase and will require a

communication complexity of O ( nt ) = O(n/) field elements.

n—21ty,
If n = 2t,+1, then n = ©(t;) and hence from Theorem 3.4, any three or more phase
PRMT must communicate 2 (nﬁ—ib> = () field elements to reliably send a message

containing ¢ field elements. Moreover, in [49], the authors have shown that this bound
is asymptotically tight. Specifically, the authors have shown the following:

Theorem 3.5 ([49]) Let S and R be connected by n = 2ty +1 wires. Then there exists
an O(logty) phase PRMT protocol tolerating .Aflf“tic, which reliably sends a message
containing £ = O(nlog®n) field elements by communicating O(() field elements.

Though the protocol given in [49] is communication optimal, it requires too many
phases. This motivates us to design a communication optimal PRMT protocol tolerat-
ing Af:atic with less number of phases.

3.2.1 Our Contribution

We significantly improve the phase complexity of the PRMT protocol of [49]. Specifi-
cally, we design a three phase PRMT protocol called 3-Optimal-PRMT-Static-Byzantine
with n = 2t;, + 1 wires, which reliably sends a message containing £ = O(n?) field ele-
ments by communicating O(n?) field elements. Thus, we get reliability with constant
factor overhead and that too in constant phases. From Theorem 3.4, our protocol is
phase optimal. Moreover, from Theorem 3.3, our protocol requires minimum connec-
tivity. It should be noted that our protocol achieves optimality only if £ = ©(n?), while
the protocol of [49] achieves it for £ = ©(nlog?n).

3.3 Protocols

Before presenting protocol 3-Optimal-PRMT-Static-Byzantine, we present few sub-protocols,
which will be used as black-box in protocol 3-Optimal-PRMT-Static-Byzantine. We first
present a single phase PRMT protocol called 1-PRMT-Byzantine, which is based on the
properties of RS codes. The protocol will also be used in other subsequent chapters.

3.3.1 Single Phase PRMT Tolerating A;*"*

Let S and R be connected by N > 2t, + 1 wires, wq, ..., wy, of which at most ¢, wires
can be under the control of .Af;“tic. We design a single phase PRMT protocol called
1-PRMT-Byzantine, which allows S to reliably send a message mS containing ¢ > 1 field
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Figure 3.2: Single Phase Reliable Message Transmission Tolerating Af:atic

Protocol 1-PRMT-Byzantine(mS, ¢, N t,,k = N — 2t;)

Phase I: S to R: S does the following computation and communication:

1. S breaks up mS into blocks BY, ... ,B?/k, each consisting of k field elements,

where k = N — 2t,. If £ is not an exact multiple of k, a default padding is used
to make £ mod k = 0.

2. For j =1,...,¢/k, S computes RS codeword C]S = (c]sl, e ,C]SN) of length,
N, corresponding to block BJS.

3. Fori=1,...,N, S sends cjsl- along wire w;, for j =1,...,¢/k.

Message Recovery by R:

1. For j =1,...,¢/k, let R receive the vector C'jR = (cﬁ, . ,C?N).

2. For j = 1,...,¢/k, R executes RS-DEC(N, CJR,tb,O,k) and recovers BJR. R
then concatenates all B]R’s to recover the message m¥.

elements to R. The protocol is based on the properties of RS codes and is presented in
Fig. 3.2.
We now prove the properties of protocol 1-PRMT-Byzantine.

Lemma 3.6 (Correctness) Protocol 1-PRMT-Byzantine correctly delivers mS.

PROOF: In order to show that R will correctly receive mS, we show that R will recover

each B]S correctly. In the protocol, each B]S is of size k = N — 2¢, and is RS encoded
into a codeword of length NV, where N > 2t; +1. Corresponding to each BJS, R receives

a vector CJR of size N and this vector differs from the original codeword st in at most
t, locations. So by putting N’ = N > 2ty + 1,k = N — 2t,¢c = t, and d = 0 in the
inequality of Theorem 2.19, we find that R will be able to correct all the t; errors in
C'jR by applying RS-DEC to C'jR. Thus R correctly recovers B]S. O

Lemma 3.7 (Communication Complexity) The communication complexity of pro-
tocol 1-PRMT-Byzantine is O <N]f—§tb>

ProoOF: Corresponding to each block of size k, S sends an RS codeword of length N.

So communication complexity of the protocol is O (NTE) =0 < N]f gtb)' O

3.3.2 Increasing the Throughput of Protocol 1-PRMT-Byzantine

Protocol 1-PRMT-Byzantine has another important property. Consider the following
scenario: Let S knows that R has the knowledge of the exact identity of o < ty, wires
that are Byzantine corrupted. However S does not know the exact identity of those «
wires. If this is the case, then the following theorem holds:
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Theorem 3.8 (Increased Throughput in 1-PRMT-Byzantine) Suppose S knows
that R has the knowledge of the exact identity of @ < t, wires that are Byzantine
corrupted. Then in protocol 1-PRMT-Byzantine, S can reliably send mS using block
size k = (N — 2ty) + a. That is, S can send « field elements, in addition to what is
allowed by Singleton bound. Moreover, the communication complexity of the protocol

will be O (%)

Proof. Since R is aware of the exact identity of o Byzantine corrupted wires, R can
simply ignore the values received over these wires. So the length of each received
vector CJR will be N, where N’ = N — a. Moreover CJR will now differ from the
original codeword st in at most t, — « locations. So by putting N’ = N — o,k =
(N —2ty) + a,c = t, — a and d = 0 in the inequality of Theorem 2.19, we find that
by applying RS-DEC to CJ-R, R will be able to correct all the t;, — « errors in C]R and
hence correctly recover B]R.

Since k = (N — 2t) + «, the communication complexity of the protocol will be

O(%) O

3.3.3 Reliably Communicating a Set of Conflicts

Consider the following scenario: S selects at random n = 2t; 4+ 1 polynomials each of
degree t;, denoted by pis(x), where 1 < ¢ < n. Next through wire w;, S sends to R the
following;:

2

1. Polynomial p$(z) 2 and

2. For j =1,...,n, the value rjsi = pjs(z)

Assume that R receives the following over wire w;:
1. Polynomial pR(z);

2. The values ’I“J]-‘:%, for j=1,...,n.

Now R tries to find as many faults as he can find that occurred in the previous
phase and communicate all his findings reliably back to S. Towards this, R first con-
structs what is known as conflict graph H = (W, E), where W = {w1,ws, ..., w,} and
(ws, w;) € E if 7"5” # pR(j) or TJI-Z{- + pf”(z) Corresponding to each edge (w;,w;) € E, R
adds a six tuple (w;, wy, ’I“i]‘},pZR(j), T]Pf,ij(z)) to a list Fault. A naive and straightfor-
ward way of reliably sending Fault to S is to broadcast Fault over all the n wires. In
the worst case there can be O(n?) edges in the conflict graph and hence O(n?) tuples
in the list Fault. So broadcasting Fault will require a communication complexity of
O(n?) field elements.

An interesting question here is can R reliably send Fault to S tolerating Afﬁ“tic,
with a communication complexity less than O(n3) ? The answer is yes and that is what
is done in [77], where the authors have given a method to reliably communicate Fault
with a complexity of O(n?). We call this method as Matching technique, which we use
as a black box in protocol 3-Optimal-PRMT-Static-Byzantine. The method is formally
explained in Fig. 3.3.

The following lemma and theorems taken from [77] show that by doing the compu-
tation and communication given in Fig. 3.3, R will be able to reliably send the list of
O(n?) conflictions by communicating O(n?) field elements.

?We assume that the polynomial is sent by sending its ¢, + 1 coefficients.
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Figure 3.3: Reliably Sending a List of Confliction Tolerating .Aflf“tic

Matching Technique

Computation and Communication by R:

1. R initializes his fault-list, denoted by L?ault’ to @. R then constructs an undi-
rected graph H = (W, E) where W = {wy,...,w,} and the edge (w;, w;) € E
if 7f # pi(4) or i # pi(i).

2. If the degree of node w; in the graph H constructed above is greater than t;
then R adds w; to L?ault.

3. Let H = (W', E’) be the induced subgraph of H on the vertex set W' =
W\ L?{wlt). Next, R finds a maximal matching * M C E’ of graph H'.

4. For each edge (w;,w;) in H that does not belong to M, R associates the
six-tuple {w;, w;, ’I“Z-]‘}, rjl%,ij(i),piR(j)}. Let {a1,as,...,an} be the edges in H
that are not in M. Replacing each of these edges with its associated six-tuple,
R gets a set of 6N field elements, denoted by X = {X;, Xo,..., XN}

5. R then broadcasts the following to S
(a) The set L?ault;
(b) For each edge (w;,w;) € M, the six tuple (wi,wj,r}},rﬁ,p?(j),p?(i)).

6. Finally R reliably sends the list X to S by executing 1-PRMT-
Byzantine(X, | X|, n, ty, | M| + |L?ault|) with increased throughput (see sec-
tion 3.3.2).

& A subset M of the edges of H, is called a matching in H if no two edges in M are
adjacent. A matching M is called maximal if it is not a proper subset of any other
matching in the graph.

Theorem 3.9 ([77]) Given an undirected graph H = (V, E), with a mazimum degree
A and a mazimal matching M, the number of edges |E| is less than or equal to (2|M|*+
[M]A).

Lemma 3.10 ([77]) S is guaranteed to receive the set X correctly in Matching Tech-
nique.

PRrROOF: First notice that if (w;, w;) € H, then either w; or w; or both are corrupted.
This is because an honest wire will never conflict another honest wire. Similarly, if
a node w; in H has degree more than ¢, then it implies that w; is corrupted. This
is because an honest wire may conflict at most ¢; corrupted wires. This implies that
all the wires listed in L?ault are indeed corrupted. Since R broadcasts L?ault and M,
S will correctly receive them and hence will identify at least |L}Pf{ault| + |M| corrupted
wires. So from Theorem 3.8, by substituting N = 2¢;, + 1 and a = |L]%1ult| + | M|, we
find that S will be able to reliably receive X at the end of 1-PRMT-Byzantine. O

Theorem 3.11 ([77]) The overall communication complexity done by R in Matching
Technique is O(n?).
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PRrROOF: First notice that |M| = O(tp). This is because there are at most ¢, corrupted
wires and no two honest wires conflict each other. Similarly, |L}Pf{ault| = O(tp). This is
because each wire in L%mlt is indeed corrupted. Also notice that the maximum degree
of any vertex in the conflict graph H is ¢;. Hence from Theorem 3.9 we find that the
maximum number of edges in conflict graph H will be O(t7) = O(n?). This further

implies that |X| = O(n?). So from Theorem 3.8, the communication complexity of
sending X by executing 1-PRMT-Byzantine with block size of o = ’L?ault’ + |M]| is
O(n?). O

Thus, the entire conflict graph is sent in two parts; first a matching M and list Lf}ault is
broadcast, which requires a communication complexity of O(n?). Then the rest of the
edges of the conflict graph are sent by communicating O(n?) field elements by using
1-PRMT-Byzantine with increased throughput.

We are now ready to present our three phase communication optimal PRMT pro-
tocol 3-Optimal-PRMT-Static-Byzantine, which we do in the next section.

3.3.4 Protocol 3-Optimal-PRMT-Static-Byzantine

We now give the formal description of protocol 3-Optimal-PRMT-Static-Byzantine. Let
S and R be connected by n = 2t, + 1 wires, of which at most ¢, wires are under
the control of .Aflf“tic. The high level idea of the protocol is as follows: let mS be the
message containing (t,41)% = ©(n?) field elements. We denote mS by mS = {mZS] ti=
0,...,t, and j =0,...,t}. During first phase, S constructs a bi-variate polynomial
FS(x,y) of degree t, in z and y, such that the elements of mS constitutes the coefficients
of FS(x,y). From FS(z,y), S obtains n univariate polynomials p$ (), ..., p3 (), where
pS(x) = FS(z,i). Then S sends to R over wire w; the polynomial p$(z) and the value
of every polynomial pjs(ac) at x = i. On receiving the values from S, the receiver R
construct the conflict graph and reliably sends the conflict graph during second phase
using Matching Technique. S reliably receives the conflict graph and after doing local
comparison, identifies all corrupted wires which delivered incorrect polynomials to R
during first phase. Notice that there can be at most t; such corrupted wires. S then
broadcasts the identity of those corrupted wires to R during third phase. R on receiving
the identity of those wires, ignores the polynomials received over those wires during
the first phase. R will be then left with at least t; + 1 correct univariate polynomials
pP(x)’s, using which R recovers FS(z,y) and hence the message mS. The protocol is
formally presented in Fig. 3.4.
We now prove the properties of protocol 3-Optimal-PRMT-Static-Byzantine.

Claim 3.12 In protocol 3-Optimal-PRMT-Static-Byzantine, if w; delivers pR(z) # p (z)
during Phase I, then S will detect this at the end of Phase II and will include w;
n L?ault. Thus, identities of all the wires which delivered incorrect polynomial during

Phase I will be known to S at the end of Phase II.

PROOF: Suppose w; is corrupted and delivers p(x) # p(z) during Phase I. In the
worst case, these two polynomials can intersect at most at ¢; points, since both are
of degree t;. Since there are at least n — t;, = t;, + 1 honest wires and it may happen
that pR(z) = pd(x) at most at ¢, j’s corresponding to ¢, honest wires, it implies that
there exists at least one honest wire, say w;, such that pR(j) # p$(j). Thus w; and w,
will conflict each other and so the edge (w;,w;) will be present in the conflict graph
H. Now by the property of Matching Technique, corresponding to the edge (w;,w;)
in H, S will reliably receive the six tuple (w;,w;, r%,piR(j), rﬁ,p?(z)) So after doing
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Figure 3.4: Three Phase Communication Optimal PRMT Tolerating Af:“”c

Protocol 3-Optimal-PRMT-Static-Byzantine (m® = {m} :i=0,...,t, and j=0,...,t})

Phase I: S to R
1. S constructs a bivariate polynomial FS(z,y) of degree t, in = and y where FS(x,y) =
Sie Yy miyay’
2. Fori=1,...,n, S constructs univariate polynomial pf(z) = F5(z,1).
3. S sends the following to R over wire w;, for i =1,... n:
(a) Polynomial pf(z);
(b) Value rjsi = pjs(i)7 forj=1,...,n.

Phase II: R to S

1. Let R receive the following over wire w;, for ¢ =1,...,n:
(a) Polynomial pF(x);
(b) Value rjr-h forj=1,...,n.
2. R constructs the conflict graph H and reliably sends it to S using Matching Technique.
Phase III: S to R

1. S reliably receives the conflict graph H. Thus corresponding to each edge (w;,w;) in H, S
reliably receives the six-tuple (w;,w;, 7'1-5{-,le(]')7 rf-thR (2)).

2. S initializes L?ault = L?ault @ Then for every received six-tuple (wi, wj, riv, pre(5), 75, 5 (4)),

S does the following computation:

R ? s R/ ! Sy/. . .

(a) S checks r;; =73 or p;-(j) = pj (j). If the first test fails then S concludes that w; is

corrupted and adds w; to L?ault' On the other hand if the second test fails then S
concludes that w; is corrupted and adds w; to L?ault.

(b) S checks 7% < r$; or pi(i) = pf (7). If the first test fails then S concludes that w; is

corrupted and adds w; to L?ault. On the other hand if the second test fails then S
concludes that w; is corrupted and adds w; to Ljscault.

3. S broadcasts L?ault to R and terminates the protocol.

Message Recovery by R

1. R correctly receives L?ault and identifies all corrupted w;’s which delivered incorrect p$(z)’s
during Phase I.

2. R neglects the polynomials received over the wires in L?ault during Phase I.

3. Using the remaining polynomials, R reconstructs Fs(x7 y) and hence the message mS and
terminates the protocol.

& Recall that during Matching Technique, S receives L?{wlt from R.

local computation, S will find that pR(j) # pP(j) and hence will conclude that w; has
delivered pR(z) # pS(x). Thus S will include w; in L]S”ault-

Lemma 3.13 (Correctness) In protocol 3-Optimal-PRMT-Static-Byzantine, R will be
able to correctly recover mS at the end of Phase III.

ProOF: From Claim 3.12, at the end of Phase II, S will identify all corrupted w;
who has delivered incorrect pR(z) # pP () to R during Phase I and will include such
w;’s in LJScault. Since S broadcasts L?ault during Phase III, R will also come to know
the identity of such w;’s at the end of Phase III and hence will neglect them. Now
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notice that there can be at most ¢, such corrupted w;’s. Hence at the end of Phase
ITI, R will come to know about all the p$(z)’s (at least t, + 1) which he has received
correctly during Phase I. Now it is easy to see that using those pP(x)’s, R will be able
to correctly reconstruct FS(z,y). This is because F'S(x,%) is a bivariate polynomial
of degree t;, in z and y and hence it can be reconstructed using ¢, + 1 correct pis(x)’s.
Since all corrupted piR(m)’s will be eliminated by R, all polynomials pZR(x), where
w; € {wy,...,wp}\ L?ault are correct. R can use any t, + 1 of these polynomials to

reconstruct FS(z,y). Once FS(x,y) is reconstructed, R will get mS, as the coefficients
of FS(x,y) are the elements of mS. O

Lemma 3.14 (Communication Complexity) The total communication complezity
of protocol 3-Optimal-PRMT-Static-Byzantine is O(n?).

PRrOOF: During Phase I, S sends a polynomial of degree t; and n values over each wire.
This will incur a communication complexity of O(n?). During Phase II, R reliably
sends the conflict graph using Matching Technique, which from Theorem 3.11 requires
a communication complexity of O(n?). During Phase III, S broadcasts L]S”ault' Since
‘L?ault‘ < t3, Phase III will incur a communication cost of O(n?). Thus the overall
communication complexity of protocol 3-Optimal-PRMT-Static-Byzantine is O(n?). O

Theorem 3.15 Protocol 3-Optimal-PRMT-Static-Byzantine is a communication opti-
mal PRMT protocol which achieves reliability with constant factor overhead.

PRrROOF: From Theorem 3.4, any three phase PRMT protocol over n = 2t,+1 wires must
communicate ) <n"Tl;b) = Q(¥) field elements to reliably send a message containing ¢
field elements against Af:“”c. This is because n = 2t; + 1 and hence n — ¢, = O(n).
Now substituting ¢ = (¢, + 1)?, we find that any three phase PRMT protocol over
n = 2t,+1 wires has to communicate Q(t7) = Q(n?) field elements. From Lemma 3.14,
the total communication complexity of protocol 3-Optimal-PRMT-Static-Byzantine is
O(n?). Hence the protocol is communication optimal. Moreover, it is easy to see that

the protocol achieves reliability with constant factor overhead. O

Theorem 3.16 Let N be an undirected synchronous network, under the influence of
.Aflfatic, where S and R are connected by n = 2ty + 1 wires. Then three phases are nec-
essary and sufficient for the existence of any PRMT protocol which achieves reliability
with constant factor overhead.

Proor: Follows from Theorem 3.4 and Theorem 3.15. |

3.4 Concluding Remarks and Open Problems

In this chapter, we presented a three phase communication optimal PRMT protocol in
undirected synchronous network tolerating Af:a“c. Moreover, we have shown that our
protocol is phase optimal, as well as require minimum connectivity. This, along with
Theorem 3.2 completely settles the issue of POSSIBILITY, FEASIBILITY and OPTIMAL-
ITY of PRMT in undirected synchronous network tolerating Af:atic. These results are
summarized in Fig. 3.5.

From Fig. 3.5, we find that protocol 3-Optimal-PRMT-Static-Byzantine is commu-
nication optimal only if the message contains £ = ©(n?) field elements. This leads to
our first open problem which is as follows:
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Figure 3.5: Summary of the Results for PRMT in Undirected Synchronous Network
Tolerating Aj!et

Number of Connectivity Lower Bound on Upper Bound
Phases (r) | Requirement (n) | Communication
Complexity
r<2 n > 2t, + 1 [28] Q (nfétb) [81] Broadcast protocol:
n =2ty + 1,
Communication
complexity = O(nl)
r>3 n > 2t, + 1 [28] Q (%) [81] Protocol

3-Optimal-PRMT-Static-Byzantine:
n=2t,+ 1,0 =0 (n?)
Communication
complexity = O(¢)

Open Problem 1 Let S and R be connected by n = 2t, + 1 wires. Then does there
exist a multiphase (more than two phase) PRMT protocol which reliably sends a message

containing ¢ field elements by communicating O(L) field elements, tolerating .Aflf“tic, for
all values of £ 7
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Chapter 4

PRMT in Undirected Networks
Tolerating Mobile Byzantine
Adversary

In this chapter, we study PRMT in undirected synchronous network, tolerating threshold
mobile Byzantine adversary. PRMT in the presence of static adversary has received
quiet a bit of attention in the past [28, 49, 81]. However, as first noticed by Ostrovsky et
al. [50], the static model implicitly assumes that the number of dishonest nodes in the
network is independent of the execution time of the protocol. This is usually not true
in practice. Furthermore, since a corrupted node could be corrected given sufficient
time, Ostrovsky et al. [50] proposed the mobile adversary model wherein the adversary
could move around the network whilst still corrupting up to t; nodes at any given
instant. Subsequently, extensive research efforts on tolerating mobile adversaries have
resulted in what is now well-known as proactive security [39, 32, 38, 7]. However, in
the context of PRMT, not too much is known regarding the mobility of the adversary.
So in this chapter, we completely settle the issue of POSSIBILITY, FEASIBILITY and
OPTIMALITY of PRMT in undirected synchronous network tolerating threshold mobile
Byzantine adversary. We begin with the network model used in this chapter.

4.1 Underlying Network Model and Adversary Settings

The network model is similar to the one used in the previous chapter. However, instead
of threshold static adversary .Aflf“”c, we assume the presence of a threshold mobile
adversary A{’ZObile. Unlike Af:atic, who controls the same set of t;, wires throughout

mobile

the protocol, A may control different set of ¢, wires during different phases of
the protocol. Thus if some wire w; is under the control of Ag)wbile in i*" phase of a
protocol, then it does not imply that w; will be corrupted in (i+ 1)*" phase also, unless

.Agf"bile controls w; in (i + 1)”‘ phase also. Moreover, by controlling w; in ith phase,

the adversary Agj"bile will not get any information about the communication done over
wire w; in earlier phase(s), if A7?' has not controlled w; in earlier phase(s). This is

because we assume that every intermediate node along a wire immediately erases all
information from its local memory at the end of a phase.

We next summarize the existing literature and our result for PRMT in undirected
synchronous network tolerating A?Zgbile.
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4.2 Existing Literature

PRMT problem in the presence of AZ}Obile was studied in [82], who gave the following
characterization:

Theorem 4.1 ([82]) Let S and R be connected by n wires and let v > 1. Then any
r-phase PRMT protocol tolerating Ag“)b”e is possible iff n > 2t, + 1.

The above theorem is quiet interesting because it shows that the connectivity re-

quirement for PRMT is same against both Aflfmc, as well as .Ag)wbile. This is non-
intuitive because .A;’;Obile is more powerful than Af:“”c and hence it is expected that

the connectivity requirement for PRMT against AZ}Obile should be more than the net-
work connectivity required for Aflfmc. Indeed, if n = 2t + 1, then S can reliably send
a message by simply broadcasting it over all the n wires. Then irrespective of whether
the adversary is static or mobile, R will correctly receive the message.

Since Agabﬂe is more powerful than .Aflf“tic, the lower bound on the communication
complexity of PRMT against Af}f“tic, as given in Theorem 3.3 and Theorem 3.4 must
hold against Ag}”bile. Thus we have the following theorems:

Theorem 4.2 Let S and R be connected by n > 2t, + 1 wires and let r < 2. Then any
r-phase PRMT protocol tolerating .Agf"bile must communicate §2 (n ) field elements

nt
—2ty

to reliably send a message containing £ field elements.

Theorem 4.3 Let S and R be connected by n > 2t, + 1 wires and let r > 3. Then any
r-phase PRMT protocol tolerating A;’;Obile must communicate ) <n"Tl;b) field elements

to reliably send a message containing £ field elements.

It is easy to see that the lower bound given in Theorem 4.2 is tight. Specifically,
let S and R be connected by n = 2t, + 1 wires, which is the minimum number of wires
required for any PRMT protocol against A,@Z‘)bﬂe. Then S can reliably send a message

mS containing ¢ field elements by simply broadcasting it. This will take one phase and

will require a communication complexity of O (nfgtb) = O(n/) field elements.

If n = 2ty +1, then n = ©(t;) and hence from Theorem 4.3, any three or more phase
PRMT protocol must communicate €2 <n”Tl;b) = Q(¢) field elements to reliably send a
message containing ¢ field elements against A;’;Obile. To the best of our knowledge, there
is no PRMT protocol tolerating A;’;Obile, which satisfies this bound. This motivates us

to design communication optimal PRMT protocol tolerating Agmb”e.

4.2.1 Owur Contribution

Let S and R be connected by n = 2t + 1 wires. We then design a three phase commu-
nication optimal PRMT protocol called 3-Optimal-PRMT-Mobile-Byzantine, tolerating
./4;’;01’“6, which reliably sends a message containing ¢ = ©(n?) field elements by com-
municating O(n?) field elements. From Theorem 4.3, our protocol is phase optimal.
Moreover, from Theorem 4.2, our protocol requires minimum connectivity. The only
demerit of our protocol is that it achieves optimality only if £ = ©(n?3).

In the previous chapter, we presented a three phase PRMT protocol called 3-
Optimal-PRMT-Static-Byzantine, which reliably sends a message containing £ = ©(n?)
field elements by communicating O(n?) field elements, tolerating Aflf“tic. An interesting
question here is why protocol 3-Optimal-PRMT-Static-Byzantine will not work against
AZ’;Obile. We answer this question in the next section.
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4.3 Limitations of Matching Technique

The main reason why protocol 3-Optimal-PRMT-Static-Byzantine will not work against
Agj"bile is that protocol 3-Optimal-PRMT-Static-Byzantine uses Matching Technique to
reliably send the conflict list during Phase II. The Matching Technique will be able to
reliably send the conflict list against .Af;“tic. However, it will fail to reliably send the
conflict list against A?Zgbile. This is because Agjgbile can corrupt different set of ¢, wires
in each phase. In Matching Technique, R first broadcasts a maximal matching M and

the list L?ault’ which facilitates S to identify |M|+ |L?ault| wires which were corrupted

during Phase I. If the adversary is static, then the same set of |M|+ ]L?ault\ wires will
be corrupted in all the three phases and hence S can neglect them. S can recover the
remaining portion of the conflict graph by the properties of 1-PRMT-Byzantine with
increased throughput (see Theorem 3.8).

However, if the adversary is mobile, then the above logic will not work. This is
because the set of |M| + |L?ault| wires which were corrupted in Phase I may not be
corrupted in remaining phases of the protocol. In the worst case, these |M| + \L?{wlt\
wires may not be under the control of the adversary at all during second phase. So
if S neglects these wires, then S will loose |M| + ’L?ault’ correct values and hence
1-PRMT-Byzantine (with increased throughput) will fail to correctly deliver the
remaining portion of the conflict graph. So against a mobile adversary, the only way
of reliably sending the conflict graph seems to broadcast it. But this will require a
communication complexity of O(n?) field elements. To circumvent this situation, we
present a technique called Union Technique, which will used in our protocol 3-Optimal-

PRMT-Mobile-Byzantine.

4.4 Protocols

We first begin with the description of Union Technique, which will be used in protocol
3-Optimal-PRMT-Mobile-Byzantine.
4.4.1 Union Technique

Now recall the same scenario described in Section 3.3.3. S and R are connected by
n = 2ty + 1 wires. S selects at random n polynomials each of degree t;, denoted by
pis(:v), where 1 < ¢ < n. Next through wire w;, S sends to R the following:

1. Polynomial p$(z) and

2. For j =1,...,n, the value r]Si = pjs(z)

Assume that R receives the following over wire w;:
o1 R

1. Polynomial p;*(z);

2. The values rjr-}-,

forj=1,...,n.

Let BR denote the set of n polynomials and n? values as received by R. Using BR,
R can construct a conflict graph. Now, in our three phase PRMT protocol 3-Optimal-
PRMT-Mobile-Byzantine, during Phase I, instead of a single set BR, R receives n such
sets denoted as B}}, for k=1,...,n, where each B}} contains n polynomials, denoted
by pkpti(x),i = 1,...,n and n? values, denoted by 7”151‘7]‘71 < i,j < n. The flow of
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Figure 4.1: Data Flow Over the n Wires During Phase I of Protocol 3-Optimal-PRMT-
Mobile-Byzantine

[Wire | B ] B |
w1 pf‘l(x) 7“511,...,7*5”1 anl(ac) r&ll,...,rﬁnl
w; pf{i(x) r{)”l’i, . ,ri{m an’i(m) 7”5,1 PR ,rff’m
W, pﬁn(:ﬂ) Ti{l n""’rﬁn,n pr];z{n(x) Trlzal,n"'wrrl}n,n

information over n wires during Phase I of 3-Optimal-PRMT-Mobile-Byzantine is given
in Fig. 4.1.

R then constructs conflict graph Hj using the set Blf{. For each Hj, we can say
the following from the proof of Claim 3.12: if during Phase I, R receives a corrupted
polynomial pl,(z) # pgl(ﬁﬂ) over w;, then there exist at least one edge (w;,w;) in Hy,
where w; is an honest wire. If R broadcasts all the n conflict graphs to S, then S will
correctly receive Hj, (even if the adversary is mobile) and hence from Claim 3.12, after
doing local comparison, S can find out the identity of all faulty wires w; over which R
has received at least one faulty kaJ(CE) during Phase I, where k € {1,...,n}. However,
broadcasting all conflicting graphs requires communicating O(n?) field elements, as
each conflict graph may have O(n?) edges. So we now introduce a method of combining
n conflict graphs into a single conflict graph H®. By broadcasting H® to S, the receiver
R can ensure that S will be able to identify all w;’s over which R has received at least
one faulty polynomial ka,Z(x) However, broadcasting H® will require a communication
complexity of O(n?).

The combined conflict graph H® = (V, E) will have vertices and edges as follows:
V ={wi,ws,...,wy} and E = {(w;, w;)} where edge (w;, w;) € E if the edge (w;,w;)
occurs in at least one Hy, k = 1,...,n. Since an edge (w;,w;) can occur in multiple
Hy’s, R considers (w;, wj) from the minimum indexed H, among all such H}’s, keeping
a note that (w;,w;) is added from H.,. For each (w;,w;) € E, R adds a seven tuple
{wi,wj,W,pf:i(j),rﬁlzm,pﬁj(i),r}}j,i} to a list X, provided (wj;,w;) is taken from H,.
This indicates that in the set B}?, the wires w; and w; conflict with each other. It is
easy to see that there can be O(n?) edges in H® and hence O(n?) tuples in X. We call
this method of generating a single conflict list from n conflict lists as Union Technique.

In the next theorem, we prove that S can identify all faulty wires over which R
received at least one faulty polynomial after correctly receiving X.

Theorem 4.4 In the Union Technique, if R broadcasts X to S, then S identifies all
faulty wires w; over which R has received at least one corrupted polynomial kaZ(x) #*

p? () during Phase 1.

PrOOF: Suppose during Phase I, R receives a faulty polynomial pﬁi(x) + pgl(x)
over w;. Then from Claim 3.12, there exists at least one edge (w;,w;) € Hy, where
w; is an honest wire. Since the combined conflict graph H R is formed by considering
all the edges in the individual Hp’s, 1 < k < n, list X must have a seven tuple
{w;, wy, W,pﬁi (9), r$i7j,p$j(i), r}}j,i}. Now there are following two possibilities:

1. v = k: This indicates that the seven tuple exactly corresponds to the edge
(wi, wj) € H k-
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2. v < k: This indicates that the seven tuple corresponds to the edge (w;, w;) € H,

which implies that wire w; has either delivered incorrect pﬁl(:ﬂ) # pii(az) or an
incorrect value Tg{,m #* 7“57 ;i However, what ever may be the case, adding the
seven tuple for the edge (w;,w;) € H, to the list X will not affect in identifying

w; as as a corrupted wire.

Thus, for each faulty w; delivering at least one incorrect polynomial during Phase
I, there exists a seven tuple in X. If R broadcasts X, then S will correctly receive it
(even if the adversary is mobile) and hence after performing local verification, S will
identify all faulty wires, over which R received at least one faulty ka,Z(x) O

We are now well equipped to present protocol 3-Optimal-PRMT-Mobile-Byzantine, which
we present in the next section.

4.4.2 Protocol 3-Optimal-PRMT-Mobile-Byzantine

The protocol is similar to protocol 3-Optimal-PRMT-Static-Byzantine. However, instead
of using Matching Technique, we use Union Technique to reliably send the conflict list.

Intuitively, protocol 3-Optimal-PRMT-Mobile-Byzantine works as follows: S selects
n bivariate polynomials, each of degree t; in  and y, whose coefficients are the elements
of the message to be sent. S then generates n sets B,?, k=1,...,n from the n bivariate
polynomials and communicates them to R during Phase I. On receiving n B}:“s, R first
constructs n conflict graphs Hj’s and then combine all of them to a single graph HR,
using Union Technique. R then broadcasts to S the list of seven tuples corresponding to
the conflict graph H® during Phase II. In Phase III, S identifies all faulty wires which
delivered incorrect polynomials to R during Phase I and broadcasts their identities to
R. Finally, R recovers the message by reconstructing all the n bivariate polynomials
by ignoring the faulty wires, which delivered incorrect polynomials during Phase I.
The protocol is formally given in Fig. 4.2.

We now prove the prove the properties of protocol 3-Optimal-PRMT-Mobile-Byzantine.

Lemma 4.5 (Correctness) In protocol 3-Optimal-PRM T-Mobile-Byzantine, R will al-
ways be able to correctly recover the message.

PROOF: In protocol 3-Optimal-PRMT-Mobile-Byzantine, to recover mS, R should be
able to interpolate each bivariate polynomial st (z,y), for kK = 1,...,n. Since each
FS(z,y) is of degree t; in both = and y, R requires t,+ 1 correct F(z,7) = pg’i(az)’s to
recover st (x,y). Since among the n wires, at most ¢, can be corrupted during Phase
I, R will receive at least t; + 1 correct pzi(:’:)’& During Phase II, R constructs n
conflict graph Hy,1 < k < n and combine them into a single conflict graph H® using
Union Technique, forms the corresponding list of seven tuples X and broadcasts it to
S. So S will correctly receive X. From Theorem 4.4, on receiving X, S identifies all
faulty wires over which R has received at least one faulty polynomial during Phase
I and adds them to L4, and broadcasts Lyqu¢ to R. So R correctly receives L gy
and neglects all the n polynomials received over each w; € Lfgyi. Since |Lfaui| < tp,
R will be left with at least t; + 1 correct pgvi(x)’s, for each 1 < k < n, using which R

recovers each FP(z,y) and hence mS. O

Lemma 4.6 (Communication Complexity) The total communication complezity
of protocol 3-Optimal-PRMT-Mobile-Byzantine is O(n?).
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Figure 4.2: Three Phase Communication Optimal PRMT Tolerating A;’;Obile

Protocol 3-Optimal-PRMT-Mobile-Byzantine
mS :{mf’m ck=1,...,n,i=0,...,t and j=0,...,t}

Phase I: S to R:

1. Using the my,; ; values, S defines n bivariate polynomials st(x, y),k=1,...,n as follows:
=ty o
Flcs(m7 y) = ;;(;,bjzo mz,i,jxlyj'

2. S then evaluates each F,CS(:v,y),k =1,...,nat y =1,...,n to obtain total n? univariate

polynomials denoted as pfyi(ac)7 1 < k,i < n, each of degree t, where pgl(x) = F2(x,1).

3. Fori=1,...,n, S sends the following to R over wire w;:

(a) Polynomials pgi(x), k=1,...,n;
(b) Values r,fyjyi, for 1 < k,j <mn, where rf’j’i = pf’j (3).

Phase II: R to S:

1. Let R receive the following over wire w;, for ¢ = 1,...,n (see Fig. 4.1 for the pictorial
representation):

(a) Polynomials py(z), k=1,...,n;
(b) Values rt; ;, for 1 < k,j < n.

2. Using the received values, R constructs n conflict graphs Hi, ..., H,. R then combines these
graphs into a single conflict graph H® using Union Technique, as explained in the previous
section.

3. R constructs the list of seven tuples X corresponding to H® (as explained in the previous
section) and broadcasts X to S.

Phase III: S to R:

1. S reliably receives the list X. S then creates a list Lq.i¢ which is initialized to 0.

2. For each seven tuple {wj, wj,y,pﬁi (), r}?fiyj,pﬁj (z),r},{”} € X, S does the following:

(a) S checks p;(j) Z PS5 4(§). If not, then S adds w; to Lyau.
(b) S checks 7"5,1’,;‘ 2z rﬂshi,j. If not, then S adds w; to Lquiz.

(c
(d) S checks r%;;

S checks pX; (4) < pS ;(9). If not, then S adds w; to Lyquir.

)
)
)
) z rs,j’,-. If not, then S adds w; to Lyquit-

3. S finally broadcasts the list Lquir to R and terminates 3-Optimal-PRMT-Mobile-Byzantine.

Message Recovery by R:

1. R reliably receives L4y and identifies all w; over which it had received at least one incorrect
polynomial p,?l(x) #* pgﬂ-(x) during Phase 1.

2. R neglects all the polynomials pgi(x), k =1,...,n, received over each w; € Lyqu; during
Phase I.

3. Using the remaining (at least t, + 1) pl,:”’i(x)%7 R correctly recovers the bivariate polynomial

st(x,y)7 for k=1,...,n and hence the message m5.

PRrROOF: During Phase I, S sends over each wire n polynomials of degree t;, and n?
values. So communication complexity of Phase I is O(n3). During Phase II, R
broadcasts the list X. As explained earlier, X contains O(n?) tuples. Hence broad-
casting X requires O(n?®) communication complexity. During Phase III, S broadcasts
the list Lfqyi. Since |Lfauie| < tp, this involves communicating O(nty) = O(n?) field
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elements. Hence the overall communication complexity of protocol 3-Optimal-PRMT-
Mobile-Byzantine is O(n?). O

Theorem 4.7 Protocol 3-Optimal-PRMT-Mobile-Byzantine is a communication opti-
mal PRMT protocol which achieves reliability with constant factor overhead tolerating

mobile
Agrebite,

PrOOF: From Theorem 4.3, any three phase PRMT protocol over n = 2t, + 1 wires
must communicate {2 (nﬁ—ib> = Q(/) field elements to reliably send a message contain-
ing / field elements against .Agf"bile. This is because n = 2t,+1 and hence n—t, = ©(n).
Now substituting ¢ = n(t, + 1)?, we find that any three phase PRMT protocol over
n = 2t, + 1 wires has to communicate Q(nt?) = Q(n?) field elements to reliably send a
message containing ©(n3) field elements. From Lemma 4.6, the total communication
complexity of protocol 3-Optimal-PRMT-Mobile-Byzantine is O(n?®). Hence the proto-
col is communication optimal. Moreover, it is easy to see that the protocol achieves

reliability with constant factor overhead. O

Theorem 4.8 Let N be an undirected synchronous network, under the influence of
.Agf"bile, where S and R are connected by n = 2t, + 1 wires. Then three phases are nec-
essary and sufficient for the existence of any PRMT protocol which achieves reliability
with constant factor overhead.

Proor: Follows from Theorem 4.3 and Theorem 4.7. d

4.5 PRMT Tolerating Mobile Adversary (in Terms of Rounds)

Till the previous section, we concentrated to design communication optimal PRMT
protocol, when the network is abstracted in terms of wires. The merits of working in
such a model are as follows:

1. It eases deriving the connectivity requirement for the POSsSIBILITY of PRMT/PSMT
protocols and also the lower bounds for the communication complexity of proto-
cols.

2. It simplifies the analysis of any protocol designed in such model.

But this model has its own demerits. In many practical scenarios, modelling the
network as wires, does not give correct estimation of the communication complexity
of PRMT protocols. To understand the statement, we provide a motivating example.
Consider the network consisting of (2¢;, + 8) vertices, as given in Fig. 4.3.

Suppose the network in Fig. 4.3 is abstracted as a collection of (2t, + 2) wires,
under the control of Agjobﬂe. It is easy to see that in this network, there exists a single
phase PRMT protocol (namely broadcast protocol), which reliably sends a message
containing /¢ field elements by communicating O(nf) field elements, tolerating .Agf"bile.

Now suppose that the protocol execution take place in a sequence of rounds, where
at the beginning of each round, each node send messages to their neighbors. Thus, the
messages sent by a node in round k, reaches its neighbor at the beginning of round
k + 1. Then the so called single phase broadcast protocol runs for siz rounds (which
is the length of the longest path), with a communication complexity of O(n) times the
message size. Now the question is whether there exists a six round PRMT protocol in
the network of Fig. 4.3 with a better communication complexity. The answer is yes!
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Figure 4.3: A (2t, + 2)-(S,R)-connected Network.
Py

Consider the following protocol: S and R run the three phase PRMT protocol
3-Optimal-PRMT-Mobile-Byzantine using the wires along the nodes Py, Ps, ..., Py, 41,
neglecting the path of length six (the longest path takes six rounds, while all other
paths delivers message in two rounds). Thus while the single phase broadcast protocol
has a complexity of O(nf), the three phase protocol has a communication complexity
of O(¢). Thus in Fig. 4.3, a six round protocol with a communication complexity of
O(¥) is possible.

However, the information regarding the length of each of the paths (wires) in the
actual network is completely lost in the wired abstraction. Thus in many practical
scenarios, wired abstraction causes an over estimation in the round complexity and
communication complexity of PRMT protocols in the original network. This motivates
us to redefine our network model and adversary settings, which we do in the next
section.

4.5.1 Round Based Network and Adversary Settings

As shown in the previous section, it is necessary to use more fine-grained and hence
stronger model, namely the graph based one (in comparison to the collection of wires)
for designing and analyzing optimal PRMT protocols. So we consider a graph with
internal details in the following way. Let H be an undirected graph under the control
of A;’;Obile. From Theorem 4.1, H should be (2t;, + 1)-(S, R) connected which is a
necessary and sufficient condition for PRMT tolerating Agmb”e. Let G be the subgraph
of H induced by the 2, + 1 vertex disjoint paths between S and R. If there are more
than 2t; + 1 vertex disjoint paths in H, then G will also contain these paths. In the
following sections, we work on G to derive tight lower bound on round complexity for
reliable communication and design protocols on G.

The system is assumed to be synchronous. Any protocol is assumed to be executed
in a sequence of rounds, wherein in each round, a node perform some local computation,
sends new messages to his out-neighbors and receive the messages sent in previous round
by his in-neighbors. The distrust in the network is modelled by a mobile Byzantine
adversary A;’;Obile. The behavior of A;’;Obile is re-defined to allow it to corrupt any set of
tp nodes, after every p > 1 rounds, where p is called the roaming speed of the adversary.
We first consider the worst case, that of p = 1. Later on, we extend our results to
arbitrary value of p.
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More formally, before the beginning of round k, the adversary can corrupt any set
of nodes Peorrupt, consisting of ¢, nodes. Then the adversary has access to the messages
sent to the nodes in Peyrrypt in round k£ — 1 and can alter the behavior of the nodes
in Peorrupt arbitrarily in round k. However by corrupting a node P in round £ the
adversary does not obtain information about the messages to and from the node P
in all the previous rounds, i.e., the protocol can choose to delete some information
from the (honest) node at the end of a round, to make sure that the information is
not available to the adversary even if he corrupts the node at a later round. Before
computing the minimum number of rounds for reliable communication, we explain the
concept of transmission graph.

4.5.2 Transmission Graph

Graphs always have been used as a very powerful abstraction of the network by mod-
elling the physical link between two nodes as an edge between the corresponding vertices
of the graph. However it does not contain any temporal information. Especially in the
case of a mobile adversary, where the adversary can corrupt different set of nodes at
different time instance, a graph representation of the network is inadequate. However
since the protocol itself discretizes time in terms of rounds, it is sufficient to model the
system at each round, rather than each time instant. Hence, in [82], the authors have
introduced the concept of transmission graph G¢ to study the execution of a protocol
that has run for d rounds.

In the transmission graph G%, each node P is represented by a set of nodes { Py, Py, Ps,
..., Pg}. The node P, corresponds to the node P at round r. For any two neighboring
nodes P and ) and any 1 < r < d, a message sent by P to @ in round r — 1 is available
to Q only at round 7. Hence there is an edge in G¢ connecting the node P._; to the
node @, for all 1 < r < d. Note that the transmission graph is a directed graph,
because of the directed nature of time. So the edges between the nodes at consecutive
time steps are always oriented towards increasing time. We now recall the definition of
transmission graph from [82].

Definition 4.9 (Transmission Graph [82]) Given a graph G = (V, E) and a posi-
tive integer d, the transmission Graph G is a directed graph defined as follows:

e Nodes of G¢ belong to V x {0...d} where the node (P,r) € V x{0...d} is denoted
by Py.

e The edge set of G is E? = Ey U Ey where By = {(Pa,_,,Py,) |(Ps, P) €
Eand1<r<d} and Ey={(Pa_,, P )|Pa €V and 1 <r <d}.

Let P" ={P,, |P, € V} and let ADV,,,ppie be a threshold mobile adversary acting
on the network G, that can corrupt any t; nodes in each round. Consider an execution
I" of a d-round protocol on G. Suppose ADV,,opite corrupts a set of nodes Adv, =
{P1,P,,...P,} in round r in G, then the same effect is obtained by corrupting the

nodes Adv" = {P,, P,,,... P, } in G%. Hence the effect of ADV,,opie 00 execution I’
d
can be simulated by a static general adversary, who corrupts |J Adv” on G¢. More
r=1
formally, we have the following lemma:s:

Lemma 4.10 Mobile adversary ADYVpopite acting on the original network graph G
for d rounds can be simulated by a static adversary given by the adversary structure
ADVY, o = {Adv! U Adv? U Adv® . ..U Adv?| Adv™ € TI, (P7),1 < r < d} on G, where

static
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I1;,(P") denotes the set of all subsets of cardinality t, of the set P" excluding S" and
R".

Example 4.11 Consider the network shown in Fig. 4.4:

Figure 4.4: A 3-(S,R)-connected Network G.
A B

o0 00

) )
N\ N\ K
H I

The network is 3-(S,R )-connected and hence from Theorem 4.1, at most one mobile
corruption (i.e., .A’l”"bile) can be tolerated by any PRMT protocol.

Now consider G, where the adversary structure ADV%, .. = {Adv' U Adv? U Adv3 U
Adv*}. Here each Adv™ € TI1(P7),1 < r < 4, where II1(P") denotes the set of all sub-
sets of cardinality one of the set P". For example, { A1, Aa, A3, Ay}, {A1, Do, Gs, Hy}, {H1,
By, B3, Ay} are some of the elements of ADVY, ;. in G*. Here {Ay, Ay, A3, Ay} denotes
an adversarial strategy where in the original network, the adversary corrupts the same
node A in all the four rounds. Similarly {Hy, E2, Bs, A4} denotes an adversarial strat-
egy where in the original network, the adversary corrupts the nodes H,E,B and A
during first, second, third and fourth round respectively. In fact there are 11* possible
elements of ADV3, ... in G*, since there are 11 nodes in G (excluding S and R) and
in each of the four rounds, adversary can choose any one of the 11 nodes to corrupt.
Now out of these 11* possible elements, only one element corresponds to the actual
corruption for four rounds, that would have been done by the adversary on the original

graph.

In general let G be a graph with 2¢, + 1 (or more) vertex disjoint paths between
S and R and N be the total number of nodes in these paths. Then in gd, there will

d
be (tbjj_l) possible elements in the adversary structure ADVY, ;.. In order to find
the minimum number of rounds for reliable communication, we slightly modify the

definition of transmission graph as follows:

Definition 4.12 (Modified Transmission Graph) Given a graph G and an integer
d > 0, the modified Transmission Graph G® is the graph G along with two additional
nodes S and R, where S is connected to all S,,,0 < r < d and each R,, 0 <r < d is
connected to R. Further the edges between (S,_1,S;) and (R,—1,R;) for 1 <r < d
are removed.

Definition 4.13 (Securely Disjoint Paths) Two pathsT'y and 'y between the nodes
S and R in the modified transmission graph G¢ are said to be securely disjoint if the

common nodes (if any) between the two paths are only of the type S, and Ry for some
value of a and b. That is, Ty NTy C {Sp,S1,S2...S4} U{Rp,R1,R2...Ry}.

Definition 4.14 (Space Time Path) Given a path T' = {S, P, P>... P,,R} from
S to R in the original graph G, the space-time path T% in graph G? is defined as
I'"={S,S;, P, ,, P P, Ri..1,R}, 0<i<d—z-1.

i4+17 i+29 T Zidz
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We now illustrate the above definitions with the following example:

Example 4.15 Consider the path T = {S, A, B,R} in Fig. 4.4. Now in G°, there are
three space time paths corresponding to the path T, namely T° = {S,Sg, A1, B2, R3, R},
I't = {S,S1, Ay, B3, R4, R} and T'? = {S,Sy, A3, B4, Rs,R}. The space time path T°
can be interpreted as S communicating to A in the 0" round, A communicating to B
in the first round, B communicating to R in the second round which is received by R
in the third round. Similarly, the paths I'' and T'? can be interpreted. Note that in
G®, there are only three space time paths corresponding to the path T' in G. This is so
because if any protocol is executed for five rounds, then R will stop receiving anything
from B after fifth round. In general, let G be a graph and I" be a path between S and
R containing z nodes (i.e., the path length is z + 1). Then in the transmission graph
G d > z, there will be d — z space time paths corresponding to the path T, namely
ro<i<d-—z-1.

Lemma 4.16 ([82]) For any path T of length z (containing z + 1 nodes) from S to
R in G, the paths I'',0 < 1 < d — z are pairwise securely disjoint. Further, for any
two vertex disjoint paths 'y, Ts in G and for any i, j, the paths T and T} are securely
disjoint.

We illustrate the above lemma with the following example:

Example 4.17 Consider the paths I'y = {S, A, B,R} and 'y = {S,C, D, E,F,R} in
the network shown in Fig. 4.4. Suppose we consider the transmission graph GS, then
there are following space time paths corresponding to T'y in GS:

1. TY = {8, S0, A1, B2, R3, R},

2. Tt ={8,81, A2, B3,Ry, R},

3. T? ={S,8Sy, A3, B4, R5, R} and

4. T3 =1{8,8S3, A4, Bs,Rg, R}.

Similarly, there are following space time paths corresponding to I's in GY:
1. TY ={S,S0,C1, Dy, E3, Fy,R5, R} and

2. T3 ={8,81,Cs, D3, Ey, F5, R, R}.

It is clear that all I”i, 0 <@ < 3 are securely disjoint. Similarly, all I’é, 0<7<1 are
securely disjoint. Also all the space time paths Fﬁ,I’%, 0<7<3,0<5 <1 are securely
disjoint.

4.5.3 Computing Minimum Number of Rounds for PRMT with p =1

In [82], the authors have computed a lower bound for the minimum number of rounds d
for reliable communication from S to R. They showed that d > (2t, +1)N (see Lemma
4.1 of [82]), where S and R are connected by 2¢,+ 1 paths and N is the total number of
nodes in the given network. However, we show that the bound in [82] is not tight. So,
we derive tight bound on the minimum number of rounds, denoted by 7,4,, required
for reliable communication from S to R.

Consider a graph G where S and R are connected by 2t;, + 1 vertex disjoint paths
{I'1,T2,..., o, +1}. Without loss of generality, assume that the paths are arranged in
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ascending order of path length. Let N; denote the number of nodesin I';, 1 <14 < 2¢,+1.
Then as explained earlier, in G¢, there will be d — N space time paths, corresponding
to the path I'; in G, provided d — N; > 0. If d— N; < 0 then there will be no space time
path corresponding to I'; in G¢. Assuming that each of the term d — Nj is positive, the
total number of the space time paths in G is 32'=3*"!(d — N;). From Lemma 4.16,
all these paths are securely disjoint. Now if any reliable protocol is executed on the
original graph G for d rounds, then the adversary can make corruption only up to (d—1)
rounds because in any reliable protocol, which is executed for d rounds, R will receive
information from its neighboring nodes in round d, which they sent to R in round d—1
and terminates the protocol. So even if adversary corrupts some node in round d, it
will not effect the protocol, because the protocol will terminate in the d** round itself.
Note that if at least one node in a space time path in G¢ is corrupted, it implies that
the entire space time path is corrupted because the corrupted data introduced by the
corrupted node will be forwarded by other nodes of the path in subsequent rounds. In
general, since the adversary can corrupt at most ¢, nodes in each round of any reliable
protocol, it can corrupt at most t;(d — 1) nodes in G which can be distributed on
ty(d — 1) secure disjoint paths in the worst case and hence each element in ADVY
is of maximum cardinality ¢,(d — 1). We now state the following theorem.

static

Theorem 4.18 Let G be an undirected network where S and R are connected by 2ty +
1 wvertex disjoint paths I'1,I'a,... oy 11 with N; nodes in I';;1 < ¢ < 2t, + 1. Let
ADV obite be a mobile adversary corrupting any set (probably different) of ty nodes in
each round of a protocol. Then the minimum number of rounds required for reliable
communication from S to R is given by rpm = N — 2ty + 1, where N = ZZ Ap+1 N;.

Proor: Necessity: Let 7, be the minimum number of rounds required for reliable
communication in G. Then as explained above, any mobile adversary ADV,,,opite can be
simulated by a static adversary structure ADV_ 7" where each element of the adversary
structure is of cardinality tp(7pin —1). Also in G™in | there will be ZZ %tb +1(rmm —-N;)
securely disjoint paths between S and R, out of which at most (7, —1) can be under
the control of the adversary. Now it is known from [41], that reliable communication
between S and R in a network in the presence of a static adversary given by an ad-
versary structure is possible iff removal of the nodes belonging to any two adversarial
sets in the adversary structure does not disconnect & and R. It implies that reliable
communication in G under the presence of ADV,,opite 18 possible in 7,,;, rounds if
Z’ 2tb+1(rmm N;) > 2ty (rmin — 1) + 1. Solving this we get 7y, > N — 2t, + 1 where

N — Zz 2tb+1N

Sufficiency: Suppose 7 = N — 2t, + 1 where N = ZZ 2tp+1 N;. Then in G"min
there are 2ty(rmin — 1) + 1 securely disjoint paths from S to R out of which at most
ty(rmin — 1) can be under the control of the adversary .ADVZ%’;C Let us denote these
paths by wy, wa, ..., w41, where ¢ = t,(rmin —1). We now describe a reliable protocol
called REL on the graph G"™in  which takes r,;, rounds. We also show how protocol
REL can be executed on the real network G to reliably send mS. Protocol REL is given
in Fig. 4.5.

Protocol REL can be emulated on G in the following way: if a node Pj, and P,
are consecutive nodes in G"in along some path w;, where w; is the space time path
corresponding to some physical path I';,1 < j < 2¢, + 1, then the node P; on receiving

S (possibly changed m3) along the path I'; at the beginning of round b forwards it to
the node P» at the end of round b which is received by P» in round b+ 1. The protocol
has a communication complexity O(2ty(rmin — 1)|mS|) and this is polynomial in N.
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Figure 4.5: An rp,;, Round PRMT Protocol on Graph G"min
Protocol REL

1. The sender S sends the message mS along all the paths w;, 1 <14 < 2¢ + 1.

2. All nodes F,, along a path w; just forward the message to the next node along
ws.

3. The receiver on receiving the values along all the paths takes the majority

value as the message mS.

The correctness of the protocol is obvious. This completes the sufficiency proof. O

We now illustrate Theorem 4.18 with the following example:

Example 4.19 For the network in Fig. 4.4, min = 10. This is because in G°, there
are total sixzteen space time paths, of which the adversary can corrupt at most eight
paths. So exactly half of the paths can be under the control of the adversary. However,
in G0, there are nineteen space time paths, out of which the adversary can corrupt at
most nine paths. Hence, majority of the paths will be error free.

4.5.4 Finding r,,;, in the Presence of More than 2¢,+ 1 Paths for p =1

In many practical scenarios there may be more than 2¢;+1 vertex disjoint paths between
S and R. Even then we can find r,,;, by using the same argument as in the previous
section. Suppose G is a network where there are n node disjoint paths between S and
R, where n > 2t, + 1. Let the paths be denoted by I'1,I's, ..., '9¢, 41,...,I'; and let
the paths be arranged in ascending order of path length, such that there are IN; nodes
in path I';. We call the algorithm for computing 7,,;, in this case as Algorithm-Round-
Complexity, which is given in Fig. 4.6.

Figure 4.6: Algorithm for Finding 7,,;, in the Presence of More than 2t; + 1 Paths for
p=1

Algorithm Algorithm-Round-Complexity
1. Set rpmin = N — 2t + 1 where N = Y /=20 T ;.
2. For ¢ = 2t, + 2 to n do:

(a) If N; +1 > 7 then output 7,,;, and EXIT.

(b) If N; + 1 < rpip then do the following:

i. Compute r = f(N1+N2+,~:JQFt]:i)_2tb+11

ii. If r < rpun then set rp, = r else GOTO step 3.

3. Output rpn.

The correctness of algorithm Algorithm-Round-Complexity is stated in the following
theorem.
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Theorem 4.20 Algorithm Algorithm-Round-Complexity correctly computes rpmin when
S are R connected by more than 2ty + 1 vertex disjoint paths and p = 1.

PrOOF: In Algorithm-Round-Complexity, 7., is first set to N — 2t + 1, which according
to Theorem 4.18 is the minimum number of rounds for reliable communication in the
presence of 2t, + 1 paths I';,1 < j < 2t + 1 between S and R. Note that the paths
I';,1 < j < n are arranged in ascending order of path length. Now there are following
cases to be considered for I'g, 4o:

1. ryin < Nog42 +1: Note that Nog, 4o+ 1 is the path length of I'ys, 2. So if in any
reliable protocol, the path I'y;, 19 is involved then it will take at least Nag, 40 + 1
rounds to send any information from S to R through the path I'y, 1o. However,
since 7yin < Nogy 42 + 1, including the path I'y;, 1o will increase r,,;,. Since the
path lengths of remaining I';,2t;, +3 < j < n is at least Noj, 42 + 1, using the
above argument, any round optimal protocol should only consider the first 2¢, + 1
paths and hence rp,;,, = N — 2t + 1.

2. Tmin = Nog+2 + 10 In this case, including I'y, 2 may reduce the value of 7.
Using the argument of Theorem 4.18, we first compute minimum number of
rounds r required for reliable communication considering the first 2¢;, + 2 paths.
Now r is computed by solving the inequality Zi?b"m(r —N;) > 2t(r—1)+1

|'(N1+N2+~~~+]2V2tb+2)*2tb+1

which implies r > 1. If the minimum value of r is less
than or equal to ry,,, then considering I'ss, 1o reduces or does not change 7,ip
and hence 7,,;, is updated to r. Otherwise Iy, 2 is neglected and 7, is not
updated. However, if r > 7., then including I'p;, 42 in any reliable protocol
protocol will increase 7,,i,. Hence I'y, 2 is not considered. Since the path
lengths of remaining I';, 2t, + 3 < j < n is at least Ny, 10 + 1, including any of
them will increase 7,,;,. Hence all of them are neglected.

In the algorithm, the above two checking is done for all I';,2t, +2 <4 < n. Once
T'min 1s computed, S will know which paths to consider for reliably sending any message
to R. In the corresponding transmission graph G"™in there will be 2ty (rpmim — 1) + 1
securely disjoint paths. So the protocol REL can be executed on G"™™in which can be
simulated on original network G as specified in Theorem 4.18. O

We now illustrate Algorithm-Round-Complexity with the following example:

Example 4.21 Intuitively, rmn can be computed considering the first 2ty + 1 shortest
node paths between S and R. However, this is not always true! For example in Fig.
4.4, assuming t, = 1, we find that vy, = 10 (according to Theorem 4.18). Now if we
add one more vertex disjoint path of six nodes between S and R, then from Algorithm-
Round-Complexity, rpin = 8.

4.5.5 Computing r,,;, for Arbitrary Roaming Speed

Till now we have considered a roaming speed of p = 1. We now consider a mobile
adversary with roaming speed p > 1 and compute 7 . .
of rounds required for reliable communication from S to R, against a ty-active mobile
adversary, corrupting t; nodes after every p rounds. Note that a mobile adversary
with roaming speed one is the strongest adversary. Intuitively, reducing the roaming
speed of the adversary will reduce the minimum number of rounds required for PRMT

which is the minimum number
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between S and R. We support our intuition by computing r* .~ for an arbitrary p,
where p > 1.

Let S and R are connected by n = 2¢; + 1 vertex disjoint paths I';,1 < i < 2, 4+ 1,
which are in ascending order of path length and let I'; has N; nodes. Without loss of
generality, we assume that the adversary starts corruption from the first round of any
protocol. Thus, if p = 2 and if a protocol is executed for six rounds, then the adversary
will corrupt ¢, nodes in round one, three and five. Note that the ¢, nodes which
are corrupted in round one, three and five will also remain corrupted in the second,
fourth and sixth round respectively. In general, any mobile adversary ADVmObzle
corrupts any t; nodes in the network after every p rounds in any r rounrd protocol,
can be simulated by a static adversary structure ADV?, ... with size (g) ] where N
is total number of nodes in 2¢, + 1 paths. This is because in r rounds, adversary will
change the set of corrupted nodes after every [%] rounds.

We now show how the adversary with arbitrary roaming speed changes its control
over space time paths with the help of following example. Recall that in G, each
T';,1 <1 <2ty 4+ 1 will have r — N; securely disjoint space time paths.

who

Example 4.22 Consider two space time paths T = {S,Sg, A1, B2,C5, Ry, R} and
I'l = {S,S1, A2, B3, Cy,R5, R} in G®, corresponding to some path 'y = {S, A, B, C, R}
in a network G. If p =1 and if the adversary corrupts node A during first round, then
'Y is corrupted. However, it does not imply that T'} is also corrupted until and unless
the adversary corrupts node A in the second round also. However, if p = 2 and if the
adversary corrupts node A during the first round, then both T and T'1 will be corrupted
because node A will remain corrupted during the second round also. Thus for p = 1,
the two space time paths are independent of each other but for p = 2, the two space
time paths can be treated as one set, which will be corrupted if the adversary corrupts
the first node of the physical path during the first round.

In general, if any reliable protocol is executed for r rounds, then in G", each I';;1 <
1 < 2ty + 1 will have (’"_vaﬂ independent securely disjoint set of space time paths.
Notice that if p = 1, then each space time path is itself an independent set and hence
we get r — INV; independent sets for each I';. Since the adversary can corrupt nodes up
to r — 1 rounds, in G", at most [T;pl] X tp independent sets can be corrupted. This is

because out of » — 1 rounds, the adversary will change the set of corrupted nodes V—;W
times. We now state the following theorem:

Theorem 4.23 Let G be a (2t, + 1)-(S, R) connected undirected network under the
influence of a ty-active mobile adversary with roaming speed of p > 1. Then the mini-
mum number of rounds ¥ . required for reliable communication from S to R in G is
given by v .= min {r,r? "} where r is the minimum value satisfying the inequality

ZZ 2tb+1|’7" N“ >2|’7" 1" th+1

PrOOF: Necessity: In G”, there will be Zi%tbﬂ [r—_qu independent set of securely
disjoint paths, out of which at most (ﬂltb independent sets could be corrupted. Con-

sidering each independent set as wires, from [28], r will be 7 if S i=3et! V_pNﬂ >

Q[T—pl] X tp + 1. If the minimum value of r satisfying this inequality is greater than

p—1 P _
mimy then 7. = rmm because a mobile adversary with roaming speed p is always

weaker in capability than one with roaming speed p — 1. Hence any round optimal
PRMT protocol tolerating a mobile adversary with roaming speed p — 1 can always

r
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withstand a mobile adversary with roaming speed p.

Sufficiency: We design PRMT protocol called REL?, which reliably sends a message
— r*~! then REL” is same as RELP~1. Otherwise,

from S to R in r? . rounds. If r” in

min min

REL? is defined as given in Fig. 4.7.

Figure 4.7: Round-Optimal Reliable Message transmission of mS Tolerating a Mobile
Adversary with Roaming Speed of p > 1.

Protocol REL”

- P _N:
1. S sends mS along the first space time path of each 3 =77 [MpNﬂ inde-
pendent set of securely disjoint space time paths.

2. R only considers the values received along the first space time path of each of

. P _N.:
the Z;;?bﬂ [M[)Nﬂ independent set of securely disjoint space time paths

and outputs the majority as mS.

The correctness of protocol REL? follows from the fact that R will receive
s P _N. P _
Szt [MpNﬂ different copies of the message mS, out of which at most [T*’“—;l} X

. P _N: P _
tp can be corrupted. However since z;;%tbﬂ [Mpm] > 2[%] x tp + 1, R will
always receive the correct message m® along the majority of the paths. O

We now illustrate Theorem 4.23 with the following example:

Example 4.24 Consider the network G in Fig. 4.4. If p = 1, then from Theorem
4.18, r} .= 10. However, if p = 2, then from Theorem 4.23, r2. = 9. For the

min min
network G of Fig. 4.4, in the transmission graph G2, there will be the following space
time paths between S and R.:

1. T9 ={S,S¢, A1, B2, R3, R};
I'l ={S,S1, A2, B3, Ry, R};
I? ={S,S,, A3, B4, R5,R};
I'? = {S,83, Ay, B5,Rg, R};

A

4 = {S,S4, 45, Bs, Ry, R}
% = {S,Ss, Ag, B7,Rg, R}
I') = {S,80,C1, Dz, B3, Fy,R5, R};
I} ={S,81,Co, D3, B4, F5,Rg, R};

AR S )

I2={S,S,,C3, Dy, Es, F,R7, R};
10. T3 ={S,83,Cy4, D5, Eg, F7,Rg, R};
11. T ={S,S0,G1, Ha, I3, J4, K5, R, R} ;
12. T4 = {S,81,G2, Hs, 11, J5, K¢, R7, R};
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13. T2 ={S,S2,G3, Hy, I5, Js, K7, Rg, R}.

If p = 2, then there will be total seven independent set of securely disjoint paths (three
corresponding to I'1, two corresponding to I's and two corresponding to I's). Note that
the last set of securely disjoint path corresponding to I's will have only one path unlike
the other sets, each of which will have two paths. Now out of the eight rounds, adversary
can do corruption in round one, three, five and seven. Hence, there can be at most four
sets of securely disjoint paths out of the seven sets which can be under the control of
the adversary. Since majority of the sets will be under the control of the adversary, no
reliable protocol is possible in eight rounds. More formally, there exists two elements
in the the static adversary structure ADVS, ;. corresponding to the transmission graph
G®, such that removal of all the securely disjoint paths passing through these nodes in G®
disconnects S and R. For example, consider the sets { Ay, Aa, As, Ay, As, Ag, K7, Kg}
and {C1,Cy,C3,Cy, K5, K¢, K7, Kg} belonging to the adversary structure ADVS, ;...
The set {Ay, Ag, Az, Ay, As, Ag, K7, Kg} denotes an adversary who corrupts nodes A
in the first round (and hence in the second round also because p = 2), node A in
the third round (and hence in the fourth round also), node A in the fifth round (and
hence in the sizth round also) and finally node K in the seventh round. Similarly, the
other adversary element can be interpreted. Now it is easy to see that all the space
time paths in G® passes through one of the nodes in {Ay, Ay, A3, Ay, As, Ag, K7, Kg} U
{C4,C9,C5,Cy, K5, K¢, K7, Kg}. Hence removal of these nodes will disconnect S and
R and hence no reliable protocol will exist in G® and hence r2,, # 8.

However, if we consider the transmission graph G°, then there will be nine inde-
pendent set of securely disjoint paths between S and R (four corresponding to I'y, three
corresponding to 'y and two corresponding to I's), out of which at most four sets can
be under the control of the adversary. Hence majority of the sets will not be under the
control of the adversary and hence reliable protocol is possible between S and R in G°.

Since the protocol can be simulated in the original network G in nine rounds, T?m'n =9.
Note that for G, r}. =10. Hence r?, <rl. .

Once we know how to compute r? . in the presence of 2t, + 1 node disjoint paths

between S and R, Algorithm-Round-Complexity can be adapted to find r” . in the
presence of more than 2t; + 1 node disjoint paths between S and R, tolerating a t;-
active mobile adversary with roaming speed of p > 1.

4.5.6 Computing Minimum Number of Rounds for Static Adversary

Here we compute 7, for reliable communication against a tj-active static adversary.
If a node is corrupted by the static adversary in some round, then it remains corrupted
for the remaining rounds of the protocol. Hence, the total number of nodes that will
be corrupted throughout the protocol is .

Theorem 4.25 Let G be a (2t, + 1)-(S, R) connected undirected network under the
influence of a ty-active static adversary. Let I'y,I'a, ..., T'o, 1 be the 2ty + 1 vertex
disjoint paths with N; nodes in I';,1 < ¢ < 2t, + 1. Let the paths be arranged in
ascending order of path length. Then 7y, = Nog, 41 + 1, the length of the longest path

Loty 11.

PRrOOF: Necessity: A node once corrupted by static adversary remains so for the
remaining rounds of the protocol. Hence all the space time paths passing through the
node remain corrupted. Thus, if the adversary corrupts the first node of I'; during the
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first round of an 7 round PRMT protocol, then all the r — N; + 1 space time paths
I'7,0 < j <r— N; will be corrupted (this is the worst adversary strategy). So all these
paths can be considered as a single set controlled by the adversary. Likewise, all the
individual space time paths corresponding to each I'; can be considered as a single set.
Hence 7, is the minimum value of r such that after r rounds, there exists 2, + 1
such independent sets (corresponding to each of the 2¢, + 1 physical paths in G). It is
easy to verify that r,,;, is Not, 41 + 1 which is the length of the longest path I'y;, 1 in
G. The reason is that the independent set corresponding to I'y;, 41 will be generated
only in GNQ%HH; i.e., after Noy, 1+ 1 rounds. Before that, in G",r = Noy, 11, only the
independent sets corresponding to I';,1 < 7 < 2¢; will be generated. Hence there will
be only 2, such independent sets in GN2%+1, out of which at most ¢, can be corrupted
by the adversary. Hence no reliable protocol will be possible in G2t +1 and hence 7pin
will be at least Nog, 41 + 1.

Sufficiency: Consider the following protocol in GV2%+171: § sends the message along
the first space time path corresponding to each of the 2t; + 1 independent sets. On
receiving, R will output majority as the message. The correctness of the protocol
follows from the fact that in G™M24%+1%1 there will be 2t, + 1 independent sets of paths,
of which at most ¢, could be corrupted. O

4.5.7 Communication Optimal PRMT Protocol in Terms of Rounds

Let S and R be connected by 2t; + 1 node disjoint paths and let there be a t,-active
mobile adversary, with roaming speed of p = 1. From Theorem 4.18, in G™™i» there
will be 2t,(rmin — 1) + 1 securely disjoint paths, out of which at most ¢, (rmm — 1)
can be corrupted. However each of these paths are temporal and hence can be used
at most once. We now present the modified version of three phase PRMT protocol
3-Optimal-PRMT-Mobile-Byzantine, called PRMT-Round-Mobile-Byzantine, tolerating a
mobile adversary who can corrupt t; nodes in every round of a protocol.

PRMT-Round-Mobile-Byzantine is executed for 37, rounds on G, where G is the
original network consisting 2¢; + 1 vertex disjoint paths between S and R. The first
phase of 3-Optimal-PRMT-Mobile-Byzantine is executed in the first 7,,;, rounds from
S to R, the second phase of 3-Optimal-PRMT-Mobile-Byzantine is executed in the next
Tmin, Tounds from R to S and finally the third phase in the last 7,,;, rounds from S to
R. This can be visualized as executing a 37,,;, round protocol on G3 min  where first
T'min rounds are executed from S to R, next 7,,;, rounds from R to S and finally last
Tmin Tounds from S to R.

Let ¢ = tp(rmin —1) and n = 2g+1. We refer to the nodes corresponding to the first
T'min rounds from S to R as the first half denoted by Fgl), 1 <i<2q+1, the nodes in
the next r,,;, rounds from R to S as second half denoted by FZ(Q), 1 <¢<2¢+1 and the
nodes in the last r,,;, rounds from S to R as third half denoted by Fgg), 1<i<2¢+1.
From Theorem 4.18, rp = N — 2t + 1.

Protocol PRMT-Round-Mobile-Byzantine is same as protocol 3-Optimal-PRMT-Mobile-
Byzantine, except that degree of each bi-variate polynomial is q. Moreover, Phase i,1 <
1 < 3 is executed in 7y, rounds on I‘;”, 1 <j <2g+1. PRMT-Round-Mobile-Byzantine
can be simulated on G following the explanation provided earlier for REL protocol. It
is easy to see that Lemma 4.5 and Lemma 4.6 will hold for PRMT-Round-Mobile-
Byzantine, with ¢ in place of ;. Protocol PRMT-Round-Mobile-Byzantine reliably sends
n(g + 1) = O(n?) field elements by communicating O(n?) field elements in 37,
rounds. The protocol is formally given in Fig. 4.8.
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Figure 4.8: A 3r,,;, Round Communication Optimal PRMT Protocol in Terms of
Rounds

Protocol PRMT-Round-Mobile-Byzantine

Let the sequence of n(q + 1)? field elements that S wishes to transmit be denoted by mg’i
0<4,j<qgand 1<k < n.

2J2

First 7m:» rounds: (S to R) executed over space time paths 1"51)

1. Using the mg’m values, S defines n bivariate polynomials FP(z,y),1 < k < n as follows:
i=q .
FR(x,y) = Y050 1m0 mi.i @'y’
2. S evaluates each st(x, y),1<k<naty=1,...,n to obtain total n? polynomials denoted
as py (z),1 < k,i < n, each of degree g where pj ;(z) = F{(z,1).
3. Over space time paths FEI), 1<i<2¢+1, S sends pg’i(x), 1 < k < n and the values pf’j (4),
denoted by r,fyjyi, for 1 <k,j<n.

Second 7min rounds: (R to S) executed over space time paths 1"52)

1. Let R receive over space time path F£1)7 1 < i < n the polynomials pﬁi(x) and the values
i L <k j <n.

2. Using the received values, R constructs the conflict graphs Hi, ..., Hy.

3. R combines Hy,1 < k < n into a single conflict graph H® using Union Technique and forms
the corresponding list of seven tuples X and reliably sends X to S by executing protocol
REL over the space time paths F§2 1 <i<2¢+1.

Last 7m:n rounds: S to R executed over space time paths F§3)

1. At the end of REL, S reliably receives the list X and identifies all faulty space time paths
FEI) over which R has received at least one faulty polynomial pf;(z) # p§ ;(z) during first
T'min rounds.

2. S adds all faulty paths to a list Lyqui. Note that |Leue] < g. S then reliably sends Lfquie
to R by executing protocol REL protocol over the space time paths FES), 1<i<2¢+1and
terminates PRMT-Round-Mobile-Byzantine.

Message Recovery by R.

1. R reliably receives Lyq.i: at the end of REL and identifies all space time path 1"51) over which
it has received at least one faulty polynomial pit;(z) # pgl(x) during the first 7,4, rounds
(proof is similar to Lemma 4.5).

2. R neglects all the polynomials pﬁi(x), 1 < k < n received over each FEI) € Lyguir during
first 7ymsn rounds.

3. Using the remaining (at least ¢ + 1) pﬁi(ac)’s, 1 < k <n, R correctly recovers the bivariate
polynomials st(x,y)’s, 1 < k < n and hence the message and terminates PRMT-Round-
Mobile-Byzantine.

Lemma 4.26 Protocol PRMT-Round-Mobile-Byzantine is both round optimal as well
as communication optimal.

PrOOF: The proof simply follows from the fact that protocol PRMT-Round-Mobile-
Byzantine simulates the phase optimal and communication optimal three phase proto-
col 3-PRMT-Mobile-Byzantine and it takes r,,;, rounds to simulate a phase of protocol
PRMT-Round-Mobile-Byzantine. O

In protocol PRMT-Round-Mobile-Byzantine, we have assumed that the adversary has
roaming speed of p = 1 and there are 2¢; + 1 node disjoint paths between S and R.
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However, the protocol can be easily modified if there are more than 2¢; + 1 paths
between S and R. This is because we can use Algorithm-Round-Complexity to compute
Tmin. Similarly, if p > 1, then also we can compute 7’

tin and accordingly modify
protocol PRMT-Round-Mobile-Byzantine.

4.6 Concluding Remarks and Open Problems

On the first look, a mobile adversary appears to be much more powerful and demand-
ing than a static adversary with the same threshold. However the equivalence in terms
of tolerability for these two kind of adversaries has been shown in [82]. In this chap-
ter we have shown the equivalence in terms of designing optimal PRMT protocol.
Specifically, we presented a three phase communication optimal PRMT protocol in
undirected synchronous network tolerating Ag}”bile. Moreover, we have shown that our
protocol is phase optimal, as well as require minimum connectivity. Our protocol takes
three phases and sends a message of size ¢ field elements by communicating O(¢) field
elements. Our protocol, along with Theorem 4.1 completely settles the issue of POS-
SIBILITY, FEASIBILITY and OPTIMALITY of PRMT in undirected synchronous network
tolerating ./4;’;01’“6. These results are summarized in Fig. 4.9.

Figure 4.9: Summary of the Results for PRMT in Undirected Synchronous Network

mobile

Tolerating A}

Number of Connectivity Lower Bound on Upper Bound
Phases (r) | Requirement (n) | Communication
Complexity
r<2 n>2t+1 Q (nfgtb) Broadcast protocol:
Theorem 4.1 Theorem 4.2 n =2, + 1,
Communication
complexity = O(nl)
r>3 n>2,+1 Q (nﬁib) Protocol
Theorem 4.1 Theorem 4.3 3-Optimal-PRMT-Mobile-Byzantine:
n=2t,+ 1,0 =0 (n?)
Communication
complexity = O(¥)

From Fig. 4.9, we find that protocol 3-Optimal-PRMT-Mobile-Byzantine is commu-
nication optimal only if the message contains £ = ©(n?) field elements. This leads to
the following open question:

Open Problem 2 Let S and R be connected by n = 2t, + 1 wires. Then does there
exist a multiphase (more than two phase) PRMT protocol which reliably sends a message

containing ¢ field elements, by communicating O({) field elements, tolerating A;’;Obile,
for all values of £ ¢

Our second major contribution in this chapter comes in terms of providing a generic
method to compute the minimum number of rounds for PRMT tolerating a mobile
adversary with arbitrary roaming speed. Though we have presented round optimal
protocol for reliable communication for every tolerable adversary, we are able to show
that the round optimal protocol are efficient only if the network is given as a collection
of node disjoint paths. This leads to the following interesting open problem:
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Open Problem 3 Given an arbitrary network and a ty-active mobile adversary, with
arbitrary roaming speed p, what is the minimum number of rounds required for reliable

communication?

Till now we have considered only Byzantine adversary, who corrupts the nodes in
Byzantine fashion. In the next chapter, we consider a mixed adversary, who can corrupt

nodes in a variety of ways.
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Chapter 5

On Tradeoff Among Network
Connectivity, Phase Complexity
and Communication Complexity
of PRMT Tolerating Static
Mixed Adversary

In the last two chapters, we have studied PRMT tolerating only Byzantine corruption.
However, in a typical large network, there can be various other type of corruption.
For example, certain nodes may be strongly protected and few others may be moder-
ately /weakly protected. An adversary may only be able to fail-stop a strongly protected
node, while he may affect in a Byzantine fashion a weakly protected node. Thus, we
may capture the abilities of an adversary in a more realistic manner using two pa-
rameters t, and ty, where ¢, and ¢ are the number of nodes corrupted in Byzantine
and fail-stop respectively. Also it is better to grade different kinds of disruption done
by adversary and consider them separately rather than treating every kind of fault
as Byzantine fault because this is an “overkill” (a more detailed discussion on the last
point will appear in the subsequent section of this chapter). So in this chapter, we study
PRMT in undirected synchronous network, tolerating threshold static mixzed adversary.
We now give the formal specification of the network model used in this chapter.

5.1 Underlying Network Model and Adversary Settings

The underlying network model is similar as in Chapter 3. However, instead of a static

Byzantine adversary .Aflf“tw, we assume the presence of a static mixed adversary Affﬁfc).

static as unbounded computing power and controls disjoint sets of t,

(tosty)
and ¢y nodes in Byzantine and fail-stop fashion I respectively. Thus, we assume that

S and R are connected by n parallel and synchronous bi-directional node disjoint

paths/channels wy,ws,...,w,, also called as wires. The adversary Aff:?;), having

The adversary A

unbounded computing power can corrupt up to ¢, and ¢y wires in Byzantine and fail-
stop fashion respectively. Moreover, as a worst case assumption, we assume that the
wires that are under the control of the adversary in Byzantine and fail-stop fashion are
mutually disjoint.

1See Section 2.1 for the definition of fail-stop corruption.
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The characteristic of a Byzantine corrupted wire is already specified in Chapter 3.
A wire which is controlled in a fail-stop fashion may fail to deliver any information,
but if it delivers the information then it will be correct. Moreover, the adversary will
have no idea about the information that has passed through a wire which is controlled
in fail-stop fashion.

We assume that any PRMT protocol operates as a sequence of phases. The static

mixed adversary Asmmfc) controls the same set of ¢, (ty) wires among n wires, in
Byzantine (fail-stop) respectively, in different phases of any PRMT protocol. The
static Byzantine adversary .,43’5““5Zc is a special type of A‘(qf:?;) with ¢y = 0, who controls
at most t, wires in Byzantine fashion.

5.2 Existing Results for PRMT Tolerating Astatzc

(tpoty)
In [75], the author gave the following characterization for PRMT in undirected syn-
chronous network tolerating Aslfa?;)

Theorem 5.1 ([75]) Letr > 1. Then any r-phase PRMT protocol over an undirected
synchronous network N tolerating Affg?jf) is possible iff N is (2t +ty + 1)-(S, R)-

connected.

PROOF (SKETCH): The necessity of the above condition follows from the following
argument: Let IT be a PRMT protocol over N, where there exists n = 2t;, + t; wires
between S and R. Now consider the following adversarial strategy of .Asf:izfc)’ the
adversary blocks the communication over ¢; wires. Now consider the network N’
that is induced by N after deleting these t; wires from N (this can be interpreted

as adversary Affg?f) blocking the communication over t; wires). It follows that N is

not a (2t, + 1)-(S,R)-connected network. Evidently, if IT is a PRMT protocol in N
tolerating .ASt‘mc then IT" is a PRMT protocol in N tolerating .ASt‘mc where IT' is the

protocol II restrlcted to the nodes in /. However, from Theorem 3.2, we know that
IT" is non-existent. Thus II is impossible too.

The sufficiency of the above condition is shown by the following protocol: Let S
and R be connected by n = 2t, +t; + 1 wires. S broadcasts the message mS through
all the n wires. Out of the n wires, at most ¢y wires may fail to deliver any information,
while ¢, wires may deliver incorrect information. However, there exists at least t; + 1
honest wires, which will deliver correct mS. Hence R recovers mS by taking majority
among the received values. O

5.2.1 Justification to Study PRMT Tolerating Asf“izfc

We now demonstrate that Theorem 5.1 shows more fault tolerance in comparison to
Theorem 3.2. Let N be a network where S and R are connected by n = 4 wires. Then
from Theorem 3.2, the maximum number of Byzantine faults that can be tolerated
is one. However, from Theorem 5.1, it is possible to tolerate one fail-stop fault, in
addition to one Byzantine fault. Thus Theorem 5.1 shows the availability of more
fault tolerance in comparison to Theorem 3.2. If we would have modelled the fail-stop
corruption as Byzantine corruption, then from Theorem 3.2, we would have required
six wires, which is clearly more than what is actually required. This justifies the study
of mixed adversary in the context of PRMT.

In the next section, we define the holy grail problem of PRMT tolerating .A

static
(tp, tf
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5.3 Holy Grail Problem of PRMT Tolerating Aslfa?fc

We now formulate the holy grail problem of PRMT tolerating .,él“““”fc . PRMT toler-
ating .,43’5““5Zc is possible iff there exists n > 2t, + ty + 1 wires between S and R (see

Theorem 5 1) Let us first consider the scenario where we work with minimal connec-
tivity required for the existence of PRMT against A‘E’f“?c ; viz n = 2t, +t; + 1. From
the basic results of coding theory (see Theorem 5.5), any single phase PRMT protocol
over n = 2ty +ty + 1 wires has to communicate Q(nf) field elements to reliably send
a message mS, containing ¢ field elements. In fact, there exists a naive single phase
PRMT protocol (namely the broadcast protocol) with a communication complexity of
O(nf). So any PRMT protocol with communication complexity of less than nf, must

run for several phases. Hence a natural and fundamental question here is the following:

Given n = 2t, +t;y + 1, a message mS of size { field elements and b <
nt, what is the lower bound Q(r) on the phase complexity of any PRMT
protocol, which sends mS with a total communication complexity of O(b)?
Moreover, do we have such an O(r) phase efficient PRMT protocol, whose
total communication complezity is O(b)?

It is clear that for any PRMT protocol, the communication complexity b should
satisfy ¢ < b < nf. This is because any PRMT protocol has to at least send the mes-
sage. So (¢) is a trivial lower bound on the communication complexity of any PRMT
protocol. On the other hand, there exists a naive, single phase PRMT protocol with
a communication complexity of O(nf). We may refer a PRMT protocol with com-
munication complexity of O(¢), as communication optimal PRMT protocol or PRMT
protocol with constant factor overhead. Extending the previous question to this very
interesting and important case, we may ask the following;:

When n = 2ty +t;+1, [mS| = € and b = ¢, what is the lower bound Q(r) on
the phase complezity of any PRMT protocol, which sends mS with a total
communication complexity of O(b)? Moreover, do we have such an O(r)
phase efficient PRMT protocol?

Note that if such a protocol exists, it will be simultaneously optimal in connectivity,
communication complexity and phase complexity.

So far, we have considered only minimally connected network. If we have higher
connectivity, then again the required number of phases may be reduced. Specifically,
when n > 2t, +ty + 1 and b < nf, we ask for minimum r and a corresponding phase
optimal protocol. Unifying all the above questions, we formulate the following most
generic question, which is the holy grail for PRMT problem:

Given an n-connected network (n > 2ty + ty + 1) under the influence of
Aff:?jf , a message mS of size ¢ field elements and a value b, where £ < b <
nt, what is the lower bound Q(r) on the phase complexity of any PRMT
protocol, which sends mS with a total communication complexity of O(b)?

Moreover, do we have such an O(r) phase efficient PRMT protocol?

To the best of our knowledge, no one has addressed the above all encompassing and
unifying question.
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5.4 Our Solution to the Holy Grail Problem

In this chapter, we completely resolve the holy grail question by deriving exact ex-
pression for lower bound for the phase complexity of PRMT protocols and also design
a PRMT protocol whose phase complexity matches this bound asymptotically, thus
proving that our bound is asymptotically tight. Our lower bound expression is first of
its kind, which simultaneously captures the inherent relationship among all the param-
eters of any PRMT protocol, namely n,b and r. The existing lower bound(s) and the
corresponding optimal protocols [28, 77] in the context of PRMT, try to optimize only
one parameter out of n,b and r.

From our general result, we obtain several interesting corollaries on the inherent
trade-off available between the three parameters, namely n,b and r. For example our
general result imply that when t, = 0,n = ¢ty + 1 and b = O({), then any PRMT
protocol requires Q(log(t7)) phases to send mS, where |mS| = ¢.

5.5 An Overview of Our Results in This Chapter

In this section, we give an overview of our results which are presented in this chapter.
In summary we show the following in this chapter:

1. Let S and R be connected by n > 2¢,+t7+1 wires. Then any single phase PRMT

: tati : 1
protocol tolerating .A‘(*t:’t;) has to communicate 2 <#b+tf)) field elements to
reliably send a message containing ¢ field elements. Moreover this bound is tight.
The lower bound is derived by showing equivalence of single phase PRMT toler-
ating Affg?;) and (t,t5)-block error/erasure correcting codes.
2. Ifty < (n—ty), then there exists a three phase PRMT protocol tolerating Aff:?;),
which can send mS containing ©(n?) field elements by communicating O(n?) field

elements.

3. Let S and R be connected by n > 2t; + ¢ty + 1 wires such that ¢ty > 0 and ¢y >
(n —ts). Let mS be a message of size ¢ field elements, which S wants to reliably

send to R, tolerating Aff:?;), such that the total communication complexity of

the protocol is O(b), where £ < b < nf. Then any PRMT protocol to send mS
t
log(=5-)
must run for ﬁ = Q(D) phases, where ¢ > 1 is a positive constant.
£
We show that this bound on phase complexity is asymptotically tight. That is,

we design an O(D) phase PRMT protocol tolerating Aff??}f), where S and R are
S

connected by n > 2t, +ty + 1 wires. The protocol reliably sends a message m
containing ¢ = n3 field elements by communicating O(b) field elements, where

£ <b<nt.

As important corollaries of the above lower bound, we also show the following:

(a) Any PRMT protocol with constant factor overhead over n =ty + 1 wires,
influenced by Af}f“tic (i.e., ty = 0), must run for Q(log(t)) phases.

(b) Let S and R be connected by 2t, + tf + 1 wires, such that t;,t; > 0 and
tf > (n —ty). Then any PRMT protocol with constant factor overhead

static

(gt )> must run for Q(log(i—i)) phases.

tolerating A
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Remark 5.2 (Surprising Factor) As mentioned above, if t, = 0,n = ty +1 and
b= O(l), then any PRMT protocol requires Q(log(ts)) phases to send mS containing
¢ field elements against .Af;“tic. This is surprising because from Theorem 3.16, against
only static Byzantine adversary A§'™° (i.e., ty = 0), there ewists a constant (three)
phase PRMT protocol, which achieves reliability with constant factor overhead. These
two results seem to be counter intuitive, since a Byzantine adversary is more powerful
than fail-stop adversary (a Byzantine adversary can maliciously change the information
over a wire, where as fail-stop adversary can only block the communication over a
wire). However, we informally explain the subtle but simple reason behind this seemingly
paradozical result (a formal argument is given in the subsequent section).

In a minimally connected network tolerating only Byzantine adversary, we have
n = 2ty + 1 wires. So the number of corrupted wires is less than half of the total number
of wires. This allow us to do error detection/correction in three phases, resulting in
a three phase PRMT protocol with a communication complexity of O(L) (for details,
see protocol 3-Optimal-PRMT-Static-Byzantine in Fig. 3.4). However, in a minimally
connected network tolerating only fail-stop adversary, we have only n = t; + 1 wires
between S and R, of which there is only one un-corrupted wire. It is this reduced
connectivity (in comparison to the case of a Byzantine adversary) that hinders us to
design a constant phase PRMT protocol against fail-stop adversary in a minimally
connected network, with communication complexity of O(f).

In the next section, we derive the lower bound on the communication complexity

of single phase PRMT protocol tolerating Aff:?;)

5.6 Bounds for Single Phase PRMT Tolerating Affb“iif)

In this section, we show the equivalence between a single phase PRMT tolerating
A?f:zf) and (y,t¢)-block error-erasure correcting code. Let S and R be connected by
N > 2tp+T+1 wires, w1, . .., wy, of which at most ¢, and T" wires can be Byzantine and
fail-stop corrupted, such that 7" < ty. We design a single phase PRMT protocol called
1-PRMT-Mixed, which allows S to reliably send a message mS containing ¢ > 1 field
elements to R. The protocol is based on the properties of RS codes and is presented in
Fig. 5.1.

We now prove the properties of protocol 1-PRMT-Mixed.

Lemma 5.3 (Correctness) Protocol 1-PRMT-Mixed correctly delivers mS.

PROOF: In order to show that R will correctly receive mS, we show that R will recover

each B]S correctly. In the protocol, each B]S is of size k = N —2t, —T and is RS encoded
into a codeword of length N > 2t;, + T + 1. Corresponding to each Bjs», R receives a
vector CJR of size N’ where N’ > N — T and this vector CJR differs from the original
codeword C]S in at most ¢, locations. So by putting N’ > N—T,k =N —2t,—T,c =1,
and d = 0 in the inequality of Theorem 2.19, we find that R will be able to correct all
the tp errors in C]R by applying RS-DEC to C]R. Thus R correctly recovers B]S. |

Lemma 5.4 (Communication Complexity) The communication complexity of pro-

tocol 1-PRMT-Mixed is O (7).

ProOF: Corresponding to each block of size k, S sends an RS codeword of length N.
So communication complexity of the protocol is O (NTg) =0 <$£7T> O
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Figure 5.1: Single Phase Reliable Message Transmission Tolerating Mixed Adversary
Protocol 1-PRMT-Mixed(mS, ¢, N, t,, T,k = N — 2t;, — T)

Phase I: S to R: S does the following computation and communication:

1. S breaks up mS into blocks B?, . ,Bf/k, each consisting of k field elements,
where k = N — 2t;, — T. If £ is not an exact multiple of k, a default padding
is used to make ¢ mod k = 0.

2. For j=1,...,¢/k, S computes an RS codeword CS (3 Gy »N) of length
N, correspondmg to block BJS.

3. Fori=1,...,N, S sends c - to R along wire w;, for j =1,...,¢/k.

Message Recovery by R:

1. Let R receive information over wires wj,,...,w;,,, where {wj,...,w;,, } C
{wy,...,wy}and N' > N —T.

2. For j=1,...,4/k, let R receive c%l, e ,C%N/ along wire wj,, ..., w;,, respec-
: R _ (.R R
tively. Let C7% = (cj3, .-, ¢, )-

3. For j = 1,...,¢/k, R executes RS—DEC(N’,C]R,tb,O, k) and recovers B? =

BJS. R then concatenates all B]R’s to recover the message m® = mS.

Putting T' = t¢, the maximum value of 7" in protocol 1-PRMT-Mixed we find that given
a (tp, ty)-block error-erasure correcting code (for example RS code), whose maximum
attainable efficiency is bounded by Singleton Bound, we can design a single phase
PRMT protocol tolerating Aff:zf). The reverse process is equally valid - given a single
phase PRMT protocol against Aff:zf), we can convert it into a (tp,ts)-block error-
erasure correcting code, whose efficiency is bounded by Singleton Bound. Thus, the
maximum attainable efficiency for any single phase PRMT protocol is also subject to
the Singleton Bound. Thus we have the following theorem.

Theorem 5.5 Let S and R be connected by n > 2t, +t; + 1 wires. Then any single

phase PRMT protocol tolerating A‘E’f“?c must communicate 2 (W) field ele-

ments to reliably send mS, where |mS| = €. Moreover, the bound is tight.

Remark 5.6 The conversion from single phase PRMT protocol to an error-erasure
correcting code is straightforward if the messages sent along each wire in the protocol
are of same length. Suppose however, there exists a protocol 11 that does not have
this symmetry property and beats the Singleton bound. Then consider the protocol I’
which consists of n sequential executions of protocol I1 with the identities of the wires
being “rotated” by a distance of i in the it" execution. Clearly this protocol achieves the
symmetry property by “spreading the load”; further its message expansion factor is equal
to that of 11. It therefore beats the Singleton bounds as well, which is a contradiction.
Thus without any loss of generality, we assume that the messages sent along each wire
in Il are of same length.
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5.6.1 Increasing the Throughput of Protocol 1-PRMT-Mixed

Protocol 1-PRMT-Mixed has another important property. Consider the following sce-
nario: Let S knows that R has the knowledge of the exact identity of a < ty, wires that
are Byzantine corrupted. However S does not know the exact identity of those o wires.
If this is the case, then the following theorem holds:

Theorem 5.7 (Increased Throughput in 1-PRMT-Mixed) Suppose S knows that
R has the knowledge of the exact identity of a < t, wires that are Byzantine corrupted.
Then in protocol 1-PRMT-Mixed, S can reliably send mS using block size k = (N —
2ty — T) + . That is, S can send additional o field elements, than what is allowed
by Singleton bound. Moreover, the communication complexity of the protocol will be
O (w=mntrya)
PrOOF: Since R is aware of the exact identity of o Byzantine corrupted wires, R
can simply ignore the values received over these wires. So the length of each received
vector C'J-R will be N, where N’ > N — T — a. Moreover C'J-R will now differ from
original codeword st in at most t, — « locations. So by putting N’ > N —T — o,k =
(N =2ty —T)+ a,c =t, —a and d = 0 in the inequality of Theorem 2.19, we find that
by applying RS-DEC to CjR, R will be able to correct all the t;, — « errors in CJR and
hence correctly recover B]R.

Since k = (N — 2t — T') + «, the communication complexity of the protocol will be
@, <N7‘) m

(N=2t,-T)+«
5.6.2 PRMT Based on Both Error Correction and Detection Capa-

bility

Protocol 1-PRMT-Mixed uses only the error correcting capability of underlying error-
erasure correcting code. We now present a two phase protocol called 2-SP-REL-Mixed
(based on RS code which is a specific instance of error-erasure correcting code) that
possesses both error correction and error detection capabilities of the underlying error-
erasure correcting code. This is used later in designing our phase optimal PRMT
protocol. In 2-SP-REL-Mixed, S and R are connected by N > 2t, + T + 1 wires, of
which at most ¢, and T wires can be Byzantine and fail-stop corrupted. Moreover,
T < ty.

2-SP-REL-Mixed is based on the following principle: S and R guesses that adversary
will fail-stop at most T' — ky wires and Byzantine corrupt at most %’ wires, where
0 < ky < T. If the adversary indeed does so, then S can reliably send %’ + ky extra
field elements (in addition to what is permitted by Singleton Bound) in a single phase
to R. However if adversary either fail-stops 7" — ky + 1 (or more) wires or Byzantine
corrupts more than %’ wires, then R will fail to recover anything. But R either comes to
know the identity of at least T'— ky +1 fail-stop wires or detects more than %’ Byzantine
faults. In the later case, R can broadcast his findings to S, who after local verification
can identify more than %’ Byzantine corrupted wires. The protocol is presented in Fig.
5.2.

We now prove the properties of protocol 2-SP-REL-Mixed.

Lemma 5.8 (Correctness) In 2-SP-REL-Mixed:

1. If more than T — ky fail-stop errors occur during Phase I then R will not be able
to recover mS. However, in this case R will be able to know the identity of more
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Figure 5.2: Protocol 2-SP-REL-Mixed

Protocol 2-SP-REL-Mixed (mS, N, t,, T, kf)

Phase I: S to R

1. S performs the same computation and communication as done in protocol
1-PRMT-Mixed, except that now S divides mS into blocks B?, ... ,B?, each
consisting of k field elements, where k = (N — 2t, — T') + %’ + k.

Phase II: R to S

1. Let R receive information over N’ wires, of which at most ¢, could be cor-
rupted. Thus R receives N’ components, corresponding to each of the z code-
words.

2. IF N’ < N —T+ky then R broadcasts to S, “ERROR1” signal along with the
count of the number of wires and their identity over which R has not received
any information and terminates. This case implies that more than T — ky
fail-stop errors have occurred during the transmission by S.

3. IF N > N — T + ky then R applies RS-DEC(N’,CR, 2 2 k), where for i =
1,...,z2 C’Z-R is the vector of length N’, received corresponding to the block

BS . Now there are two possible cases:

(a) If after correcting %’ errors, the decoding algorithm does not detect ad-
ditional faults in any of the z received vectors, then R correctly recovers
BZ-S7 1 < i < z. R then concatenates them to recover mS, broadcasts
“SUCCESS” signal to S and terminates the protocol. This case implies
that at most T'— ky fail-stop errors and at most %’ Byzantine errors have
occurred during transmission by S.

(b) IF Je € {1,2,...,z}, such that after correcting %’ errors, the decoding
algorithm detects additional faults (at most %’) in the e received vector
CR then R broadcasts CR, along with index e and “ERROR2” signal
to S. If there are several such e’s, then R randomly selects one. R also
broadcasts the identity of wires which failed to deliver any information
and terminates. This case implies that at most T — k; fail-stop errors

t . . L.
and more than 2 Byzantine errors have occurred during transmission by

S.

Local Computation by S:

1. IF S receives "SUCCESS” signal, then it does nothing.

2. IF S receives "ERROR1” signal, then S comes to know the identity of N — N’
fail-stop corrupted wires.

3. IF S receives "ERROR2” signal, along with CR then after comparing it with
original codeword CS, S identifies more than % wires which were Byzantine

2
corrupted during Phase I.
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than T — ky fail-stop corrupted wires, which S will also come to know at the end
of Phase I1.

2. If at most T — ky fail-stop and %" Byzantine errors occur during Phase I, then
R will be able to recover mS.

3. If at most T' — ky fail-stop errors and more than %’ Byzantine errors occur during
Phase I, then R will fail to recover mS. However, in this case R will detect that

more than %’ Byzantine errors have occurred during Phase 1. Moreover, at the
end of Phase 11, S will come to know the identity of more than %’ wires which

were Byzantine corrupted during Phase 1.
PRrROOF: We consider the following three cases:

1. More than T — k; wires get fail-stop corrupted during first phase: In
this case, irrespective of the number of Byzantine errors, R will come to know
the exact identity of more than T' — k; wires which are fail-stop corrupted and
broadcasts their identity to S. So S will also come to know the identity of these

fail-stop corrupted wires. Notice that in this case R will fail to recover mS.

2. At most T — k; and %" wires get fail-stop and Byzantine corrupted

respectively during Phase I: We consider the worst case, where exactly T'—ky
wires get fail-stop corrupted during Phase I. Thus, R will receive a vector CiR of
length N’, corresponding to each block BZ-S, where N’ = N — (T — ky). Moreover,
each C’Z-R will differ from C’Z-S in at most %’ locations. Notice that each BiS is
RS encoded using a polynomial of degree k —1 = (N —2t, — T) + %’ +ky— 1
Substituting the value of N’ and k in Theorem 2.19, we find that RS-DEC can
correct ¢ = %’ and detect additional d = %’ Byzantine errors in each received
vector. Since the number of Byzantine errors in each received vector is at most
%’, the decoding algorithm will correct them (and does not detect any additional
error) and recover each BY (and hence mS) correctly.

3. At most T — k; wires get fail-stop corrupted but more than %’ wires
get Byzantine corrupted during Phase I: Suppose more than %" Byzantine
errors occur during the transmission of e* codeword C3, where e € {1,2,...,z}.
In this case, from the above argument, the decoding algorithm will correct %’
errors and will detect additional errors (at most %’) in the et”
CR. So R will come to know that more than %’ Byzantine errors occurred during
the transmission of Ces . So R broadcasts CR to S, who after locally comparing
it with the original e!* codeword CS finds the identity of more than %’ Byzantine
corrupted wires. Notice that in this case, R will fail to recover the block BS and

hence the message mS. O

received vector

Lemma 5.9 (Communication Complexity) The communication complexity of pro-

tocol 2-SP-REL-Mixed is O < [mPIN > + O(N?).
f

tp
(N—2t,—T)+L +k

PrOOF: During Phase I, S sends an RS codeword of length N for each sub-block of
mS, where the size of each sub-block is (N —2t, — T)) + % + k. This incurs a commu-

nication cost of O |mS|Nt field elements. During Phase II, R broadcasts
(N—2t,—T)+-L+ky

a signal and in the worst case may also broadcast a vector of length N. This incurs
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a communication cost of O(N?). So total communication cost of protocol 2-SP-REL-

Mixed is O ( [mPIN > + O(N?). O
f

iy
(N—2t,—T)+-L+k

2-SP-REL-Mixed brings to the fore an important property (given in Corollary 5.9.1)
which holds for any single phase PRMT protocol. This property will be later used to
solve the holy grail problem of PRMT in the subsequent section.

Corollary 5.9.1 Let S and R be connected by N > 2t, +T 4+ 1 wires, of which at most
ty and T wires can be Byzantine and fail-stop corrupted, such that T' < ty. Suppose S
wants to reliably send mS to R where [mS| = £. If S in advance knows that adversary
will not do any Byzantine corruption and will only fail-stop at most T' —ky wires, where
0 < ky <T, then S has to communicate at least (N+ﬂkf) field elements to reliably

send mS. Moreover the minimum number of wires that the adversary needs to fail-stop
in order that R does not recover mS is T — ky+1. Thus if S does not know in advance
the number of fail-stop corruptions which are going to be done by the adversary, then

N—];C{Hcf 1s a trivial lower bound on the number of field elements to be sent by S, so

that either R recovers mS (if no Byzantine corruption and at most T — kg fail-stop
corruptions occur) or R comes to know the identity of at least T — ky + 1 fail-stop
corrupted wires (if more than T — k¢ fail-stop corruptions occur). The above expression

can also be viewed as £ X ))((Lg, where X = N —T.

This finishes our discussion on single phase PRMT tolerating A‘Zf:’?;) In the next
section, we begin our discussion on the holy grail problem.

5.7 Answer to the Holy Grail Problem of PRMT

We now derive a nontrivial lower bound on phase complexity for any PRMT protocol
which transmits ¢ field elements by communicating O(b) field elements against Affg?;),
where S and R are connected by n > 2t, +t; + 1 wires and £ < b < nf. This would
completely resolve the holy grail problem for PRMT. Notice that we are considering
n > 2t, + 1ty + 1 because from Theorem 5.1, for the existence of any PRMT protocol
against .Aff:iijf), there should exist n > 2t, + ¢y + 1 wires between S and R. Similarly,
we are interested in the case where ¢ < b < nf. This is because any PRMT protocol
has a non-trivial lower bound of (¢) on its communication complexity. On the other
hand, S can trivially send mS in a single phase by broadcasting it over the n wires.
This would require a communication cost of O(nf).

Recall that according to the definition of PRMT, R should correctly output the
message without any error. We assume that the protocol specification is public and
adversary is also aware of the steps of the protocol. Accordingly, the adversary device
his strategy. However, adversary has no access to the internal random coin tosses of S
and R. Without loss of generality, we assume that during each phase of the protocol,
the information sent over each wire is of the same length. Otherwise, using a similar
argument as given in Remark 5.6, we can show that any PRMT protocol which sends
un-equal sized information over each wire in each phase, does no better than a protocol

which sends equal sized information over each wire in each phase.

Theorem 5.10 Let S and R be connected by n > 2t, + ty + 1 wires such that ty >
0 and ty > (n —ty). Then any PRMT protocol tolerating .Aff:’?)f), must run for
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g(—L-)
Q <ﬁ> = Q(D) phases for transmitting mS with a communication complexity
T

of O(b) field elements, where |mS| =€, £ <b < nl and c > 1 is a positive constant.

Remark 5.11 The lower bound of (D) phases does not hold good ifty = 0. Ifty =0,
then n > 2t, + 1. In this case, there exist a three phase PRMT protocol (protocol
3-Optimal-PRMT-Static-Byzantine, given in Fig. 3.4) which achieves reliability with
constant factor overhead. The lower bound also does not hold good if ty < (n —ts). If
ty < (n—ty), then we can send mS by communicating O() field elements in constant
phases. A three phase PRMT protocol for achieving this task is given in section 5.8.1
(see Corollary 5.19.1).

PROOF (of the theorem:) We present an adversarial behavior, against which no PRMT
protocol can send mS with a communication complexity of O(b) in less than D phases.
The adversary strategy is as follows: the adversary does no Byzantine corruption
throughout the protocol. Any lower bound derived with this assumption is surely
a lower bound when the adversary indeed does Byzantine corruption. So, here the
adversary does only fail-stop corruption. Once a wire (corrupted in fail-stop fashion)
fails to deliver information, it is marked as faulty wire and can be removed from the set
of current (currently used) wires. Therefore, at the beginning of any protocol, number
of current wires is n and number of undisclosed fail-stop wires is ty. Whenever a wire
(fail-stop corrupted) stops the communication, it reveals its corrupted status and thus
number of undisclosed fail-stop wires reduces. Let the number of undisclosed fail-stop
wires after i*" disclosure be denoted by L;. Initially Lo = ¢ ¢- Informally, the adver-
sarial strategy is as follows: During each phase, adversary checks how much portion of
mS, S is trying to send to R. This he can find out from the protocol specification. If
the size of the portion that S tries to send during a particular phase is more than a
“specific” limit, then the adversary does the minimum number of fail-stop corruptions,
so that R can recover only a specific “sub-portion” of the portion of m® sent by S in
that phase. Else, the adversary does no fail-stop corruption. Specifically, after the it
disclosure of fail-stop corrupted wires, the adversary does the following:

. . . Llog(<L) log(ty) Llog(ty)
o If S tries to send a portion of size q < L = then adversar
f p f 4= log(Li)log(nt_ftf) Dlog(Li) Y
does nothing.
e If S tries to send a portion of size more than éﬁii%% then the adversary tries to

fail-stop the minimum number of wires so that R can recover only éllzgg((lz?) sub-portion

of the total portion that has been sent by S. If this is not possible then adversary fail-
stops in such a way that the number of undisclosed fail-stop wires reduces to t;, where
€ is a fized positive fraction (which will be fized shortly). Moreover, the adversary does
no corruption at all for the rest of the protocol execution.

In the sequel, we consider three possible cases and prove that in each case, the
number of phases required by the protocol is indeed (D) and also show that such an
adversarial act is mountable against any protocol. During the computation of lower
bound, we use logarithm to the base e.

Claim 5.12 If the adversary does no fail-stop corruption throughout the protocol, then
the protocol terminates in (D) phases.
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PRrROOF: The reason why adversary remained inactive throughout the protocol is that

S never tried to transmit more than %‘% field elements from mS in any phase.

Hence, denoting the maximum message size as ¢ that has been sent in any phase, we

Zlog(tf) Zlog(tf) _ 4
Dlog(Lo) — Dlog(ty) ~ D

r, required to send £ field elements is given by r > g =D =Q(D). O

get, ¢ < because Lo = ty. So the minimum number of phases

Claim 5.13 If the adversary fail-stops in such a way that the number of undisclosed
fail-stop wires at the end of the protocol remain strictly greater than t%, then the protocol
runs for Q(D) phases.

PRrROOF: Clearly, in this case the maximum message size sent by S in any phase is given

by g < élf; gg((ttg)) = éehffg(z;) = E%. So even if at most ¢ field elements are communicated

in each phase, the protocol takes r > g = ¢D = Q(D) phases to send ¢ field elements.
Hence the claim. O

Claim 5.14 If the adversary fail-stops in such a manner that the number of undisclosed
fail-stop wires become less than or equal to t5, then also the protocol takes Q(D) phases.

PROOF: So in this case the number of undisclosed fail-stop wires reduces down to less
than or equal to t5. Suppose the adversary used k phases denoted as Phy, Pha, ..., Phy
to reduce the number of undisclosed fail-stop wires from t; to t$. We will show that
k, the number of phases in which fail-stop corruption occurs is (D), excluding other
phases where adversary does nothing. Let the number of undisclosed fail-stop wires
after Ph; reduces from L; 1 to L;. So recording the count of undisclosed fail-stop
wires after every disclosure (of adversary) starting with the initial count of Lo = ty,
we get a decreasing sequence iy, L1, Lo, . .. ,Lk,l,t;. Let a1, as, ..., a; be the number
of field elements communicated by S in the corresponding phases. In phase Ph;, S

must have tried to send more than #2@1) field elements of mS and the adversary

exposed the minimum number of fail-stop corrupted wires (hence after Ph; reducing

Llog(ty) field

number of undisclosed fail-stop wires from L; 1 to L;) such that only Dlog(L1)

elements of the total message is recoverable by R. Then by Corollary 5.9.1, the number
of field elements «;,1 < i < k transmitted in Ph; is given by «a; > Dﬁ;%gf )1) X;fz_l,
where X = n —ty. This is so because during phase Ph;, the number of current wires

is X + L;_1, the number of unknown errors (fail-stop) is L;—1 and S tried to sent

at least % field elements. The above mentioned attack by the adversary is
mountable since adversary is aware of «; (adversary knows the protocol specification)

Llog(ty) X+Liy
and can solve - sLo ) X Xz

wires, so that R recovers only L%(Lt)—) field elements and L;_; reduces to L;. Since

the communication complexity of the protocol is O(b), the sum of all a;’s should be
bounded by db, for some constant d > 1. Hence

= qy for z and accordingly blocks only L; 1 — z

b>i . llog(ty) X4ty Llog(ty) X+ 1L
T Dlog(ts) X + L1 Dlog(Li) X + Lo
Elog(tf) X+ Lk—l
Dlog(Lk_l) X —|—7f§c

_l’_

Since each 1 > We get

> N S
lo g(L ) log(t ¢
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Elog(tf) X +tf n X+ 1L X+ L,

db > . H
= Dloglty) | X +Li X+ Ly X+t enees
D Xty X+Ly o XtLea
4 X+Li X+ L X—i—t;
X+t X+L X+Ly
dbD (X+Lf1 + XiL; +oot X+It€;1)
k. k

X X ... X
- (X+L1 X + Lo X—i—t;

The last inequality follows from the fact that Arithmetic Mean (AM) > Geometric
Mean (GM). Since t5 > X, we get
(1=¢)
NENIAL
- 2R\ X

[dwr
>

alentl 2d bD1* - t_fl*
or equivalently, —Ek: = X

Lk
Let a = 2d, where a > 2. Then we get

X+t
X—!—t;

a blog(-L ) ’ " 1—e
R L 4 _< f ) > 0 (5.1)
Eklog(%’) n—ty
ty k
Let V — a blog(—%F) _( " >17€
T Tklog(D) nty)

For our desired PRMT protocol, the value of k& should be such that Y is non-
negative. For this, we first find the range of k in which Y is an increasing function of
k. Towards this, we make the following claim.

ablog(ni ) ¢ 1—e
Claim 5.15 Y = W(cb)f — (n_ftf> is an increasing function for all k <
T
ablog(niftf) D
Zelog(%) T el
PROOF:
iy k 1—
y - |“hleeln)) ( i ) E (5.2)
lklog(2) n—ty
ty _
Z\F* a blog(7r) t 1-e
Y = <—> -7 WhereZzizbtfandZ/:< ! )
k Llog(F) n—tr

=log(Y +7') = klog(Z) — klog(k)

1 dy
N AN A
ak — \x%) "%
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Now putting & dk > 0, we get

Z\* Z Z
- - > > 3 = .
<k> [log(k‘e)} > 0= o 2 1 as logl =0 (5.3)

7z ablog(: =) abD
=tk < —= = O
e eflog(%b) el

Thus we have shown that:

bD
Vk, k< a7 Y is an increasing function. (5.4)
. . D
Next we show that Y is negative at k = —. (5.5)
ac
Before that we prove the following:
. D bD
Claim 5.16 — < 7
PROOF: Recall that ¢ > 1 and a > 2. Also e = 2.73... Thus,
>
= a? >
=1 > —=
= > 1
c Bl
a2
= > ¢
c =
a2
a 1
=- > —
e ac
Hence—<—<@smceb>€ O

ac

1—e
Lemma 5.17 The value of Y = [“Z?] — <nt_ftf) s mon-positive at k = % for all

a > 2 and some specific positive fraction e.

PROOF: The proof is by contradiction. Assume Y to be non-negative at k = % That
1—e
is, at k = ac, the inequality [abD]k > <n—t_‘;—f) holds. So, putting & = % in this
relation and simplifying we get,
2 % 1—e
a“bc S Ly
l B n — tf
D t
— — [log(—) + 210g(a)] > (1—e¢)log( ft )
n—tf
cb 2log(a) tr cb
=1 — —(1- > 0 1 =Dl —
og( 6) [ac ( E)} + ac a5 108 n—ty e\

Now this relation does not hold for all values of a > 2 for a specified choice of e.
Specifically, for ¢ = a'® + 1 and € = 0.4, the equation does not hold. Hence this is a

contradiction that Y is non-negative at k = % Hence the lemma. O

Now equation (5.4) and (5.5) together imply that for all values of k < %, the value of

72



Y is negative. Hence, for the value of Y to be non-negative, k should satisfy k& > % =
Q(D). This establishes the lower bound on the phase complexity.

Thus, in all three cases, we proved that the number of phases required is Q(D).
This completes the proof of Theorem 5.10. |

We now dispose two important corollaries.

Corollary 5.17.1 Any PRMT protocol over n = ty + 1 wires, influenced by Afﬁatic
(i.e., ty = 0), must run for Q(log(ts)) phases to reliably send ¢ field elements by com-
municating O(C) field elements.

Thus against only fail-stop adversary over a minimal connected network, it takes log(t)
phases to achieve reliability with constant factor overhead. Theorem 3.16 and Corollary
5.17.1 define the phase complexity lower bounds for two extreme cases (namely when
ty = 0 and t;, = 0 respectively). The intermediate scenario is captured by the following
corollary which brings out the fundamental inherent trade-off between phase complexity

and communication complexity in the presence of A‘E’fg?;).

Corollary 5.17.2 Let S and R be connected by 2t, +t; + 1 wires, such that t,,ty > 0
andty > (n—ty). Then any PRMT protocol tolerating Aff:?;) must run for Q(log(i—i))
phases to reliably send ¢ field elements by communicating O({) field elements.

5.8 Upper Bound on Phase Complexity of PRMT Toler-

: static
ating A(tb,tf)
Let S and R be connected by n > 2t, +t; + 1 wires. We then provide a PRMT pro-
tocol called Optimal-Static-PRMT-Mixed, which terminates in O(D) phases, tolerating

A‘(*f:?;) The protocol sends a sufficiently large message mS containing ¢ field elements

(¢ will be fixed shortly) by communicating O(b) field elements where ¢ < b < nf and
log(+=% 7)
log(%)
tight. Before presenting the protocol, we first design a three phase PRMT protocol

called 3-PRMT-Static-Mixed, which is used in protocol Optimal-Static-PRMT-Mixed.

. This shows that the bound proved in Theorem 5.10 is asymptotically

5.8.1 Protocol 3-PRMT-Static-Mixed: A Three Phase PRMT Protocol

In protocol 3-PRMT-Static-Mixed, S and R are connected by N > 2t, + T + 1 wires, of
which at most ¢, could be Byzantine corrupted and 1" < ¢ could be fail-stop corrupted.
Also N and T are such that (n —ty) = (N —=T). Let (n —t;) = (N —T) = X. The
protocol reliably sends a message M containing L field elements by communicating
O(%) field elements, where L > N2. Note that in 3-PRMT-Static-Mixed, we have used
M,L,N and T instead of mS, ¢, n and t respectively. This is because 3-PRMT-Static-
Mixed will be used as a black-box in protocol Optimal-Static-PRMT-Mixed several times.
Moreover each time 3-PRMT-Static-Mixed is used in Optimal-Static-PRMT-Mixed, the
value of M, L, N and T may vary.

Protocol 3-PRMT-Static-Mixed uses the error correction and detection capability of
RS codes. The high level idea of the protocol is as follows: S divides M into several
blocks of size (X — 2t) + %’ and tries to reliably send M by encoding each block of
M into an RS codeword of length N. If at most %’ Byzantine errors occur during
the transmission, then R will successfully recover M. Otherwise, R will detect that
more than %’ Byzantine errors have occurred. In this case, R sends back the received
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information to S, who then finds the identity of those corrupted wires (which are more
than %’) S then reliably sends the identity of those corrupted wires to R. S then again
re-sends M by using protocol 1-PRMT-Mixed with increased throughput. The protocol
is formally presented in Fig. 5.3.

Figure 5.3: A Three Phase PRMT Protocol Tolerating Mixed Adversary
3-PRMT-Static-Mixed(M, L, N, t,, T)

Phase I: S to R:
1. Let X = (N —T). S divides M into blocks BY,...,BS, each of size (X — 2, + 2).

2. For j =1,...,z, corresponding to block BJS7 S computes an RS codeword of size N, denoted
s_ (.8 S
by C] = (le7 . 7CjN)'

3. Fori=1,...,N, sends cjsi to R through wire w;, for j =1,..., 2.

Phase II: R to S

1. Let R receive information over wires wi,,...,w;,,, where {wi,,...,wi, } € {w1,...,wn}
and N > N —T. For j = 1,...,2, let R receive Cﬁu"'vC%N/ along wire wi,, ..., wi,,
. R_ /R R
respectively. Let Cj° = (¢j5,,-- -, cjiN/).

2. Forj=1,...,z, R executes RS-DEC(N’, C'JR7 %b, %’, (X — 2t + %’))

3. If after correcting 321 errors, the decoding algorithm does not detect additional faults in any
of the z received vectors, then R correctly recovers BJS7 1 < j < z. R then concatenates
them to recover M, broadcasts “SUCCESS” signal to S and terminates the protocol. This

case implies that at most tJQL Byzantine errors have occurred during transmission by S.

4. If Je € {1,2,...,2}, such that after correcting ’321 errors, the decoding algorithm detects
additional faults (at most '321) in the e'” received vector C®, then R broadcasts C®, along
with index e and “ERROR” signal to S. If there are several such e’s, then R randomly selects
one. R also broadcasts the identity of wires which failed to deliver any information. This
case implies that more than ’321 Byzantine errors have occurred during transmission by S.

IF S receives ”SUCCESS” signal, then S terminates the protocol. ELSE S receives "ERROR”
signal, index e, vector C® as received by R in Phase I and initiates Phase III as follows:

Phase III: S to R:

1. After comparing CS (sent during Phase I) with C® (received by R at the end of Phase
I), S identifies more than %7 faulty wires (which delivered incorrect information to R during
Phase I).

2. S saves the identity of corrupted wires in a list Lyqui;. S then broadcasts Lyquir to R.

3. Sre-sends M by executing 1-PRMT-Mixed(M, L, N, ty, T, | L faui¢|) with increased throughput
and terminates the protocol.

Local Computation by R

1. R correctly receives Lyqui¢ and identifies |L pquie] > % Byzantine corrupted wires.

2. R finally recovers M at the end of 1-PRMT-Mixed(M, L, N,ty, T, |Lqui]) and terminates
the protocol.

We now prove the properties of protocol 3-PRMT-Static-Mixed.

Theorem 5.18 (Correctness) In protocol 3-PRMT-Static-Mixed, R will correctly re-
cover M in at most three phases.

PrOOF: We prove the theorem for the worst case, when during Phase I, the fail-
stop adversary blocks all T' wires under its control. So during Phase I, R receives
N’ = N — T values for each B]S, 1 < j < z, which are RS encoded using polynomials of
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degree k —1 = (X —2t) + %’ — 1. Putting the values of N’ and k in Theorem 2.19, we
find that RS decoding can correct ¢ = %’ errors and simultaneously detect additional

d= %’ errors in each of the z received vectors. Now there are following two cases:

1. At most %’ Byzantine errors occur during Phase I: In this case, the decoding
algorithm will correct these errors and will not detect additional errors in any
received vector. So R will recover each BJS» (and hence M) at the end of Phase
I. Moreover, S will also come to know this at the end of Phase II after receiving

the ”SUCCESS” signal.

2. More than %’ Byzantine errors occur during Phase I: In this case, Je € {1,2,...,z},
such that e received vector C? contains more than %’ corrupted values. So, RS
decoding will correct %’ errors and simultaneously detect the remaining faults
(which are at most %’) So R will come to know that more than %’ values
are corrupted in CR. In this case, R reliably sends back C® to S, who after
comparing it with the original codeword C3, finds the identity of more than %’
Byzantine faults and saves them in L4, By broadcasting L fqy¢, S informs the
identity of these faulty wires to R. Finally S re-sends M by executing 1-PRMT-
Mixed(M, L, N, ty, T, |L tquit|) (with increased throughput). From L g, R will
come to know the identity of |L fquu| corrupted wires. So from Theorem 5.7,
1-PRMT-Mixed will be executed successfully and hence R will recover M at the

end of Phase III. O

Theorem 5.19 (Communication Complexity) The communication complezity of
protocol 3-PRMT-Static-Mixed is O(XL), where X = (N — T) and L > N?.

ProoF: During Phase I, S communicates O <¢t X N) = (’)(%) field ele-
(X —2tp)+2

ments. During Phase II, R may communicate O(N?) field elements by broadcasting
the et received vector. During Phase III (if it is executed), S re-sends M by ex-
ecuting PRMT-Mixed(M, L, N, ty, T, | L tquit|), which from Theorem 5.7 communicates

@) <$+||wa X N) = O(%) field elements because %’ < |Lfquir| < tp. Since,
L > N?, the total communication complexity is O(&E). O

We now give two important corollaries of Theorem 5.19.

Corollary 5.19.1 1. If X > T, then X = O(N) because N = X + T 2. Hence, in
this case protocol 3-PRMT-Static-Mixed sends L field elements by communicating
O(L) field elements, where L > N2.

2. If T > X, then T = O(N) because N = X +T. So in this case protocol 3-
PRMT-Static-Mixed sends L field elements by communicating O(%) field ele-
ments, where L > N?2.

5.8.2 A Worst Case O(D) Phase PRMT Protocol Tolerating Af"

Let S and R are connected by n > 2t;,+t;+ 1 wires. Then we present a protocol called
Optimal-Static-PRMT-Mixed tolerating Aff:?fy which has the following properties:

2From [21], if f(n) and g(n) are asymptotically non-negative functions then max(f(n),g(n)) =

e(f(n) + g(n))).
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1. If (n —ty) > ty then the protocol sends mS in three phases by communicating
O(JmS|) field elements.

2. If (n —t5) < ty, then depending upon the adversary behavior, there are two
possibilities:

(a) The protocol reliably sends mS in O(D) phases by communicating O(b) field

log(nt_ft 7

W and ¢ S b < nt.

(b) The protocol fails to send mS. But it reduces n and t ¢ such that (n—ts) > t.
This process will take O(D) phases and requires a communication complexity
of O(b) field elements, where £ < b < nf. Once n and t; satisfies (n—ty) > ty,
mS is sent using the three phase protocol 3-PRMT-Static-Mixed.

elements, where |mS| = ¢, D =

To design the protocol, we use protocol 2-SP-REL-Mixed (given in Section 5.6) as
a black-box. In Optimal-Static-PRMT-Mixed, N denote the number of wires between S
and R and T denote the number of undisclosed fail-stop corruption. Both N and T are
global variables. Initially, N =n and T'=t;. S and R also maintains a list of current
wires between S and R. Each time some wire is identified to be fail-stop corrupted,
it is removed from the list of current wires and accordingly the value of N and T are
reduced. The protocol is formally given in Fig. 5.4.

Remark 5.20 (Size of mS in Optimal-Static-PRMT-Mixed) If Optimal-Static-PRMT-
Mixed calls 3-PRMT-Static-Mixed to send M', then M' will contain at least one chunk
of mS of size %. Since 3-PRMT-Static-Mixed requires the minimum message size (L) to
be N? (where N < n), we take |m| = £ = n3, which ensures that |M'| = %)’ >n? > N2

The analysis of Optimal-Static-PRMT-Mixed is divided into following two cases:

1. When X > T

2. When X < T. This case has further two sub-cases, depending upon whether
D>1orD<1.

We now consider all the above cases one by one.

Lemma 5.21 If X > T, then Optimal-Static-PRMT-Mixed reliably sends mS in three
phases by communicating O({) field elements.

ProoF: Follows from Part(1) of Corollary 5.19.1 by substituting L = |mS|, where
|mS| = n3. O

Lemma 5.22 If X < T and D < 1 then Optimal-Static-PRMT-Mixed reliably sends

mS in three phases by communicating O(b) field elements.

ProOOF: If X < T then N = O(T) because N = X +T. Also if D < 1 then it implies

log(%b) > log(ntftf) = %b > ntftf =b> c(%_if) =b> %. This is because initially

N =nand T =t;. Also X = (N —T). Thus, we require to send /¢ field elements by
communicating O (%) field elements. Since £ = n? = N3, this implies that Optimal-

Static-PRMT-Mixed has to send N? field elements by communicating O <NTB'T) field
elements. From Part(2) of Corollary 5.19.1, we find that this can be done in three
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phases by executing 3-PRMT-Static-Mixed. O

Lemma 5.21 and Lemma 5.22 prove the properties of Optimal-Static-PRMT-Mixed for
two cases. Now we analyze the properties of Optimal-Static-PRMT-Mixed for the case
when X < T and D > 1. In this case, the execution sequence of Optimal-Static-PRMT-
Mixed is as follows: S sequentially selects a chunk B; of size % from the message mS.
S then executes 2-SP-REL-Mixed to send B; using (X — 2t,) + £ + ky as the block-size,
where kf = Té. In this process either (a) R recovers B; or (b) S and R identifies at
least T' — ks + 1 fail-stop corrupted wires or more than %’ Byzantine corrupted wires,
which subsequently S and R removes from their list of current wires. Accordingly, the
value of N,T and X are updated. In the first case R receives B; and then S selects the
next chunk B;; and repeats the same process. In the later cases, depending upon the
type of identified faulty wires, S re-sets the block-size and tries to re-send the same B;
by executing 2-SP-REL-Mixed. Note that if more than %’ Byzantine corrupted wires are
identified, then the same block size is used to re-send B;, whereas if more than T'— &y
fail-stop corrupted wires are identified then block-size becomes (X — 2t;) + %’ + ky,
where kj is reduced at least by a factor of (%b). This process will continue until the
S is received by R or the number of unknown fail-stop faults 7" becomes less
than or equal to X. When number of unknown fail-stop faults 7" becomes less than or
equal to X, S sends the remaining portion of mS, say mS, by executing the three phase
PRMT protocol 3-PRMT-Static-Mixed, which will optimally send S by communicating
O(|m3|) field elements.

Thus, in summary, the execution sequence for this case is as follows: we create a
win-win situation with the adversary, such that if the number of fail-stop corruptions
done by the adversary is less than a specific limit then S will be able to successfully
send B; to R. Moreover, the size of B; will be more than what S is allowed to send
in a single phase to R according to Singleton Bound. On the other hand, if the the
number of fail-stop corruptions done by the adversary is more than the specific limit
then S will be not be able to successfully send B; to R. But in this case, the number
of unknown fail-stop corruption, i.e. T, is reduced at least by a factor of %b. This
process is repeated till either the entire mS is delivered or the value of T' (after several
reductions) becomes less than or equal to that of X. In the later case, mS is re-sent
using 3-PRMT-Static-Mixed. Interestingly, we will show (in the sequel) that this entire

process takes O(D) phases and a communication complexity of O(b).

entire m

Lemma 5.23 In protocol Optimal-Static-PRMT-Mixed, if some execution of 2-SP-REL-
Mixed fails due to the occurrence of more than %’ Byzantine errors, then the remaining
executions of 2-SP-REL-Mixed in Optimal-Static-PRMT-Mixed can fail only due to oc-
currence of more than T' — ky fail-stop errors.

PROOF: In protocol Optimal-Static-PRMT-Mixed if some execution of 2-SP-REL-Mixed
fails due to the occurrence of more than %’ Byzantine errors, then both S and R will
know the identity of these wires. This implies that in the remaining executions of 2-SP-
REL-Mixed in Optimal-Static-PRMT-Mixed, at most %’ — 1 Byzantine errors can occur.
If in all these remaining executions of 2-SP-REL-Mixed, at most T"— k fail-stop errors
occur, then in each execution of 2-SP-REL-Mixed, R will receive N’ = N — (T — ky)
values for each sub-block of B;, where each sub-block is RS encoded using a polynomial
of degree k—1 = (X —2t;) + %’ + k¢ —1. Putting these values in Theorem 2.19, we find
that RS decoding algorithm will be able to correct ¢ = %’ errors in the received vectors
and hence 2-SP-REL-Mixed will be successful. So if some execution of 2-SP-REL-Mixed
fails then it will be due to the occurrence of more than T' — k; fail-stop errors. O
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Lemma 5.24 In protocol Optimal-Static-PRMT-Mixed, if any execution of 2-SP-REL-
Mixed fails due to occurrence of more than T — ky fail-stop errors, then T' is reduced at
least by a factor of %b.

PROOF: From Lemma 5.8, if 2-SP-REL-Mixed fails due to the occurrence of more than
T — ky fail-stop errors, then the number of unknown fail-stop errors reduces to at least

T—(T—kp+1)=k;—1=T% -1 O

Theorem 5.25 If X < T and D > 1 then Optimal-Static-PRMT-Mixed terminates in
O(D) phases.

ProOF: If X < T and D > 1 then the phase complexity of Optimal-Static-PRMT-Mixed
is bounded by the number of times protocol 2-SP-REL-Mixed is executed in Optimal-
Static-PRMT-Mixed. There are ¢ = D chunks of mS and 2-SP-REL-Mixed is executed at
least once to send each of them. If each chunk is sent successfully in a single attempt,
then the phase complexity of Optimal-Static-PRMT-Mixed is O(D).

On the other hand, from Lemma 5.24, each un-successful execution of 2-SP-REL-
Mixed in protocol Optimal-Static-PRMT-Mixed due to occurrence of more than T — kj
fail-stop errors reduces the number of unknown fail-stop errors 7" at least by a factor of
%b. Also, from Lemma 5.23, 2-SP-REL-Mixed can fail only once due to Byzantine errors.
Hence the number of un-successful executions of 2-SP-REL-Mixed required to bring the
number of unknown fail-stop errors T, from its initial value of ¢ty to n —t;(= X) is
log(;=% ;)

log(<)

bounded by O ( = O(D). Once T becomes less than or equal to X, the

remaining message is sent in three phases by executing 3-PRMT-Static-Mixed. Thus
even if adversary alternately allows some (un)successful executions of 2-SP-REL-Mixed
followed by some unsuccessful(successful) executions of 2-SP-REL-Mixed, the phase
complexity of Optimal-Static-PRMT-Mixed is bounded by O(D). O

Theorem 5.26 The communication complezity of Optimal-Static-PRMT-Mixed is O(b),
where £ < b < nl and £ > n>.

PrROOF: In Optimal-Static-PRMT-Mixed, if step 2 is executed, then from Lemma 5.21,
the communication complexity of the protocol is O(¢) = O(b). Similarly, if step 3
is executed, then from Lemma 5.22, the communication complexity of the protocol is
O(b). However, if step 4 is executed, then the communication complexity of Optimal-
Static-PRMT-Mixed is computed as follows:

To send a chunk B; of size %, S executes 2-SP-REL-Mixed with block-size k =
(X —2t)+%+kp = (X—2tb)+%’—|—T£. Also at every stage of the protocol N = T+ X.
From Lemma 5.9, the number of field elements sent by S during the execution of
2-SP-REL-Mixed is given by m

the numerator and decreasing the denominator, the above expression is bounded by
%TQ—F‘Q = % =0 (%). From Theorem 5.25, the overall phase complexity of Optimal-
Statcilz:—PRl\/IT—l\/Iixed is O(D). Thus, the total number of field elements communicated by
S is O(b). In the protocol, each time 2-SP-REL-Mixed fails, R broadcasts a bit vector
of length n, which requires communicating O(n?) field elements. Since, in Optimal-
Static-PRMT-Mixed, the number of failures of 2-SP-REL-Mixed is bounded by O(D),
the total number of field elements communicated by R in the protocol is O(n?D).
Since |mS| = n? and b > |mS|, the overall communication complexity of Optimal-

Static-PRMT-Mixed is O(b) + O(n*D) = O(b). 0

(X + T). Since, T > X, by increasing
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Theorem 5.27 Let S and R be connected by n > 2t, +ty + 1 wires, such that t; >0

and ty > (n—tys). Then there exists an O(D) phase PRMT protocol tolerating Aff:'?;),
S

which sends a message m® containing £ = ©(n3) field elements by communicating O(b)

log(7-L-)
field elements, where £ < b < nf and D = 1g(70b§ )
og(7

Proor: Follows from the above discussion. O

5.9 Concluding Remarks and Open Problems

In this chapter we have studied the inherent tradeoff among all the important parame-
ters of any PRMT protocol, namely network connectivity (n), phase complexity (r) and
communication complexity (b), in the presence of Affg?;).
the holy grail problem of PRMT by deriving a non-trivial lower bound on the phase
complexity of any PRMT protocol, which sends a given message over a given network
in the presence of Affg?;), such that the communication complexity of the protocol is
bounded by a given limit. Our lower bound is first of its kind and shows the inherent
tradeoff among all the parameters of any PRMT protocol simultaneously. Moreover,
we have shown that our bound is asymptotically tight by presenting a PRMT protocol.
As a bi-product of our proposed PRMT protocol, we get a PRMT protocol which is
simultaneously optimal in all the parameters, namely n,b and r.

Our proposed PRMT protocol is optimal only for messages of some specific length

(specifically if |m| = ©(n?)). This leads to the following open question:

Specifically, we have solved

Open Problem 4 Let S and R be connected by n > 2t, + ty + 1 wires, such that
tr >0 andty > (n—ty). Let mS be a message containing £ > 1 field element(s) and

let £ < b < nl. Then does there exist an O(D) phase PRMT protocol tolerating Aff:'?;),

which sends mS by communicating O(b) field elements, for any value of £2
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Figure 5.4: An O(D) Phase PRMT Protocol Tolerating Affl‘f?]f)

Protocol Optimal-Static-PRMT-Mixed (mS,n,t,, tf)
. S and R initializes N =n and T'=1ty. Let X = N - T.

. IF X > T, then S sends mS by executing the three phase protocol 3-PRMT-
Static-Mixed and terminate Optimal-StaticcPRMT-Mixed (see Lemma 5.21).

. IF (X < T) AND (D < 1), then S sends mS by executing the three phase
protocol 3-PRMT-Static-Mixed and terminate Optimal-Static-PRMT-Mixed (see
Lemma 5.22).

. IF (X <T) AND (D > 1), then S and R does the following:

(a) S and R initializes i = 1. S breaks m®S into chunks By, By, ... , B4 each
of size 5 (so ¢ = D).
(b) While (i < ¢) AND (T > X) DO
i. S sets ky = Té and executes 2-SP-REL-Mixed(B;, N,t,,T,k¢) by
using the block size as k = (X —2t,)+ 2 +k; and waits for feed-back.
/* Recall that k is the block-size which is used in 2-SP-REL-Mixed.*/

ii. Depending upon the feedback that S receives at the end of 2-SP-
REL-Mixed(B;, N, ty, T, k), S does the following:
A. S receives "SUCCESS” SIGNAL: In this case, S concludes that
R has correctly received B;. So both S and R increments ¢ and
continues with the next iteration.

B. S receives "ERROR1”7 SIGNAL: In this case, S concludes that
R has failed to recover B; because more than T' — k; fail-stop
corruptions have occurred. In this case, S and R will also come
to know the identity of N — N’ fail-stop corrupted wires (here
N’ is the number of wires over which R has received information
during 2-SP-REL-Mixed(B;, N, ty,, T, k¢)). S and R remove these
wires from the list of current wires between S and R and does
not consider them for the rest of the protocol. Moreover, S and
R also reduces N and T and continues with the next iteration.

C. S receives "ERROR2” SIGNAL: In this case, S concludes that
R has failed to recover B; because more than %’ Byzantine
corruptions have occurred during the execution of 2-SP-REL-
Mixed(B;, N, ty, T, k). Moreover, S will also come to know their
identity after doing local comparison. S saves their identity in a
list Lfqui¢- S then broadcasts L f4.,¢ to R, who also then identifies
|L fault] > %’ Byzantine corrupted wires. S and R then globally
set N = N — |Lfqu| and remove the wires in L g+ from the list
of current wires between S and R and continue with the next
iteration. Now number of Byzantine faulty wires in the set of

current wires is less than %’

(c¢) Ifi > g then S and R terminates the protocol. Else S sends the remaining
portion of the message, say M’, consisting of chunks B;, Bi11, ..., By by
executing the three phase PRMT protocol 3-PRMT-Static-Mixed.
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Chapter 6

PRMT in Undirected Networks
Tolerating Mobile Mixed
Adversary

In this chapter, we discuss about PRMT in undirected synchronous network, tolerating
threshold mobile mized adversary. The mobile mixed adversary, denoted by A’?Oilfle
may corrupt different set of ¢, and ¢y nodes in Byzantine and failstop fashion respec-
tively, during different phases of the protocol. In Chapter 4, we have studied PRMT
tolerating Agmb”e and showed that the mobility of the adversary has no effect on the
POSSIBILITY and OPTIMALITY of PRMT protocols. That is, the necessary and suffi-
cient condition are same for tolerating Am"blle as well as Aflf““c. Moreover, the lower
bound on communication complexity of PRMT protocols are same against .A;’;Obile
well as .Aflf“tic. Furthermore, the upper bound on communication complexity of PRMT

, as

protocols are also same against Agmb”e, as well as Aflf“m L Interestingly, we show that
it is not the case against mixed adversary. Specifically, in this chapter, we show that
PRMT tolerating Agoglfle is possible iff PRMT tolerating A‘E’f“?c is possible. That is,
mobility of the adversary has no effect on the POSSIBILITY of PRMT protocols toler-
ating mized adversary. However, the communication complexity required by PRMT
protocols against Az?:lffl)e is more in comparison to A‘(*f:?;) That is, mobility of the ad-
versary has effect on the OPTIMALITY of PRMT protocols tolerating mized adversary.
This brings forth the power of mobility in the context of mixed adversary. Our results
in this chapter completely settle the issue of POSSIBILITY, FEASIBILITY and OPTIMAL-

ITY of PRMT protocols in undirected synchronous network, tolerating Am"b?)e To the

best of our knowledge, this is the first attempt in the literature of PRMT protocols.
We now begin with the specification of the network model used in this chapter.

6.1 Network Model and Adversary Settings

The network model used here is similar to the one given in section 4.1. That is, there
are n bi-directional synchronous wires wi, ..., w, between S and R. However, instead
of Amgbile, we assume the presence of a computationally unbounded mobile mixed
adversary .AT’ZOI;?&. The adversary A?ng’fl)e controls different set of ¢, and t; wires
(among n wires), in Byzantine and fail-stop fashion respectively, in different phases

'Here there is a slight exception that against .Asm’”c7 we can design communication optimal PRMT
protocol if £ = ©(n?) (see Fig. 3.5). On the other hand, against A7/°*"', we can design communication
optimal PRMT protocol if £ = ©(n?) (see Fig. 4.9).
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of a protocol. Hence if a wire is corrupted by the adversary in Byzantine/fail-stop
fashion in i** phase, then it is healed at the end of that phase. So a wire controlled
by the adversary in i*" phase will be free from the influence of adversary in (i + 1)
phase unless the adversary chooses the same wire to corrupt in (i 4+ 1)** phase as well.
Though Aztmi’fle controls different set of wires in different phases of the protocol, it does
not allow the adversary to gain any information which has previously passed (in earlier
phases of the protocol) through the wires under its control in current phase (unless the
wires were under the control of the adversary in earlier phases also). This is because
the wires (and hence the nodes along these wires) erase all the local information from
their memory at the end of each phase.

In the next section, we give the characterization of PRMT tolerating A?ZOIZ’Z)E We

also derive the lower bound on the communication complexity of PRMT tolerating

mobile
A tb tf)

6.2 Characterization and Lower Bound on Communica-
tion Complexity

mobil e

(tots is given by the

The necessary and sufficient condition for PRMT tolerating A
following theorem:

Amobzle

Theorem 6.1 PRMT over an undirected synchronous network N tolerating (ot s)

possible iff N is (2t +t5 + 1)-(S, R)-connected.

18

PrOOF: From Theorem 5.1, PRMT tolerating .As’f““fZc is possible only if NV is (2t, +
ty +1)-(S, R)-connected. Since A’Zf’g?)‘f is more stronger than .Asmtw), obviously for

PRMT tolerating A@gg@l)e, we require ' to be (2t + ¢ty + 1)-(S, R)-connected. This
completes the necessity proof.

On the other hand, let A" be (2t, +t¢ + 1)-(S, R)-connected. That is, there exists
at least n = 2t, + 1t + 1 wires between S and R. Then to reliably send a message mS,
the sender S can simply broadcast mS to R over the n wires. It is easy to see that R
will correctly receive mS by taking majority among the received values. This completes

the sufficiency proof. O

mobile

The lower bound on the communication complexity of PRMT tolerating A (ot s) is

given by the following theorem:

Theorem 6.2 Let S and R be connected by n > 2ty +ty+1 wires and let r > 2. Then
any r-phase 2 PRMT protocol tolerating .Am"b”e, must communicate §2 <m) field

elements in order to transmit a message contaming { field elements.

PRrROOF: To prove the theorem, we first observe the communication pattern of any multi
phase PRMT protocol tolerating Aztmi’fle and show that the communication complexity
of any multi phase PRMT protocol is not less than the communication complexity of
a special type of single phase PRMT protocol. We then derive the lower bound on the

communication complexity of this special type of single phase PRMT. More specifically,

static mobile

2Any single phase PRMT protocol tolerating A(tb,tf) will also work against Af tr)" Hence the

lower bound on the communication complexity of single phase PRMT tolerating ff“tt';) as given in

Theorem 5.5 will also hold against A"Z;’b;ﬁ
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the proof of Theorem 6.2 follows from Lemma 6.3 and Lemma 6.11, which are proved
below.

Lemma 6.3 The communication complexity of any multi-phase PRMT protocol to
send a message against a mobile adversary corrupting up to B(< t,) and F(< ty)
wires in Byzantine and fail-stop manner respectively (in each phase of the protocol) is
not less than the share complexity (sum of the length of the shares) of distributing n
shares for the message such that any set of n — B — F' shares has full information about
the message.

To prove the above lemma, we begin with defining a weaker version of single-phase
PRMT called PRMT with Error Detection (PRMTED). We then prove the equivalence
between the communication complexity of PRMTED protocol to send message M and
the share complexity (sum of the length of all shares) of distributing n shares for M,
such that any set of n — B — F shares has full information about M (see Claim 6.5).
We then show that the communication complexity of any multiphase PRMT protocol

tolerating A’(Zf’g?)‘f is at least equal to the communication complexity of single phase

PRMTED (see Claim 6.10). These two equivalence will prove the desired equivalence
as stated in Lemma 6.3. We begin with the definition of PRMTED protocol.

Definition 6.4 (PRMTED) A single phase PRMT protocol is called PRMTED if it
satisfies the following conditions:

1. If the adversary is passive throughout the protocol then R correctly receives the
message sent by S.

2. If the adversary changes information over B wires (B < t3), then R detects it,
and aborts.

3. If adversary blocks F' < ty wires, without doing any other corruption, then R
recovers the message correctly. Else if adversary blocks more than t; wires or
does some other corruption (or both), then R aborts.

Observe that PRMTED is a strictly weaker version of PRMT because a PRMT
protocol not only detects errors but also corrects them. We next show that the prop-
erties of PRMTED protocol for sending a message M is equivalent to the problem of

distributing n shares of M, such that any set of n — B — F' shares has full information
about M.

Claim 6.5 Let Il be a PRMTED protocol tolerating an adversary that can corrupt any
B and F wires connecting S and R in Byzantine and fail-stop manner respectively. In
an execution of Il for sending a message M, the data s;,i = 1,...,n sent by the S
along wires w; form n shares for M, such that any set of n — B — F shares has full
information about M.

PRrROOF: We show that any set of n — B — F shares has full information about M. The
proof is by contradiction. For a set of wires A, let Message(M, A) denote the set of
messages sent along the wires in A during the execution of a PRMTED protocol to send
M. Now for any set of C' wires with |C| > n— B —F, Message(M, C) should uniquely
determine the message M. If not, then there exists another message M’ such that
Message(M, C) = Message(M',C). By definition, the adversary can block all the
messages sent along the F' wires not in C' and change the messages along B wires not
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in C, such that the set of all messages received by R is identical to Message(M', C).
In this case, R receives the message M’, while S sent M. This is a contradiction since
R must detect that there has been a corruption. O

The above claim implies that the communication complexity of PRMTED protocol to
send M is same as the share complexity (sum of the length of all shares) of distributing
n shares for M, such that any set of n— B — F shares has full information about M. Now
we step forward to show that the communication complexity of PRMTED protocol is
the lower bound on the communication complexity of any multiphase PRMT protocol

against A’(?:l;?)e Before that we take a closer look at the execution of any multi-phase

PRMT protocol against A’(?:l;?)e

In any multiphase PRMT protocol, S and R can be modelled as polynomial time
Turing machines with access to a random tape. The number of random bits used by
the S and R are bounded by a polynomial g(n). Let r,7 € {0,1}9(") denote the
contents of the random tapes of S and R respectively. The message M is an element
from the set {0, 1}, where p(n) is a polynomial. A transcript for an execution of a
multiphase PRMT protocol 1I is the concatenation of all the messages sent by S and

R along all the wires.

Definition 6.6 (Passive Transcript) A passive transcript T (II, M, ry,r3) is a tran-
script for the execution of the multiphase protocol 11 with M as the message to be sent,
r1,T9 as the contents of the random tapes of sender S and the receiver R and the adver-
sary A@;I;Zfl)e remaining passive throughout the execution of 1. Let T (II, M, ry, ro, w;)
denote the passive transcript restricted to messages exchanged along the wire w;. When
II, M, r1, 79 are obvious from the context, we drop them and denote the passive tran-
script restricted to a wire w; by Ty,. Similarly, Tc denotes the passive transcript T
restricted to a set of wires C'.

Given (M, r1,79) it is possible for S to compute the passive transcript 7 (I1, M, 71, r2)
by simulating R with random tape re. Similarly given (M,r,72), R can compute
T (I, M, r1,79) by simulating S with r;. Note that although S and R require both
r1,79 to generate the transcript 7, receiver R requires only 79 in order to obtain the
message M from the transcript 7. This is clear since R does not have access to 7
during the execution of II but still can retrieve the message M from the messages
exchanged.

Definition 6.7 (Valid Fault Free Transcript) A passive transcript Tc, with n —
F < |C| < n is said to be a valid fault-free transcript with respect to R if there exists
random string ro and message M such that protocol 11 at R with r9 as the contents
of the random tape and To as the messages exchanged, terminates by outputting the
message M.

Definition 6.8 (Adversely Closed Transcript) Two passive transcripts Tc and T/,
where n — F < C < n are said to be adversely close if the two transcripts differ only
on a set of wires A such that |A| < B+ (|C] — (n — F)). Formally [{w;|Tw, # T} <
B+ (|IC| - (n—F)).

We next prove the following claim:

Claim 6.9 Two valid fault-free transcripts To(IL, M, r1,72) and To(IL, M/, v}, 1) with
two different message inputs M, M’, cannot be adversely close to each other, where
n—F<C<n.
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PROOF: Suppose two valid fault-free transcripts 7¢/(II, M, 1, r2) and Z¢ (11, M/,rll, 7"’2)
are adversely close. This implies that there is a set of wires A, where |A| < B+ (|C| —
(n — F)), such that the two transcripts differ only on messages sent along the wires in
A. Without loss of generality, assume that the last B+ (|C| — (n — F')) wires belong to
A with A = XoY where | X| = B and |Y| = (|C|—(n—F)). Consider the following two
executions of II where the contents of S’s and R’s random tapes are ry, 9 respectively

e S wants to send M. S and R executes II while the adversary stop the wires in Y
to deliver any message. As To_y (II, M, r1,72) is a valid transcript with respect
to M, R terminates with output M.

e S wants to send M. S and R executes II. The adversary blocks messages
over Y and changes the messages along wires in X such that the view of S is
To—y (I, M, 71, 72) but the view of R is To—y (II, M/, 7}, 75). Since Te—y (II, M/, 7,
rh) is a valid transcript with respect to M/, R will terminate with output M'.

The two scenarios differ only in the adversarial behavior and in the contents of R’s
random tape. In both the scenarios S wanted to send message M. But the message
received by receiver R in the second case is an incorrect message M’. This is a contra-
diction because II is a PRMT protocol. O

Till now, we have shown that a passive transcript over at least n — B — F wires
allows R to output M correctly. We now show how to reduce a multiphase PRMT
protocol into a single phase PRMTED protocol. Specifically, consider the protocol
PRMTED, given in Fig. 6.1.

Figure 6.1: Single Phase PRMTED Protocol
Protocol PRMTED

1. S computes the passive transcript 7 (I, M, r1,72) for some random 7 and rg
and sends 7 (II, M, 7, 72, w;) to R along wire w;.

2. If R does not receive information through at least n — F’ wires then R outputs
ERROR and terminates the protocol.

3. If R receives information over the set of wires C' = {w;,, w;,, ..., w;, } where
n — F < |C| < n, then R concatenates the values received along these wires
to obtain a transcript 7o (which may be corrupted along B wires) and does
the following:

e For each M € {0,1}*™ and ry € {0,1}9™) R does the following:

— If 7¢ is a valid transcript with random tape contents ro for message
M, then output M and terminates the protocol.

e If the condition in the For loop fails for all M € {0,1}*(™ and ry €
{0,139 then R outputs ERROR and terminates the protocol.

We now make the following claim regarding protocol PRMTED.
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Claim 6.10 The Communication complexity of any multiphase PRMT protocol 11
against A@:g?f 1s at least equal to the communication complexity of PRMTED protocol.
Moreover, protocol PRMTED satisfies the properties given in Definition 6.4.

ProoOF: Let II be any multi phase PRMT protocol tolerating Azﬁsglfl)e and let [IPassive
denote an execution of II, where the adversary does only eavesdropping and does no
other type of corruption during the complete execution. It is easy to see that the
communication complexity of ITP#*5¥€ is trivially a lower bound on the communication
complexity of any multi phase PRMT protocol (where the adversary may do other types
of corruptions, in addition to eavesdropping). We now show that the communication
complexity of ITP*$5¢ is same as the communication complexity of PRMTED protocol.
Once we do this, then the communication complexity of PRMTED protocol is a trivial
lower bound on the communication complexity of any multi phase PRMT protocol
tolerating A@;I;icl)e

In PRMTED, S assumes its random tape contains 1 and random tape of R contains
ro. S also assumes that in II, the adversary will only do eavesdropping and no other
type of corruption and generates the passive transcript 7 (II, M, 1, 73). As explained
earlier, S can do so by simulating R, assuming the content of R’s random tape to be
ro. However, note that R neither knows m, nor r1, 7o, which S has used for generating
7. S then communicates 7 to R by sending the components of 7 restricted to wire w;,
along w;. It is easy It is easy to see that the cost of communicating such a transcript
by PRMTED is same as the communication complexity of ITP#ssive,

The messages sent along wire w; in protocol PRMTED is the concatenation of the
messages that would have been exchanged between S and R along w; in IIP*5v¢ From
Claim 6.9, we know that valid transcripts of two different messages cannot be adversely
close to each other. So irrespective of the actions of the adversary, the transcript re-
ceived by R cannot be a valid transcript for any message other than M for any value
of ro. Hence if R outputs a message M then it is the same message sent by S. Thus
protocol PRMTED satisfies the properties given in Definition 6.4. O

Claim 6.5, along with Claim 6.10 completes the proof of Lemma 6.3. Till now, we have
shown that the communication complexity of PRMTED protocol is the lower bound on
the communication complexity of any multi phase PRMT protocol tolerating A’(Zf’i?)&
Moreover, the communication complexity of PRMTED protocol to send a message M
is same as the share complexity of distributing n shares for the message M, such
that any set of n — (F + B) shares has full information about the message. All these
facts implies that share complexity of such a distribution gives the lower bound on the
communication complexity of any multi phase PRMT protocol tolerating AE?:ZZ;)G We
now proceed to derive the share complexity of such a distribution scheme.

Lemma 6.11 The share-complezity (that is sum of the length of all shares) of dis-

tributing n shares for a message, consisting of ¢ elements from F, such that any set of

nt
(n—B-F) )*

n — B — F shares has full information about the message, is €2
PROOF: To prove the lemma, we use entropy based arguments. Let X; denote the it
share. For any subset A C {1,2...n}, let X4 denote the set of variables {X;|i € A}.
Let M be the message, selected uniformly at random from F/. Then the message M
and the shares X; are random variables. Let H(X) for a random variable denote its
entropy. Let H(X|Y) denote the entropy of X conditional on Y. The conditional
entropy measures how much entropy a random variable X has remaining, if we have
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already learned completely the value of the second random variable Y [22]. Since any
set C of n — B — F shares has full information about M, we have

HM|Xc)=0
Since M is chosen uniformly from F*, we have
HM)=¢ (6.1)
From the chain rule of the entropy [22], for any two random variable X7, Xs, we

have H(X1, X9) = H(X3) + H(X1|X2). Substituting X; = M and X3 = X¢, we get

H(M, X¢) = H(Xc)+ HM[Xc)

From the properties of joint entropy [22], for any two variables X7, Xo, we have
H(X1,X2) > H(X1) and H(X1, X2) > H(X3). Thus, H(M, X¢) > H(M). Substitut-
ing in the above equation, we get

H(M) H(Xc) + HM|X¢)

H(X¢)+ 0 because M can be known completely from X¢

IN A

Consequently, H(M) < H(X¢). Therefore for any set C of cardinality n — B — F,
we have

H(Xc) > HM) = > H(X;) > H(M)
ieC

Since there are (n—g—F) possible subsets of cardinality n — B — F', summing the
above equation over all possible subsets of cardinality n — B — F' we get

Now in all the possible (n_]g_F) subsets of size n — B — F, each of the term H(X;)

appears (n_gj,_l) times. So

(oot ), o Jon + Saons
Since H(M) = ¢, we get

- nt
H(X;)> ——
S 2

Thus the share-complexity for any M € F* is (n_’gf_ F) O

Since B <ty and ' <y, <$> =0 <#ﬂm> Theorem 6.2 now follows from

Lemma 6.3 and Lemma 6.11. d
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6.2.1 PRMT Against A”;"IZ}@ Requires More Communication Than

PRMT Against A‘E’f“?fc

Suppose S and R are connected by n = 2t; +t; + 1 wires, which are under the control
of static mixed adversary .ASt“”fC). Then from Corollary 5.17.2, any PRMT protocol

static

tolerating A(tb i) must run for Q(log(i—i)) phases to reliably send £ field elements

by communicating O(¢) field elements. Moreover, from Theorem 5.27, the bound on
static

phase complexity is tight. This shows that in the presence of A(tb i)’ it is possible
to achieve reliability with constant factor overhead, where S and R are connected by
n =2ty +ty + 1 wires.

Now suppose that S and R are connected by n = 2t;, +t;+ 1 wires, which are under

the control of mobile mixed adversary AE?‘)Z”)Q. Then from Theorem 6.2, any multiphase

(tooty
send £ field elements. However, since n = 2t,+ts+1, n need not be ©(;). In fact, in the

worst case, t, may be constant. This implies that in the presence of Az?:%l)e, it may not

PRMT protocol against Am‘)blle, must communicate §2 < > field elements to reliably

be possible at all to achieve reliability with constant factor overhead, irrespective of the
number of phases, when S and R are connected by n = 2t;, +t; + 1 wires. This shows
that any PRMT protocol against A’(Zf’gil)‘f requires more communication complexity in
comparison to its static counter part.

In the next section, we show that the bound on the communication complexity
given in Theorem 6.2 is asymptotically tight. For this, we design a communication

optimal PRMT protocol tolerating A”ZOI;?)G

6.3 Communication Optimal PRMT Tolerating .A”Z"?’fl@
Let S and R be connected by n = 2¢, 4+ ¢ty + 1 wires, which are under the control

of A’?Ogiﬁl)‘f. We then design a three phase PRMT protocol called 3-Optimal-PRMT-
S

Mobile-Mixed, which reliably sends a message m> containing nt; (¢, > 1) field elements
by communicating O(n?) field elements. If t, = ©(n), then nt;, = O(n?) and hence
the protocol sends ©(n?) field elements by communicating O(n?) field elements, thus
achieving reliability with constant factor overhead.

Remark 6.12 Notice that if t, = 0, then n =ty +1. In this case, we can directly send
any message of size £ by broadcasting it over the n wires, incurring a commumnication
cost of O(nl). Moreover, from Theorem 6.2, this will be optimal.

The idea of protocol 3-Optimal-PRMT-Mobile-Mixed is as follows: we create a win-
win situation with the adversary. Specifically, S divides the message into several blocks
of size & 7 +1 and tries to reliably send each block by encoding it into an RS code word
of length n. If at most & 2 Byzantine errors occur during the transmission, then R will
be able to correctly recover each block at the end of first phase itself. However, if more
than %’ Byzantine errors occur, then R will fail to recover the blocks, but will detect
that more than %’ errors have occurred. So R reliably sends back the received vector
to S, in which R has detected more than %’ errors. However, since the adversary is
mobile and may corrupt different set of wires during second phase, to reliably send
back the received vector, R broadcasts it to S. S, after local comparison, finds the
identity of at least %’ wires, which delivered incorrect information during the first
phase. During third phase, S reliably sends the identity of these corrupted wires to R

by broadcasting. Now from the each vector received by R during first phase, R will
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neglect the components received over the corrupted wires. R will be then left with
shortened vector and in each vector there will be at most %’ corrupted values, which
R can now easily correct by using RS decoding algorithm. Thus in short, second and
third phase are used to identify at least %’ corrupted values in the vectors, which were
received by R during first phase. Once these corrupted values are removed, there will
be sufficient redundancy in each received vector to recover the original blocks of mS.
The protocol is formally given in Fig. 6.2.

Figure 6.2: A Three Phase Communication Optimal PRMT Protocol Tolerating

ALl =2t +tp + 1, [m®] = nty

Protocol 3-Optimal-PRMT-Mobile-Mixed
Phase I: S to R:

1. S divides mS into blocks BY, ..., BS, each containing 1+ 321 field elements.

2. Forj=1,...,2z, S computes the RS codeword C’JS = (cjs'l7 RN C]sn) of length n corresponding
to block B.

3. Fori=1,...,n, S sends i'" component of all codewords to R over wire w;.

Phase II: R to S:

1. Let R receive information over wires wj,, ... Wi where n — ¢y < N’ <n.

2. For j = 1,...,2, let R receive cﬁwu.,cﬁw over wires wi, ,...,w;,, respectively. Let
CRt = (cfty,.... e ).

3. For j=1,..., 2, R executes RS-DEC(N’, C’JR, %, %, 321 +1).

4. If3j € {1,2,..., 2}, such that RS-DEC(IV’, C’JR7 %’, %’, %’—1—1) does not output any polynomial

of degree %, then R broadcasts C’JR and index j to S.

5. Else for each CJRJ =1,...,2z, RS-DEC(NN', C’JR7 L. 2 4 1) outputs correct BJS R recovers
mS by concatenating all B]S"s7 broadcasts “TERMINATE” signal to S and terminates the
protocol.

If S receives “TERMINATE” signal, then S terminates the protocol. Else S executes the third
phase as follows:

Phase III: S to R:

1. S correctly receives C’JR and index j.

2. S locally compares C’JR with C’js and identifies more than %’ wires which were Byzantine

corrupted during Phase I. S saves the identities of these wires in a list Lfquiz.

3. S broadcasts to R the list L4+ and terminates the protocol.
Local Computation by R at the End of Phase III:

1. R correctly receives Lyqui+ and identifies |Lfquit| > %’ + 1 wires, which delivered incorrect
values during Phase 1.

2. For j=1,...,2, R removes cﬁ from C’JR, provided w; € Lyquit-
3. For j=1,...,2, R executes RS-DEC(N’ — |Lfault|7CJR7tb — |Lfauit], 0, %7 +1).

4. For j=1,...,z, RS-DEC(N' — |Lfault|,le-)”,tb — |Lyauit|, 0, %’ + 1) outputs BJS R recovers
mS by concatenating all BJS’S and terminates the protocol.

Our three phase protocol works in the presence of A’(Zf’glfl)‘f as in Phase IT and Phase

IIT, R/S uses only broadcast for reliably sending some information. Broadcast sends
any information reliably even in the presence of Az?:lffl)e We now prove the properties
of protocol 3-Optimal-PRMT-Mobile-Mixed.
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Lemma 6.13 (Correctness) Protocol 3-Optimal-PRMT-Mobile-Mixed correctly deliv-

ers the message mS Amobzle

in at most three phases, tolerating (ot r) -

PROOF: We prove the theorem for the worst case, when R receives information over
N'=n —ty = 2t;, + 1 wires during Phase I. Thus each received vector C'jR will be of
length 2t,+1. Each CJR will differ from st in at most ¢, locations. Moreover, each st is
RS encoded using polynomial of degree %’ Now by putting N’ = 2t,+1,¢ = d = % and
k= tb 41 in the inequality of Theorem 2.19, we find that RS- DEC(N' CJR, tQ", t2b, 2 +1)
will be able to correct % errors in CR and detect addltlonal errors (if any) in C]R .
Now there are two posmble cases:

1. At most % 2 Byzantine Errors are Present in Each C’R In this case, RS-DEC
will correct all these errors and will detect no addltlonal errors. Thus RS-DEC
will correctly output each B]S. Moreover, R will know that BJS which is output by
RS-DEC is correct. This is because in this case, the error correction plus detection
capability of RS-DEC is equal to the maximum number of errors that can happen
(i.e c+d =ty). So R will correctly recover mS and will terminate the protocol by
broadcasting "TERMINATE” signal 3. S on receiving this signal will conclude
that R has recovered mS and hence will terminate the protocol. So, in this case,
the protocol will terminate in two phases.

2. More than tb Errors are Present in Some CR' In this case, RS-DEC will
Correct errors in C; R and will detect the remaining errors (which can be at most
2% ) Slnce RS-DEC can only detect the remaining errors and has no capability of
correcting them, it will not output anything. This will indicate to R that more
than %’ errors are present in CJR. However, R has no means to know the identity

of the corrupted wires, who delivered those corrupted components of CjR 4 To
know their identities, R broadcasts C'jR to S.

Upon receiving CJR and locally comparing it with C'js , S will identify at least
%’ + 1 Byzantine corrupted wires who had sent incorrect values during Phase
I. S saves their identities in a list Lyq;. S then broadcasts Lygqu: to R. On
receiving L q,¢, R removes all the components of each CJR received over the wires
in Lyqyy. Thus each C]R will now contain 2t + 1 — |L 4| values, out of which
at most ¢, — | L fauit| < %’ could be corrupted. Now putting N’ = N’ — |L fqut| =
2ty + 1 — |Lyquitl,¢ = t — |Lfquie|,d = 0 and k = %’ + 1 in the inequality of
Theorem 2.19, we find that RS-DEC will be able to correct all t, — | L fqu1¢| errors
present in each C]R and will correctly output B]S. Moreover, since R now knows

that at most ¢, — | L fquit| < %’ errors are present in each C’F, R concludes that

output BJS is correct. Thus by combining all B]S»’S, R will recover mS correctly.
So, in this case, the protocol will terminate in three phases.
This completes the proof of the correctness. O

Lemma 6.14 (Communication Complexity) Protocol 3-Optimal-PRMT-Mobile-Mixed
sends mS containing nty, field elements by communicating O(n?) field elements.

PRrROOF: During Phase I, S sends an RS codeword of length n for each Bs where size

of BS is 1+ 2. So the total communication cost of Phase I is O <| i n) = O(n?),

2

3This case is similar to Property 2.22.
“This case is similar to Property 2.23.
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as |mS| = nty. In the second phase, R may either broadcast ”TERMINATE” signal or
a vector CJR of length N’. So in the worst case, the communication cost of Phase II is
O(n?). 1If Phase III is executed, then S broadcasts L fqq:, where %’ +1 < |Lsqui| < t.

This incurs a communication cost of O(ntp). Thus the overall communication cost of
3-Optimal-PRMT-Mobile-Mixed is O(n?). 0

Theorem 6.15 Protocol 3-Optimal-PRMT-Mobile-Mixed is a communication optimal

; mobile
PRMT protocol tolerating A(tb,tf) .

PRrROOF: From Theorem 6.2, we find that any three phase PRMT protocol over n =
2t, + ¢ + 1 wires must communicate (n?) field elements to reliably send a message

containing nt;, field elements against A?’Z:Iffl)e From Lemma 6.14, the communication

complexity of protocol 3-Optimal-PRMT-Mobile-Mixed is O(n?). Hence it is communi-
cation optimal. O

6.4 Concluding Remarks and Open Problems

In this chapter, we have studied the issues related to POSSIBILITY, FEASIBILITY and
OPTIMALITY of PRMT tolerating Ag;l;;l)e Our results show that mobility of the mixed
adversary has no effect on the POSSIBILITY of PRMT. However, mobility of the mixed
adversary does affect the OPTIMALITY of PRMT protocols. The results for PRMT

tolerating AZ}:IZ%@ are summarized in Fig. 6.3.

Figure 6.3: Summary of the Results for PRMT in Undirected Synchronous Network

: mobile
Tolerating A(tb,tf)

Number of Connectivity Lower Bound on Upper Bound
Phases (r) | Requirement (n) | Communication
Complexity
r<l1 n>2t,+ty+1 Q <#f+tf)) Broadcast protocol:
Theorem 6.1 Theorem 5.5 n =2, +ty+1,
Communication
complexity = O(nl)
14
r>2 n>2t,+ty+1 Q (#Hf)) Protocol
Theorem 6.1 Theorem 6.2 3-Optimal-PRMT-Mobile-Mixed:
n = 2t, + ty+ 1,/ = @(’I’Ltb)
Communication
complexity = O (?—f)

From Fig. 6.3, we find that protocol 3-Optimal-PRMT-Mobile-Mixed is communica-
tion optimal only if the message contains ¢ = ©(nt;) field elements. This leads to the
following open question:

Open Problem 5 Let S and R be connected by n = 2t, +ty + 1 wires. Then does
there exist a multiphase (more than one phase) PRMT protocol which reliably sends a
message containing £ field elements, by communicating O (?—f) field elements, tolerating

Amobile

(tots)? for any value of £7
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Chapter 7

PRMT in Directed Networks
Tolerating Static Byzantine
Adversary

Till now, all the results that we discussed are in the undirected network model, where
the communication link between any two nodes in the network is bi-directional. How-
ever, in practice, not every communication channel may admit bi-directional communi-
cation. For instance, a base-station may communicate to even a far-off hand-held device
but the other way round communication may not be possible. In such a scenario, it
is more appropriate to model the underlying network as a directed graph. Motivated
by this, Desmedt et al. [24, 87] introduced the problem of PRMT, PSMT, SRMT
and SSMT in directed network. The necessary and sufficient condition for PRMT in
undirected graph tolerating Af:atic as given in Theorem 3.2 will also hold for undi-
rected graphs. However, to the best of our knowledge, nothing is known regarding the
OPTIMALITY of PRMT in directed network. We completely resolve this issue in this
chapter.

We now give the formal description of the directed network model, which is used
in this chapter.

7.1 Directed Network Model

We assume that the underlying network is a connected, synchronous network repre-
sented by a directed graph where S and R are two non-adjacent nodes of the graph.
All the arcs in the network are reliable and secure but the nodes can be corrupted.
The intermediate nodes between S and R are oblivious, message passing nodes and
they do no computation of their own. Their only task is to pass information from their
predecessor node to their successor node.

We assume the presence of a static, threshold adversary .Aff“tic, having unbounded
computing power, who can corrupt any set of ¢, nodes in the graph (excluding S and
R) in Byzantine fashion. Following the approach of [24], we abstract away the network
and assume that S and R are connected by node disjoint paths, also called as wires,
which are directed either from S to R or vice-versa. More specifically, we assume that
there are n wires from S to R, denoted by fi,..., f, and v wires from R to S, denoted
by b1,...,by,. Moreover, the wires from S to R are node disjoint from the wires which
are directed from R to S. The n wires from S to R are also called as top band, while
the u wires from R to S are called as bottom band. The adversary Af:“”c can control
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at most t, wires out of these n + u wires in Byzantine fashion.

7.2 Characterization of Communication Optimal PRMT
in Directed Network

We first begin with the following theorem:

Theorem 7.1 PRMT between S and R in an undirected synchronous network toler-
ating .Aflf“tic 1s possible iff there exists n > 2t, + 1 wires in the top band.

PRrROOF: The necessity follows from Theorem 3.2. For sufficiency, we can use broadcast
protocol. O

The communication complexity of the broadcast protocol is O(nf). Now an interest-
ing question here is whether we can further reduce the communication complexity of
PRMT protocol in directed network. Any PRMT protocol which reliably sends a mes-
sage containing ¢ field elements against .Aflf“tic has a trivial lower bound of ©(¢) on
communication complexity. This is because any PRMT protocol has to reliably send
the message. Thus any PRMT protocol which reliably sends a message containing ¢
field elements and has a communication complexity of O(¢) field elements will be com-
munication optimal PRMT protocol. Indeed, in Chapter 3, we have designed a three
phase PRMT protocol called 3-Optimal-PRMT-Static-Byzantine, which reliably sends a
message containing ¢ field elements by communicating O(¥) field elements in undirected
network, tolerating Aflfmc. We now show that something similar can be also done in
directed network.

Before proceeding further, we stop for a moment and compare the directed network
model with the undirected network model. In undirected network model tolerating
.Aflf“tic, we assume that there exists n > 2¢, + 1 bi-directional wires between S and
R, of which at most ¢, wires could be under the control of A§“*¢. Thus S and R
can always do reliable communication between them by broadcasting information over
the n wires. This allows us to do error detection and correction and design a three
phase communication optimal PRMT protocol, which allows to send £ field elements by
communicating O(¢) field elements (see protocol 3-Optimal-PRMT-Static-Byzantine).

On the other hand, in directed network model, there are n wires in the top band and
u wires in the bottom band, where the wires in the top band are completely disjoint from
the wires in the bottom band. From Theorem 7.1, for any PRMT protocol tolerating
.Af;“tic, n > 2ty + 1. So S can always reliably send any information to R. But u can be
anything. In fact, u may be less than or equal to ¢, and it may happen that the entire
bottom band is corrupted. So in any multiphase PRMT protocol in directed network,
R may not always be able to reliably send feedback. This is in contrast to the case of
undirected network, where R can always do so by simply broadcasting the feedback.
It is this inherent difficulty, which makes the task of designing communication optimal
PRMT protocol little difficult in the case of directed network and hence call for some
new techniques. In the next theorem, we first characterize the digraphs, over which
communication optimal PRMT protocol is possible. To be more clear, we answer the
following question:

what are the necessary and sufficient structural conditions that the underly-
ing directed graph should satisfy for the possibility of communication optimal
PRMT protocol, which sends a message consisting of £ elements from F, by
communicating O(() field elements, tolerating Af'“"?
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The following theorem completely resolves the above question.

Theorem 7.2 Communication optimal PRMT protocol, tolerating .Aflf“tic s possible
over a digraph iff there are n > 2t, + 1 wires in the top band and u wires in the bottom
band such that (n — 2ty) + 2u = O(n).

ProOOF: Necessity: First of all, irrespective of the value of u, from Theorem 7.1,
n > 2t, + 1. Hence the digraph must have n > 2t;, + 1 wires in the top band for the
existence of any PRMT that is communication optimal. Next we show that u must
satisfy (n — 2tp) + 2u = O(n) for the existence of any communication optimal PRMT
protocol. We have to prove this when u < t, because if u > ¢, then (n—2t,)+2u = O(n)
is satisfied.

So let u < t,. Suppose both S and R in advance know that the entire bottom band
is corrupted. Under this assumption, any multiphase PRMT protocol virtually reduces
to a single phase PRMT protocol, where S is connected to R by n > 2t, + 1 wires, of
which at most ¢, —u are corrupted. Now from Theorem 5.5, by substituting ¢y = 0, we

nl
n72tb

ably sending ¢ field elements, where S is connected to R by n > 2t;,+1 wires, of which at
most t;, are corrupted. This implies that any single phase protocol must communicate

find that any single phase protocol must communicate 2 < > field elements for reli-

Q ("7£) field elements for reliably sending ¢ field elements, where S is connected

n—2(t,—u)
to R by n > 2t + 1 wires, of which at most ¢, — u are corrupted. Thus any multiphase
PRMT protocol must communicate 2 <#€*M) fields elements for reliably sending

nt
n—2(t,—u)

communication complexity of any multiphase PRMT protocol sending ¢ field elements.
Note that this lower bound is derived by assuming that S and R in advance know that
the entire bottom band is corrupted. Any lower bound derived under this assumption

is trivially a lower bound for the more general case, where S and R does not have

nl
n—2(t,—u)

be O(¢) only if (n—2t,)+2u = ©(n). This completes the necessity proof of Theorem 7.2.

¢ field elements over a digraph. Therefore (2 ( > defines a lower bound on the

this information in advance. Now it is easy to see that 2 ( ) will turn out to

Sufficiency: Suppose there exists n = 2t, + 1 wires in the top band and u wires
in the bottom band, such that (n — 2t;) + 2u = ©(n). We then design a three phase
PRMT protocol called 3-Optimal-PRMT-Static-Byzantine-Directed, which reliably sends
a message m> containing ¢ = O(nt;) field elements by communicating O(ntp) field
elements. This will complete the proof of Theorem 7.2. Protocol 3-Optimal-PRMT-

Static-Byzantine-Directed will be presented in Section 7.2.2.

7.2.1 Black Box Used in Our Protocol

Before presenting our three phase communication optimal PRMT protocol 3-Optimal-
PRMT-Static-Byzantine-Directed, we present another single phase protocol called 1-SP-
REL-Byzantine, which will be used as a black-box in 3-Optimal-PRMT-Static-Byzantine-
Directed. In protocol 1-SP-REL-Byzantine, there are n = 2t; + 1 wires in the top band
and S has a message mS, which we wants to send to R. The protocol has the following
properties: If the adversary does at most ¢, — b Byzantine corruptions, then R will be
able to recover mS at the end of the protocol. However, if more than ¢, — b Byzantine
faults occur, then R will fail to recover m® and will detect the presence of more than
ty, — b Byzantine faults.
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By closely comparing the steps of protocol 1-SP-REL-Byzantine and protocol 2-SP-
REL-Mixed (given in Fig. 5.2), we find that both the protocols are similar, except with
the following differences:

1. Protocol 2-SP-REL-Mixed is executed against mixed adversary Aff;”?;), while 1-

SP-REL-Byzantine is executed against Byzantine adversary Af:mc.

2. In 2-SP-REL-Mixed, mS is divided into blocks of size k = (N —2t, — T) + 2 + ky,
while in 1-SP-REL-Byzantine, mS is divided into blocks of size k = (n — 2t;) + b.

3. In 2-SP-REL-Mixed, R can reliably send back his findings to S (which is either
"ERROR1” or "ERROR?2” or "SUCCESS” signal) by broadcasting. However, in
1-SP-REL-Byzantine, R has no option of reliably sending back his findings to S,
even by broadcasting, as there may not be sufficient honest wires in the bottom
band.

Protocol 1-SP-REL-Byzantine is formally presented in Fig. 7.1.

Figure 7.1: A Single Phase Protocol Based on Error Detection and Error Correction
Capability of RS Codes

Protocol 1-SP-REL-Byzantine (mS,¢,n,t,,b): n =2t +1,0 < b <t

1. S breaks up mS into blocks BY,..., BS, each consisting of k field elements,

where k = (n — 2t) + b. If £ is not an exact multiple of k, a default padding
is used to make ¢ mod k = 0.

2. For i =1,...,z, corresponding to block BY, S computes RS codeword C¥ =

(cis17 . 7cisn) of length n and sends cisj, along the wire f;, for j =1,...,n.

3. Fori=1,...,z let R receive c®

i+ along the wire fj, for j=1,...,n.

4. Fori=1,...,2,let CR = (cB,... cB). R executes RS-DEC(n, CR t,—b,b, k).
5. If after correcting (¢, — b) errors, the RS decoding algorithm does not detect
additional errors in any of the z received vectors, then R recovers BZR = BZ-S,

for i = 1,...,z and concatenates these blocks to recover m® = mS.

6. If 3i € {1,2,...,z} such that after correcting (¢, — b) errors, the decoding
algorithm detects additional (at most b) errors in the " received vector CR,
then R generates “ERROR” signal, which means it has detected that more
than (¢, — b) faults have occurred.

The proof of the properties of protocol 1-SP-REL-Byzantine follows using similar
argument, as used to prove the properties of protocol 2-SP-REL-Mixed. So to avoid
repetition, we do not give the proof and state only the following lemmas:

Lemma 7.3 (Correctness) In protocol 1-SP-REL-Byzantine:

1. If at most (t, — b) Byzantine errors occur in the top band then R will be able to

recover ms .
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2. If more than (t, — b) Byzantine errors occur in the top band, then R will fail to
recover mS. However, in this case R will detect that more than (t, —b) Byzantine
errors have occurred in the top band.

Lemma 7.4 (Communication Complexity) The communication complexity of pro-
S
tocol 1-SP-REL-Byzantine is O (%5 ).
We are now well equipped to present our communication optimal PRMT protocol
3-Optimal-PRMT-Static-Byzantine, which we do in the next section.

7.2.2 A Three Phase Communication Optimal PRMT Protocol

In protocol 3-Optimal-PRMT-Static-Byzantine, S sets b = min(g, %’) and executes pro-
tocol 1-SP-REL-Byzantine to reliably send mS. If R is able to recover the message at
the end of 1-SP-REL-Byzantine, then R sends SUCCESS signal to S through the bottom
band. On the other hand if R fails to recover the message at the end of 1-SP-REL-
Byzantine, then it implies that more than t; — b Byzantine errors have occurred in the
top band. This further implies that the majority of the wires in the bottom band are
honest. So R sends back the vector in which he has detected the presence of more than
ty, — b Byzantine faults.

Now S waits for the feedback from R and only considers the feedback, which is
received over majority of the wires. But notice that S does not know the status of
the received feedback. However, the selection of the value of b in protocol 1-SP-REL-
Byzantine allows S to take proper response corresponding to the received feedback. The
complete formal specification is given in Fig. 7.2.

We now prove the properties of protocol 3-Optimal-PRMT-Static-Byzantine-Directed.

Theorem 7.5 (Correctness) Protocol 3-Optimal-PRMT-Static-Byzantine-Directed re-
liably sends mS in at most three phases tolerating Af}fa”c,

PRrROOF: We consider the following two cases:

1. At most (¢, —b) Byzantine errors took place during Phase I: In this case,
from Lemma 7.3, R will be able to recover mS correctly at the end of Phase I. R
then sends SUCCESS through the bottom band and terminates the protocol. Since
it has recovered mS, it will simply neglect whatever it receives from S during
Phase III. Hence the theorem holds for this case.

2. More than (t,—b) Byzantine errors took place during Phase I: In this case,
from Lemma 7.3, R detects that more than (¢, —b) Byzantine errors have occurred
during Phase I and sends ERROR signal along with the tuple (a, C®) through the
bottom band. Here CR is the received vector in which R has detected more than
(tp —b) errors. Since more than (¢, —b) Byzantine errors have occurred in the top
band, this implies that in the bottom band, there can be at most (b—1) corrupted

wires. Since b = min (%’, %), irrespective of whether b = 5 or % majority of the

wires in the bottom band will be honest. So S will Correc%cly reQCeive (a, CR) and
ERROR signal over at least ¥ wires. So after locally comparing C® with C5, S
will come to know the identity of more than (¢, — b) Byzantine corrupted wires
in the top band and adds them to the list L4,;:. S then broadcasts Lyfqu: to R
through entire top band. Since n = 2t;, + 1, R correctly receives L4, and comes
to know the identity of more than (¢, — b) Byzantine corrupted wires in the top

band. Finally, S re-sends the message by executing 1-SP-REL-Byzantine(mS, £, n—

96



Figure 7.2: A Three Phase Communication Optimal PRMT Protocol in Directed Net-

static

work Tolerating Ay,

3-Optimal-PRMT-Static-Byzantine-Directed(mS, ¢, n, u, t;)

Phase I: S to R: S  executes 1-SP-REL-Byzantine(mS,¢,n,t,,b)  with
b = min(%,2), n = 2t + 1. In 1-SP-REL-Byzantine, let Bf,...,BS be the

message blocks of mS and let Cis be the RS codeword of length n corresponding to
B, sent by S.

Phase II: R to S: Let R receive CR,... CR.

z

1. If R recovers mS after the execution of 1-SP-REL-Byzantine, then he sends
SUCCESS signal to S through the entire bottom band and terminates the pro-
tocol.

2. If R has detected more than (t, —b) faults in CR®, where o € {1,..., 2}, then R
sends ERROR signal and the tuple (o, C®) to S through the entire bottom band.

Phase III: S to R: Let S receive SUCCESS signal along us > 0 wires and ERROR
signal along with a tuple of the form (index, vector of length n) through u, > 0
wires. S now considers the following two cases:

o Case 1. us > 4: S does nothing and terminates the protocol (see Theo-
rem 7.5).

o Case 2. u, > 4: S checks whether it has received the same (index, vector of
length n) over at least § wires out of the u. wires. If not, then S does nothing
and terminates the protocol (see Theorem 7.5). Otherwise, let S receive the
same tuple (3,I") through at least § wires out of u. wires. In this case, S does
the following:

1. Compute &, which is the set of mismatches between Cﬁs andI". So E = ||
is the number of mismatches between Cg and I'.

2. If E <t — b, then do nothing and terminate the protocol (see Theo-
rem 7.5).

3. If E > (t, — b), then consider the wires in £ as faulty and add them to
a list Lyqyy- Ignore all the wires in L gy from the top band for fur-
ther communication. Without loss of generality, let these be the last
|L fquit| wires in the top band. Re-send mS by executing 1-SP-REL-
Byzantine(mS, ¢,n— |L fauit], to — | L fauit |, | L fauie|) over the first n—|L qu|
wires. In addition, broadcast L4y to R over entire top band and termi-
nate the protocol.

Message Recovery by R: If R had sent ERROR and a tuple (index, vector of
length n) to S during Phase II, then R will always correctly receive L ¢qy¢. Now
ignoring all information received over the wires in L 4, R correctly recovers mS by
executing the steps of 1-SP-REL-Byzantine(mS, ¢, n — |L fauit]s ts — | Lauit]s | L fautt])
and terminates the protocol.
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|L tquit], to = |L fauit|, |L fauie|) over the first n — |Lfqu| wires L. Now since there
can be at most ¢, — | L fq4¢| Byzantine corrupted wires in the top band, by Lemma
7.3, R will be able to recover mS at the end of Phase III. Hence the theorem
holds for this case also. O

Theorem 7.6 (Communication Complexity) Protocol 3-Optimal-PRMT-Static-Byzantine-
Directed is a communication optimal PRMT protocol which reliably sends a message
containing ¢ = O(nty) field elements by communicating O(nty) field elements tolerating

static
Agtatic,

PROOF: Since n = 2t, + 1, = [mS| = O(nty), n — 2t + 2u = O(n) and b = min(%, ),
from Lemma 7.4, the communication complexity of Phase I is O(nt;). During Phase
II, R either sends SUCCESS signal or a tuple (index, vector of length n), along
with ERROR signal over all the u wires in bottom band. This involves communication
of at most nu = O(ntp) field elements. During Phase III, S either sends noth-

ing or re-sends the message. Communication complexity of re—sending the message is
— S
O(w) Since |L fqui| > (tp —b), irrespective of whether b = % or b = %, the

|Lfault|
following holds: |Lfquie| = ©(ty) and n — | L gqut| = O(tp). Hence re—sendlng mS incurs
a communication complexity of O(nt). Thus the total communication complexity of
3-Optimal-PRMT-Static-Byzantine-Directed is O(nty). O

7.3 Concluding Remarks and Open Problems

In this chapter, we have studied PRMT in directed network tolerating Aflf“tic. Specif-
ically, we have characterized the class of digraphs over which PRMT protocol with
constant factor overhead is possible. However, the characterization holds only for static
Byzantine adversary. This brings forth the following open problems:

Open Problem 6 Let N be a directed network where there are n wires in the top band
and u wires in the bottom band, such that at most t, and ty wires are under the control
of a threshold static adversary A‘E’f“?c in Byzantine and failstop fashion respectively.
Then what are the necessary and sufficient conditions that n and u should satisfy for
the existence of any PRMT tolerating Affﬁ’;), which sends a message containing ¢ field
elements by communicating O(¢) field elements?

Open Problem 7 Let N be a directed network where there are n wires in the top band
and w wires in the bottom band, such that at most t, and t; wires are under the control
of a threshold mobile adversary A’(?:l;?)e in Byzantine and failstop fashion respectively.
Then what are the necessary and sufficient conditions that n and uw should satisfy for
the existence of any PRMT tolerating Ag”g’fze, which sends a message containing ¢ field
elements by communicating O({) field elements?

Till now, we have focussed on PRMT where it is required that R should output the
message without any error. In the next chapter, we discuss about SRMT, where R is
allowed to output an incorrect message with a negligible error probability.

'Recall that in the protocol, we have assumed that the last |Lqu1¢| wires are Byzantine corrupted.
This is without loss of generality.
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Chapter 8

SRMT in Undirected Networks
Tolerating Static Mixed
Adversary

In PRMT, it is required that R should correctly output the message at the end of the
protocol without any error. On the other hand, in SRMT a negligible error probability
is allowed in the outcome of the protocol. It is a well-known fact that in several
problem domains, allowing a negligible error probability in the outcome helps to a
great extent in arriving at more efficient and simpler solutions than their deterministic
counterpart. The problem domains range from famous number theoretic randomised
primality testing algorithms [65] to various distributed computation tasks like verifiable
secret sharing (VSS) [66, 8, 23, 52], multiparty computation (MPC) [66, 8, 9, 56] to
name a few. Motivated by this, Franklin et al. studied PRMT with negligible error
probability in [33]. The issue of POSSIBILITY, FEASIBILITY and OPTIMALITY of SRMT
in undirected synchronous network tolerating threshold static mixed adversary was
completely resolved in [75]. For the sake of completeness, we recall these results and
present them in the next section. The main purpose of recalling these results is to
make the thesis self contained. This is because several of these results and techniques
will be later used in other chapters of our thesis.
We now give the formal specification of the network settings used in this chapter.

8.1 Network Model and Adversary Settings

The network model used in this chapter is similar to the one used in Chapter 5. Thus
there are n bidirectional synchronous wires wi,...,w, between S and R, of which
at most ?, and ty wires can be under the control of a static mixed adversary A‘(*f:?;)
in Byzantine and fail-stop fashion respectively. We assume that all computation and
communication are done over a finite field F, where F = GF(2"). Here x is the error
parameter 1. Thus each field element can be represented by O(k) bits. Moreover,

without loss of generality, we assume that n = poly(k).

8.1.1 Tools Used in SRMT and SSMT Protocols

In all the SRMT and SSMT protocols presented in this thesis, we will be using the
following tools:

'Recall that in SRMT, R should output the correct message, except with error probability 27%(%)

99



Definition 8.1 (Unconditionally Reliable Authentication [66, 24, 33]) It is used
to send a message M over a wire such that if the wire is uncorrupted, then the re-
cetver correctly gets M. On the other hand, if the wire is corrupted, then the re-
cetver does mot get M but is able to detect the corruption with very high probability.
Though there are several implementations for this well known primitive, we use the
following implementation in this thesis: Let a random, mon-zero (a,b) € F? be se-
curely established between the sender and the receiver in advance. The sender computes
x = URauth(M;a,b) = aM +b and sends (M, x) to the receiver over the wire. Let the

receiver receive (M',x") along the wire. Receiver verifies x’ < URauth(M';a,b). If the
test fails then the receiver concludes that M' # M, otherwise M' = M. The tuple (a,b)
is called authentication key. The probability that M' # M, but still the receiver fails to
detect it is at most ﬁ, which is negligible in our context. Note that the key a remains
information theoretically secure, even if the adversary knows (M,xz) by eavesdropping
the wire.

Definition 8.2 (Unconditionally Secure Authentication [66, 24, 33]) The goal
here is similar to unconditionally reliable authentication. However, we now require an
additional requirement that M should be information theoretically secure, even if the
wire is under the control of the adversary. Again there are several implementations
for this well known primitive. In this thesis, we use the following implementation:
Let a random, non-zero (a,b,c) € F3 — {(0,0,0)} be securely established between the
sender and the receive in advance. The sender computes (x,y) = USauth(M;a,b,c) =
(M + a,b(M + a) + ¢) and sends (x,y) to the receiver over the wire. Let the receiver
receive (x',y') along the wire. The receiver verifies y' < b’ +c. If the test fails then the
receiver concludes that the wire is corrupted, else the receiver recovers ¥’ —a. It is easy
to see that even if the adversary knows (z,vy), then also M is information theoretically
secure. Moreover, if (x',y") # (x,y), then except with error probability ITI\ (which is
negligible), the receiver will be able to detect it.

Definition 8.3 (Unconditional Hashing [9]) Let (vi,v2,...,vs) be a random vec-
tor from ', where £ > 1 and k € F — {0}. Then we define hash(k;vy,va,...,vy) =
v1 + vok + vsk® + ... + vk'1. Here k is called the hash key. The probability that
two different vectors map to the same hash value for a uniformly chosen hash key is at
most %‘ ~ 27R) | If the adversary knows only k and hash(k;vi,va,...,vg), then £ —1
elements in the vector will be information theoretically secure.

8.2 Characterization of SRMT and Bounds on the Com-
munication Complexity of SRMT

We now recall the existing results regarding the characterization of SRMT.

8.2.1 Characterization of SRMT in Undirected Networks

As stated earlier, SRMT problem was first defined in [33], where the authors studied
SRMT in the presence of a static Byzantine adversary. Specifically, the authors have
shown the following:

Theorem 8.4 ([33]) SRMT in an undirected synchronous network tolerating a thresh-

old static Byzantine adversary Af:atic is possible iff there exists n > 2ty+1 wires between

S and R.
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In [75], the author extended the above characterization for static mixed adversary
and showed the following:

Theorem 8.5 ([75]) SRMT in an undirected synchronous network tolerating a thresh-
old static mized adversary Az"fﬁ;} is possible iff there exists n > 2ty+tr+1 wires between

S and R.

Comparison 8.6 (Connectivity Requirement of PRMT and SRMT) Comparing
Theorem 5.1 and Theorem 8.5, we find that the connectivity requirement of PRMT as
well as SRMT s same. That is, allowing a negligible error probability does not reduce
the connectivity requirement for reliable message transmission.

Though allowing a negligible error probability does not reduce the connectivity
requirement, it does reduce the communication complexity of RMT protocols. We first
consider the case of single phase protocols.

8.2.2 Lower Bound and Upper Bound for Single Phase SRMT

In [75], the author proved the lower bound on the communication complexity of single
phase SRMT tolerating Aff:?fy which is given by the following theorem:

Theorem 8.7 ([75]) Let S and R be connected by n > 2t, +ty + 1 wires. Then any
single phase SRMT protocol must communicate §2 (#{Hﬂ) field elements to transmit

a message containing £ field elements tolerating A‘(qf:?;) In terms of bits, any single

nlk

phase SRMT protocol must communicate €2 (W

> bits to reliably send a message

containing £k bits.

Comparison 8.8 (Communication Complexity of PRMT and SRMT) While the
lower bound on the communication complexity of any single phase PRMT tolerating

.Aszf:iljf is O (W) field elements (see Theorem 5.5), the same for SRMT is

Q (W) field elements (Theorem 8.7). Recall that as pointed out in Compari-

son 8.6, the connectivity requirement for both PRMT and SRMT tolerating Asf“’?;) 18
n > 2t, +ty+ 1. Assuming n = 2t, +ty + 1, the lower bound for single phase PRMT
and SRMT become Q(nf) and Q(?—f) field elements respectively. Now if t, = ©(n) then
the lower bound for single phase SRMT becomes Q(€) field elements. This implies that
for ty = O(n), communication of € field elements requires transmission of Q(nf) field
elements for PRMT and Q({) field elements for SRMT. Now notice that PRMT and
SRMT tolerating Byzantine adversary Att‘mc (i.e., ty = 0) requires n > 2t, + 1 wires.
If n = 2ty + 1, then t, = ©(n) holds. Hence the conclusz’on is that in the presence of
Aflf“tic the lower bound on the communication complezity of any single phase PRMT
and SRMT are Q(nfl) and QL) field elements respectively. This clearly shows that al-
lowing a negligible error probability helps in significant reduction in the lower bound on
the communication complexity of RMT protocols.

The author in [75] showed that the bound on the communication complexity as
given in Theorem 8.7 is asymptotically tight. Specifically, the author presented a com-
munication optimal single phase SRMT protocol over n = 2t, + ¢ty + 1 wires, which
we call as 1-Optimal-SRMT-Static-Mixed. The protocol delivers a message containing
(tp + 1)n field elements by communicating O(n?) field elements. Before presenting the
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protocol, we will present a technique called Extrapolation Technique, which is used pro-
tocol 1-Optimal-SRMT-Static-Mixed. The same technique will be again used in several
other SRMT and SSMT protocols in subsequent chapters.

8.2.2.1 Extrapolation Technique

The settings used in the Extrapolation Technique are as follows:

1. S has a block Bjn;t, consisting of ROW x COL random elements from F. Here
ROW and COL are variables.

2. The elements of B;,;; are assumed to be arranged in the form of a ROW x COL
matrix, where for i = 1,..., ROW, the i row of By is (ris,l, . 7TiS,COL)'

Now using the Extrapolation Technique, S constructs an N x COL matrix Begt

(where N > ROW) by executing the steps given in Fig. 8.1.

Figure 8.1: Steps for the Extrapolation Technique
Extrapolation Technique(ROW,COL, N, Bjnit)

1. For j =1,...,COL, S constructs a polynomial qjs(ac) of degree (ROW — 1),
passing through the elements of j** column of Bj,;. That is, qjs(ac) passes
through the points (1, 7”157]»), ..., (ROW, rIS;L,OWJ).

2. For j=1,...,COL, S evaluates the polynomial qjs(x) atx = ROW+1,...,N
to get C%OWHJ, R c]SV’j respectively.
3. Now Beyt is the N x COL matrix, whose jth column is

S S S S \T
(7“17]», s TROW.j» CROW 41,50 - - - ,cN’j) .

Pictorially, the matrix Be.¢, as constructed from B;,,;+ using Extrapolation Technique,
is shown in Fig. 8.2.

Figure 8.2: The N x COL Matrix B as Constructed from the ROW x COL Matrix
Binit

S S S
’,’.171 PR ,,’.17_] PR ’,’.17COL
S S
Til Tij Ti.COL
S S S
TROW,1 T"ROW,j T"ROW,COL
S S S
ROW+1,1 ROW 41,5 ROW+1,COL
S S S
CN,1 CN,j CN,COL

The following results taken from [75] states the properties of the Extrapolation Tech-

nique.

Lemma 8.9 In B, all the N elements of any column can be uniquely generated from
any ROW elements of the same column.
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PROOF: The proof follows from the simple observation that the IV elements along any
column of By lie on a (ROW — 1) degree polynomial and any ROW points on a
(ROW —1) degree polynomial are enough to reconstruct the ROW degree polynomial.
O

Lemma 8.10 The elements of Binit can be uniquely determined from any ROW rows
Of Bea:t-

PRrOOF: From the construction of Be,t, the elements of B;,;; are arranged in the first
ROW rows. If the first ROW rows are known then the lemma holds trivially. On the
other hand, if some other ROW rows are known, then from Lemma 8.9, the j* column,
1 <j < COL, of Beyt can be completely generated from ROW elements of the same
column. Hence, knowledge of any ROW rows can reconstruct the whole matrix Be.:
and hence the matrix Bj,; (which is just the first ROW rows of Beyt). O

We are now well equipped to present protocol 1-Optimal-SRMT-Static-Mixed, which we
do in the next section.

8.2.2.2 Protocol 1-Optimal-SRMT-Static-Mixed: Single Phase Communica-

tion Optimal SRMT Protocol Tolerating Affg?f)

Let S and R be connected by n = 2t,+1ty+1 wires, denoted by w1, ..., w,. Let S has a
message mS containing (¢,+1)xn elements from F. We then present protocol 1-Optimal-
SRMT-Static-Mixed, which allows S to reliably send mS with very high probability in
a single phase by communicating O(n?) field elements. The protocol is given in Fig.
8.3.

We now prove the properties of protocol 1-Optimal-SRMT-Static-Mixed.

Lemma 8.11 In protocol 1-Optimal-SRMT-Static-Mixed if R concludes that FR is a
valid row of Begy, then except with error probability 2~ %) FZ-R = Fis.

PRrROOF: The lemma is true without any error if wire w; is uncorrupted. So let wire
w; be a corrupted wire, who delivers FiR # Fis. In this case, if FZ-R is considered as a
valid row of By, then it implies that Support; > t, + 1. Since there can be at most ¢
Byzantine corrupted wires, this implies that there exists at least one honest wire, say
wj, which correctly and securely delivered the hash key k:eij = k:eyjs and hash value
v% = visj = hash(keyjs;Fl-S) = hash(k:ey?;Fis), such that w; € Support;. Since w; €
Support;, it implies that vif} = hash(key]R; FZR) Since adversary does not know key]R
ir}, he can ensure that vif} = ha,sh(keyJR; FZ-S), as well as vif} = ha,sh(keyJR; FiR),
where FZ-R #+ FZ-S, with probability at most "lT"l ~ 279%%)  which is negligible in our
context. So with very high probability, w; will not belong to Support;, which is a
contradiction. So with overwhelming probability FZ-R = Fis. O

and v

Lemma 8.12 In protocol 1-Optimal-SRMT-Static-Mixed, if R gets t, + 1 valid rows of

Beyt then R can recover mS.

PrOOF: The proof follows from Lemma 8.10 and the fact that ROW = ¢, + 1 in

protocol 1-Optimal-SRMT-Static-Mixed. O
Lemma 8.13 In protocol 1-Optimal-SRMT-Static-Mixed, except with error probability
270K R =S,
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Figure 8.3: Single Phase Protocol 1-Optimal-SRMT-Static-Mixed Tolerating Affg?fc)

Protocol 1-Optimal-SRMT-Static-Mixed

Phase I: S to R:

1. S sets ROW =t +1,COL = n,N = n and Bjn;: = mS and executes Extrap-
olation Technique to generate an n X n matrix Beg:.

2. For i =1,...,n, S sends the following to R over wire w;:
(a) The i*" row of By, denoted by FZ-S;
(b) A random, non-zero hash key key?;
(¢) The hash values ?)JSZ-, where v]Si = hash(key?; Fjs)7 forj=1,...,n.

Message Recover by R:

1. Let F denote the set of wires that delivered nothing to R.
2. Let R receive the following over wire w; &€ F:

(a) The n-tuple FR;

(b) A random, non-zero hash key keyR;

(c) The values v&, for j =1,...,n.

Jv?

3. For every w; ¢ F, R computes Support; = {w; : w; ¢ F and v}} =
hash(key™; FR))].

4. If Support; > t, + 1, then R considers FiR to be a valid row of B.g;.

5. If R has received t, + 1 valid rows, then R reconstructs the message m® from
them and terminates the protocol.

PRrROOF: First of all notice that R will always output some message. This is because
there always exist n — (t, +ty) = t; + 1 honest wires, which will always deliver valid
rows of Beg:. Moreover, even if a wire which is under the control of the adversary has
delivered a valid row, then from Lemma 8.11, the row is indeed a valid row of By,
except with probability 272(%), This implies that with very high probability, the ¢, + 1
valid rows used by R to recover m® are indeed the rows of B.y. Thus, except with
error probability 272 mR = myS, O
Lemma 8.14 In protocol 1-Optimal-SRMT-Static-Mixed, S communicates O(n’k) bits.

PROOF: Over each wire, S sends a row of By consisting of n elements, a hash key and
n hash values. So overall, S sends O(n?) field elements to R. Since each field element
can be represented by O(k) bits, S communicates O(n%k) bits.

Theorem 8.15 Protocol 1-Optimal-SRMT-Static-Mixed is a communication optimal
SRMT protocol, which reliably sends a message containing O (ntyk) bits by commu-
nicating O(n’k) bits, tolerating A‘E”f;”?]f).
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PrOOF: The proof that 1-Optimal-SRMT-Static-Mixed is an SRMT protocol follows
from Lemma 8.11, Lemma 8.12 and Lemma 8.13. If n = 2t,+%7+1, then from Theorem
8.7, any single phase SRMT protocol tolerating A‘(*f:?;) must communicate Q(n%k) bits
to reliably send ¢ = ©(ntpk) bits. Since the communication complexity of protocol

1-Optimal-SRMT-Static-Mixed is O(n?k) bits, protocol 1-Optimal-SRMT-Static-Mixed is
a communication optimal SRMT protocol. |

8.2.3 Lower Bound and Upper Bound for Multi Phase SRMT

If more than one phase is allowed, then the communication complexity of SRMT proto-
cols can be reduced. The lower bound on the communication complexity of multiphase
SRMT protocol tolerating Affg?jf) is given by the following theorem:

Theorem 8.16 Let S and R be connected by n > 2t, + ty + 1 wires. Then any
multi phase SRMT protocol tolerating Affg?;) must communicate Q) field elements to

transmit a message containing £ field elements tolerating Affg?;) In terms of bits, any

multi phase SRMT protocol must communicate (k) bits to reliably send a message
containing £x bits.

PRrROOF: Easy because any SRMT protocol has to at least send the message. O

The bound given in the above theorem is asymptotically tight, as shown in the following
theorem:

Theorem 8.17 Let S and R be connected by n = 2ty +ty+ 1 wires. Then there exists

static

an O(log i—i) phase SRMT protocol, tolerating 'A(tb,tfy which reliably sends a message

containing £ = ©(n3) field elements by communicating O(n3) field elements.

PRrROOF: The proof follows from Corollary 5.17.2 and the fact that any PRMT protocol
is also an SRMT protocol. O

8.3 Concluding Remarks and Open Problems

In this chapter, we have discussed about the POSSIBILITY, FEASIBILITY and OPTIMAL-
ITY of SRMT in undirected synchronous network tolerating A‘E’fg?;) The results are
summarized in Fig. 8.4. The conclusion drawn from these results is the following:
Allowing negligible error probability in the reliability does not reduce the connectivity
requirement for reliable message transmission. However it does reduce the communica-
tion complexity of RMT protocols.

From Fig. 8.4, we find that protocol 1-Optimal-SRMT-Static-Mixed is communica-

tion optimal only if £ = ©(nt;). This brings forth the following open question:

Open Problem 8 Let there exists n > 2t, +ty + 1 wires between S and R under
the influence of Affg?;). Then does there exist a single phase communication optimal
SRMT protocol, which reliably sends a message containing ¢ field elements (¢ can be

anything) by communicating O < 4 L > field elements?

__nt
n— tb+tf)

To show the tightness of the bound given in Theorem 8.16, we actually showed the
presence of a PRMT protocol, which takes O(log i—i) phases. This leads to the second
open problem of the chapter, which is as follows:
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Figure 8.4: Summary of the Results for SRMT in Undirected Synchronous Network

: static
Tolerating A(tb,tf)

Number of Connectivity Lower Bound on Upper Bound
Phases (r) | Requirement (n) | Communication
Complexity
Y4
r=1 n>2+ty+1 Q (#Hf)) Protocol
Theorem 8.5 Theorem 8.7 1-Optimal-SRMT-Static-Mixed:
n =2, +ty+1, ¢ = O(nty)
Communication
complexity = O (?—f)
r>2 n>2,+tr+1 Q(0) Theorem 8.17
Theorem 8.5 Theorem 8.16

Open Problem 9 Let S and R be connected by n = 2t,+ty+1 wires. Then does there

exist an SRMT protocol tolerating Affg?fc), which reliably sends a message containing

¢ field elements by communicating O(¢) field elements and takes less than O(log i—i)
phases?

We do not discuss about SRMT in directed network at this point. This is because
our SRMT protocol in directed network will use some SSMT protocols in directed
networks as black-box. So for better understanding, we will discuss about SRMT and
SSMT in directed networks later in the same chapter.

With this, we come to the end of first part of our thesis. Till now, we have considered
only RMT protocols, where there is no issue of security. The next part deals with SMT
protocols, where we require both reliability as well as security.
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Part 11

Results for PSMT and SSMT in
Synchronous Network
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Chapter 9

PSMT in Undirected Networks
Against Static Byzantine
Adversary

In this chapter, we focus on PSMT in undirected synchronous network, tolerating thresh-
old static Byzantine adversary, denoted by Aflf““c. The PSMT problem in this model
has been studied by several researchers [28, 70, 77, 4, 58, 30, 42]. Recall that in PSMT,
in addition to perfect reliability, we also require perfect security. The contribution of
this chapter is two fold. First, we present all relevant known bounds, thus making the
available literature more accessible. As a second contribution, we present a three phase
communication optimal PSMT protocol tolerating Af:““c. Till the publication of this
result in [58], our three phase PSMT protocol was the only efficient communication op-
timal PSMT in undirected synchronous network tolerating Af:““c. However, recently in
[42], Kurosawa et al. have improved the phase complexity of our protocol by reducing
the number of phases by one. Nevertheless, we still present our three phase protocol
to highlight some techniques, which will be later used in other PSMT protocols of the
thesis.

The network model and adversary settings used in this chapter are exactly same
as in Chapter 3. Thus, we assume that S and R are connected by n bi-directional
synchronous wires wi,...,w,, of which at most ¢, wires can be under the control
of Af:atic. We now present the existing results for PSMT in undirected synchronous
network tolerating A,

9.1 Existing Results for PSMT Tolerating A"

We begin with the description of the existing results for single phase PSMT tolerating
Af;fatic'

9.1.1 Single Phase PSMT Tolerating A"

The PSMT problem was first introduced in [28]. Dolev et al. [28] gave the following
necessary and sufficient condition for the existence of single phase PSMT tolerating
Af:atic'

Theorem 9.1 ([28]) Any single phase PSMT in undirected synchronous network tol-

static

erating Ay, is possible iff there exists n > 3ty + 1 wires between S and R.
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PROOF (SKETCH): The necessity is proved by showing that in any single phase PSMT
protocol tolerating Aflf“tic, the information sent by S over any n — 2t; wires should have
full information about the message. Since in any single phase PSMT tolerating Aflfatic
the adversary can passively listen at most t; wires, the above condition implies that in
any single phase PSMT, n — 2t, > t; should hold, otherwise adversary will also know
the secret message. This further implies that n > 3t; should hold.

The sufficiency is shown as follows: suppose there exists n = 3t; + 1 wires between
S and R. To securely send a message m®, sender S selects a random polynomial of
degree t, whose constant term is mS and computes an RS codeword of length n from
this polynomial. S then sends one component of the codeword to R over each wire. R
will receive 3tp + 1 points on a polynomial of degree ¢, and at most ¢, points could be
corrupted. However, by applying RS-DEC, R will be able to correct these errors and
recover the original polynomial and hence the message mS. The secrecy of mS follows
from the fact that Aflf“m will know only ¢, points on the polynomial, whose degree
is t5. Thus adversary will lack by one point to uniquely interpolate the polynomial,

implying information theoretic security for mS. O

The above theorem resolves the issue of POSSIBILITY of single phase PSMT tolerating
.Aflf“tic. The lower bound on the communication complexity of single phase PSMT

tolerating Af}fatic was proved in two independent works in [81, 30].

any single phase PSMT protocol tolerating .Aflf“tic must communicate € (

Theorem 9.2 ([81, 30]) Let S and R be connected by n > 3t, + 1 wires. Then
) Jield

elements to securely send a message containing £ field elements. Moreover, this bound
1s tight.

PROOF (SKETCH): The lower bound is derived by first showing that the communication
complexity of any single phase PSMT to securely send a message mS tolerating Af:“”c
is not less than the share complexity (sum of the length of the shares) of a secret
sharing scheme, which generates n shares for mS, such that any set of n — 2t; shares
has full information about the message, while any set of ¢, shares has no information
about the message. Then it is shown that the share complexity (sum of the length of
the shares) of any secret sharing scheme, which generates n shares for mS containing
¢ field elements, such that any set of n — 2t; shares has full information about the

message, while any set of ¢, shares has no information about the message is €2 <nf§tb>'
This is done by using similar arguments as given in Lemma 6.11.

The tightness of the bound follows from the protocol which is sketched in Theorem
9.1, which securely sends a message containing ¢ = 1 field element by communicating

O(n) field elements, where S and R are connected by n = 3t, + 1 wires. O

9.1.2 Multi Phase PSMT Tolerating A;"**

The issue of POSSIBILITY for multi phase PSMT tolerating Aflf“tic was resolved in [28],
where the authors gave the following characterization:

Theorem 9.3 ([28]) Let r > 2. Then any r-phase PSMT protocol in undirected syn-
chronous network tolerating Aflf“m is possible iff there exists n > 2ty + 1 wires between

S and R.

PROOF (SKETCH): The necessity is proved by showing that in any multiphase phase
PSMT protocol tolerating Aflf“tic, the information sent by S over any n—t; wires should
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have full information about the message. Since in any PSMT protocol tolerating Aflfatic
the adversary can passively listen at most t; wires, the above condition implies that in
any multi phase PSMT protocol, n —t;, > t; should hold, otherwise adversary will also
know the secret message. This further implies that n > 2t; should hold.

To show the sufficiency, Dolev et al. presented three PSMT protocols in [28] with
2t, + 1 bidirectional wires between S and R.

1. The first protocol requires t, + 1 phases and communicates O(n3¢) field elements
to securely send /£ field elements;

2. The second protocol takes three phases and communicates O(n’f) field elements
to securely send /£ field elements;

3. The last protocol takes two phases and communicates O(n?f) field elements to
securely send ¢ field elements. Unfortunately, in this protocol, S and R has to
perform exponential computation. d

After the work of Dolev et al., several attempts were made to improve the com-
munication complexity of multi phase PSMT tolerating Afﬁ“tic. The first improvement
was achieved by Sayeed et al. in [70], who presented a two phase, polynomial time
PSMT protocol in undirected synchronous network, where S and R are connected by
n = 2t, + 1 wires. The protocol of [70] requires a communication complexity of O(n3¢)
field elements to securely send ¢ field elements. This significantly improved the ineffi-
cient (third) protocol of [28]. In another work, Srinathan et al. [85] improved the first
protocol of [28] by designing a PSMT protocol with n = 2t;, + 1 wires, which takes
O(logty) phases and requires a communication complexity of O(n?¢logt,). However,
nothing was known regarding the communication complexity of multi phase PSMT tol-
erating A§/*“. The major break through in this direction was made in [77], where the
authors presented the first, non trivial lower bound on the communication complexity
of two phase PSMT tolerating Afﬁ“tic. In fact, this was the first lower bound on the
communication complexity which was proposed in the literature of RMT/SMT. The
lower bound as given in [77] is as follows:

Theorem 9.4 ([77]) Let S and R be connected by n > 2t, + 1 wires. Then any two
phase PSMT protocol tolerating Afﬁ“tic must communicate ) ( nt ) field elements to

n72tb
securely send a message containing ¢ field elements.

In another interesting work, Srinathan et al. [81] showed that the bound in Theorem
9.4 holds for any multi phase PSMT protocol tolerating Af:atic. This result in stated
in the following theorem:

Theorem 9.5 ([81]) Let S and R be connected by n > 2t, + 1 wires and let r > 2.

Then any r-phase PSMT protocol tolerating Af:atic must communicate ) (nfgtb) field

elements to securely send a message containing £ field elements.

The significance of Theorem 9.5 is the following: it shows that increasing the number
of interactions between S and R does not reduce the communication complexity of
PSMT protocols.

Srinathan et al. [77] claimed that the bound in Theorem 9.4 is asymptotically tight
by presenting a two phase PSMT protocol with n = 2t, + 1 wires, which securely sends
¢ = O(n) field elements by communicating O(nf) = O(n?) field elements. However, in
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[4], the authors showed that the two phase protocol of [77] does not provide perfect reli-
ability. Even though the two phase protocol of [77] does not provide perfect reliability,
it introduces a very novel idea, called Matching Technique (see Fig. 3.3), which reduces
the communication complexity of reliably sending a list of conflicts. This technique was
later used in several other works for designing PRMT and PSMT protocols tolerating
Af;fatic.

Saurabh et al. [4] then presented a new two phase PSMT protocol with n = 2¢,+1,
tolerating Af:a“c, whose communication complexity asymptotically satisfies the bound
given in Theorem 9.4. Unfortunately, in their protocol, S and R has to do exponential
computation. Moreover, the protocol is communication optimal, only if the message is
exponentially large. We now summarize all protocols with n = 2¢; + 1 in Fig. 9.1.

Figure 9.1: Existing PSMT Protocols in Undirected Synchronous Network with n =
2ty + 1 Wires Tolerating Af:atic

Reference | Number of | Communication Remark
Phases (r) Complexity
[28] ty+1 O(n30) Non optimal communication complexity
[28] 3 O(n°0) Non optimal communication complexity
[28] 2 O(n30) Non optimal communication complexity #
[70] 2 O(n30) Non optimal communication complexity P
[85] log t O(n*llog ty) Non optimal communication complexity
[77] 2 O(n?) Optimal communication complexity;
{=0(t)°
4] 2 O(nl) Optimal communication complexity 9

2 In this protocol, S and R has to do exponential computation.

b By using Matching Technique, the communication complexity of this protocol can be
made O(n?/¢).

¢ In [4], the authors have shown that this protocol does not provide perfect reliability.

dIn this protocol, S and R has to do exponential computation. Moreover, ¢ is expo-
nential in n.

9.2 A Three Phase Polynomial Time PSMT Protocol

From Fig. 9.1, we find that there does not exist any efficient, multi phase PSMT
protocol, tolerating Af:atic with n = 2t;, + 1 wires, having optimal communication
complexity. Motivated by this, we design a three phase communication optimal PSMT
protocol called 3-Optimal-PSMT-Static-Byzantine with n = 2t, + 1 wires, tolerating
.Aflf“tic. The protocol securely sends a message containing ¢ = O(n) field elements
by communicating O(n?) field elements. Though our protocol takes one more phase
than the two phase communication optimal PSMT protocol of [4], it has the following
advantages: in our protocol, S and R has to do polynomial computation. Moreover,
the message size is polynomial in n.

Before presenting the protocol, we present an algorithm which will be used in our
protocol. The algorithm will also be used later in several other PSMT and SSMT

protocols.
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9.2.1 Extracting Randomness

Suppose S and R by some means agree on a sequence of n random elements x =
(x1,...,2,) € F" such that Af:‘m'c knows only n — f components of x, but has no
information about the other f (f > 0) components of z. However S and R does not
know which values are known to Af:a“c. The goal of S and R is to agree on a sequence
of f elements (y1,...,yf) € F/, such that .Aflf“tic has no information about (yi,...,yy).
This is done by executing algorithm EXTRAND, which was presented in [77]. The
algorithm is presented in Fig. 9.2.

Figure 9.2: Algorithm for Extracting Randomness

Algorithm EXTRAND,, ¢(x): Let V be a nx f Vandermonde matrix with elements
in F. This matrix is published as a part of the algorithm specification. S and R
both locally compute the product (yi,...,yf) = (z1,...,2,) X V.

Lemma 9.6 ([77]) The f values computed in algorithm EXTRAND will be information
theoretically secure.

9.2.2 Protocol 3-Optimal-PSMT-Static-Byzantine

Let S and R be connected by n = 2t, + 1 wires and let mS be the message which S
wants to securely send to R. The message mS consists of ¢, + 1 = O(n) field elements,
denoted by m?, ... ,mtSbH.

The idea of protocol 3-Optimal-PSMT-Static-Byzantine is as follows: S and R in-
teracts with each other to establish an information theoretic secure pad of size t; + 1.
Once this is done, S can mask mS with the pad and reliably sends the masked message.
R on receiving the masked message, unmask it using the pad. In fact, this idea will be
used in all the subsequent PSMT and SSMT protocols, which are going to be presented
in this thesis. The only difference is how we establish the pad in the given settings.

In protocol 3-Optimal-PSMT-Static-Byzantine, the pad is established as follows:
Over each wire, S sends a random polynomial of degree ¢, and its n values distributed
over n wires. R on receiving the polynomials and values perform consistency checking
and constructs the conflict graph in the same way as done in Section 3.3.3. R then re-
liably sends back the conflict graph to S by using Matching Technique (see Fig. 3.3). S
on reliably receiving the graph identifies all wires which delivered incorrect polynomial
during first phase and reliably sends their identity to R. So both S and R will know the
polynomials which are exchanged correctly. Now at least ¢, 4 1 of these polynomials are
exchanged over honest wires and Aflf“m will have no information about the constant
term of these polynomials. So the constant term of these polynomials may act as the
one time pad. However, neither S nor R knows the exact identity of the honest wires.
Moreover, it may happen that some of the polynomials which are correctly exchanged
are passively listened by the adversary. So S and R applies algorithm EXTRAND on
the constant term of the polynomials which are correctly exchanged to generate a pad
of size t; + 1. The protocol is now formally presented in Fig. 9.3.

We now prove the properties of protocol 3-Optimal-PSMT-Static-Byzantine.

Lemma 9.7 (Perfect Reliability) In protocol 3-Optimal-PSMT-Static-Byzantine, R
will be able to correctly recover mS at the end of Phase III.
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Figure 9.3: A Three Phase Communication Optimal PSMT Protocol Tolerating Af:“”c
Protocol 3-Optimal-PSMT-Static-Byzantine: n = 2t, +1,m5 = (m?7 e mtsbﬂ)

Phase I: S to R:

1. Fori=1,...,n, S selects a random polynomial p$ () of degree .

2. S sends the following to R over wire w;, for i =1,...,n:

(a) Polynomial p$(z);
(b) Value rjsi = pjs(i)7 forj=1,...,n.

Phase II: R to S:

1. Let R receive the following over wire w;, for ¢ =1,... ,n:

(a) Polynomial pF(z);
(b) Value rﬁ, forj=1,...,n.

2. R constructs the conflict graph H and reliably sends it to S using Matching Technique #
Phase III: S to R

1. S reliably receives the conflict graph H. Thus corresponding to each edge (w;,w;) in H, S
reliably receives the six-tuple (w;,w;, 7'1-5{-,le(]')7 rf-thR (2)).

2. S initializes Ljscault = L}, .1 © Then for every received six-tuple (wq, w;, riy, pio(4), 75, 5 (),
S does the following computation:

(a) S checks riy < 75 or pre(4) < p$ (7). If the first test fails then S concludes that w; is
corrupted and adds w; to L?ault‘ On the other hand if second test fails then S adds

w; to L?ault'

(b) S checks 75 < 75, or pi(i) < p§ (7). If the first test fails then S concludes that w; is
corrupted and adds w; to L?ault. On the other hand if the second test fails then S
adds w; to L?ault'

3. S constructs a vector P, consisting of all p5(0)’s, such that w; ¢ Ljscault.
4. S computes Pad® =EXTRAND|p| ¢, +1(P) and Y = Pad® & m®.
5. S broadcasts L?ault and Y5 to R and terminates the protocol.

Message Recovery by R

1. R correctly receives L?ault and identifies all corrupted w;’s which delivered incorrect p? (z)’s
during Phase I.

2. R neglects the polynomials received over the wires in L?ault during Phase I and computes
Pad® in the same way, as done by S.

3. R correctly receives Y'S, computes mS = YS @ Pad® and terminates the protocol.

& The conflict graph is constructed in the same way as done in Section 3.3.3.
b Recall that during Matching Technique, S receives L?ault from R.

PROOF: To show that R will be able to correctly recover mS, it is enough to show
that both S and R will agree on Pad® at the end of Phase III. By the properties of
Matching Technique, S will correctly receive the conflict graph H and will identify all
corrupted w; who has delivered incorrect pR(x) # p$(z) to R during Phase I and will
include such w;’s in LJSfault (see Claim 3.12). Since S broadcasts L?ault during Phase
III, R will also come to know the identity of such w;’s at the end of Phase III and
hence will neglect them. Thus at the end of Phase III, both S and R will agree on P
and hence on pad PadS. O
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Lemma 9.8 (Perfect Secrecy) In protocol 3-Optimal-PSMT-Static-Byzantine, m’S will
be information theoretically secure from Af:atw, controlling at most t, wires.

PRrOOF: From the protocol description, it is easy to see that mS will be information
theoretically secure, if the pad Pad®S is information theoretically secure. We now show
the same. First of all, notice that the set P will always contain all p$(0)’s, such that w;

is an honest wire, not under the control of Af:a“c. Moreover, there will be at least £+ 1

such p$(0)’s, as there are at least ¢, + 1 honest wires. Furthermore, .Aflf“tic will have
no information about the p$(0)’s delivered over the honest w;’s. This is because p ()
is a polynomial of degree ¢, and .Aflf“tic gets at most t;, distinct points on p(z) during
Phase I. Also, if (w;,w;) is an edge in the conflict graph, then it implies that w; is
corrupted and hence it already knows pis (7). This is because no two honest wire will
conflict with each other. Thus throughout the protocol, .Aflf“tic will get only ¢, distinct
points on p$(z). However, since the degree of pS(z) is tp, the adversary will lack one
point to uniquely interpolate p$(z), implying information theoretic security for p$(0).
Thus there will be at least #, + 1 p$(0)’s in P, about which adversary will have no
information. But P may contain some pis (0)’s, such that w; is passively controlled by
the adversary. Now from the properties of algorithm EXTRAND, the pad Pad® will be

information theoretically secure. O

Lemma 9.9 (Communication Complexity) Protocol 3-Optimal-PSMT-Static-Byzantine
communicates O(n?) field elements.

PrOOF: During Phase I, S sends a polynomial of degree t; and n values over each
wire, incurring a total communication of O(n?) field elements. During Phase II,
R reliably sends conflict graph using Matching Technique. From Theorem 3.11, this
requires a communication complexity of O(n?) field elements. During Phase III, S
broadcasts L]S”ault and Y'S. Since |L?ault| <ty and |YS| = t;, + 1, Phase III will incur a
communication cost of @(n?). Thus the overall communication complexity of protocol
3-Optimal-PSMT-Static-Byzantine is O(n?). O

Theorem 9.10 Protocol 3-Optimal-PSMT-Static-Byzantine is a three phase communi-
cation optimal PSMT protocol which securely sends a message containing { = ©(n)
field elements by communicating O(n?) field elements.

PRrROOF: The proof that 3-Optimal-PSMT-Static-Byzantine is a three phase PSMT pro-
tocol follows from Lemma 9.7 and Lemma 9.8. From Theorem 9.5, any three phase

PSMT protocol over n = 2¢;, + 1 wires must communicate {2 (nfgtb) = Q(nl) field

elements to securely send a message containing ¢ field elements against .Aflf“tic. Now
substituting ¢ = (t, + 1) = ©(n), we find that any three phase PSMT protocol over
n = 2t, + 1 wires has to communicate 2(n?) field elements. From Lemma 9.9, the to-
tal communication complexity of protocol 3-Optimal-PSMT-Static-Byzantine is O(n?).
Hence the protocol is communication optimal. O

9.3 Two Phase Communication Optimal PSMT Protocol

Though protocol 3-Optimal-PSMT-Static-Byzantine is communication optimal, it is not
phase optimal. After the publication of protocol 3-Optimal-PSMT-Static-Byzantine in
[58], it remained an interesting and challenging open problem to design an efficient,
polynomial time, two phase communication optimal PSMT protocol tolerating .Aflf“tic,
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which securely sends a message containing ¢ field elements by communicating O(n/)
field elements, where S and R are connected by n = 2t;, + 1 wires. Recently, Kurosawa
et al. [42] resolved this question by designing an efficient, polynomial time, two phase
communication optimal PSMT protocol tolerating Af:atic, where S and R are connected
by n = 2t, + 1 wires. The protocol of Kurosawa et al. securely sends a message
containing ¢ = ©(n) field elements by communicating O(nf) = O(n?) field elements.
This completely resolved the issue of OPTIMALITY of multi phase PSMT tolerating

static
Agtatie,

9.4 Open Problem

Though the two phase PSMT protocol of [42] and our three phase PSMT protocol
3-Optimal-PSMT-Static-Byzantine are communication optimal, they are optimal only if
¢ = ©(n). This brings forth the following open problem:

Open Problem 10 Let S and R be connected by n = 2ty + 1 wires. Then does there
exist an efficient, polynomial time multiphase PSMT protocol which securely sends a

message containing ¢ field elements by communicating O(nl) field elements, tolerating
.Aflfatic, for any value of £
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Chapter 10

PSMT in Undirected Networks
Against Mobile Byzantine
Adversary

In this chapter, we study PSMT in undirected synchronous network, tolerating thresh-
old mobile Byzantine adversary, denoted by Ag)wbile. PSMT in undirected network,
under the presence of static adversary has received quiet a bit of attention in the past
[28, 70, 77, 4, 81, 30, 42]. However, as stated in Chapter 4, studying PSMT in the
context of mobile adversary is well motivated. The issue of POSSIBILITY of PSMT in
undirected synchronous network tolerating .A;’;Obile is resolved in [82]. In [82], the au-
thors have shown that connectivity requirement for PSMT in undirected synchronous
network is same against A?Zgbile, as well as Af:atic. This shows that if the adversary
does only Byzantine corruption, then mobility of the adversary does not affect the
POSSIBILITY of PSMT. Since .A;’;Obile is more powerful than Af:atic, the lower bound
on the communication complexity of PSMT against .Aflf“tic, as given in Theorem 9.3,
must hold against Agmb”e. This implies that if n = 2t + 1, then any two or more phase
PSMT must communicate Q(nf) field elements to securely send a message containing
¢ field elements against .A;’;Obile. Indeed, there exists a communication optimal PSMT
protocol against A;’;Obile presented in [77], which achieves the above bound and takes
O(tp) phases. This shows that if the adversary does only Byzantine corruption, then
mobility of the adversary does not affect the OPTIMALITY of PSMT.

In this chapter, we significantly improve the phase complexity of the communica-
tion optimal PSMT protocol of [77] tolerating AZ}Obile. Specifically, we design a three
phase communication optimal PSMT protocol which sends a sufficiently large message
containing /¢ field elements by communicating O(nf) field elements, tolerating .Agf"bile,
where S and R are connected by n = 2t; + 1 wires. Our three phase PSMT protocol
against .Agf"bile is different from the three phase communication optimal PSMT protocol
3-Optimal-PSMT-Static-Byzantine tolerating .Aflf“tic, presented in the last chapter.

10.1 Network Model and Adversary Settings

The network model and adversary settings used in this chapter is same as in Chapter
4. Thus, we assume that there are n bi-directional, synchronous wires wi,...,wy,
between S and R. There exists a computationally unbounded adversary .Agf"bile, who
may control different set of ¢, wires in Byzantine fashion, during different phases of
the protocol. Thus if some wire w; is under the control of .Agf"bile in i*" phase of a
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protocol, then it does not imply that w; will be corrupted in (i+ 1)*" phase also, unless
./4?;01’“6 controls wj in (i + 1)?" phase also. Moreover, by controlling w; in ith phase,
the adversary .Agf"bile will not get any information about the communication done over
wire w; in earlier phase(s), if Agmb”e has not controlled w; in earlier phase(s).

10.2 Existing Results for PSMT Tolerating A?Z"bile

Any single phase PSMT tolerating A;f:a“c, will also be secure against Agj"bile. Thus
Theorem 9.1 and Theorem 9.2 will also hold against Agj"bile and this completely re-
solves the issue of POSSIBILITY and OPTIMALITY of single phase PSMT in undirected
synchronous network tolerating A?Zgbile.

The characterization of multi phase PSMT tolerating A;’;Obile was given in [82],
which is as follows:

Theorem 10.1 ([82]) Let r > 2. Then any r-phase PSMT protocol in undirected
synchronous network tolerating Agjgb’le s possible iff there exists n > 2ty + 1 wires
between S and R.

PROOF (SKETCH): Since Ag”bile is more powerful than A5, the necessity follows
from Theorem 9.3. To show the sufficiency, the authors in [82] showed that the two
phase PSMT protocol of [70], tolerating .Af;““c, will also work against A;’;Oblle. O

Since Agmb”e is more powerful than .Aflf“tic, it implies that Theorem 9.5 must hold
against .Agf"bile. This implies that if n = 2¢, + 1, then any two or more phase PSMT
must communicate Q(nf) field elements to securely send a message containing ¢ field
elements against Agj"bile. To the best of our knowledge, the only known PSMT protocol
against A;’;Obile with n = 2t, + 1 wires, achieving the above bound is due to [77]. The
PSMT protocol of [77] takes O(t;) phases and securely sends a message containing
¢ = O(n) field element by communicating O(nf) = O(n?) field elements.

10.3 A Three Phase Communication Optimal PSMT Tol-
erating APl

Let S and R be connected by n = 2t;,+1 wires. We then present a new, communication
optimal PSMT protocol called 3-Optimal-PSMT-Mobile-Byzantine, tolerating .A?;Obile.
The protocol takes three phases and securely sends a message containing ¢ = n(t, +
1) = ©(n?) field elements by communicating O(nf) = O(n?) field elements. This
significantly improves the O(t;) phase communication optimal PSMT protocol of [77].
However, our protocol achieves optimality only if £ = ©(n?), where as the PSMT
protocol of [77] achieves optimality if £ = ©(n). Before proceeding further, we state
the following remark.

Remark 10.2 (3-Optimal-PSMT-Mobile-Byzantine Will Not Work Against Ag}”bde)
In the previous chapter, we have presented a three phase commumnication optimal PSMT
protocol 3-Optimal-PSM T-Static-Byzantine, tolerating .Aflfatic. Howewver, the protocol will

not work against .Agf"bile. This is because the protocol uses Matching Technique during
second phase to reliably send the conflict graph. However, as shown in Section 4.3,
Matching Technique will fail to reliably send the conflict graph against Agmb”e.
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Protocol 3-Optimal-PSMT-Mobile-Byzantine uses the ideas presented in protocol 3-
Optimal-PSMT-Static-Byzantine, along with Union Technique (see Section 4.4.1). Let S
and R be connected by n = 2t, + 1 wires and let mS be the secret message containing
n(ty+1) field elements, denoted by mgi, wherek=1,...,nand7=1,...,%+1. During
first phase, S sends random polynorflial of degree t; over each wire and its n values
across n wires, as in protocol 3-Optimal-PSMT-Static-Byzantine. However, instead of
sending only one polynomial over each wire, S sends n polynomials over each wire and
their n values across n wires. During second phase, R performs consistency checking
on received values and constructs n conflict graphs and combines them into a single
conflict graph using Union Technique and reliably sends the single conflict graph to
S. The sender S then identifies all wires which have delivered at least one incorrect
polynomial during first phase and reliably sends the identity of these wires to R. Thus
both S and R will now agree on the wires, which have correctly delivered all the n
polynomials transmitted over them. There will be at least ¢, + 1 such wires. S and R
then extracts a pad of length n(t, + 1) and using the pad, S and R securely exchange
the message. The protocol is formally given in Fig. 10.1.

We now prove the properties of protocol 3-Optimal-PSMT-Mobile-Byzantine.

Lemma 10.3 (Perfect Reliability) In protocol 3-Optimal-PSMT-Mobile-Byzantine,
R will be able to correctly recover mS at the end of Phase III.

PROOF: To show that R will be able to correctly recover mS, it is enough to show that
both S and R will agree on PadS at the end of Phase III. By the properties of Union
Technique, S will correctly receive the combined conflict graph H® and will identify
all corrupted w; who has delivered at least one incorrect pi,(x) # p% ,(z) to R during
Phase I and will include such w;’s in Lyqu (see Theorem 4.4). Since S broadcasts
L ¢4t during Phase III, R will also come to know the identity of such w;’s at the end
of Phase IIT and hence will neglect them. Thus at the end of Phase III, both S and
R will agree on P and hence on pad PadS. O

Lemma 10.4 (Perfect Secrecy) In protocol 3-Optimal-PSMT-Mobile-Byzantine, mS
will be information theoretically secure from AZ;OWQ, controlling at most t, wires.

PROOF: From the protocol description, it is easy to see that mS will be information
theoretically secure, if the pad Pad®S is information theoretically secure. We now show
the same. First of all, notice that the set P will always contain all pzi(())’s, k=1,...,n,
such that w; is an honest wire during Phase I, not under the control of A;’;Obile.
Moreover, there will be at least n(t, + 1) such pgi(O)’s, k =1,...,n, as there are
at least t; + 1 honest wires w; during Phase I. Furthermore, Ag)wbile will have no
information about the p%i(O)’s delivered over the honest w;’s. This is because pgl(x) is
a polynomial of degree ¢, and AZ}Obile gets at most ¢, distinct points on pg’i(az) during
Phase I. Also, if (w;, w;) is an edge in conflict graph Hj, then it implies that w; is
corrupted and hence it already knows pgl( j). This is because no two honest wire will
conflict with each other. Thus throughout the protocol, .Agf"bile will get only ¢, distinct
points on pg,i(az). However, since the degree of pg,i(az) is tp, the adversary will lack one
point to uniquely interpolate pzi(az), implying information theoretic security for pg’i(O).
Thus there will be at least n(t, 4+ 1) p,ii(O)’s in P, about which adversary will have no
information. But P may contain some 1)/%7@-(0)’87 such that w; is passively controlled by
the adversary. Now from the properties of algorithm EXTRAND, the pad Pad® will be
information theoretically secure. |
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Figure 10.1: Three Phase Communication Optimal PSMT Tolerating AZ}Obile

Protocol 3-Optimal-PSMT-Mobile-Byzantine: n = 2t, + 1, |m®| = n(t, + 1)

Phase I: S to R:

1. S selects n? random polynomials of degree t,, denoted by pfyi(ac)7 k=1,...,n,i=1,...,n.

2. Fori=1,...,n, S sends the following to R over wire w;:

(a) Polynomials pgi(x), k=1,...,n;

(b) Values r,fyjyi, for 1 <k, j <mn, where rf’j’i = pf’j (3).

Phase II: R to S:

1. Let R receive the following over wire w;, for ¢ = 1,...,n (see Fig. 4.1 for the pictorial
representation):
(a) Polynomials py;(z), k=1,...,n;
(b) Values rt; ;, for 1 < k,j < n.
2. Using the received values, R constructs n conflict graphs Hi, ..., H,. R then combines these
graphs into a single conflict graph H® using Union Technique, as explained in section 4.4.1.

3. R constructs the list of seven tuples X corresponding to H® (as explained in section 4.4.1)
and broadcasts X to S.

Phase III: S to R:

1. S reliably receives the list X. S then creates a list Lq.i¢ which is initialized to 0.

2. For each seven tuple {wj, wj7'y7p$i(j), rﬁi,ﬁpﬁj (i)mf:j’i} € X, S does the following;:

(a) S checks p%,(5) < pS.i(5). If not, then S adds w; to Lyaui:.
(b) S checks rﬁi’j z rﬂsmyj. If not, then S adds w; to Lyquit.
(c) S checks p&; (i) < pS ;(3). If not, then S adds w; to Lfaus.
(d) S checks r,ff,j,z- z r,?,j’z-. If not, then S adds w; to Lfquis.

3. S constructs a vector P, consisting of all pg’i(O)’s, for k =1,...,n, such that w; & Lfquis.
4. S computes Pad® =EXTRANDp| (¢, +1)(P) and VS = Pad® & mS.
5. S broadcasts Lfqui¢ and YS to R and terminates 3-Optimal-PSMT-Mobile-Byzantine.

Message Recovery by R:

1. R reliably receives L fq4:: and identifies all w; over which it had received at least one incorrect
polynomial kal(x) #* pgl(x) during Phase 1.

2. R neglects all the polynomials ka’i(ac)7 k =1,...,n, received over each w; € Lyqui: during
Phase 1.

3. R computes Pad® in the same way, as done by S.

4. R correctly receives YS, computes mS = YS @ Pad® and terminates the protocol.

Lemma 10.5 (Communication Complexity) Protocol
3-Optimal-PSMT-Mobile-Byzantine communicates O(n?) field elements.

PrOOF: During Phase I, S sends n polynomials of degree t; and n? values over
each wire, incurring a total communication of O(n?) field elements. During Phase
I1, R broadcasts the list X. As explained in Section 4.4.1, X contains O(n?) tuples.
Hence broadcasting X requires O(n?®) communication complexity. During Phase III,
S broadcasts L fq,;; and YS. Since |L fauit] < tp and [YS| = n(t, + 1), Phase III will
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incur a communication cost of O(n3). Thus the overall communication complexity of
protocol 3-Optimal-PSMT-Mobile-Byzantine is O(n?). O

Theorem 10.6 Protocol 3-Optimal-PSMT-Mobile-Byzantine is a three phase commu-
nication optimal PSMT protocol tolerating Agmb”e, which securely sends a message
containing £ = ©(n?) field elements by communicating O(n3) field elements.

PRrROOF: The proof that 3-Optimal-PSMT-Mobile-Byzantine is a three phase PSMT pro-
tocol tolerating A;’;Obile follows from Lemma 10.3 and Lemma 10.4. As mentioned
earlier, Theorem 9.5 will also hold against .Agf"bile and hence any three phase PSMT

protocol over n = 2t; + 1 wires must communicate {2 <nf§tb> = Q(n/) field elements to

securely send a message containing ¢ field elements against .Ag)wbile. Now substituting
¢ =n(ty, + 1) = O(n?), we find that any three phase PSMT protocol over n = 2t;, + 1
wires has to communicate Q(n3) field elements. From Lemma 10.5, the total commu-
nication complexity of protocol 3-Optimal-PSMT-Mobile-Byzantine is O(n?). Hence the
protocol is communication optimal. O

10.4 Concluding Remarks and Open Problems

In this chapter, we presented a three phase communication optimal PSMT protocol
tolerating Agj"bile, thus significantly improving the O(t;) phase communication optimal
PSMT protocol of [77]. As mentioned in the last chapter, Kurosawa et al. presented
a two phase communication optimal PSMT protocol tolerating .Af;“tic, which securely
sends a message containing ¢ = ©(n) field elements by communicating O(nf) = O(n?)
field elements, where S and R are connected by n = 2t;, + 1 wires. However, the
protocol will not work against .Agf"bile because the protocol uses Matching Technique
and as explained in Section 4.3, the Matching Technique will not work against Agj"bile.

This brings forth a very interesting and challenging open problem, which is as follows:

Open Problem 11 Let S and R be connected by n = 2ty + 1 wires. Then does there
erist a two phase PSMT protocol which securely sends a message containing £ field
elements, by communicating O(nf) field elements, tolerating A;’Zomle, for any value of

0?7
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Chapter 11

PSMT in Undirected Networks
Tolerating Static Mixed
Adversary

In this chapter, we study PSMT in undirected synchronous network, tolerating threshold

static mized adversary. The static mixed adversary, denoted by Afe¢ | corrupts
(tostsstp)

disjoint set of t;,% and ¢, nodes in Byzantine, failstop and passive fashion respectively.

Studying PSMT in the context of Aff:?; ) is well motivated. In a real life network,

the adversary may do different type of corruptions. For example, a weakly protected
node may be Byzantine corrupted, while a strongly protected node may be passively
or failstop corrupted.

The characterization for single phase and multi phase PSMT tolerating A

static
(tb7tf7tp)
is given in [75]. In [75], the author has also derived the lower bound on the commu-

nication complexity of single and multi phase PSMT tolerating A‘E’fﬁ; b Moreover,
the author also presented a single phase communication optimal PSMT protocol tol-
erating Affg?; 1) thus completely resolving the issue of POSSIBILITY and OPTIMALITY
of single phase PSMT tolerating Aff:?; e However, no multi phase communication
static

(tots:tp

designing multi phase communication optimal PSMT tolerating A

optimal PSMT protocol tolerating A ) was presented. This left the problem of

static
(tostytp
this chapter, we settle this problem by designing a four phase communication optimal

PSMT protocol tolerating .Aff:?; 1" Interestingly, we find that the techniques used

to design our three phase communication optimal PSMT protocol against .Aflf“tic in
Chapter 9 cannot be extended in a straight forward manner to design communication

optimal PSMT protocol against .Aff:?; 1" Hence to design our PSMT protocol against
static

(iy.tsotp) W€ USE some different techniques. We now describe the network model and
adversary settings used in this chapter.

) s open. In

11.1 Network Model and Adversary Settings

static

The underlying network model is similar as in Chapter 5. However, instead of A(tb i)’

we assume the presence of mixed adversary Aff:?jf £ Thus, we assume that S and R
El 'vp
are connected by n bidirectional, synchronous wires wy, ..., wy, of which at most t,

static
(tbytfatp)
Byzantine, failstop and passive fashion respectively. Moreover, once a wire is under the

and t, wires can be under the control of a computationally unbounded A in
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control of the adversary is some fashion, it will remain so for the rest of the protocol.
Furthermore, as a worst case assumption, we assume that the wires that are under
the control of the adversary in Byzantine, failstop and passive fashion are mutually
disjoint.

The characteristic of Byzantine corrupted and failstop corrupted wire is already
specified in Chapter 5. A wire which is controlled in passive fashion always deliver
ff“?c £) will also know the complete

byt fytp
information which is delivered through a passively controlled wire. Since a Byzantine

corrupted wire is also a passively corrupted wire, it implies that Aff:’?; 1) Can eavesdrop

correct information. However, the adversary A

at most t; + ¢, wires throughout the protocol.
We now recall the existing results for PSMT in the presence of .Aff:izjf ) from [75].

11.2 Existing Results for PSMT Tolerating A&“?fc o)

static

We first recall the existing results for single phase PSMT tolerating A(tb ERE

11.2.1 Characterization and Lower Bound for Single Phase PSMT

The PSMT problem in the presence of A‘E’fﬁ; ;) Was first studied in [75]. In [75],
Srinathan gave the following necessary and sufficient condition for the existence of
. . t t'

single phase PSMT tolerating Aft:,tlﬁ 1"

Theorem 11.1 ([75]) Any single phase PSMT in undirected synchronous network tol-

erating A‘Zf:’;zjftp) is possible iff there exists n > 3ty +ty +t, + 1 wires between S and
R.

PROOF (SKETCH): The necessity is proved by showing that in any single phase PSMT
protocol tolerating Aff;”?}f t)’ the information sent by S over any n — (2t + t7) wires
should have full information about the message. Since in any single phase PSMT

tolerating .Aff:?; ) the adversary can passively listen at most t;, + ¢, wires, the above

condition implies that in any single phase PSMT tolerating .Aff:izjf 1) (2ty +t5) >
(ty + tp) should hold, otherwise adversary will also know the secret message. This
further implies that n > (3t, + t; +t,) should hold.

The sufficiency is shown as follows: suppose there exists n = 3t, +t; + 1, + 1
wires between S and R. To securely send a message mS, sender S selects a random
polynomial of degree t;+t,, whose constant term is mS and computes an RS codeword
of length n from this polynomial. S then sends one component of the codeword to R
over each wire. R will receive at least 3t; + ¢, + 1 points on a polynomial of degree
tp + t, and at most t, points could be corrupted. However, by applying RS-DEC, R
will be able to correct these errors and recover the original polynomial and hence the
message mS. The secrecy of mS follows from the fact that Affﬁzﬁtp) will know only
tp+1, points on the polynomial, whose degree is ¢, +t,. Thus adversary will lack by one
point to uniquely interpolate the polynomial, implying information theoretic security
for mS. O

Comparison 11.2 (Theorem 9.1 and Theorem 11.1) The significance of Theo-
rem 11.1 over Theorem 9.1 is established by the following two facts:

1. Theorem 11.1 generalizes Theorem 9.1 as we get the later by substituting t; =
tp, = 0 in the former.
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2. Theorem 11.1 shows the availability of more fault tolerance in comparison to
Theorem 9.1. For a clean interpretation of this statement, consider a network
with five wires between S and R. From Theorem 9.1, the network can tolerate
only one Byzantine corruption. However, from Theorem 11.1, the network can
tolerate one Byzantine corruption, along with one additional fault, which can be
either passive or fail-stop type. This example clearly justifies the need to study
PSMT in the context of mized adversary. Had we treated the passive or fail-stop
corruption as Byzantine corruption, we would require seven wires between S and
R (from Theorem 9.1), which is much more than what is actually required.

In [75], the author gave the following lower bound on the communication complexity
of single phase PSMT tolerating Aff}‘f?; £)"

Theorem 11.3 ([75]) Let S and R be connected by n > 3ty + 1ty +1t,+ 1 wires. Then

any single phase PSMT tolerating AS'Y¢ | must communicate ("7€> field

(ty,tyotp) n—3tp+t;+tp)
elements to securely send a message containing £ field elements. Moreover, this bound

1s tight.

PROOF (SKETCH): The lower bound is derived by first showing that the communica-
tion complexity of any single phase PSMT to securely send a message mS tolerating

ff:?; t) is not less than the share complexity (sum of the length of the shares) of a se-

cret sharing scheme, which generates n shares for mS, such that any set of n— (2t, 4+t )
shares has full information about the message, while any set of ¢, + ¢, shares has no
information about the message. Then it is shown that the share complexity (sum of
the length of the shares) of any secret sharing scheme, which generates n shares for a
message mS containing ¢ field elements, such that any set of n — (2t +t ) shares has
full information about the message, while any set of ¢, + ¢, shares has no information

nt

about the message is (2 <m

). This is done by using similar arguments as

given in Lemma 6.11.

The tightness of the bound follows from the protocol which is sketched in Theorem
11.1, which securely sends a message containing ¢ = 1 field element by communicating
O(n) field elements, where S and R are connected by n = 3t, +ty +t, + 1 wires. O

In the next section, we recall the existing results for multi phase PSMT tolerating

static
(tb 7tf 7tp) ’

11.2.2 Characterization and Lower Bound for Multi Phase PSMT

In [75], Srinathan gave the following characterization for multi phase PSMT tolerating
static
(tbvtfvtp).

Theorem 11.4 ([75]) Letr > 2. Then any r-phase PSMT protocol tolerating .Aff:?; t)

is possible iff there exists n > 2t, + 1ty +t, + 1 wires between S and R.

PROOF (SKETCH): The necessity is proved by showing that if there exists an r-phase
PSMT in undirected synchronous network tolerating .Aff:izjf t) with n = 2ty + 1ty +1,
wires between S and R, where r > 2, then there exists an r-phase PSMT in undirected
synchronous network tolerating .Aflf“tic with n = 2t; wires between S and R, which

from Theorem 9.3 is not possible.
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To show the sufficiency, the author in [75] presented a two phase PSMT protocol
tolerating A$!etc | with n = 2t, + ty+1tp+1 wires between S and R. Specifically, the

(tostrstp)
author showed how to extend the two phase PSMT protocol of [70] with n = 2t, 4+ 1
wires tolerating Af:atw, to tolerate Aff:?; 1) OVer n = 2ty +ty +t, + 1 wires. O

In [75], the author gave the following lower bound on the communication complexity
of multi phase PSMT tolerating .Aff:?; e
Theorem 11.5 ([75]) Let S and R be connected by n > 2t, +ty + t, + 1 wires and

let ¥ > 2. Then any r-phase PSMT protocol tolerating A‘E’fﬁljf L) must communicate

Q (WM) field elements to securely send a message containing £ field elements.

To the best of our knowledge, no communication optimal multi phase PSMT proto-
col tolerating Affﬁ’ﬁ L) is known, which satisfies the bound given in Theorem 11.5. We
make inroads towards this by presenting a four phase communication optimal PSMT
protocol called 4-Optimal-PSMT-Static-Mixed, tolerating Affﬁ?ﬁtp), where S and R are
connected by n = 2t;, +ty +t, + 1 wires. Before presenting the protocol, we show
why the three phase communication optimal PSMT protocol 3-Optimal-PSMT-Static-

Byzantine tolerating .Aflf“tic, cannot be extended in a straight forward manner to tolerate
static

(to ity itp)

11.3 Limitations of Protocol 3-Optimal-PSMT-Static-Byzantine

: static
Against A(tb,tf,tp)

In Fig. 9.3, we presented a three phase communication optimal PSMT protocol called
3-Optimal-PSMT-Static-Byzantine, tolerating .Aflf“tic, where S and R are connected by
n = 2t + 1 wires. The protocol securely sends a message containing ¢ = (t, + 1) =
O(n) field elements by communicating O(nf) = O(n?) field elements. Recall that the
underlying idea of protocol 3-Optimal-PSMT-Static-Byzantine is as follows: S sends one
random t; degree polynomial over each of the n wires and their n values distributed over
n wires. After a sequence of interaction between S and R according to the protocol,
the constant coeflicients of the ¢, + 1 polynomials which are not under the control of the
adversary, are established as an information theoretic secure ”one time pad” between S
and R. Moreover the communication complexity of the interaction is O(n?). Now using
this one time pad, S securely sends t, +1 = O(n) field elements to R by communicating
O(n?) field elements.

For tolerating Affﬁiﬁtp), S and R must be connected by at least n = 2t, +ty +
tp + 1 wires. Now if we use the same technique of sending polynomials as well as their
values (as used in protocol 3-Optimal-PSMT-Static-Byzantine), then S and R ends up
in establishing a secure ”one time pad” of length t, + 1 after communicating O(n?)
field elements. The reason is that Aff:ﬁi;’tp) can failstop ¢y wires and passively listen
the polynomials over (t,+t,) wires. Therefore only n—ty —t, —t, = t; + 1 polynomials
will be unknown to the adversary. Since n = 2t, + ¢y +t, + 1, t;, may not be ©(n)
and can even be a constant. Thus the resulting PSMT protocol may send a message
of very small size with very high communication complexity of O(n?), which will not
be a communication optimal PSMT protocol against Aff:ﬁifﬁ 1"

Hence the techniques of protocol 3-Optimal-PSMT-Static-Byzantine for designing
communication optimal PSMT protocol against .Aflfatic cannot be extended in a straight-
forward manner for designing communication optimal PSMT protocol against Aff:ﬁiji e
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To achieve optimality, S should be able to securely establish a one time pad of size
tp +ty + tp, instead of ¢, + 1 by communicating O(n?) field elements. Thus we require
new techniques for designing communication optimal PSMT protocol against .Aff:?; £)’
which we explore in the sequel.

11.4 A Four Phase Communication Optimal PSMT Tol-

: static
erating (ty.trty)
Let S and R be connected by n = 2t;, +ty + ¢, + 1 wires w;, 1 < 7 < n. We design
a four phase communication optimal PSMT protocol called 4-Optimal-PSMT-Static-
Mixed, which securely sends a message mS containing n field elements by communicat-
ing O(n?) field elements, tolerating Asfatic We first design few sub-protocols and

(tbvtfvtp).
finally combine them to obtain 4-Optimal-PSMT-Static-Mixed.

11.4.1 A Conditional Single Phase Protocol to Establish a One Time
Pad

Suppose A and B are connected by n = 2t, + ¢y +t, + 1 wires that are under the

influence of Affgi’; +,)- Here A can be S (R) and B can be R (S). Also assume that A

i advance knows the identity of at least %’ wires which are under the control of Astetic

ty,t ot
in Byzantine fashion. Under this assumption, we design a single phase protocof l()jailep()i
Pad-Establishment-Static, which securely establishes a random one time pad of length
n between A and B, which is information theoretically secure from Affg?;,tp)' The
protocol is given in Fig. 11.1.

We now prove the properties of protocol Pad-Establishment-Static.

Lemma 11.6 (Correctness) Suppose A in advance knows the identity of at least %’
wires which are under the control of A‘E’fﬁ; ) in Byzantine fashion. Then protocol Pad-
Establishment-Static correctly establishes the n tuple ¢ = (¢*(0), ..., ¢ (0)) between A

: - - tati
and B in a single phase, tolerating Aftitlﬁ )"

PROOF: From L4y, B identifies |L fault\ > %’ Byzantine corrupted wires and neglects
them. Among the remaining wires, at most ¢y may fail to deliver any information due
to fail-stop corruption. So in the worst case, N’ = n—|Lque|—t¢. In the protocol, each
Qf is RS encoded using a polynomial of degree t;, — | L tqu1¢| +tp. Since B has neglected
information corresponding to |L 4| Byzantine corrupted wires, the received vector
Qf’ will differ from the original RS codeword Qf in at most t, — |Lfqu| locations.
Substituting N =n-— ‘Lfault‘ —ty, k=1ty,— ’Lfault‘ +itp+ l,ce=1t,— ‘Lfault‘ andd=0
in the inequality of Theorem 2.19, we find that RS-DEC(N',Q?,tb — | L fauie], 0, ty —
|L fquit| + tp + 1) will be able to correct all the ¢, — |Lfqui| < %’ Byzantine errors in
Q?. Thus B can recover the original polynomial qu(x) and hence qf(()). O

Lemma 11.7 (Security) In protocol Pad-Establishment-Static, .Aff:’?; ) will get no
information about the pad q = (¢i*(0),...,¢>(0)).

PROOF: In the protocol, the adversary gets at most t, — | L tqui¢| + tp distinct points on
each polynomial qJA(x) of degree t, — |L fquit| + tp. This implies information theoretic
security of each qﬁ(O). O

Lemma 11.8 (Communication Complexity) Protocol Pad-Establishment-Static com-
municates O(n?) field elements.
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Figure 11.1: Single Phase Protocol to Establish a One Time Pad of length n = 2t; +
tr+t,+1

Protocol Pad-Establishment-Static: n = 2t, +t; +1t, +1

Assumption: A knows the identity of at least %’ wires, which are Byzantine
corrupted.

Computation by A :

1. A saves the identity of the wires which are known to be Byzantine cor-
rupted, in a list L g According to the assumption, 2 < |L qu| < t.

2. A selects n random polynomials qf‘(x), 1 < j <n, over F, each of degree
ty — |Lfault| + tp'

3. For j = 1,...,n, using qﬁ(w), A computes an RS codeword Q}A =
(qﬁ, e ,qﬁl) of length n, where qﬁ = qf‘(i), fori=1,...,n.

Communication by A :

1. For i =1,...,n, if w; € Lqu:, then A sends to B the ith component of
the n codewords, namely qf;, e ,q,ﬁ- over wire w;.

2. A broadcasts L qut to B.
Computation by B :

1. B correctly receives Ljqy: and neglects any information received over
w; € Lfquit-

2. Among the wires in {w1,...,wn} — Lyqut, let wi, ..., w;,, be the wires
that delivered information to B. Note that n — ty — |Lyque| < N’ <
n — |Lfqut|- Moreover, N is at least n — ty — |Lfqu|, as among the
n — |Lfquit| Wires, at most ty wires may fail to deliver any information
due to fail-stop corruption.

. . B B .

3. For j = 1,...,n, let B receive Qjiys > Qjiy, OVEr Wires Wi, ..., wiy,,
respectively. Let Qf‘ = (qﬁl, .. ,q;%N/).

4. For j = 1,...,n, B recovers qJA(ac) (and hence qf‘(O)) by executing RS-
DEC(N', QP ty — | L fautt], 0.ty — | L pauts| + tp + 1)

The n tuple ¢ = (¢*(0),...,¢2(0)) is established correctly and securely between A
and B.

PROOF: For each qf(:ﬂ),l < j < n, Asends n — |Lfg| = O(n) values which in-
curs a total communication complexity of O(n?). Also communication complexity of
broadcasting L fq. is O(n?). O
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11.4.2 A Three Phase Protocol to Identify at least %" Byzantine Cor-
rupted Wires

As before, let A and B are connected by n = 2t;, +ty +t, + 1 wires. We now design a
three phase protocol called Error-ldentification-Static that has the following properties:

1. If at most %’ wires get Byzantine corrupted during first phase, then A securely
establishes a one time pad of length n with B at the end of second phase.

2. If more than %’ wires get Byzantine corrupted during first phase, then the pad

will not be established. However, either A comes to know the identity of at least
%’ Byzantine corrupted wires at the end of second phase or B comes to know
the identity of at least %’ Byzantine corrupted wires at the end of third phase,
depending upon the adversary behavior.

Thus the protocol creates a win-win situation against the adversary as follows: if
the adversary does at most %’ Byzantine faults in the first phase, then an information
theoretic secure one time pad is established between A and B. Otherwise, either A or
B will come to know the identity of more than %’ Byzantine corrupted wires.

Informally, the protocol works as follows: A selects n polynomials each of degree
ty + t, and sends an RS codeword of length n for each of these polynomials to B. B
applies RS-DEC to the received vectors, assuming the number of errors in the vectors to
be at most %’ and tries to recover the n polynomials. If corresponding to some vector,
B is unable to recover anything, then B concludes that more than %’ errors occurred in
that vector. In this case, B sends back this vector to A, who after comparing it with
its corresponding original codeword, finds the identity of at least %’ +1 corrupted wires.
Otherwise, B recovers n polynomials of degree t;, + t,, but is unable to decide about
their correctness. In this case, B broadcasts the n error lists to A, that are output by
applying RS-DEC to the received vectors. A then verifies whether all the error lists
are “good” or not. If yes, then A concludes that B has correctly recovered all the
n polynomials. Otherwise, A identifies at least one polynomial that is not recovered
correctly by B because of more than %’ faults during Phase I. A then broadcasts to
B, the original codeword of that polynomial, generated by him during Phase I. This
broadcast enables B to identify more than %’ faults after local verification at the end
of Phase III. The protocol is now formally presented in Fig. 11.2.

We now proceed to formally prove the properties of protocol Error-ldentification-
Static.

Lemma 11.9 In protocol Error-ldentification-Static:

1. If at most %’ Byzantine errors occur during Phase 1, then an information the-
oretically secure pad p = (p*(0),...,p2(0)) of length n is established between A
and B at the end of Phase II.

2. If more than %’ Byzantine errors occur during Phase 1, then either A or B comes
to know the identity of more than %’ corrupted wires at the end of Phase 11 or

Phase III respectively.

Proof: We prove the theorem for the worst case where during Phase I, ¢ wires failed to
deliver any information to B. Thus B receives information over N' = n—t; = 2t,+t,+1
wires during first phase. For j = 1,...,n, each of the received vector PjB will contain
N’ = 2t + t, + 1 values, out of which at most ¢, could be corrupted. Also, each
PJB corresponds to the RS codeword PjA that is RS encoded using polynomial p}A(az) of
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Figure 11.2: A Three Phase Protocol to Identify More than %’ Byzantine Faults

Protocol Error-ldentification-Static
Phase I: (A to B) :

Computation by A :

1. A randomly selects n polynomials p(z),...,p% (z) over F, each of degree ty, +t,.
2. For j =1,...,n, A computes RS codeword PjA = (ijl, e ,ijn), where for ¢ =

Communication by A :

1. For i = 1,...,n, A sends the ith component of all n codewords, namely
p ..., p2 to B over wire w;.

Phase II: (B to A) :

Computation by B :

1. Let B receive information over wires w;,, ..., wi,,, where N' >n —ty.

2. Forj=1,...,n,let B receive pﬁl e ,pﬁN, over wires Wi, , . .., W;,, respectively.
Let PJB = (p}?’i1 . 71{)}3’,']\],).

3. For j =1,...,n, B executes RS-DEC(N’, P, 2,0, t, + t,, + 1).

» 9

Communication by B :

1. If 35 € {1,2,...,n} such that RS-DEC(N’, PJB, %, 0,t» + tp + 1) does not output
any polynomial of degree t; + t,,, then B broadcasts “ERROR” signal and vector
P]B along with its index j.

2. If for each PJB7 RS-DEC outputs some polynomial p? () of degree tp + t, and an

error list, then B proceeds as follows:

—Forj=1,...,n,let Error_List; denote the error list output by RS-DEC for PJB.
Also let L; be the number of pairs in Error_List;. By the property of RS-DEC
tp

(as described in Chapter 2), L; < % will hold, where % is the number of errors

that RS-DEC is instructed to correct. B broadcasts Error_List; for j =1,...,n.
Computation by A at the End of Phase II :

1. If A receives “ERROR” signal and index j along with PJ-B7 then A locally compares
P]B with PJA (after restricting PJA to wires wi,, ..., wi,, ), finds the identity of at least
%’ + 1 faulty wires which delivered incorrect components of PJ-A during first phase and
terminates the protocol.

2. If A receives n error-lists and all the n error lists are “good”, then A concludes that B
has recovered each pf‘ (z),1 < j < n correctly and terminates the protocol. Otherwise,
A finds at least one j € {1,2,...,n}, such that Error_List; is "bad”. If there are
multiple such j’s, A randomly selects one. In this case, A concludes that B has
reconstructed p} () # p2*(z) and initiates Phase III as follows:

Conditional Phase III: (A to B) :

1. If A has identified a j such that B has reconstructed p (z) # p2* (z), then A broadcasts
to B the index j and PJA = (p;'-"17 e ,pfn).

2. B correctly receives PJA7 compares it with the vector P]B (which it had received during
Phase I), identifies more than %7 faulty wires and terminates the protocol.
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degree t, +1t,. During Phase II, B tries to correct at most ¢ = %’ and detect additional
d = 0 errors in each PjB by applying RS-DEC. By substituting N' = 2t;, +t, + 1,¢ =
t" ,d = 0 and k = t, +t, + 1 in the inequality of Theorem 2.19, we find that RS-
DEC(N’ PB, tzb,(),tb + ¢, + 1) will be able to correct at most %’ errors and detect no
additional errors in PjB. Moreover, B has no information about the exact number of
Byzantine errors that occurred during Phase I (except that it is at most t;). Now

there are following two cases:

1. Case I: At most & 2 Byzantine errors occurred during Phase I: In this case
at most 2 7 values in each PB could be corrupted. Hence for each PB RS-DEC will
output p] B(z) = pA(x) and a ”good” error list after successfully Correctlng all the
errors in PJB. However, B will not know whether the recovered polynomials are
correct or not. This is because the number of actual errors that can happen (i.e
t;) can be more than the error correction capability (i.e ¢) of RS-DEC. Moreover,
as RS-DEC has no capability of detecting additional errors (as d = 0 here), B is
not sure whether p}?’(x) is the original polynomial used for encoding PJB and the
error list is ”good”. The situation here is similar to the one that arises in Example
2.16. Hence to know the status of the recovered polynomials, B broadcasts each
error list to A who will correctly receive them '. When A gets the error lists
from B and finds them to be "good”, he concludes that B has recovered each
pf‘(x) correctly. Hence the vector p = (pf*(0),...,p(0)) is established correctly
between A and B.

The security of p follows from the fact that during Phase I, the adversary gets
at most t, + t, points (by passively listening over t, + ¢, wires) on each pf‘(x),
which is of degree t, 4 t,. Thus each pf‘(O) is information theoretically secure.
Also notice that each of the n error lists are ”good”, thus they leak no extra
information about p?( x)’s to A‘E’f“?c .- This is because in this case, the values in
each error lists are indeed corrupted, Which are already known to the adversary

and hence add no extra information to the knowledge of adversary.

2. Case II: More than %’ Byzantine errors occurred during Phase I: With-
out loss of generality, let p}A( x) be one of the polynomials, corresponding to which
at least & 2 + 1 values have been corrupted by adversary during Phase I. Thus
gt recelved vector PJB will have more than & % corrupted values. So B will fail to

correctly reconstruct p}A(az) by executing RS-DEC(N’, PB. 2 0,1, + tp+1). Now

7 2
there are two possible cases:

(a) Suppose the values in PJB are corrupted in such a way that RS-DEC, when
applied to P]B7 fails to output any t, +t, degree polynomial. In this case, B
knows that more than %’ values in PjB are corrupted. However, he will not
know the exact identity of the corrupted wires, who delivered those corrupted
values. In order to facilitate A to find the identity of those corrupted wires,
B broadcasts P]B to A, along with “ERROR” signal and index j. Once A
correctly receives these values and performs local comparison of PjB with
PJA, A will know the identity of all the corrupted wires (at least %’ +1) who
delivered incorrect components of P]A to B during first phase.

! Any information broadcasted over n = 2t; + ¢ 7 +tp + 1 will be received correctly at the receiving
end by taking majority, irrespective of adversary behavior.
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(b) Suppose the values in PJB are corrupted in such a way that RS-DEC, when ap-
plied to P]B, outputs a t,+t, degree polynomial p}a (x), along with Error_List;.
In this case p?(w) # pf‘(x). Moreover, Error_List; is “bad” and contains a
correct component of PJA in it (pointed as a corrupted value) 2. The reason
is that there are t; +t, 4 1 wires, which will deliver correct points on p}A(az)
Among them at most t, + ¢, could lie on p?(w) as well, as pf‘(x) and p?(w)
(both of degree tj, + t,) may have at most ¢, + ¢, common points lying on
them. But the remaining one honest value lies on only pf‘(x) and not lies
on p?(:ﬂ). Hence that honest value will be considered as an error location
and will be included in Error_List;.

However as described in Case I, B will not know whether the recovered
polynomial is correct or not. Hence, B broadcasts Error_List; to A. Once
A correctly receives Error_List; and performs local verification, A will find
Error_List; to be "bad” and will conclude that B has recovered incorrect
p}A(az) because of more than %’ incorrect values in P]B. But A will not know
the identity of these corrupted wires. To facilitate B to find out the identity
of corrupted wires, A will execute third phase, where he will broadcast P]A

to B. After receiving PJA correctly, B finds the identity of corrupted wires

(more than %’) after performing local comparison of PjA and PJB.

This completes the proof of the lemma. O

Lemma 11.10 The communication complexity of protocol Error-Identification-Static is
O(n’ty).

Proof. During first phase, A sends an RS codeword of length n for n polynomials,
thus communicating O(n?) field elements. During second phase, in the worst case, B
broadcasts n error-lists, each containing at most %7 pairs, thus communicating O(n?t;)
field elements. Communication complexity of conditional third phase is O(n?) field
elements. Hence overall complexity is O(n?t;) field elements. O.

11.4.2.1 Reducing the Communication Complexity of Error-ldentification-
Static

In protocol Error-ldentification-Static, the most communication oriented step is in Phase
ITI, where B may have to broadcast n error lists to reliably send them to A. This
incurs a communication cost of O(n?t,). We now present a nice trick to reduce the
communication complexity of sending n error-lists from O(n?t,) to O(n?) during Phase
IT of protocol Error-ldentification-Static, without changing the properties of the protocol.

Let Error_List; be the error-list with maximum number of pairs L, where J €
{1,2,...,n}. If there are several error-lists with L ; pairs, then B arbitrarily selects one.
B then broadcasts only Error_List; and sends the remaining error-lists concatenated
into a list Y, by executing protocol 1-PRMT-Mixed (Y, |Y'|,n,t,tf, L;) with increased
throughput. A correctly receives Error_Listy and verifies whether it is ”good” .
If it is good, then A concludes that B has correctly recovered p:’}(x). Moreover, A
will identify Lj; faulty wires from Error_List; as all the pairs listed in Error_List;
are indeed corrupted values. Now from Theorem 5.7, protocol 1-PRMT-Mixed with
increased throughput will correctly deliver the list Y containing the remaining error-
lists. The rest of the protocol will now be same.

2This case is similar to Property 2.25 as explained in Chapter 2.
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On the other hand, if A finds that Error_Listy is "bad”, then A concludes that
B has not recovered p’}(:ﬂ) correctly. In this case, A fails to know Lj; faults from
Error_Listy and hence 1-PRMT-Mixed will fail to deliver Y correctly. But A iden-
tifies one polynomial, namely p’}(:ﬂ), which is not recovered correctly by B (due to
more than %’ errors during Phase I). Note that while the properties of protocol Error-
Identification-Static (Lemma 11.9) remain intact by incorporating these changes, the
communication complexity reduces to O(n?). We now provide the complete descrip-
tion of Error-ldentification-Static that incorporates the above mentioned changes for
attaining a communication complexity of O(n?) in Fig. 11.3.

We now prove the properties of protocol Error-ldentification-Static.

Lemma 11.11 The communication complezity of new Error-ldentification-Static (pre-
sented in Fig. 11.3) after incorporating new steps is O(n?).

Proof. During first phase, A sends an RS codeword of length n for n polynomials,
thus communicating O(n?) field elements. During second phase, broadcasting a single
error-list (Error_List;) requires communicating O(n?) field elements. From Theorem
5.7, sending the remaining error-lists by executing 1-PRMT-Mixed(Y, |Y'|,n,tp, ts, L)
with increased throughput will require communication of O (‘L—YJ‘ * n> = O(n?) field

elements as |Y| < (n — 1) x (2L;). Communication complexity of conditional third
phase is O(n?) field elements. Hence overall complexity is O(n?) field elements. O

Lemma 11.12 The properties given in Lemma 11.9 will hold for new Error-ldentification-
Static (presented in Fig. 11.3) even after incorporating new steps.

ProOF: If at most %’ Byzantine errors occur during Phase I, then each of the n error
lists will be "good”. In this case, A on receiving Error_Listy will identify that it is
7good” and hence will know the identity of L; Byzantine corrupted wires. So from
Theorem 5.7, protocol 1-PRMT-Mixed with increased throughput will correctly deliver
the remaining n—1 error lists. A will find all the remaining n—1 error lists to be ”good”
and hence he concludes that B has recovered each p}A(az) correctly. Thus the vector
p = (p(0),...,p2(0)) will be established correctly between A and B. The secrecy of

p = (p(0),...,p2(0)) can be argued in the same way as done in Lemma 11.9.
Now consider the case when more than %’ wires are Byzantine corrupted during

Phase I. Then, we have the following two cases:

1. If there exists some j € {1,2,...,n} such that after applying RS-DEC on PjB, B
does not obtain any t 4 t,, degree polynomial, then property 2 of Lemma 11.9
will follow from the proof of part (a) of Case IT of Lemma 11.9.

2. If for each PjB, RS-DEC outputs a polynomial of degree ¢, + ¢,, then we have the
following two sub-cases:

(a) Sub-Case I: If Error_List; is ”good”, then it implies that B has correctly
recovered p‘}(m). In this case, A on receiving Error_List; will also conclude
the same. Moreover, since each value in Error_List; is indeed corrupted,
the wires which delivered those values to B during Phase I are Byzantine
corrupted. Thus A will know the identity of L; Byzantine corrupted wires
from Error_Listj. Now, from Theorem 5.7, protocol 1-PRMT-Mixed with
increased throughput will correctly deliver the remaining n — 1 error lists,
concatenated to a list Y. Since more than %’ Byzantine errors have occurred
during Phase I, at least one of the error lists in the remaining n—1 error lists,
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Figure 11.3: A Three Phase Protocol to Identify More than %’ Byzantine Faults with
a Communication Complexity of O(n?)

Protocol Error-ldentification-Static
Phase I: (A to B) : Same as presented in Fig. 11.2.
Phase II: (B to A) :

Computation by B: Same as presented in Fig. 11.2.

Communication by B:

1. If 35 € {1,2,...,n} such that RS-DEC(N’,P]B7 %,O, ty + tp + 1) does not output any
polynomial of degree ¢, +1t,, then B broadcasts “ERROR?” signal and vector P]B7 along
with its index j.

2. If for each PJ-B, RS-DEC outputs some polynomial p? (z) of degree t5 + t, and an error
list, then B proceeds as follows:

(a) For j =1,...,n,let Error_List; denote the error list output by RS-DEC for PJB.
Also let L; be the number of pairs in Error_List;. By the property of RS-DEC
(as described in Chapter 2), L; < 321 will hold, where 321 is the number of errors
that RS-DEC is instructed to correct.

(b) Let J € {1,2,...,n} be the smallest index, such that Error_List; has maximum
number of pairs L.

B concatenates all the error-lists, except Error_List; to form a list Y.

(d) B broadcasts Error_List; along with its index J to A.

B sends the list Y by executing the protocol 1-PRMT-Mixed(Y,|Y|,n,ty,ts, L;)
with increased throughput.

—
o
~

—
@)
~

Computation by A at the End of Phase II :

1. If A receives “ERROR?” signal and index j along with P]B7 then A locally compares
PJA with PJB (after restricting PJA to wires wi, , ..., wi,, ), finds the identity of at least
321 + 1 faulty wires which delivered incorrect components of PJA during first phase and
terminates the protocol.

2. If A receives the index J and Error_Listy, then A locally verifies Error_List; and
then performs the following steps:

(a) If Error_Listy is “bad” then A concludes that B has reconstructed p%(z) #
p* () and executes conditional Phase IIL.

(b) If Error_List; is ”good” then A concludes that B has correctly recovered p% (z) =
p?(x). A also identifies L; Byzantine corrupted wires from Error_List; and
hence from Theorem 5.7, correctly receives Y delivered by 1-PRMT-Mixed.

(¢) From Y, A obtains the remaining n— 1 error lists. A then checks if the remaining
n — 1 error-lists are “good”. If yes then A concludes that B has recovered each
ij(x),l < j < n correctly and terminates the protocol. Otherwise, A finds at
least one j € {1,2,...,n} \ {J}, such that Error_List; is "bad”. If there are
multiple such j’s, A randomly selects one. In this case, A concludes that B has
reconstructed pf (z) # p#*(z) and initiates Phase III.

Conditional Phase III: (A to B) :

1. If A has identified an « (notice that o can be J or j) such that B has re-
constructed pB(z) # p(z), then A broadcasts to B the index a and codeword
P = (phy, ..., p&).

2. B correctly receives P2 compares it with the vector P2 (which it had received during
Phase I), identifies more than %7 faulty wires and terminates the protocol.
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say Error_Listj, will be "bad”, which will be identified by A. In this case,
A will execute the conditional Phase III and hence at the end of Phase
ITI, B will know the identity of Byzantine corrupted wires (more than %’),
which delivered incorrect components of PJ»A during Phase I. Thus property
2 of Lemma 11.9 will hold.

(b) Sub-Case II: If Error_List; is "bad”, then it implies that B has not cor-
rectly recovered p’}(:ﬂ) because of more than %’ corrupted values in Pf’. In
this case, A on receiving Error_List; will conclude the same and will ex-
ecute conditional Phase III. At the end of Phase III, B will know the
identity of Byzantine corrupted wires (more than %’), which delivered incor-
rect components of Pf during Phase I. Thus property 2 of Lemma 11.9

will hold in this case as well.

This completes the proof of the lemma. O

11.4.3 Protocol 4-Optimal-PSMT-Static-Mixed

We now design a four phase communication optimal PSMT protocol called 4-Optimal-

PSMT-Static-Mixed tolerating Aff:?; 1)’ where S and R are connected by n = 2t,+t 7+
S

t, + 1 wires. The protocol securely sends a message m> containing n field elements by
communicating O(n?) field elements. The protocol uses Error-ldentification-Static and
Pad-Establishment-Static as sub-protocols. By using these two sub-protocols, S and R
tries to establish an information theoretically secure pad containing n field elements.
Once this is done, S can mask the message by X-ORing it with the pad and broadcasts
the masked message to R. On receiving the masked message, R unmasks the message
by X-ORing the masked message with the pad. The protocol is presented in Fig. 11.4.

We now prove the properties of protocol 4-Optimal-PSMT-Static-Mixed.

Lemma 11.13 (Correctness) Protocol 4-Optimal-PSMT-Static-Mixed correctly deliv-
ers mS in four phases.

PROOF: In the protocol, m® is masked by S using either the pad p or q. To prove the
lemma, we show that R will also get the same pad in four phases. In the protocol,
there are following two possibilities:

1. Case I: Error-ldentification-Static terminates in two phases: Here there are
further two possibilities:

(a) Sub-Case (a): At the end of second phase, R concludes that
the pad p is correctly established with S: In this case, R broadcasts
“SUCCESS-R” signal to S during Phase III. So at the end of Phase 111,
S will know that pad p is established between S and R.

(b) Sub-Case (b): At the end of Phase II, R identifies at least £ + 1
Byzantine corrupted wires: In this case, with the knowledge of %’ +
1 Byzantine corrupted wires, R executes the single phase protocol Pad-
Establishment-Static to establish the pad ¢. From Lemma 11.6, S will cor-
rectly get the pad ¢ at the end of Phase III.

2. Case II: Error-ldentification-Static terminates in three phases: In this case,
S will identify at least %’ + 1 Byzantine corrupted wires at the end of Phase 111
(Lemma 11.9). Now with the knowledge of %’ + 1 Byzantine corrupted wires, S

133



Figure 11.4: A Four Phase Communication Optimal PSMT Protocol Tolerating

A?f:,?;,tp)v n =2, +ty+t,+1, ImS| =n

Protocol 4-Optimal-PSMT-Static-Mixed-Protocol

R and S starts executing protocol Error-ldentification-Static, where Phase I is ini-
tiated by R.

1. If at the end of Phase II of protocol Error-ldentification-Static, R finds that
the pad p = (pR(0),...,pR(0)) is established securely between R and S, then
R broadcasts “SUCCESS-R” signal to S during Phase III. S on receiving the
signal “SUCCESS-R”, computes I' = mS @p, broadcasts I' to R during Phase
IV and terminates the protocol. R correctly receives I', recovers mS =T @ p
and terminates the protocol.

2. If at the end of Phase II of protocol Error-Identification-Static, R identifies at
least %’ +1 Byzantine corrupted wires, then R securely establishes the one time
pad ¢ = (¢R(0),...,¢®(0)) with S at the end of Phase III by executing the
single phase protocol Pad-Establishment-Static. Once this is done, S computes
I' = mS@q, broadcasts I' to R during Phase IV and terminates the protocol.
R correctly receives I', recovers mS = I' @ ¢ and terminates the protocol.

3. If conditional Phase III of protocol Error-ldentification-Static is executed, then
S identifies at least %’ + 1 Byzantine corrupted wires at the end of third phase.
S then securely establishes the one time pad ¢ = (¢7(0),...,¢5(0)) with R
by executing the single phase protocol Pad-Establishment-Static during Phase
IV. Moreover, S also computes I' = mS & ¢, broadcasts I' to R during Phase
IV and terminates the protocol. R gets the pad ¢ at the end of Phase IV,
recovers mS = I' @ ¢ and terminates the protocol.

executes the single phase protocol Pad-Establishment-Static to establish the pad
q. From Lemma 11.6, R will correctly get the pad ¢ at the end of Phase IV.

This completes the proof of the lemma. O

Lemma 11.14 (Security) In protocol 4-Optimal-PSMT-Static-Mixed, mS will be in-
formation theoretically secure.

PROOF: The secrecy of mS depends upon the secrecy of the pad, using which mS is
masked. If p is used as the masking pad, then secrecy of mS follows from the secrecy
of pad p (see Lemma 11.9). On the other hand, if ¢ is used as the masking pad, then
secrecy of mS follows from the secrecy of pad ¢ (see Lemma 11.7). O

Lemma 11.15 (Communication Complexity) Communication complexity of pro-
tocol 4-Optimal-PSMT-Static-Mixed is O(n?).

PrOOF: From Lemma 11.11 and Lemma 11.8, establishing the pad by executing pro-
tocols Error-ldentification-Static and Pad-Establishment-Static incurs a communication
cost of O(n?). Moreover, since the message size is n, the masked message I' will also
contain n field elements and hence broadcasting it will require communicating O(n?)
field elements. Thus the communication complexity of the protocol is O(n?). O

Theorem 11.16 Protocol 4-Optimal-PSMT-Static-Mixed is an efficient, four phase com-

munication optimal PSMT protocol tolerating .Aff:izjf t)"
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PRrROOF: The proof that 4-Optimal-PSMT-Static-Mixed is a four phase PSMT protocol

tolerating Affg?; ) follows from Lemma 11.13 and Lemma 11.14. From Theorem 11.5,

any four phase PSMT protocol over n = 2t,+t+t,+ 1 wires must communicate Q(n?)
field elements to securely send a message containing n field elements against Aff:?; )"
From Lemma 11.15, the total communication complexity of protocol 4-Optimal-PSMT-

Static-Mixed is O(n?). Hence protocol is a communication optimal protocol tolerating

Aff:?; 1) It is easy to see that both S and R performs polynomial computation in the
protocol. O

Finally we state the following remark, which states how protocol 4-Optimal-PSMT-
Static-Mixed overcomes the limitation of protocol 3-Optimal-PSMT-Static against .Aff:?; 1)’
as stated in Section 11.3.

Remark 11.17 Note that 4-Optimal-PSMT-Static-Mixed sends only codeword of poly-
nomials, in contrast to the protocol 3-Optimal-PSMT-Static-Byzantine, which sends both
polynomial and its codeword. The advantage that we get by sending only codeword is
that we obtain one information theoretic secure value per codeword (after some inter-
mediate information exchanges and then applying RS decoding). In the next chapter,
we will show that this technique can be used to design communication optimal PSMT
protocols even against mobile mized adversary.

11.5 Concluding Remarks and Open Problems

In this chapter, we presented a four phase communication optimal PSMT protocol
in undirected synchronous network tolerating Affﬁi;,tp)‘ This, along with Theorem
11.4 and Theorem 11.5 completely settles the issue of POSSIBILITY, FEASIBILITY and
OPTIMALITY of PSMT in undirected synchronous network tolerating Aff;”?fc t)" These
results are summarized in Fig. 11.5.

Figure 11.5: Summary of the Results for PSMT in Undirected Synchronous Network
Tolerating Astetic

(to,tytp)
Number of Connectivity Lower Bound on Upper Bound
Phases (r) Requirement (n) Communication
Complexity
r=1 n>3ty+tp+t,+1]Q <n_(+ftf+tp)> Theorem 11.3
Theorem 11.1 Theorem 11.3
r>2 n>2ty+ty+t,+1 Q(WM) Protocol
Theorem 11.4 Theorem 11.5 4-Optimal-PSMT-Static-Mixed:
’I’L:2tb—{—tf—{—tp—|—1,f:n
Communication
complexity = O(nf) = O(n?)

From Fig. 11.5, we find that protocol 4-Optimal-PSMT-Static-Mixed is communi-
cation optimal only if the message contains £ = n field elements. This leads to the
following open problem:

Open Problem 12 LetS and R be connected by n = 2ty +ts+1t,+1 wires. Then does
there exist a multiphase (two or more phase) PSMT protocol which securely sends a
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message containing ¢ field elements by communicating O(nl) field elements, tolerating

ff:?}ft ) for any value of £¢
2 fatp
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Chapter 12

PSMT in Undirected Networks
Tolerating Mobile Mixed
Adversary

In the previous chapter, we have seen that it is worth to study PSMT in the context
of mixed adversary. Continuing this study further, in this chapter, we study PSMT in
undirected synchronous network, tolerating mobile mized adversary. The mobile mixed

adversary, denoted by A’nglfli ), may control different set of #;,t; and ¢, wires in each

mobile static
(tost £ tp) (tost fotp)
zation and lower bound on communlcatlon complexity of single phase and multi phase

PSMT tolerating Asfa?c ) will also hold for .AmObZl L Unfortunately, neither the three

phase communication optlmal PSMT protocol 3 Optlmal PSMT-Mobile-Byzantine toler-
ating Am‘)bile (see Fig. 10.1), nor the four phase communication optimal PSMT protocol

4- Optlmal PSMT-Static-Mixed tolerating .Asfa?ct (see Fig. 11.4) can be extended in a
f:tp)

straight forward manner to design communication optimal PSMT tolerating .A

phase of the protocol. Since A is more powerful than A the characteri-

mobile
(toitfotp)”

The contribution of this chapter is two fold: we first design a nine phase communi-
cation optimal PSMT protocol tolerating A@i?fl;p), where S and R are connected by
n = 2ty +ty +1t, +1 wires. The protocol uses certain ideas used in protocol 4-Optimal-
PSMT-Static-Mixed. The protocol also uses protocol 3-Optimal-PRMT-Mobile-Mixed
(see Fig. 6.2) as a black box.

After the publication of the above protocol in [19], Kurosawa et al. [42] presented
a two phase communication optimal PSMT protocol tolerating .Aflf“tic, where S and
R are connected by n = 2t, + 1 wires. To design their protocol, Kurosawa et al.
introduced the concept of pseudo-basis, which was done for the first time in the litera-
ture of RMT/SMT. As a second contribution of this chapter, we design a three phase
communication PSMT protocol tolerating A’";“’%li ) where S and R are connected by
n = 2ty +ty +1t, + 1 wires. To design our three phase protocol, we extend the ideas
used in the two phase protocol of [42] to the case of mixed adversary.

We would like to stress that the techniques used in our nine phase and three phase
communication optimal PSMT protocol are completely independent and incomparable.
While our nine phase protocol requires more phases than our three phase protocol, our
nine phase protocol is communication optimal if £ = ©(n), while our three phase
protocol is communication optimal if £ = ©(n?). So we can decide which protocol to
execute, depending upon whether reduced communication complexity is desirable or
reduced phase complexity is desired.

We now discuss the network model and adversary settings used in this chapter.
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12.1 Network Model and Adversary Settings

The network model and adversary settings used in this chapter is similar to the one
used in Chapter 10. Thus we assume that there are n bi-directional, synchronous wires

wi, ..., w, between S and R. However, instead of Ag”b’le, we assume the presence

mobile
(tostystp)’
different set of t;,,t; and t,, wires in Byzantine, failstop and passive fashion respectively,
during different phases of the protocol.

Though A’(?:g?ip) controls different set of wires in different phases of the protocol,
it does not allow the adversary to gain any information which has previously passed
(in earlier phases of the protocol) through the wires under its control in current phase.
The mobile mixed adversary gain information from the wires in a cumulative fashion.
For example, suppose during first phase of a protocol, Aﬁf’lbfllf controls wy, we and ws
in Byzantine, fail-stop and passive fashion respectively in a network, where S and R
are connected by wires w1, ws, ..., ws. Now suppose during second phase, it controls
ws, wy and ws in Byzantine, fail-stop and passive fashion respectively. Then w; and
wsg will behave correctly during second phase and adversary will have no access to
the information passing through them in second phase. At the end of second phase,
adversary will know the information which passed through w; and w3 during first phase

and the information that passed through ws and ws during second phase.

of a computationally unbounded mobile mixed adversary A who may corrupt

12.2 Characterization and Lower Bound on Communica-
tion Complexity for PSMT Tolerating A7°%°

(toty,tp)
Any single phase PSMT protocol tolerating Aff:"?; t) will also W?I"k against A@;ﬁ?iz))
Thus Theorem 11.1 and Theorem 11.3 will also hold against A™°%!¢ . This completely

(tbytfatp)'
resolves the issue of POSSIBILITY and OPTIMALITY of single phase PSMT in undirected

synchronous network tolerating Ag:glfli )
sUfslp

Since A™mobile is more powerful than Astatic
Aty p Attty

phase PSMT tolerating Aff;”?fc t)> 88 given in Theorem 11.4 will also hold against

Similarly, the lower bound on communication complexity, as given in The-

the necessary condition for multi

mobile
(tbvtfvtp).
orem 11.5 will also hold against A

mobile
(tystyitp)”

for multi phase PSMT tolerating Affg?fc 1) @ given in Theorem 11.4, will also hold

we will design two communication optimal PSMT protocols tolerating

To show that the sufficiency condition

mobile
(tb 7tf 7tp) ’
in the subsequent sections, where S and R are connected by n = 2t,+t¢+t,+1

against A
mobile
(tbvtfvtp)

wires .

Before proceeding further, we show that neither protocol 3-Optimal-PSMT-Mobile-

Byzantine nor protocol 4-Optimal-PSMT-Static-Mixed, which are communication opti-

mal PSMT protocols tolerating A?Zgbile and A?f;?fc ) respectively, can be extended in a

straight forward manner to design communication optimal PSMT tolerating A7°bie

(tootytp)

12.3 Limitations of Protocol 3-Optimal-PSMT-Mobile-Byzantine
and 4-Optimal-PSMT-Static-Mixed Against A7

(tbvtfvtp)

The reason why our three phase communication optimal PSMT protocol 3-Optimal-
PSMT-Mobile-Byzantine tolerating Ag)wbile cannot be extended to design communication

138



optimal PSMT tolerating A™°% ' is similar as given in Section 11.3. That is, if we
(tostgstp)

extend protocol 3-Optimal-PSMT-Mobile-Byzantine against Ag:g?ip), then S and R will

end up sharing an information theoretically secure one time pad of size n(t, + 1) by
communicating O(n?) field elements. If n = 2t, +t¢ +t, + 1 then ¢, may not be O(n)
and can even be a constant. Thus the resulting PSMT protocol may send a message
of very small size with very high communication complexity of O(n?), which will not
be a communication optimal PSMT protocol against A@;@?iz))

The techniques used for designing protocol 4-Optimal-PSMT-Static-Mixed tolerat-

ing Affﬁ?ﬁtp) cannot be reused for designing communication optimal PSMT protocol

tolerating A

mobile
(tbvtfvtp).
to achieve its properties with a communication of O(n?) in the presence of A

This is due to the failure of protocol Error-ldentification-Static

mobile
. i i (tbvtfvtp)‘
Recall that in Error-ldentification-Static, B reliably sends n error lists during second

phase. This was done by broadcasting the error list with maximum number of pairs
L and then jointly sending the remaining n — 1 error lists by executing protocol 1-
PRMT-Mixed, with a block size of L. Also recall that when the maximum sized error
list is ”good”, then from the error list, A will know the identities of L; wires, which
were Byzantine corrupted during first phase. Now since the adversary was static, the
same set of wires will be Byzantine corrupted in the second phase as well and hence A
could neglect them. This facilitated A to correctly recover the remaining n — 1 error
lists at the end of 1-PRMT-Mixed (see Theorem 5.7). However, this technique not work

against A&Og’ﬁp). This is because the L; wires which were Byzantine corrupted during

first phase, may not be under the control of A

mobile
(tosts:tp)
case, all these Ly wires may be completely honest and hence by neglecting them, A will
loose information sent through Lj; honest wires. Thus protocol 1-PRMT-Mixed with
increased throughput will fail to correctly deliver the remaining n — 1 error lists to
A in the presence A@ﬁgifﬁp)- So even when the maximum sized error list is ”good”, A
will fail to reliably receive the remaining n — 1 error lists.

To reliably send the error lists in the presence A@:ﬁi‘liz))’
them to A. Though broadcasting the n error lists ensures their proper delivery, it
will increase the communication complexity of Error-ldentification-Static from O(n?) to
O(n?ty). Thus the resultant PSMT protocol incorporating Error-ldentification-Static
will not be a communication optimal PSMT protocol tolerating Az?z:%lip)' In order to
deal with this problem, we use our three phase communication optimal PRMT protocol

3-Optimal-PRMT-Mobile-Mixed (see Fig. 6.2) tolerating A@:Iffl)e Using this protocol as

a black box, we design our nine phase communication optimal PSMT protocol tolerating

’(?:l;?i » which is given in the next section.
s fatp

in the second phase. In the worst

B may broadcast all of

12.4 Nine Phase Communication Optimal PSMT

Let S and R be connected by n = 2t, + t; + ¢, + 1 wires. We now present a nine
phase communication optimal PSMT protocol called 9-Optimal-PSMT-Mobile-Mixed,
which securely sends a message containing ©(n) field elements by communicating O(n?)
field elements against A@i%«l;p)' The protocol uses few ideas from protocol 4-Optimal-
PSMT-Static-Mixed and uses protocol 3-Optimal-PRMT-Mobile-Mixed as a black-box.
The protocol establishes an information theoretically secure one time pad of length
either n — 1 = ©(n) or § = O(n) between S and R, depending upon the behavior of
the adversary, by communicating O(n?) field elements. Accordingly, S sends a message

containing either n — 1 or % field elements by communicating O(n?) field elements.
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Note that according to the description provided in Fig. 6.2, protocol 3-Optimal-
PRMT-Mobile-Mixed is executed with 2t, + ¢y + 1 wires between S and R, tolerat-
ing A’(?:lffl)e So in protocol 9-Optimal-PSMT-Mobile-Mixed, protocol 3-Optimal-PRMT-
Mobile-Mixed is executed with any set of predefined 2t 4t +1 wires between S and R.
Thus S and R neglects a pre-determined set of ¢, wires and runs protocol 3-Optimal-
PRMT-Mobile-Mixed on the remaining 2¢, + ¢y + 1 wires. This does not affect the
correctness and working of protocol 9-Optimal-PSMT-Mobile-Mixed.

Informally, the idea of protocol 9-Optimal-PSMT-Mobile-Mixed is as follows: S sends
n random codewords to R, where each codeword is RS encoded using a random polyno-
mial of degree ¢, +¢,. R assumes that at most %’ values are corrupted in each received
vector and tries to correct them. However, R will not know the status of the recovered
polynomials. So R reliably sends back only the first 5 error lists. S on receiving these
lists can find out the status of these lists. If all the error lists are good, then S knows
that the first § polynomials are correctly recovered by R and hence the constant term
of these polynomials acts as a pad of size 5.

On the other hand, if S finds any of the first § error lists to be bad, then by
interacting with R, sender S finds out the identity of more than %’ +1 wires, which were
Byzantine corrupted during first phase. S then again reliably resends the components
of the last 5§ codewords which were transmitted over those corrupted wires. Note
that these values were already known to the adversary during the first phase and
hence does not provide any extra information about the last § polynomials to the
adversary. However, R will now have sufficient correct values corresponding to the
last § polynomials and hence R can correctly recover the last 5 polynomials and the
constant term of these polynomials acts as a pad of size 3.

Protocol 9-Optimal-PSMT-Mobile-Mixed is given in Fig. 12.1, Fig. 12.2 and Fig.
12.3.

We now formally prove the properties of protocol 9-Optimal-PSMT-Mobile-Mixed.

Theorem 12.1 Protocol 9-Optimal-PSMT-Mobile-Mixed correctly and securely sends

a message containing O(n) field elements in at most nine phases by communicating
2 - bil

O(n®) field elements tolerating .A’éb:’t;;p).

Proof: We prove the theorem for the worst case where exactly ¢y wires (probably

different set) fails to deliver any information in each phase due to fail-stop corruption.

Thus each vector CjR received during first phase will be of length N’ = n —t; =

2ty +t,+ 1. Each C]R corresponds to an RS codeword C]S, encoded using a polynomial
of degree t, +t,. Now consider the following two cases:

1. Case I: At most %" wires are Byzantine Corrupted During Phase I: In
this case, for each C]R, RS-DEC(N/, C]R, £.0,t, +t, + 1) will output the correct
pjs(x) and a corresponding ”good” error list at the end of Phase II. But as
RS-DEC does not has extra error detecting capability apart from the capability
of correcting %’ errors, R will not know whether reconstructed pjs»(:v)’s are cor-
rect or not. So R follows step 5 in Phase II and sends the first 5 error lists
to S by executing protocol 3-Optimal-PRMT-Mobile-Mixed. By the correctness
of 3-Optimal-PRMT-Mobile-Mixed, S will correctly receive all the 5 error lists
and will find all of them to be "good”. So S will conclude that first 5 poly-
nomials, namely p$(z),... ,psg (x), are recovered correctly by R. Hence S uses

p = (p? 0),... ,p% (0)) as a pad to blind a message mS of size 5 and sends the

blinded message I" to R by broadcasting it. Once R receives I', he can recover the
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Figure 12.1: A Nine Phase Communication Optimal PSMT Protocol Tolerating
Amebile | p =2ty +tp+t,+ 1

(tostsstp)’
Protocol 9-Optimal-PSMT-Mobile-Mixed

Phase I: Sto R :
Computation by S:

1. S selects n random polynomials p$(z),...,p5(z) over F, each of degree
ty + 1. Let for j=1,...,n, pJS(O) = sjs, where s]s is a random element
in IF.

2. For j = 1,...,n, S computes an RS codeword st = (cjs»l,...,cjsn) of
length n using polynomial pjs (z).

Communication by S:

1. Fori=1,...,n, S sends the i*" component of all the n codewords, namely

ci, .. ,cgi over wire w;.
Phase II: R to S :
Computation by R:

1. Let R receive information over wires wy,, ..., w;,,, where n—ty < N' <n.

2. For j = 1,...,n, let R receive c%l, - ,C%N/ OVEr Wires wi,,...,W;,,
respectively. Let CJR = (c%l, e ,C%N,).

3. For j =1,...,n, R executes RS-DEC(N’, C]R, %’,O,tb +t, +1).

4. If 3J € {1,2,...,n}, such that RS-DEC(N’,CR, 2 0,4, + ¢, + 1) does
not output any polynomial of degree t;, + t,, then R broadcasts C’? and
index J to S. If R executes this step then the remaining protocol will
follow the steps provided in Fig. 12.2.

5. If RS-DEC(N’,CR % o, tp+1t,+1) outputs a polynomial p?(x) of degree

7 ’77
tp +tp, along with error list Error_List; containing at most %’ pairs, for
each j = 1,...,n, then R combines only the first 7 error lists and

reliably sends them to S using three phase PRMT protocol 3-Optimal-
PRMT-Mobile-Mixed. This will occupy Phase II, Phase III and Phase
IV. If R executes this step then the remaining protocol will follow the
steps provided in Fig. 12.3.

message using I' and the pad p = (p$(0),...,p3 (0)). Thus in this case protocol
2

9-Optimal-PSMT-Mobile-Mixed sends 5 field elements in five phases.

2. Case II: More than %’ wires are Byzantine Corrupted During Phase I:

This case may lead to further two subcases:

(a) RS-DEC outputs some polynomial p?(:v) of degree tj, + t,, for each CJR;

(b) There exists a J € {1,2,...,n} for which RS-DEC fails to output any poly-
nomial.
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Figure 12.2: Remaining Execution of Protocol 9-Optimal-PSMT-Mobile-Mixed if R Ex-
ecutes Step 4 During Phase II. In this case, [mS| =n —1

Execution I - Protocol 9-Optimal-PSMT-Mobile-Mixed Continued ...
(This Part Will be Executed if R Executes Step 4 During Phase II)

Phase III: S to R :
Computation by S:

1. S correctly receives index J and vector C?.

2. After locally comparing C};‘ with the corresponding original codeword
C?, S identifies at least %’ +1 wires which delivered incorrect components
of C? to R during Phase I. S saves the identity of these wires in a list
Lfault .

3. For j €{1,2,...,n}\{J}, S lists all c]si’s, which were sent during Phase
I over w; € Lygquu, in a list ReSendValues. Thus |[ReSendValues| =
(n - 1)|Lfault| > (n - 1)(% + 1)'

4. S constructs a pad p consisting of n — 1 sjs’s with j € {1,2,...,n}\ {J}
where s]S = p]S(O).

S

5. With a message m® containing n — 1 field elements, S computes I' =

mS D p.
Communication by S:

1. S reliably sends L4y and I' to R by broadcasting it.

2. S reliably re-sends the values in list ReSendValues to R by executing the
three phase PRMT protocol 3-Optimal-PRMT-Mobile-Mixed. This will run
in Phase III, Phase IV and Phase V. S then terminates 9-Optimal-
PSMT-Mobile-Mixed.

Message Recovery by R (At the end of Phase V):

1. R correctly receives I', L t4,; and the values in ReSendValues.

2. From L gy, R identifies | L fqu| > %’ wires which had delivered incorrect
values during Phase I.

3. For j € {1,2,...,n}\ {J}, corresponding to each CjR, R replaces the

c%’s, which were received during Phase I over w; € Ljgy, with the

corresponding actual cjsi’s from the list ReSendValues.

4. After replacement, R knows that for each j € {1,2,...,n} — {J}, at
most ¢, — |Lfqui| values could be corrupted in C]R. R executes RS-
DEC(N/, C]R,tb — |Lfquit|, 0, tp + t, + 1) to recover pjs(x)

5. Once the pjs(x)’s for j € {1,2,...,n} \ {J} are obtained, R constructs
the pad p in the same way as done by S.

6. R computes mS = I'dp and terminates protocol 9-Optimal-PSMT-Mobile-
Mixed.
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Figure 12.3: Remaining Execution of Protocol 9-Optimal-PSMT-Mobile-Mixed if R Ex-
ecutes Step 5 During Phase II. In this Case, |mS| = 2

E.
Execution IT - Protocol 9-Optimal-PSMT-Mobile-Mixed Continued ...
(This Part Will be Executed if R Executes Step 5 During Phase II)

Local Computation by S (At the end of Phase IV):

1. S correctly receives the first 5 error lists, sent by R using protocol 3-Optimal-PRMT-Mobile-
Mixed.

2. S then checks the status of these error lists.

(a) Ifall the % error lists are ”good”, then S concludes that R has correctly recovered pjs (z)

for j = 1,..., % and an information theoretically secure pad p = $(0),... ,p% (0))

is established with R. So, S considers a message m° containing 5 field elements and
computes I' = mS & p.

(b) Else 3J € {1,2,...,%}, such that Error_List; is “bad”. In this case, S concludes
that more than tJQL values have been changed in J** codeword during Phase 1.
Phase V: S to R:
1. If S has computed I, then S broadcasts I' and a terminating signal to R.

2. Else S broadcasts index J along with “ERROR?” signal, asking R. to broadcast the J** vector
CF® as received by R during Phase 1.

Local Computation by R (At the End of Phase V):

1. If R receives terminating signal and I'; then R concludes that it has correctly recovered
S (x),. .. ,pS% (z) during Phase I. R then forms the pad p = (p$(0),... ,pS% (0)), computes

mS = p & T and terminates protocol 9-Optimal-PSMT-Mobile-Mixed.

2. Else R receives index J and "ERROR” signal. In this case, R concludes that more than 321
corrupted values are present in C®. So R executes Phase VI as follows:

Phase VI: R to S:
1. R broadcasts the vector C} to S.
Local Computation by S (At the End of Phase VI):

1. Upon receiving C% and comparing it with C3, S identifies more than tJQL wires which were
Byzantine corrupted during Phase I and saves them in a list Lyquit-

2. Corresponding to each j € {5 +1,...,n} and each w; € Lyqui¢, S adds the value cjs'i to a
list ReSendValues.

3. With the pad p = (pS%H(O)7 ...,p3(0)) and a message mS containing 5 field elements, S
computes I' = mS & p.
Phase VII: S to R:
1. S reliably sends I' and L 4.+ to R by broadcasting them.

2. S reliably sends ReSendValues by executing the three phase PRMT protocol 3-Optimal-
PRMT-Mobile-Mixed and terminates protocol 9-Optimal-PSMT-Mobile-Mixed. Protocol 3-
Optimal-PRMT-Mobile-Mixed will run in Phase VII, Phase VIII and Phase IX.

Message Recovery by R at the End of Phase IX:

1. R recovers m® in the same way as in Execution I, given in Fig. 12.2. The only difference
is that R performs the computation with respect to vectors C’gﬂ, ...,CR,

While in first subcase, occurrence of more than %’ faults cannot be immediately
detected by R (as RS-DEC is applied with d = 0), in the second subcase, it can
be immediately detected by R.

Now in the first subcase, if more than %’ Byzantine errors occur in the codewords
of only last § polynomials, i.e, for pjs(x), such that j = § +1,...,n (this implies
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that at most %’ Byzantine errors took place in the first § codewords), then the

proof is same as in Case I. On the other hand, if more than %’ faults occurs for
J codeword, where J € {1,2,..., 5}, then the proof proceeds as follows:

e During Phase II, R reconstructs p%(z) # p5(z), J € {1,2,..., 2} In
this case, Error_Listy is a “bad” error list. Since R reliably sends back
first § error lists using 3-Optimal-PRMT-Mobile-Mixed, S correctly receives
FError_Listy and finds it to be ”bad”. S concludes that R has reconstructed
some pB(z) # p5(z). So S asks R to broadcast the J" vector CR, as re-
ceived during Phase I. On receiving CLI}, S compares it with its correspond-
ing original codeword C? and identifies | L fqu| > %’—1—1 wires which delivered
incorrect values to R during Phase I. Now by executing 3-Optimal-PRMT-
Mobile-Mixed, S re-sends the components of the last § codewords, which
were sent through these corrupted wires during Phase I. S also broadcasts
the identity of these corrupted wires. Note that re-sending these values, does
not leak any additional information about the last 5 pjs(x) ’s to A@;Tfl;p) as

the adversary already knew these values during Phase I. But now with the

new values received, R have N’ = 2t + t, + 1 components for each of the
last § vectors and at most ¢, — |L fault\ < %’ — 1 of these N’ components
could be corrupted. By substituting N = 2t +t, + 1,¢ =ty — |Lquie|, d =

0 and £ = ¢, + ¢, + 1 in the inequality of Theorem 2.19, we find that

RS—DEC(N’,C'J-R,tb — | Ltquit], 0ty + tp + 1), can correct all the remaining

ty — | L fault] < %’ errors present in CJR and can output the corresponding

polynomial p]S () where j € {§ +1,...,n}. R then considers the constant
term of these last 4 p]S (z)’s as the secret pad established with S. The secrecy

mobile

(ty:tyytp)
will not get more than t;, + ¢, points on the last 5 p]S (x)’s, each of which is
of degree t;, +t,. Once R obtains the pad, he can compute the message from
the blinded message I'. Thus in this case protocol 9-Optimal-PSMT-Mobile-

Mixed sends % field elements in nine phases.

of the pad follows from the fact that at any stage of the execution, A

e During Phase II, R is Unable to Recover Some p%(z), Where J €
{1,...,%}: In this case R broadcasts only the Jt received codeword CR,
from which S (after local verification) identifies at least %’ + 1 wires, which
delivered incorrect values to R during Phase I. Now the rest of the proof is
same as in the above case. The only difference is that here a pad of length
n — 1 will be established between S and R.

In protocol 9-Optimal-PSMT-Mobile-Mixed, S communicates O(n?) field elements
for sending n codewords during the first phase. In second phase R either sends a
codeword or 7 error lists each of size at most %’ Sending the codeword by broadcasting
requires O(n?) communication complexity. On the other hand, sending 5 error lists
each of size at most 2 (so total 2 x 2 = ©(nt,) field elements) using 3-Optimal-PRMT-
Mobile-Mixed also requires a communication of O(n?) field elements (see Lemma 6.14).
Similarly, re-sending ©(nt;) values corresponding to the codewords by executing 3-
Optimal-PRMT-Mobile-Mixed requires communicating O(n?) field elements. It is easy
to see that no more than O(n?) field elements are communicated in any other phase as

well. Hence the overall communication complexity of the protocol is O(n?). O

Theorem 12.2 Protocol 9-Optimal-PSMT-Mobile-Mixed is a nine phase communica-

. . . mobile
tion optimal PSMT protocol tolerating A(tb7tf7tp)'
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PrROOF: As mentioned earlier, Theorem 11.5 will also hold against Ag:g?ip). This
implies that any nine phase PSMT over n = 2t, + t; + ¢, + 1 wires must communi-
cate 2(n?) field elements to securely send a message containing ©(n) field elements

tolerating Ag:g?ip). Since the total communication complexity of protocol 9-Optimal-

PSMT-Mobile-Mixed is O(n?), protocol 9-Optimal-PSMT-Mobile-Mixed is a communi-

cation optimal PSMT protocol tolerating _A’(?:giflip), O

12.5 Three Phase Communication Optimal PSMT Proto-

: mobile

col Tolerating A(tbif’tp)

After the publication of protocol 9-Optimal-PSMT-Mobile-Mixed in [19], Kurosawa et al.
[42] presented a two phase communication optimal PSMT protocol tolerating .Af;“tic,
where S and R are connected by n = 2¢, + 1 wires. To design their protocol, Kurosawa
et al. introduced the concept of pseudo-basis, which was done for the first time in the
literature of RMT/SMT. By extending this notion to the case of mixed adversary, we
now design a three phase communication PSMT protocol tolerating A7obe ) where S

(tbytf7t17
and R are connected by n = 2t, + 1ty + ¢, + 1 wires.

12.5.1 Pseudo-Basis and Pseudo-Dimension

We now describe the notion of Pseudo-Basis and Pseudo-Dimension, a novel and inter-
esting concept, introduced by Kurosawa et.al. in [42]. These notions were introduced
with respect to Afﬁ“tic to design a two phase polynomial time communication optimal
PSMT protocol tolerating A;f:a“c. We now extend these notions for mixed adversary
and using them, we design our three phase communication optimal PSMT protocol
called 3-Optimal-PSMT-Mobile-Mixed, tolerating .A’(Zigitlip).

Assumption 12.3 Without loss of generality, for the ease of exposition, we use the
following assumption in the following discussion and also in protocol 3-Optimal-PSMT-
Mobile-Mixed: if S (R) is expecting some information in some specific format from R
(S) along a wire in a phase and if no/syntactically incorrect information comes, then
S (R) substitutes some default value(s) from F in the desired format and proceeds with
his computation. Thus we separately do not consider the case when no/syntactically
incorrect information is received along a wire.

Now let A and B be two specific nodes (A (B) can be S or R) which are connected
by n = 2t;, +ty +t, + 1 wires denoted by w1,...,w,, of which at most #;, ¢; and ¢,
wires can be corrupted in Byzantine, fail-stop and passive fashion respectively. Let C
be the set of all possible RS codewords of length n over I, which are RS encoded using
polynomials of degree t;, 4 t, over F. Moreover, let aq,..., o, be the publicly known
elements from [, at which the polynomials are evaluated to compute the RS codewords
in C. It is easy to see that the hamming distance [45] of code C is n—(ty+1p) = tp+t5+1.
We may call the individual codewords in C as n-dimensional vectors. But it should be
noted that any codeword of length n is a vector of length n, but the reverse is not true.

If A sends several codewords, say v codewords C1,...,C, € C over the n wires by
transmitting i*" component of all the codewords over i*" wire w;, then the locations at
which Byzantine and fail-stop errors occur in these codewords are not random. This is
because for all the codewords, the Byzantine and fail-stop errors always occur at the
same 1, +t¢ (or a smaller subset) locations. The concept of pseudo-basis is based on
this simple and interesting observation.
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Let B receive vectors Y7 ...,Y, over the n wires, such that for i =1,...,7,
Y, =C; + E;, (12.1)

where
E; = (ei1,---,¢€in)

is an error vector introduced by the adversary. Since at most ¢, Byzantine and at
most ¢y fail-stop corruptions could occur, each E; may have at most t; + ¢y non-zero
components. Let

support(E;) = {j | ei; # 0}. (12.2)
Then there exists a set {wj,,... s Wiy, +tf)} of wires that are Byzantine and fail-stop
corrupted, such that each error vector F; satisfies

support(E;) C {1, Jty+t0)t (12.3)

This means that the space E spanned by the error vectors E1, ..., E, has dimension
at most t, +t;. The notion of pseudo-basis exploits this idea.

Let V denote the n-dimensional vector space over F. We say that {E,..., E,} is
the real error vector setof Y = {Y1,...,Y,}. We also say that E is the real error vector
space if it is spanned by the real error vector set {F1,..., E,}.

For two vectors V1, Vs € V, we write

V1 = V2 mod C (12.4)
if V1 — V4 € C. Notice that for i = 1,...,~, for every triplet (Y;, C;, E;),

Y; = E; mod C (12.5)

holds, as Y; — E; = C; € C. We say that {&1,...,&} is an admissible error vector
set of Y if each &; satisfies Y; = C; + &;, for some codeword C; € C and

|support(E1) U ... support(Ey)| <ty +ty (12.6)

We say that & is an admissible error vector space of Y if it is spanned by an
admissible error vector set {&1,...,&}. Notice that for a given ), there exists a
unique real error vector set and real error vector space, while there may exists several
admissible error vector set and corresponding admissible error vector space. Also notice
that the real error vector set (real error vector space) is also an admissible error vector
set (admissible error vector space) but the reverse may not be true. Even though an
admissible error vector set {&1,...,&,} for a given ) may not be unique, the results
presented in the sequel hold for any admissible error vector set.

We begin with the definition of linearly pseudo-express.

Definition 12.4 (Linearly Pseudo-Express [42]) We say that a vector Y € Y is
linearly pseudo-expressed by {Bi,..., By} if there exists some a = (aq,...,ax), such
that

Y=a1B1+...4+apB mod C

We now state the following lemma:

Lemma 12.5 Let {&1,...,&,} be an admissible error vector set of Y. Then & is
linearly expressed by {E;1,...,E} iff Yi is linearly pseudo-expressed by {Yj1, ..., Yk}
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PROOF: Let &; be linearly expressed by {£;1,...,&}. This implies that
& = a1€j1 +...+ akgjk

for some ay,...,a;. Since {&1,...,&,} is an admissible error vector set of Y, it implies
that for each i, Y; = C; + &;, where C; is some codeword. Then in mod C, we have:

Yi— (@Y + ... + a¥i)

=Ci+&)—alCn+&)—... — ak( i+ 5Jk)

= (CZ — alcﬂ — .. — aijk) + (51 — a15j1 — aké']k)
= (CZ — alcﬂ — .= aijk) +0

= (CZ — alcﬂ — ... — aijk)

Now notice that C;,Cj1,...,Cj, are valid RS codewords belonging to C and hence
are encoded using polynomials of degree t, + ¢,. So from the linearity property of
polynomials, C; — a1Cj1 — ... — aiCj;, will also be a valid RS codeword belonging to C
and hence is encoded using polynomial of degree ¢, +1,. So C; —a1Cj1 — ... —aiCji € C.
Therefore, Y;—(a1Yj1+. . .+a,Yji) € C. Thusif & is linearly expressed by {€j1, ..., &}
then Y; is linearly pseudo-expressed by {Yj1,...,Yr}.

Next suppose that Y; is linearly pseudo-expressed by {Yj1,...,Yjr}. Then in mod
C, we have

Yi = (a1Yj1 + ... + apYji) mod C (12.7)

for some non-zero ay,...,a;. The above equation can be written as

Ci+ &) ={a(Cir+&1) + ... + ar(Cir + Eji) } mod C
= (Ci — alcjl — .= aijk) + (52‘ — alé'jl — .= aké’jk) eC

Now C;,Cj1,...,Cji are valid RS codewords, encoded using polynomials of degree
tp +tp. So from the linearity property of polynomials, we have

(CZ — alcﬂ — .= aijk) eC (12.8)
The linearity property of polynomials also implies:
(52 — alé'jl — .= akgjk) eC

as the sum of a valid RS codeword (encoded using polynomial of degree t; + t,) with
another vector can be a valid RS codeword (encoded using polynomial of degree ¢, +1,)
only if the other vector is also a valid RS codeword (encoded using polynomial of degree
ty+1tp). As the number of non-zero components in &, &1, . .., Ejx is at most ¢, + ¢y, the
vector (&;—a1€j1—. .. —apEjy) will have at least n—(ty+t¢) > t,+1t,+1 zero components.
However, in C, there is only one codeword, namely 0-codeword (i.e. a tuple of length
n containing all 0’s) (0,...,0), which has at least ¢, +t, + 1 zero components. This is
because each element of C represents n distinct points on a t; + ¢, degree polynomial
and t, + ¢, + 1 zero’s uniquely define the zero polynomial f(z) = Z?’:J(r)tp 0z'. These
two facts together imply that the vector (& —a1€j1 — ... — ai€jy) is an all zero vector
(0-codeword) which further implies that

&= alé’jl + ...+ aké'jk
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This means that if Y; is linearly pseudo-expressed by {Yj1,...,Yjx}, then & is lin-
early expressed by {&;1,..., &k} O

We next define pseudo-span.

Definition 12.6 (Pseudo-Span [42]) We say that {Yj1...,Y;} C Y pseudo-spans
Y if each Y; € Y can be linearly pseudo-expressed by {Yji...,Y}. That is, each
Yi = (a1Yj1 + ... + arYj) mod C, for some ay, ..., ay.

Definition 12.7 (Pseudo-Basis [42]) We say that {Yj1...,Y;p} C YV is a pseudo-
basis of Y if it is the minimum subset of Y which pseudo-spans ).

Definition 12.8 (Pseudo-Dimension [42]) If {Yj1...,Yj;} C Y is a pseudo-basis
of Y and k = [{Yj1...,Y,i}|, then we say that Y has pseudo-dimension k.

We now prove the following theorem:

Theorem 12.9 Let {&1,...,E,} be an admissible error vector set of Y. Then B =
{&1,-- &} CH{E1, ..., &} is a basis of the admissible error vector space & iff B, =
{Yj1,..., Y} C Y is a pseudo-basis of Y (Note that B. and B, have the same indices).
In particular, the pseudo-dimension of Y is equal to the dimension of £.

PROOF: Suppose that B, is a basis of £. This implies that B, is the minimum set which
spans &£. Since B, spans &, from Lemma 12.5, B, pseudo-spans V. Next we show that
B, is the minimum subset of )V which pseudo-spans V. On the contrary, assume that
B, is not minimum. That is, suppose that there exists a smaller subset of )} which
pseudo-spans ). Then from Lemma 12.5, the corresponding subset of {&1,...,&,} also
spans £. However, this contradicts the fact that B is a basis of £. This implies that
B, is the minimum subset of ) which pseudo-spans Y, which further implies that B,
is the pseudo-basis of V.

Similarly, if B, is a pseudo-basis of )V then B, is a basis of £. Hence the pseudo-
dimension of ) is equal to the dimension of £. O

Since the real error vector set is also an admissible error vector set, we obtain the
following corollary of Theorem 12.9.

Corollary 12.9.1 Let {E\,..., E,} be the real error vector set of Y. If By = {Yj1,...,
Yjk} C Y is a pseudo-basis of Y, then Be = {Ej1,...,Ej;} C {E1,...,E,} is a basis
of the real error vector space.

Let {E1,...,E,} be the real error vector set of Y and let {Ci,...,C,} be the
corresponding original codewords which A sent. Then define

CORRUPTED = U]_, support(E;) (12.9)

Then CORRU PTED is the set of wires that the adversary has corrupted in Byzan-
tine and fail-stop fashion. We now state the following important theorem:

Theorem 12.10 Let By = {Yj1,...,Y};} be the pseudo-basis of Y and let Cj1,...,Cjy
be the corresponding original codewords. Then

CORRUPTED = U=k support(Yj; — C;)
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PRrROOF: From the definition of CORRUPTED, we get

CORRUPTED = U]_, support(E;)

From Corollary 12.9.1, since {Yj1,...,Yj} is the pseudo-basis of ), it implies that
{Ej1,...,E;;} is the basis of real error vector space. This implies that

UL, support(E;) = ng’fsupport(Eji)
The above relationship further implies that

CORRUPTED = U] support(E;)
nglfsupport(Eﬂ)
= Uﬁzlfsupport(yji - Xji)

Theorem 12.11 The pseudo-dimension of Y is at most t, +t;.

PRrROOF: The dimension of the real error vector space is at most t, + ¢ty because the
adversary can Byzantine and fail-stop corrupt at most ¢, and ¢y wires respectively.
Hence from Theorem 12.9, the pseudo-dimension of ) is at most ¢, + ¢ . O

From the above discussion, we find that if B can correctly find the pseudo-basis of Y
and reliably sends it back to A, then A can identify the wires which are Byzantine and
fail-stop corrupted after doing the local computation. In the next section, we present
a polynomial time algorithm, which allows B to find the pseudo-basis of ).

12.5.2 How to Find Pseudo-Basis

In [42], the authors have presented a polynomial time algorithm to find pseudo-basis
against A;f:a“c. We now extend the algorithm against mixed adversary.
We first present a polynomial time algorithm which checks whether Y can be linearly

pseudo-expressed by {Bi,...,By}. For a non-zero 3 = (ay,...,a;) € F¥, we define

X(8) as

X(B) =Y — (a1B1 + ...+ ax By). (12.10)

It is clear that Y can be linearly pseudo-expressed by {Bi,..., B} iff there exists
some non-zero (3 such that X(8) € C. The algorithm for checking whether Y can be
linearly pseudo-expressed by { By, ..., B} is presented in Fig. 12.4. The algorithm will
output YES iff X(3) € C for some non-zero . In the algorithm, each z;(3) will be a
linear expression of (ai,...,ax), as Y, B are known and 3 is unknown. Similarly, each
coefficient of fz(x) will be a linear expression of (a1,. .., ax). Hence each fg(oy) = x;(0)
will give a linear equation on (ai,...,ax). So we will get n — (t, +1tp, + 1) > t, + ¢
linear equations in (a1,...,a;). Moreover, in our context, k will be at most t, +t¢, as
will be shown in the sequel. Thus if Y can be indeed linearly pseudo expressed by B,
then after solving these linear equations, some non-zero solution for 5 = (ay,...,ax)
will be obtained and the algorithm will output YES.

We now finally present the polynomial time algorithm which takes the set of
vectors ) received by B as input and finds in polynomial time, the pseudo-basis
B = {Yji,...,Y;} C Y, pseudo-dimension k = |B| < t, + ¢ty and an index set
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Figure 12.4: Algorithm to Check Whether Y Can be Linearly Pseudo-Expressed by B
Algorithm Pseudo-Linear-Express(Y,B = {B,..., By})

1. Let B = (a1,...,ax), where ay,...,a, are unknown variables.
2. Let X(B) = (x1(0),- .., zn(B)), where X(5) is given by Equation 12.10.

3. By using Lagrange interpolation, construct a polynomial f3(x) of degree t,+t,
such that

folai) = 2;(B)
fori=1,...,t+1t,+ 1.

4. Output YES iff the following set of linear equations on 3 has a non-zero
solution:

Tolat,+t,42) = Tty 41,+2(0),

fﬁ(an) = z,(8).

Otherwise output NO.

T = {j1,...,jk} C {1,...,~7} containing the indices of the vectors selected in B.
The algorithm uses algorithm Pseudo-Linear-Express as a black-box and is provided in
Fig. 12.5.

Figure 12.5: Algorithm to Find the Pseudo-Basis of )
Algorithm Find-Pseudo-Basis())

1. Let ¢ =1 and B = 0.
2. While i < and |B| < t, + tf, do:

(a) By using Algorithm Pseudo-Linear-Express, check whether Y; can be lin-
early pseudo-expressed by B. If NO, then add Y; to B.

(b) Set i+« i+ 1.

3. Output B as a pseudo-basis, k = |B| as the pseudo-dimension and index set
Z, containing the indices of the k vectors selected in B5.

Theorem 12.12 Algorithm Find-Pseudo-Basis correctly finds the pseudo-basis and pseudo-
dimension of ).

Note 12.13 (Convention For Using Algorithm Find-Pseudo-Basis) In the rest of
the chapter, we will use the notation (k,B,Z) = Find-Pseudo-basis(y) while invoking
algorithm Find-Pseudo-Basis.
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12.5.3 Protocol 3-Optimal-PSMT-Mobile-Mixed Tolerating A"Z:I;?etp)

Let S and R be connected by n = 2t, +t; + ¢, + 1 wires. We now present a three
phase communication optimal PSMT protocol called 3-Optimal-PSMT-Mobile-Mixed,
which securely sends a message containing n? field elements by communicating O(n?)
field elements tolerating Az?:lffli ) Since A‘E’f“?ﬁ .y is a special type of A’?Ogj}i X the
protocol will also work against .Asf:izjf e

In the protocol, S establishes a random, information theoretically secure one time
pad of size n? with R. Once the pad is established, S uses the pad to blind the message
and sends the blinded message reliably to R. Let C denote the set of all possible RS
codewords of length n = 2ty +t; +t, + 1 encoded using polynomials of degree (t, + tp)
over F. We now present protocol 3-Optimal-PSMT-Mobile-Mixed, which is given in
Fig. 12.6. Recall that we are following Assumption 12.3 in protocol 3-Optimal-PSMT-
Mobile-Mixed.

We now prove the properties of protocol 3-Optimal-PSMT-Mobile-Mixed.

Lemma 12.14 (Perfect Reliability) In Protocol 3-Optimal-PSMT-Mobile-Mixed, R
S

will correctly recover m>.
PRrROOF: First notice that R will correctly receive the blinded message I' and list
CORRUPTED, as they are broadcasted by S. Now to prove that R correctly recovers
the message m® sent by S, we show that S and R shares the same pad Z. S and R
will share Z if:

1. 7 is same at both ends and

2. R is able to correctly recover polynomials FS(x) for i € {1,..., P} \ Z.

Since R sends the triplet (B,k,Z) to S by broadcasting, Z will be same at both

ends. Now we show that irrespective of the behavior of A&O%letp), R will always recover

all the polynomials F3(z) for i € {1,..., P} \ Z. Since S correctly receives (B, k,T),
CORRUPTED will contain all the wires which were corrupted in Byzantine and fail-
stop fashion during Phase I. R also correctly receives CORRUPTED from S. Now
ignoring the values received over the wires in CORRUPTED during Phase I, R
recovers all the polynomials with the remaining values. This is possible because each
polynomial is of degree t, + t, and at least n — [CORRUPTED| > n — (t, +tf) =
tp+tp + 1 correct values on each polynomial, obtained over the wires in {wy,...,w,}\
CORRUPTED during Phase I, are available to R, at the end of Phase III.

Lemma 12.15 (Perfect Security) In Protocol 3-Optimal-PSMT-Mobile-Mixed, mS
will be information theoretically secure.

PROOF: The message mS will be information theoretically secure from A@fg’ﬁp) if the
pad Z is information theoretically secure. According to the protocol, Z contains FZ-S(O)
iff i € {1,...,P}\ Z. Since (B,k,Z) was sent by R by broadcasting, it may be eaves-

dropped by A”Zogllet ) during its transmission. But for remaining polynomials FZ-S ()’s

where ¢ € {1,.. P} \ Z, A?;Olflet will know at most ¢, + ¢, points by eavesdropping

ty + t, wires durlng Phase 1. Slnce the degree of each of these polynomials is ¢ + t,,
A’";wl;;li ) will lack one point on these polynomials to uniquely interpolate them and

hence each FS(0) with i € {1,..., P} \ Z will be information theoretically secure. O
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Lemma 12.16 (Communication Complexity) Protocol 3-Optimal-PSMT-Mobile-Mixed
sends a message mS

O <n*(+‘ftf+tp)) = O(nl) field elements, tolerating A’(?:g;lip) Moreover, the protocol

18 communication protocol.

containing £ = n? field elements by communicating O(n®) =

PRrROOF: During Phase I, S communicates P = n? + t;, + ty codewords to R which
requires communication of Pn = (n?+t,+t).n = O(n?) field elements. During Phase
IT, R sends the triplet (B, ¢, Z) through all the wires. This incurs a communication cost
of O((tp +t¢).n.n) = O(n3). The communication complexity of Phase III for sending
CORRUPTED and T is O(n%.n) = O(n?). Hence overall communication complexity
of the protocol is O(n?).

From Theorem 11.5, any three phase PSMT tolerating A5/%“¢, | must communicate

(tostsstp)
Q(n?) field elements to securely send a message containing ¢ = n? field elements,
if S and R are connected by n = 2t, +ty +t, + 1 wires. Since A’&L:l;?ip) is more

powerful than Astetic ) the same lower bound must hold against A7°%¢ = Ag the

(tbvtfytp (tb7tf7tp)
total communication complexity of protocol 3-Optimal-PSMT-Mobile-Mixed is O(n?),

the protocol is a communication optimal PSMT protocol tolerating Az?:%lip). O

12.6 Concluding Remarks and Open Problems

In this chapter, we completely resolved the issue of POSSIBILITY, FEASIBILITY and
OPTIMALITY of PSMT in undirected synchronous network tolerating A@ﬁgﬁi,})- These
results are summarized in Fig. 12.7.

From Fig. 12.7, we find that protocol 9-Optimal-PSMT-Mobile-Mixed, as well as
protocol 3-Optimal-PSMT-Mobile-Mixed is communication optimal only if the message
contains ¢ = O(n) and O(n?) field elements respectively. Also, protocol 3-Optimal-
PSMT-Mobile-Mixed requires three phases.

This leads to the following open problem:

Open Problem 13 Let S and R be connected by n = 2t, + 1ty +t, + 1 wires. Then
does there exist a two phase PSMT protocol which securely sends a message containing

¢ field elements, by communicating O(nf) field elements, tolerating A?’Z:gif%p), for any
value of £7

152



Figure 12.6: A Three Phase Communication Optimal PSMT Protocol Tolerating

AGIE =2ty +t g+ by + 1, [mS| = n?

Protocol 3-Optimal-PSMT-Mobile-Mixed
Phase I: Sto R :

Computation by S:
1. Let P =n? 4ty +ts. S selects P random polynomials F8(z),...,FS(z) over F, each
of degree (t» + tp).
2. For : = 1,...,P, S computes an RS codeword of length n, corresponding to F;(z),
denoted by C; = (cit, . . -, Cin).

Communication by S:

1. For j =1,...,n, S sends 5 component of all the P codewords, namely Clj,--.,CPj
over wire wj.

Phase II: R to S :
Computation by R:

1. Fori=1,..., P, let R receive the vector Y; of length n, where Y; = C; + E; and FE;
is the error vector introduced by Byzantine and fail-stop corrupted wires. R does not
know C; and E;.

2. Let Y = {Y1,...,Yr}. R executes (k,B,Z) = Find-Pseudo-Basis(}) to find pseudo-
basis B = {Yj1,...,Y;x} C Y, pseudo-dimension k = |B| and index set Z =
{j1,...,jk} C {1,..., P}, where |Z| < (t» + ty).

Communication by R:
1. R reliably sends the triplet (B,k,Z) to S by broadcasting it.

Phase III: S to R :
Computation by S:

1. S correctly receives the triplet (B, k,Z).

2. S finds Ej1 = Y1 — Cj1,...,Ej = Y — Cj, and computes CORRUPTED =
UF_ support(Ej;).

3. S concatenates all the F°(0)’s such that ¢ € {1,..., P} \ Z and forms an information
theoretic secure pad Z of length at least n? (since |Z| < tp +t; and P = n® 4 t, + ty,
this is possible).

4. Let Z,2 denote the first n? elements of Z. S computes I’ = Z,2 & mS.
Communication by S:

1. S reliably sends (to R) I' and list CORRU PTE D containing the identity of Byzantine
and fail-stop corrupted wires by broadcasting them.

Local Computation by R at the End of Phase III :

1. R correctly receives I' and the list CORRUPTED.
2. R ignores all information received over the wires in CORRUPTED during Phase 1.

3. R then reconstructs all the polynomial F(z) such that i € {1,..., P} \ Z, by consid-
ering the correct values on F°(z) received over remaining wires during Phase I.

4. Finally, R recovers pad Z (and hence Z,2) by concatenating FS(0)’s for all i €
{1,..., P} \ T and hence the message m® =T'® Z,,2.
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Figure 12.7: Summary of the Results for PSMT in Undirected Synchronous Network
Tolerating Amebile

(ty,ty,tp)
Number of Connectivity Lower Bound on Upper Bound
Phases (r) Requirement (n) Communication
Complexity
— 14
r=1 n>3ty+tp+t,+1]Q (WM) Theorem 11.3

Theorem 11.1

Theorem 11.3

r>2

n=>2ty+ty+tp+1
Theorem 11.4

nt
Q (n—(th-i-tf +tp) >

Theorem 11.5

Protocol
9-Optimal-PSMT-Mobile-Mixed:
n = 2tb—{—tf—|—tp—|—1,f: @(n)

Communication
complexity = O(nf) = O(n?)

Protocol
3-Optimal-PSMT-Mobile-Mixed:
n=2+ts+t,+1,0=0(n?

Communication
complexity = O(nf) = O(n?)
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Chapter 13

PSMT in Directed Networks
Tolerating Static Byzantine
Adversary

In this chapter, we study PSMT in directed synchronous network tolerating threshold
static Byzantine adversary. As discussed in Chapter 7, in several practical scenarios, it
is appropriate to model the underlying network as directed graphs. Motivated by this,
Desmedt et al. [24] introduced the PSMT problem in directed network. In [24], the
authors have given the necessary and sufficient condition for the existence of PSMT
protocols in directed networks tolerating threshold static Byzantine adversary .Aflf“tic.
The PSMT protocols of [24] were significantly improved in [62]. However recently in
[88], the authors have shown that the PSMT protocols of [24] and [62] do not provide
perfect secrecy. Specifically, they specified an adversary strategy against the PSMT
protocols of [24, 62], which they called as guessing attack, which allows the adversary
to gain some extra information about the secret message of S. This re-opens the issue
of POSSIBILITY of PSMT in directed networks.

In this chapter, we re-visit the PSMT problem in directed network tolerating .Af;“tic.
We design new PSMT protocols tolerating Af:““c, which satisfies the characterization
given by [24]. Our protocols are perfectly secure against guessing attack. Moreover,
we also show that our protocols are communication optimal. For this, we derive non-
trivial lower bound on the communication complexity of PSMT protocols in directed
networks, tolerating .Aflf“tic. In short, we completely resolve the issue of POSSIBILITY,
FEASIBILITY and OPTIMALITY of PSMT in directed synchronous networks tolerating
.Aflf“tic. To the best of our knowledge, this is the first ever attempt in the literature of
PSMT in directed networks.

We now briefly describe the network model and adversary settings used in this
chapter.

13.1 Network Model and Adversary Settings

The network model and adversary settings used in this chapter are exactly same as
in Chapter 7. Thus, we assume that there are n wires directed from S to R, denoted
by fi,..., fn and u wires, directed from R to S, denoted by by,...,b,. Moreover, the
wires from S to R are node disjoint from the wires which are directed from R to S.
The n wires from S to R are also called as top band, while the u wires from R to S are
called as bottom band. We assume the presence of a static, threshold adversary .Aflf“tic,
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having unbounded computing power, who can control at most t; wires, out of n 4+ u
wires in Byzantine fashion.

In the next section, we recall the existing results for PSMT in directed synchronous
networks tolerating Agietic,

13.2 Existing Results for PSMT in Directed Network

We now summarize the existing results for PSMT in directed networks tolerating
Aftatic
e

1. In [24], it is shown that any PSMT protocol tolerating Afﬁ“tic is possible iff
there exists n = max (3t, — 2u + 1,2t + 1) wires in the top band. To show the
sufficiency of this condition, the authors in [24] presented an inefficient PSMT
protocol. Moreover, the authors presented an efficient PSMT protocol provided
there exists n = max (3t, — u + 1,2t, + 1) wires in the top band.

2. The PSMT protocols of [24] were significantly improved by Patra et al. [62],
who presented an efficient three phase PSMT protocol tolerating Aflfmc, in the
presence of n = max (3t, — 2u+ 1,2t, + 1) wires in the top band. The au-
thors in [62] presented another three phase efficient PSMT protocol with n =
max (3t, —u+ 1,2t + 1) wires in the top band, which significantly improves
the efficient PSMT protocol of [24] in the same settings. Independently, in
[87], the authors presented an efficient PSMT protocol in the presence of n =
max (3t, — 2u + 1,2t + 1) wires in the top band.

3. In [62], the authors claimed that for the existence of any two phase PSMT protocol
in directed network tolerating .Aflf“tic, there should exist 2t;, + 1 wires in the top
band, as well as in the bottom band (the wires in the top band and the bottom
band need not be disjoint in this case).

4. In [88], the authors showed that none of the PSMT protocol presented in [24, 62],
tolerating .Aflf“tic, provides perfect security. Specifically, the authors in [88] pre-
sented guessing attack against the PSMT protocols of [24, 62], tolerating Af:“”c
and showed that the guessing attack allows the adversary to get extra information
about the secret message.

In the next section, we give an overview of our results presented in this chapter.

13.3 Overview of Our Results for PSMT in Directed Net-
works

In this chapter, we show the following:

1. We show that the condition for two phase PSMT in directed network as given in
[62] is sufficient but not necessary. On the other hand, the condition for PSMT
in directed network as given in [24] is necessary but not sufficient for two phase
PSMT. This brings forth the question that what is the necessary and sufficient
condition for two phase PSMT in directed network tolerating Afgam. We settle
this question by showing that two phase PSMT in directed network tolerating
Agtatic js possible iff there exists n = max (3t, — u 4 1,2t, 4 1) wires, instead of
n = max (3t, — 2u + 1,2t + 1) wires in the top band. We also design a two phase
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PSMT protocol called 2-Optimal-PSMT-Static-Byzantine-Directed in the presence
of max (3t, —u + 1,2t, + 1) wires in the top band. Furthermore, we show that
our two phase PSMT protocol is communication optimal. For this, we derive
non-trivial lower bound on the communication complexity of two phase PSMT
in directed network tolerating .Af;“tic. Specifically, we show that any two phase
PSMT protocol in directed network which securely sends a message mS € F¢

containing ¢ field elements against Af:am must communicate:

(a) Q <N]X—§tb> field elements where 0 < u < tp,n > 3tp—u+land N =n+u >
3ty + 1.

(b) Q <nf§tb> field elements where u > t;, and n > 2t; + 1.

. We then propose two new PSMT protocols called 3-Optimal-PSMT-Static-Byzantine-
Directed and 6-Optimal-PSMT-Static-Byzantine-Directed, which are secure against
guessing attack of [88] and which requires n = max (3¢, — 2u + 1,2t + 1) wires in
the top band, thus satisfying the characterization of PSMT in directed network
given by [24]. Specifically, protocol 3-Optimal-PSMT-Static-Byzantine-Directed
works in the presence of 0 < u < %’ and n = 3t — 2u + 1 wires in the bottom
and top band respectively. The protocol securely sends a message mS containing

¢ = n%u field elements by communicating O(n3u) = O(nf) field elements.

On the other hand protocol 6-Optimal-PSMT-Static-Byzantine-Directed works in
the presence of n = 2t + 1 and %’ < u <t wires in the top and bottom band re-
spectively. The protocol securely sends a message mS containing ¢ = n2u field el-

ements by communicating O <223jb) =0 (#) field elements. Interestingly,

when u = %’ + ©(t), then protocol 6-Optimal-PSMT-Static-Byzantine-Directed se-
curely sends ¢ field elements by communicating O(¢) field elements.

. We also show that protocol 3-Optimal-PSMT-Static-Byzantine-Directed and 6-
Optimal-PSMT-Static-Byzantine-Directed are communication optimal. For this,
we derive non-trivial lower bound on the communication complexity of three or
more phase PSMT protocol in directed networks tolerating Af}f“tic. Specifically,
we show that if there exists u wires in the bottom band and n = max(3t, — 2u +
1,2ty + 1) wires in the top band, then any three or more phase PSMT protocol
that securely sends a message mS containing ¢ field elements from F tolerating
Af:atic must communicate:

(a) Q(#{%) field elements when 0 < u < t3;

(b) Q(¥) field elements when u > ty,.

Remark 13.1 (On the Non-Zero Value of u) All the results and protocols that are
discussed in this chapter considers w > 0. If u =0, then all the wires are directed only
from S to R. In this case, only single phase PSMT is possible. However, the issue of
POSSIBILITY, FEASIBILITY and OPTIMALITY of single phase PSMT tolerating At is
already settled in [28, 81, 30] (see Chapter 9).

13.4 Tools Used in Our Protocols

In this chapter, we will use protocol 3-Optimal-PRMT-Static-Byzantine-Directed (see Fig.
7.2) as a black-box. Protocol 3-Optimal-PRMT-Static-Byzantine-Directed is a communi-
cation optimal PRMT protocol which reliably sends a message containing ¢ = ©(nty)
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field elements by communicating O(nt;) field elements tolerating A;f:a“c, provided there

exists n = 2t + 1 wires in the top band and u wires in the bottom band, such that
n— 2ty + 2u = O(n).

In this chapter, we also use the concept of pseudo-basis, which was discussed in
Section 12.5.1. In section 12.5.1, we explained the idea of pseudo-basis and pseudo-
dimension in the context of mixed corruption. However, the same ideas will also for
only Byzantine corruption. More specifically, let A and B be two specific nodes, which
are connected by L wires denoted by wi,...,wy, of which at most ¢, wires can be
corrupted in Byzantine fashion by Af:“”c. Let C be the set of all possible RS codewords
of length L over F, such that the hamming distance [}5] of code C is at least t, + 1.
This implies that each codeword in C is RS encoded using polynomial of degree at most
deg = L — (ty + 1). Moreover, in our PSMT protocols, deg will be at least t,. Now
suppose A sends several codewords, say v codewords Cf,...,C, € C over the L wires
by transmitting the i** component of all the codewords over i** wire w;. Let B receive
the vectors ) = {Y1...,Y,} over the L wires, such that fori=1,...,7,

Y; =C; + Ej, (13.1)

where
E; = (ei,---,er)

is an error vector introduced by the adversary. Then by using Algorithm Find-Pseudo-
Basis (see Fig. 12.5), B will be able to compute the pseudo-basis and pseudo-dimension
of Y. Moreover, pseudo-dimension of Y will be at most ¢;. Specifically, algorithm Find-
Pseudo-Basis will output the pseudo-basis B C Y, the pseudo-dimension k = |B| < ¢,
and index set Z, containing the indices of the vectors from ) which are listed in B.
Moreover, if B, = {Yj1,...,Y;r} C Y is the pseudo-basis of Y and if Cjy,...,Cj; are
the corresponding original codewords, then

CORRUPTED = U= support(Yj; — Cji),

where CORRU PTED is the set of wires which are corrupted by Afﬁ“tic.
In the next section, we discuss about two phase PSMT in directed network tolerating
Aftatic‘
b

13.5 Two Phase PSMT in Directed Synchronous Network

static

Tolerating A}

In this section, we prove the necessary and sufficient condition for the existence of
any two phase PSMT in directed network tolerating Af:“m. We then derive the lower
bound on the communication complexity of any two phase PSMT protocol in directed
networks tolerating .Aflf“tic. We then show that the bound is asymptotically tight by
designing a two phase communication optimal PSMT protocol in directed network.

13.5.1 Characterization of Two Phase PSMT in Directed Network

Before proceeding further, we recall the following theorems from [24] and [62].

Theorem 13.2 ([24, 87]) PSMT in directed network tolerating A§'“" is possible iff
there exists n = max (3t — 2u + 1,2t + 1) wires in the top band.
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Theorem 13.3 ([62]) Two phase PSMT in directed network tolerating A§'*" is pos-
sible iff there exists n > 2t, + 1 wires in the top band and uw > 2t, + 1 wires in the
bottom band.

We now show that the condition given in Theorem 13.2 is necessary for two phase
PSMT in directed network tolerating Af:“”c, but not sufficient. On the other hand, the
condition given in Theorem 13.3 is sufficient for two phase PSMT in directed network
tolerating Aflf“tic, but not necessary. This brings forth the following question:

What is the necessary and sufficient condition for the existence of any two
phase PSMT in directed network tolerating Af:atic?

We resolve the above question by proving the following theorem:

Theorem 13.4 Let there are disjoint set of n wires in the top band and u wires in the
bottom band such that Af:atic controls at most ty, of these n+w wires. Then there exists
a two phase PSMT tolerating Aflfatic iff n > max(3ty —u+1,2t, + 1).

ProoF: Sufficiency: Let n = max (3t —u+ 1,2ty +1) and v > 0. Also let § =
max (u,ty) and N = n + u. We now design a two phase PSMT protocol called 2-
Optimal-PSMT-Static-Byzantine-Directed, which securely sends a message mS, contain-
ing ¢ = (0 +1—tp) field elements by communicating (N 4+ n(d + 1 — t;)) field ele-
ments. In 2-Optimal-PSMT-Static-Byzantine-Directed, C is the set of all possible RS
codewords of length N, encoded using all possible polynomials of degree § over F, for
fized aup, ..., Q. Here oy is associated with wire f; fori=1,....,n and ap4; is asso-
ciated with b; for i =1,...,u. The hamming distance [45] between any two codeword
inCisN—-6d=n+u—48 > 2+ 1.

Informally, 2-Optimal-PSMT-Static-Byzantine-Directed works as follows: S and R
communicate with each other to agree on a random polynomial of degree J, ensuring
that Af:“”c knows t; points on it. Once this is done, both S and R generates a common
information theoretic secure pad of length (6 + 1 — ¢;), which is completely unknown
to Af:atic. Then, S blinds the message with the pad and reliably sends the blinded
message to R. The protocol is formally presented in Fig. 13.1.

We now prove the properties of protocol 2-Optimal-PSMT-Static-Byzantine-Directed.

Theorem 13.5 (Perfect Reliability) In protocol 2-Optimal-PSMT-Static-Byzantine-
Directed, R will correctly recover m® at the end of Phase II.

PROOF: From the protocol, it is clear that C® and CS will differ in at most t; locations.
Now there are following two cases:

1. w < t: This implies that § = ¢, and n = 3¢, — v + 1 and hence N = 3t + 1. So
substituting N = 3t,+1 and k = §+1 = t,+1 in Theorem 2.19, we find that R will
correctly recover FS(z) and hence CS after executing RS-DEC(N, C®,¢,,0,6+1).
Thus both S and R will agree on CS and hence on Z5. Since I'S is broadcasted
over at least 2t, + 1 wires, R will correctly receive T® = I'S and hence recover
mS =TR g ZR,

2. u > tp: This implies that § = v and n = 2t + 1 and hence N = 2t;, + 1 + u.
So substituting N = 2t + 14+ wuw and Kk = § + 1 = v + 1 in Theorem 2.19,
we find that R will correctly recover FS(z) and hence CS after executing RS-
DEC(N,C®R,t,,0,6 4 1). The proof now follows using similar argument as above.
|
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Figure 13.1: A Two Phase Communication Optimal PSMT Protocol Tolerating Af:“”c

Protocol 2-Optimal-PSMT-Static-Byzantine-Directed
Phase I: R to S: R selects a random vector VR = (vB, ... vB) over F and sends

YU
’UZR to S along wire b;, for i =1,...,u.

Phase II: S to R:

1. Let S receive V5. S then selects a codeword CS from C such that the last u
components of CS are same as VS. This is always possible because § > u and
every RS codeword in C corresponds to a unique § degree polynomial. Let C'S
corresponds to polynomial FS(z) of degree 6.

2. Fori=1,...,n, S sends the i® component of CS over wire f; in top band.

3. S computes I'S = mS ¢ Z5 where Z8 = EXTRAND5+175+1,tb(C(Sé 1)) and
C(S(SH) denotes the first §+1 components of CS. /* For the details of algorithm
EXTRAND, see Fig. 9.2 */

4. S broadcasts the blinded message I'S over the entire top band and terminates
the protocol.

Local Computation by R At The End of Phase II:

1. After receiving information over the top band, R possesses a vector C® of
length N, where N = n + u, by combining the values received over the top
band and values sent over the bottom band.

2. R executes RS-DEC(N, C®,;,0,641) and recovers FR(x) = ['S(x) and hence
CS.

3. R computes Z® = 73 in the same way as done by S.

R R

4. R correctly receives 'R = T'S and recovers m® = mS by computing m® =

'R g 7R,

Theorem 13.6 (Perfect Security) Protocol 2-Optimal-PSMT-Static-Byzantine-Directed
is a PSMT protocol.

PROOF: In the protocol, A§*¢ will know at most &, points on FS(z). However, the
degree of FS(z) is 6. Thus adversary will lack § + 1 — ¢, points to uniquely interpolate
FS(x). This implies that §+ 1 —t; components of C?H will be information theoretically
secure. So from the properties of EXTRAND, the pad ZS will be information theoreti-
cally secure. This further implies that mS will be information theoretically secure, as
mS is blinded with the pad ZS. O

Protocol 2-Optimal-PSMT-Static-Byzantine-Directed, along with Theorem 13.5 and The-

orem 13.6 shows the sufficiency of the condition given in Theorem 13.4. We now proceed
to the necessity proof of Theorem 13.4.
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Necessity: The necessity proof is divided into two cases: (a) 0 < u < ¢, and (b)
u > tp. If u > tp, then the necessary condition says that there should exist n = 2t + 1
wires in the top band. From Theorem 7.1, n = 2t; 4+ 1 wires from S to R are necessary
for any PRMT protocol tolerating Af:“”c. So it is obviously necessary for PSMT.
Next we show that if 0 < u < t, then n = 3ty — u + 1 wires in the top band are
necessary for the existence of any two phase PSMT protocol tolerating .Aflf“tic. The
proof is by contradiction. So assume that there exists a two phase PSMT protocol
with 0 < uw < t, wires in the bottom band and n = 3t, — u wires in the top band,
tolerating Af}f“tic. Let I12Phas¢ be an execution of the two phase PSMT protocol where
S sends message m. Let .A%bp hase he an adversarial strategy in II2F795¢ Given IT2Fhase

Afbp hase wwe show that there exist an ezecution IT'F"5¢ of a single phase PSMT

and
protocol over N = n + u = 3t wires from S to R and an adversarial strategy .A%f hase
in IT'Phese  such that the views of S and R in II1277%%¢ are identical to the views of
S and R (respectively) in IT'77%%¢. Now by the property of two phase PSMT, R will
recover m in I12Phese tolerating any strategy .A%bp hase " Since the views are identical,
R should also recover m in IT'F"@5¢ tolerating .A%bp hase " But by Theorem 9.1, we show
that R can not recover m in II'¥7%%€ tolerating Al}bp hase " This in turn implies that R
will fail to recover m in IT2P74s€ tolerating .Aff hase thus showing a contradiction.

We now describe the executions IT2Fhese [T1Phase and the adversary strategies
AZFP hase and ALF hase " The random coin flips of S, R and Agtatic jn T2F hase a5 well
as in IT'Phase are RS, RR and RA respectively. Since IT275¢ is an instance of a two

phase PSMT, without loss of generality, the computation and communication during
[12Phase are as follows:

1. Phase I: R to S: R uses R® to generate f3i,..., 3, and sends f3; to S through
wire b;,1 <17 < .

2. Phase II: S to R: Let S receive ] through wire b;. Based on the received
information, message m and coin flip RS, S computes a1, as,..., o, and sends
«; to R through wire f;,1 < i < n.

3. Computation by R at the end of Phase II: Let R receive o through wire
fi- Thus the view of R at the end of Phase Il is [o),...,a}, (1, .., By], while
view of Sis a1, ..., an, 03],...,0,]. R performs local computation according to
the protocol specification and correctly recovers m.

Now we present IT'7795¢ where there exists N = n + u = 3t;, wires wy, ..., wy from S
to R.

1. Phase I: S to R: S uses RS to generate 3|,...,3, (which he can do with
non-zero probability). Now assuming that 3],..., 3., would have been received
through the bottom band in II?P7es¢ S performs the same computation as
in I12Phese and generates ai,...,o,. Finally, S sends a; to R through wire
w;,1 <i<n and f through wire wy,4;,1 <i < u.

2. Computation by R at the end of Phase I: Let R receive of through wire
w;, 1 <i<nand ﬂ;’ through wire wy,14,1 < i < u. Now R performs the same
computation as in IT27h@s¢ to recover m.

Now consider the following strategy .A%bp hase iy [12Phase; Aflfatic corrupts entire bottom

band and first ¢, —u wires from top band and ensures that 3] # 3; for 1 <1i < wand o #
a; for 1 < i < tp—u. So, the views of S and R are (a1, ..., 0ty —u, Oty —ut1, - - - » Oy B1, o, B1)
and (@), ..., Oy s Oty —ut1,- -y B1, - - -, Bu) Tespectively.
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Now consider the following strategy Atle hase jp [IlPhase, .Aflf“tic corrupts last u
wires and first ¢, — u wires and ensures that 3/ = §; for 1 < i < u and of = o,
for 1 < i < (t, — u). Since all other wires are honest, it holds that o = «; for
ty, —u+ 1 < i <n. Hence in this case, the views of S and R will be exactly same as
in the execution IT2P"@5¢ where Afbp hase is the adversary strategy. If in I12Phes¢ R is
able to recover m, same should hold for IT'7@5¢ But from Theorem 9.1, single phase
PSMT over 3t, wires is impossible tolerating t; faults done by Af:““c. Hence by the
argument given before, this leads to a contradiction to our assumption that I12hase g
an execution of two phase PSMT. Therefore for 0 < u < tp, the condition n > 3t,—u+1
should hold for two phase PSMT. This completes the necessity proof. O

13.5.2 Lower Bound on Communication Complexity of Two Phase
PSMT

We now derive the lower bound on the communication complexity of two phase PSMT
in directed networks, tolerating Afg““c. We then show that this bound is asymptotically
tight. The lower bound on the communication complexity is given by the following

theorem:

Theorem 13.7 Suppose there exists u wires in the bottom band and n = max(3t, —
u+1,2t,+ 1) wires in the top band. Then any two phase PSMT protocol which securely

sends a message m € F¢ containing ¢ field elements against Afg““c must communicate:

1. Q <N]X§tb> field elements where 0 < u < tp, n > 3tp—u+1 and N = n+u > 3tp+1.

2. Q <nf§tb> field elements where u > t, and n > 2t + 1.
ProOOF: We first prove part 1 of this theorem. This proof is heavily based on the
necessity proof of Theorem 13.4. Following the same line of argument, we can show
that when n = 3t, —u+ 1 and 0 < u < t3, then for every possible pair of IT2Fhase
and A5 there exist a pair II'7h95¢ and AjPhese (with non-zero probability) such
that the view of S and R are same in both the scenarios. It is easy to see that the
communication cost are also same in IT'Phas¢ and I12P7es¢ Tt implies that for every
two phase PSMT protocol sending mS with n > 3t —u+ 1 and 0 < u < t;, wires in
top and bottom band respectively, there exist a single phase PSMT sending mS with
N =n+u wires (from S to R) with same communication cost. Now any single phase

PSMT protocol sending mS over N > 3t;, + 1 wires must communicate ) (N]j—gtb) field
elements (see Theorem 9.2). Hence any two phase PSMT protocol must communicate

Q ( N]X étb) field elements for sending mS.

We now proceed to prove part 2 of the theorem. Any PSMT protocol has to de-
liver the message correctly. Thus any PSMT protocol is also a PRMT protocol. Now
neglecting the communication from R to S, any two phase PRMT can be reduced to
single phase PRMT by following the conversion shown in [77] (see proof of Theorem
2 of [77]). Now from [77], any single phase PRMT protocol over n = 2t;, + 1 wires
has to communicate Q(nfgtb) field elements. So any two phase PSMT protocol has to
communicate Q(nfgtb) field elements as well. O

We next show that our two phase PSMT protocol 2-Optimal-PSMT-Static-Byzantine-
Directed asymptotically satisfies the bound given in Theorem 13.7. Thus, we show that
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protocol 2-Optimal-PSMT-Static-Byzantine-Directed is a communication optimal PSMT
protocol.

Theorem 13.8 Protocol 2-Optimal-PSMT-Static-Byzantine-Directed is a communica-
tion optimal PSMT protocol and asymptotically satisfies the bound given in Theorem
13.7.

PRrOOF: In protocol 2-Optimal-PSMT-Static-Byzantine-Directed, the communication
complexity of Phase I is u. On the other hand, the communication complexity of
Phase II is n(d + 1 — t3) + n. Thus the communication complexity of protocol 2-
Optimal-PSMT-Static-Byzantine-Directed is O(n(d + 1 — t;) + N) to securely send a
message mS containing (§ + 1 — ;) field elements.

If uw < tp, then § = t;, and so protocol 2-Optimal-PSMT-Static-Byzantine-Directed
securely sends a message mS containing one field element by communicating O(N)
field elements, where N = 3¢, + 1. From Theorem 13.7, if u < ¢, and N = 3t + 1, then
any two phase PSMT protocol must communicate (V) field elements to securely send
a message containing single field element. This implies that protocol 2-Optimal-PSMT-
Static-Byzantine-Directed is communication optimal, when 0 < u < ;.

If u > tp, then § = u and so protocol 2-Optimal-PSMT-Static-Byzantine-Directed
securely sends a message mS containing (u + 1) — ¢, field elements by communicating
O(n(u+1—tp)) field elements, where n = 2¢, + 1. From Theorem 13.7, if u > t; and
n = 2t + 1, then any two phase PSMT protocol must communicate Q(n(u + 1 — t3))
field elements to securely send a message containing (u + 1 — ) field elements. This
implies that protocol 2-Optimal-PSMT-Static-Byzantine-Directed is communication op-
timal, when u > . O

We now move our discussion towards multiphase (more than two phase) PSMT proto-
cols in directed networks tolerating A;f:a“c. Before that, we briefly recall the guessing

attack proposed in [88] against the PSMT protocol of [24, 62] in directed networks.

13.6 Guessing Attack Against PSMT Protocol of [24, 62]
in Directed Networks

In [88], Yang et al. presented guessing attack against the PSMT protocols of [24,
62] in directed networks tolerating Af:atic, which allows the adversary to gain extra
information about the secret message. In this section, we briefly discuss this attack.
We then show that our proposed two phase PSMT protocol 2-Optimal-PSMT-Static-
Byzantine-Directed is secure against guessing attack.

We now present a Guessing Attack that takes advantage of how the feedback chan-
nels (i.e., the wires in the bottom band) are normally used. The current description of
the attack is taken from [88]. In most protocols that work on networks with feedback
channels, the feedbacks are used by the receiver R to seek for help from S, when R
does not have enough information to recover the message (i.e., for reliability purpose).
In guessing attack, the adversary does the following: since the adversary can choose to
corrupt some feedback paths, it can simulate how R uses the feedback channels and
learn from S the information it needs to recover the message with better probability
than guessing. This allows the adversary to breach perfect privacy, as we describe now
in more detail.

Here we give an example of how Guessing Attack breaches perfect secrecy of one
of Desmedt and Wang’s PSMT protocols given in [24]. We call the protocol as DW
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protocol. A similar attack can be mounted on their other PSMT protocols. The current
PSMT protocol corresponds to [24, Theorem 5]. First we shall sketch the DW protocol
and then we show that it does not provide perfect secrecy.

1. Condition for the DW protocol: there are 3t; > 2t; + 1 wires in top band
and one wire in bottom band !.

2. Sketch of the DW protocol: Let fi, ..., f3;, be the wires in the top band and
b1 be the wire in the bottom band.

(a) ...

(b) S chooses a keyS €r F. S selects a random #; degree polynomial f5(x) over
FF, such that fS(0) = keyS and computes the shares v = (s, ..., 531, ) of keyS.
Here s; = fs(i), fori=1,...,3t. S sends s; to R via wire f;.

(c) Let o® = (sR, ..., s%b) be the shares that R receive. If R finds that there
are at most t, — 1 errors (using error-correcting code), R recovers key® from

the shares, sends ‘stop’ to S via wire by; otherwise, R sends v® to S via wire
b1.

(d) If S receives vS = (s9, ..., 5?S>tb) from wire b1, then S broadcasts P = {i : s5 #
si} (|P] = tp) via top band; otherwise, S broadcasts ‘stop’.

(e) ...

(f) S broadcasts keyS +mS via top band, where mS is the secret message.

(g) ...

The above single feedback channel protocol is the basis of the main PSMT protocols
in [24]. We observe that this DW protocol is perfectly reliable, so in the above sketch
we did not describe how R recovers the message (see [24] for the entire protocol). Now
we show that using a Guessing Attack, the adversary can learn the message mS with
probability better than guessing.

Theorem 13.9 ([88]) The above DW protocol is not a PSMT protocol from S to R.

PROOF: Due to the fact that keyS €r F, if the DW protocol is perfectly secure, then
the probability that the adversary guesses keyS is ITI\' That is, Aflf“tic learns nothing
from the shares it gets, and can only guess a uniformly random number key™® € F,

and with probability ﬁ, key™ = keyS. We call this a random guess. Now we show a

Guessing Attack by which the adversary can learn keyS with a probability better than

ﬁ. The formal steps of the attack are given in Fig. 13.2.

In this Guessing Attack, .Aflf“tic guesses a share sflf and two keys keyi* and keys<. Tt
is straightforward that S will broadcast P if and only if S finds exactly t; errors in vX,
and the t;, errors can only be either (sfiﬂ, - sggb) or (sgng, e ségb). That is, the guess
is successful if s\ = s, and one of the two keys is correct (i.e., key;* = keyS,i € {1,2}).

Thus the probability T" that the guess is successful is

1 1 2
T=—x <2><—>:—.
|| |F| |IF|2

'This condition is sufficient for PSMT, but is stronger than the necessary condition. See [24] for
more details.

164



Figure 13.2: Guessing Attack on DW Protocol
DW-Guessing Attack

Astatic chooses to control wires fi, ..., f;, 1 and wire b; from top band and bottom
ty ) ) J ity 1Y
static

band respectively. Thus Aj“"¢ is able to get the shares (s1,..,5¢,—1) in Step 2b of
DW protocol. With these t, — 1 shares, Aflf“tic does the following;:

1. Agletic chooses a share s;i €r F and two keys key(\,keys' €r F (key #
keysd).

2. Corresponding to key;\, the adversary assumes that (si, ...,stb_l,sfi ) are tp
shares of key;* and thus using Lagrange interpolation, Aflf“”c gets another ¢
shares (sfiﬂ, ...,sggb) of keyiX.

3. Similarly, corresponding to keys, the adversary assumes that (s, ..., Sty—1, st)lf)
are t;, shares of keys and thus using Lagrange interpolation, Aflfa“c gets an-

. (X X X
other t;, shares (sa;, 11, 53;,) of keys .
tati X X X

4o A sets v = (81,00, Sty—1, Sty 5 o0 534, )-

5. In each execution step of the DW protocol, .Aflf“tic acts passively on wires
fis-+., fi,—1. Thus R sends ‘stop’ to S in Step 2c of DW protocol.

6. On the feedback path b; that is under the control of Af:atic, the adversary
ignores what R sends and forwards v¥ to S.

7. Then in Step 2d of DW protocol, if S finds exactly t, errors in vS = v¥,
then S broadcasts P = {i : s;° # s;}, according to which A recovers
keyS = keyJX (j € {1,2}); otherwise, S broadcasts ‘stop’ and Af:atw randomly
guesses a keyX.

If the guess fails, then Af:‘m'c will use a random guess with probability ﬁ to get
keyX = keyS. Thus, the total probability G that Af:‘m'c learns keyS by performing
Guessing Attack is

1 1
G=T+(1-T)X = > —.
[F| -~ [F]

Therefore, Aflf“tic can learn keyS with a probability better than ITI\ and simultaneously

recover mS with probability better than guessing. Hence the DW protocol is not per-
fectly secure. O

Note that in [87], Wang and Desmedt provided a new PSMT protocol that uses in-
duction when S receives tuples of shares in feedbacks. When S notices that Guessing
Attack may happen according to the feedbacks it receives, it uses an induction and
re-sends the message without revealing the message to the adversary (O-private). The
property of the threshold adversary allows the induction to be continued until the
message is transmitted O-reliably. Thus the protocol in [87] enables perfect security.
For details of the PSMT protocol tolerating a threshold adversary, we refer to [87,
Theorem 4.2].

As we have seen above, the basic idea of Guessing Attack is to replace the feedbacks
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from R to S on the feedback channel with something that may reveal the message.
There is some probability associated with this guessing of being successful.

Besides the Desmedt-Wang protocols, Yang et al. [88] observed that all the PSMT
protocols in directed networks against .Aflf“tic as given in [62] do not guarantee perfect
privacy when the Guessing Attack takes place. For complete details, see [88].

13.6.1 Security of Two Phase PSMT Protocol Against Guessing At-
tack

In the guessing attack, the feedback sent by R is dependent on the information which
S has sent to it, which is further dependent on the secret message. So the adversary
can modify the feedback (without letting S know about it) and wait for S’s response
regarding the feedback. From S’s response, the adversary will come to know about the
status of the incorrect feedback that he has sent to S. This further allows the adversary
to get extra information about the message.

In protocol 2-Optimal-PSMT-Static-Byzantine-Directed, the information sent by R
is not any feedback information and it is a complete random information. So unlike
DW protocol, S does not have to make any response about the received information.
Rather, S assumes the received information to be a genuine information and uses it to
construct the one time pad, about which the adversary will have no extra information,
other than guessing. In this way, protocol 2-Optimal-PSMT-Static-Byzantine-Directed
is secure against guessing attack.

Similarly, all the PSMT protocols in undirected networks presented in earlier chap-
ters of this thesis are secure against guessing attack. This is because in all these
protocols, R reliably sends back the feedback by broadcasting. So S always correctly
receives the feedback, as all the wires are bi-directional and there are sufficient number
of wires for reliable communication.

The vulnerability of the PSMT protocols of [24] and [62] against guessing attack
bring forth the issue of designing efficient PSMT protocols in directed networks tol-
erating Af}f“tic, which are secure against guessing attack. We proceed to do so in the
next section.

13.7 New Multi Phase PSMT Protocols Secure Against
Guessing Attack

In this section, we propose new multiphase (more than two phase) PSMT protocols in
directed networks, tolerating Aflf““c, which are secure against guessing attack. We also
show that the communication complexity of our proposed protocols are asymptotically
tight. For this, we derive non trivial lower bound on the communication complexity
of multiphase PSMT protocols in directed networks. Our PSMT protocols satisfy the
characterization of PSMT in directed networks given in [24]. Thus our protocols require
u > 0 wires in the bottom band and n = max (3t, — 2u + 1,2t, + 1) wires in the top

band.

13.7.1 Three Phase PSMT with 0 < u < %’ and n =3t, —2u+1

In this section, we present a three phase PSMT protocol called 3-Optimal-PSMT-Static-
Byzantine-Directed, which securely sends a message mS containing ¢ = n?u field ele-

ments by communicating O(n3u) = O(nf) field elements.
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Informally the protocol works as follows: S tries to correctly establish an informa-
tion theoretically secure one time pad of size n?u with R. Let C denote the set of all
RS codewords of length n = 3ty — 2u + 1 over F, encoded using all possible polynomials
of degree t, over F, for fixed aq,...,a,. Here «; is associated with wire f;. Hence the
hamming distance between any two codewords in C isn —tp = 2t —2u+1 >t + 1.
In protocol 3-Optimal-PSMT-Static-Byzantine-Directed, S selects a number of random
codewords from C and sends them across the n wires. R receives the vectors and finds
the pseudo-basis of the received vectors. R will be able to do so, as the hamming dis-
tance between any two codewords in C is at least ¢, + 1. R then sends the pseudo-basis,
pseudo-dimension and index set through the bottom band.

We say that a pseudo-basis, pseudo-dimension and index set triple received over a
wire in bottom band is valid iff all the vectors listed in pseudo-basis differs from the
corresponding original codewords (sent by S) in at most t; locations. Note that S has
no knowledge on whether the original pseudo-basis generated by R is received by him.
This is because there may not not be enough number of honest wires in the bottom
band to reliably receive the pseudo-basis generated by R. So S broadcasts all the valid
triple of (pseudo basis, pseudo-dimension and index set) as received by him along with
the corresponding list of corrupted wires. Now R correctly receives all the pseudo-basis,
pseudo-dimension and index set (as received by S), along with their corresponding list
of corrupted wires.

R checks whether the pseudo-basis generated by him is present in the received list
of pseudo-basis. If yes then he knows the set of corrupted wires and can recover all the
original codewords (sent by S) by neglecting the values received over those corrupted
wires during first phase. Otherwise R learns that entire bottom band is corrupted and
hence in the top band there are at most t;, — u Byzantine faults. So R can correct these
tp, — u errors in each vector, received during first phase and thus can recover all the
original codewords. Hence in any case S and R will agree on all the codewords chosen
by S.

The above steps are enough to ensure perfect reliability. But during the transmis-
sion of pseudo-basis over u wires, Af:atic can generate u distinct valid pseudo-basis
each containing at most ¢, disjoint vectors (this he can do by guessing with non-zero
probability, as in the case of guessing attack). This will make the protocol vulnerable
against guessing attack. To deal with this situation, initially S should send sufficient
number of codewords such that after removing all the ut; codewords corresponding to
the vectors appearing in the received list of valid pseudo-basis, the remaining codewords
can be used to construct an information theoretic secure pad of size n?u. Once the
pad is established, S uses the pad to blind the message and sends the blinded message
reliably to R. The protocol is now formally given in Fig. 13.3.

We now formally prove the properties of protocol 3-Optimal-PSMT-Static-Byzantine-
Directed.

Theorem 13.10 (Perfect Reliability) Protocol 3-Optimal-PSMT-Static-Byzantine-Directed
provides perfect reliability.

PRrooF: First note that since n = 3t, — 2u + 1 > 2, + 1, any information broadcast
by S over the top band will be received by R correctly. This implies that R correctly
receives blinded message I' and either one of the following two (depending upon what
S has broadcasted during Phase III): all quadruples (87, p’, 77, CORRU PTED?) or
the message “Entire Bottom band is corrupted”. Now to prove that R correctly
recovers the message mS sent by S, we show that S and R shares the same pad Z. S
and R will share 7 if

167



1. A is same at both ends and

2. R is able to recover all the polynomials Fj(x) for i & A.

Since S broadcasts all valid triples to R, A will be same at both ends. Now we show
that irrespective of the behavior of Aflfatic, R will always recover all the polynomials
Fi(x) for i ¢ A.

If Af:atic spares (either does not control or behave passively) at least one wire, say
b;, in the bottom band, then S will correctly receive (B7,p?,77) = (B,p,Z) and hence
CORRU PTED? will contain all the wires which were corrupted during first phase (see
the properties of pseudo-basis). In this case, R will correctly receive CORRU PTED?,
from which it identifies all wires (at most t;) which were corrupted during first phase.
R ignores the values received over those wires during Phase I and with the remaining
values (at least ¢, + 1) all the polynomials can be recovered correctly.

On the other hand, if Af:“”c corrupts the entire bottom band such that either S
detects that all the received triples are invalid or R detects that his original triple is not
present in the list of triples received by S (at the end of Phase II), then R concludes
that entire bottom band is corrupted. Hence R applies RS decoding on the received
vector Y;’s to correct ¢, —u errors (see Theorem 2.19) and reconstruct polynomial F;(x)
for i ¢ A. Hence the theorem. O

Theorem 13.11 (Perfect Security) In Protocol 3-Optimal-PSMT-Static-Byzantine-
Directed, mS will be information theoretically secure.

PROOF: The message mS will be information theoretically secure from Aflf“m if the
pad Z is information theoretically secure. According to the protocol, Z contains F;(0)
iff i ¢ A. Notice that A = U; {Z7|(B’,p/,77) is a valid triple}. Now a valid triple
(B7,p7,77) can be either the original triple (B,p,Z) sent by R or it may be different
from (B,p,Z) and generated by Af:““c (who can guess it with non-zero probability).
In the former case (B7,p’,Z7) may be eavesdropped by Af:atic during its transmission
over the bottom band. In later case, Af:“”c knows (B7,p’,77) since he himself has
generated them. Hence it is possible that all F;(0)’s with ¢ € A are already exposed to
Aflf“tic. But for remaining polynomials, Af:atic knows at most ¢, points on them (by
listening during first phase) and hence constant term of each F;(x) with i ¢ A will be
information theoretically secure. O

Theorem 13.12 Protocol 3-Optimal-PSMT-Static-Byzantine-Directed sends a message

mS containing { = nu field elements by communicating O(n3u) = O ("7£) =

n—(3ty—2u)
O(nl) field elements.

PRrROOF: During Phase I, S communicates P = n?u + ut; codewords to R which
requires communication complexity of Pn = n3u + nut, = O(n®u) field elements.
In Phase II, R sends the triple (B,p,Z) through the bottom band. This incurs a
communication cost of O(nty.u+1.u+ty.u) = O(nu). In the worst case, it may happen
that over every wire in bottom band, S receives a distinct valid triple (B7,p’, Z7). Then
communication complexity of Phase III for sending the triples will be O(n?u.n) =
O(nu). Since message is of size n?u, broadcasting the blinded message I' results in a
communication cost of O(n3u). Hence overall communication complexity of protocol
3-Optimal-PSMT-Static-Byzantine-Directed is O(n3u). O
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13.7.2 Six Phase PSMT when 2 <u <t, and n =2t + 1

If %’ < u < tp, then n = max (3t —2u+1,2t, + 1) = 2t, + 1. In this section, we
present a six phase PSMT protocol called 6-Optimal-PSMT-Static-Byzantine-Directed
where n = 2t + 1 and %’ < u < tp. Protocol 6-Optimal-PSMT-Static-Byzantine-Directed
securely sends a message mS containing ¢ = n?u field elements by communicating

@) <"7€> = (9< nly > =0 <2u7"7£+1> field elements. Interestingly, when u =

n—(3t,—2u) 2u—tp
%’ + O(tp), then Protocol 6-Optimal-PSMT-Static-Byzantine-Directed securely sends ¢
field elements by communicating O(¢) field elements.

Protocol 6-Optimal-PSMT-Static-Byzantine-Directed achieves it’s goal by allowing
S and R to share % common polynomials each of degree 2u, such that Af:atic
knows only t; points on each of them. Once this is done, both S and R can generate
an information theoretic pad of length n?u by using EXTRAND algorithm. S can then
blind the message and sends it to R. However, note that S cannot send the blinded
message to R by broadcasting it over the entire fop band, as done in protocol 3-
Optimal-PSMT-Static-Byzantine-Directed. Because the communication complexity will
then become O(n3u). So S reliably sends the blinded message by using the protocol
3-Optimal-PRMT-Static-Byzantine-Directed given in Fig. 7.2, which takes three phases.
Since here n = 2t, + 1 and (n — 2t) + 2u = ©(n), we can execute 3-Optimal-PRMT-
Static-Byzantine-Directed. R can recover the message since he knows the pad.

In 6-Optimal-PSMT-Static-Byzantine-Directed, C denotes the set of all possible RS
codewords of length N =n 4+ u = 2t, + 1 + u encoded using all possible polynomials of
degree 2u > ty, over F. Hence the hamming distance between any two codeword in C is
N —2u=2t, —u+12>t,+ 1. Protocol 6-Optimal-PSMT-Static-Byzantine-Directed is
formally given in Fig. 13.4.

We now prove the properties of protocol 6-Optimal-PSMT-Static-Byzantine-Directed.

Theorem 13.13 (Perfect Reliability) In protocol 6-Optimal-PSMT-Static-Byzantine-
Directed, R correctly recovers mS.

PRrOOF: First note that for each codeword C;, the corresponding vector Y; of length
N, possessed by R, differs from C; only at ¢, locations. This is because Af:atic con-
trols at most ¢, wires, including top band and bottom band. With this observation,
the correctness proof of this theorem simply follows from the correctness proof of
protocol 3-Optimal-PSMT-Static-Byzantine-Directed, protocol 3-Optimal-PRMT-Static-
Byzantine-Directed and algorithm EXTRAND. O

Theorem 13.14 (Perfect Security) In Protocol 6-Optimal-PSMT-Static-Byzantine-
Directed, mS will be information theoretically secure.

PROOF: The secrecy of the message follows using similar argument as in Theorem 13.11
and the properties of EXTRAND algorithm. Notice that in the protocol, each codeword
C;, such that ¢ € A corresponds to a 2u degree polynomial and adversary will know
at most ¢ points on the polynomial. This implies that 2u 4+ 1 — ¢ coefficients of the
polynomial and hence 2u 4+ 1 — ;, components of C; will be information theoretically
secure. This is why S extracts a random pad Z? of size 2u + 1 — t;, from each C;, such
that i & A. O

Theorem 13.15 Protocol 6-Optimal-PSMT-Static-Byzantine-Directed securely sends a

message mS containing ¢ = n*u field elements by communicating O ("75) =

n—(3tp—2u)
(@) <%+ziﬂ> field elements.
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PrOOF: During Phase I, R sends @ = QU"Q%H + uty vectors, each of size u, thus
2 2

communicating Qu = O(g5 /55 il T u?ty) field elements. During Phase II, S com-

municates () = 7 + utp codewords to R which incurs a communication cost of

2
W
Qn = ﬁ + nuty, field elements. In Phase III, R sends the triple (B, p,Z) through
the bottom band. This incurs a communication cost of O(nty.u+ l.u+ty.u) = O(nu).
In worst case it may happen that over every wire in bottom band, S receives a distinct
valid triple (B7,p?,Z7). Then communication complexity of Phase IV for sending the
triples using protocol 3-Optimal-PRMT-Static-Byzantine-Directed will be O(n?u). Simi-
larly sending the blinded message I' of size n?u using protocol 3-Optimal-PRMT-Static-
Byzantine-Directed results in a communication cost of O(n?u). Hence overall communi—
cation complexity of protocol 6-Optimal-PSMT-Static-Byzantine-Directed is O(
O

2u ty +1)

13.7.3 Six Phase PSMT Protocol when u > ¢, and n = 2¢, +1

If u > tp, then from [24], we require n = max (3t, — 2u + 1,2t, + 1) = 2t, + 1 wires
in the top band for the existence of any multiphase (more than two phase) PSMT
protocol. If uw = ¢, and n = 2t, + 1 = ©O(t}), then from Theorem 13.15, protocol 6-
Optimal-PSMT-Static-Byzantine-Directed securely sends ¢ = nu = ©(n?) field elements
by communicating O(n?) field elements. Hence, if v > t;, and n > 2t, + 1, then S
and R can execute 6-Optimal-PSMT-Static-Byzantine-Directed by considering the first
2t, + 1 wires in the top band and first ¢; wires in the bottom band. Thus, we have the
following theorem:

Theorem 13.16 Suppose n > 2ty + 1 and uw > t,. Then there exists a six phase
PSMT protocol tolerating A5, which securely sends £ ({ = ©(n?*)) field elements by
communicating O(L) field elements.

We now show that protocol 3-Optimal-PSMT-Static-Byzantine-Directed and 6-Optimal-
PSMT-Static-Byzantine-Directed are communication optimal. For this, we derive non-
trivial lower bound on the communication complexity of multiphase PSMT protocols
in directed networks tolerating Af:atic.

13.8 Lower Bound on Communication Complexity of Multi
Phase PSMT

Recall that from Theorem 13.2, any three or more phase PSMT protocol requires
n = max (3t, — 2u + 1,2t, + 1) wires in the top band to tolerate .Aflf“tic. To build our
lower bound argument for three or more phase PSMT protocol, we need the concept
of secret sharing and Maximum Distance Separable (MDS) codes [45].

Definition 13.17 (z-out-of-n Secret Sharing Scheme (SSS) [71]) An z-out-of-n
Secret Sharing Scheme (SSS) is a probabilistic function S : F — F"™ with the property
that for any M € F and S(M) = (s1,...,8,), no information on M can be inferred

from any x elements of (s1,...,8,) and M can be recovered from any x + 1 elements
n(S1,.-.y8n).
The set of all possible (si,...,s,) can be viewed as a code and its elements as

codewords [24]. If the code is a Maximum Distance Separable (MDS) code [45, 24] (e.g
RS code), then it can correct ¢ errors and simultaneously detect d additional errors
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iff n —a > 2c¢+d [45, 24]. An z-out-of-n SSS is called MDS z-out-of-n SSS if it is
constructed from a MDS code. MDS SSSs can be constructed from any MDS codes, for
example RS codes [45, 46, 24]. So we have the following theorem on the error correction
and detection capability of MDS z-out-of-n SSS:

Theorem 13.18 ([45, 24]) Any MDS z-out-of-n SSS can correct ¢ errors and detect
d additional errors in a codeword iff n — x > 2¢ + d.

We next give the following definition:

Definition 13.19 ((a, 3,7, m,¢)-SSS) Given a secret m containing ¢ field elements
from F, an («, 3,77, m,)-SSS generates « shares of m, such that any set of B shares
has full information about the secret m, while any set of v shares has no information
about the secret m, where a > (3 > 7.

Now the lower bound on the communication complexity of multiphase PSMT in
directed network is given by the following theorem:

Theorem 13.20 Suppose there exists u wires in the bottom band and n > max(3t, —
2u+ 1,2ty + 1) wires in the top band. Then any three or more phase PSMT protocol
that securely sends a message m containing £ field elements from F tolerating Af:“”c
must communicate:

1. Q(#j_%)) field elements when 0 < u < tp;

2. Q¥) field elements when u > ty.

ProOOF: We first prove part 1 of the theorem. The outline of the proof strategy is as
follows: we first show that the communication complexity of any three or more phase
PSMT protocol tolerating .Aflf“tic to send a message m € F¢ is not less than the share
complexity (sum of all the shares) of an (n, (n — 2(t, — u)), ty, m,£)-SSS (see Lemma
13.21). We then show that the share complexity of any (n, (n — 2(t, — u)), tp, m, £)-SSS
is Q(#j_%)) field elements (see Lemma 13.22). Part 1 of Theorem 13.20 will then
follow from Lemma 13.21 and Lemma 13.22. So we now proceed to prove Lemma 13.21.

Lemma 13.21 Let 0 < u < t, and n = maz(3t, —2u+1,2t, +1). Then the communi-
cation complexity of any three or more phase PSMT protocol tolerating .Aflf“tic to send

a message m € B¢ is not less than the share complexity (sum of all the shares) of an
(TL, (TL - Q(tb - u))’ ty, m, 6)_5‘5’5

PRrOOF: Let II be a PSMT protocol which runs for p > 3 phases. Without loss of
generality, let the view of S in II, denoted by m’ewﬁ be drawn from a probability
distribution that depends on the message m, the coin flips RS of S, the coin flips RE
of R and the coin flips R4 of Af:“”c. Without loss of generality, we assume that the
value of R will determine the choice of faulty wires controlled by Af:am. Without loss
of generality, we assume that S is silent in even phases and R is silent in odd phases
[24]. Now consider the following possible strategy for A5/*¢ in II:

1. First A7/*" uses RA to choose a value r.

2. If r = 0, then Aflf“tic uses R4 to choose ¢, wires firs Fiase-- ’fjtb from the top
band and behaves passively over these paths. This means the adversary proceeds
according to protocol II.
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3. If r =1, then .Aflf“tic uses RA to choose t, — u wires f,, fis, - - - s fjy— from the
top band and all the u wires from the bottom band. In this case Af:““c corrupts
all the u wires in the bottom band and the ¢, —u wires fj, fj,, ..., fj,, _, from
the top band. Af:atic also uses R to choose a message m € F according to the
same probability distribution from which the actual message m was drawn. Now

over the corrupted wires, Af:atic behaves in the following way:

(a) Over the wires f;,, fj,, .- ,fjtb_u, it ignores what S sends in odd phases of
IT and simulates what S would send to R if m would have been the message.

(b) Over the paths in the bottom band, it ignores what R sends to S in even
phases of IT and simulates what R would send to S when r = 0.

Aflfatic can behave in the above manner with non-zero probability. Now let ais,j be
the values that S sends on wire f; in phase j of protocol II. Let ozis = (agl, . >O%'S,p) ie.
ais is the concatenation of the values sent by S over wire f; during the execution of II.
We can view ozis’s as the shares of message m. Now if r = 0, due to the fact that Il is a
PSMT protocol, .Aflf“tic should not get any information on m from any t; shares from
the set {af,...,a5}. This implies that (af,...,ad) is an x-out-of-n SSS for x > t,.
Note that when 2 > ¢y, it is still ensured that ¢, shares from the set {a},...,a5} do
not reveal any information on m. Now if r = 1, due to the fact that II is also a PRMT
protocol, R must be able to correct any #, — u errors in the shares (af,...,a5) and

thus recover the message m. Summing up, (a?, ...,a3) is an MDS z-out-of-n SSS with

the capability of correcting t; — u error where > t;. Now by Theorem 13.18, an MDS
x-out-of-n SSS can correct (¢, — u) errors if

n—c>2t,—u) = r<n—2t,—u)=> r+1<n—-2t,—u). (13.2)

This shows that the communication done by S (alone) is equivalent to the share com-
plexity (sum of all the shares) of an (n, (n — 2(t_u)), tp, m, £)-SSS. Thus ignoring the
communication done by R, we can say that the communication done in protocol II is not
less than the share complexity (sum of all the shares) of an (n, (n — 2(t, — u)), tp, m, £)-
SSS. 0

Lemma 13.22 The share complezity of any (n, (n—2(ty—u)), tp, m, £)-SSS is Q(Wb{%))
field elements.

PROOF: We define the following notations:

1. M denotes the message space from where the message m is selected. In our
context, M = F.

2. For i = 1,...,n, X denotes the set of all possible i*" share corresponding to
message m € M, that could be generated by any (n, (n —2(t, —u)), tp, m, £)-SSS.

3. For j >, M, C Xi" x Xi%y x ... x XJ" denotes the set of all possible {ith (i +
1) ..., 5"} shares, corresponding to message m € M, that could be generated
by any (n, (n — 2(t, — u)), ty, m, £)-SSS.

4. My j = Uperm MY and X; =, X7 We call X; as the capacity of it" share
and M ; as the capacity of the set of {i'", (i + 1)t", ... j"} shares.
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To generate n shares for message m, any (n,(n — 2(t, — w)), tp, m, £)-SSS would
select one element from the set X;, as the it" share of m, for i = 1,...,n. Each
element of the set X; can be represented by log|X;| bits. Thus, the share complexity
corresponding to message m will be X7 log |X;| bits. In the sequel, we show that

n ntlog(|F
i g %l 2 (25 5 )

From the property of a (n,(n — 2(t, — u)),ty, m,£)-SSS, any set of ¢, shares is
independent of the message. Thus, for any two messages m1, my € M, the following
should hold:

mi — m2
M2tb72u+1,3tb72u - M2tb72u+1,3tb72u' (133)

Though we focussed on specific set of ty, shares, namely {(2ty—2u-+1)"", ... (3t,—2u)"},
the above relation should hold for any selection of t, shares. Also, from the property of
a (n,(n —2(ty — u)), ty, m, £)-SSS, any set of n — 2(t, — u) shares have full information
about m and uniquely determine m. Thus,

MgtLZ—QU—I—l,n N Mgtbi—Zu-l—l,n = @ (134)

Again, though we focussed on specific set of n — (2t, — 2u) shares, namely {(2t, — 2u +
Dth ... nt"Y, the above relation should hold for any selection of n — (2t, — 2u) shares.
From (13.3), M3}, 9,11 3t,—2, Will be same for all m. Thus, (13.4) will hold only if
M3}, _out1,n 18 unique for every m. Hence,

|M3tb72u+1,n| = |M| (135)

From the definition of X; and M; ;, we get Il 5, 5,4 IXi| > |Mst, —2u41,n|. Combining
this with (13.5), we get
gy, —9yp11Xi| > [M]. (13.6)

Let ¢ = n — (3ty — 2u). The inequality in (13.6) holds for any set of of g shares D,
where |D| = g; i.e., [Liep|X;| > |M|. In particular, we consider n such sets (consist-
ing of g shares), namely Dy, ..., D,_; where D, consists of {(kg + 1)** mod n, (kg +
2)"" mod n, ..., (kg + g)"* mod n} shares. Thus for each Dy, H;cp, |X;| > | M| holds.
Taking product over all Dy’s, we obtain IT}_ITjep, |X;| > |[M|™. Now notice that
the i*" share is accounted exactly ¢ times in total in Dy,...,D,_;. Thus, we get
IM|" < TP jep, |X;| = (I, ]X;])?. Taking log, we obtain

nlog(|M]) < gZ7_; log(|X;)

nflog(|F|)>
g
As log(JM]) = ¢log(|F|) and g = n — (3t — 2u), from the above inequality, we get

X log(1X5]) > (%) . As mentioned earlier, £ ; log(|X;|) denotes the share

complexity in bits of distributing n shares of a message m using any (n, (n — 2(t, —
w)), ty, m, £)-SSS. From the above inequality, the share complexity of (n,(n — 2(t, —

w)), ty, m, £)-SSS is Q <%> bits. Now each field element from F can be repre-

sented by log(|F|) bits. Thus the share complexity is (Wf_%)) field elements.

TP log(IX]) > (

Part 1 of Theorem 13.20 now follows from Lemma 13.21 and Lemma 13.22. Now part 2
simply follows from the fact that any PSMT protocol has to send at least the message
and hence () field elements. O

In the light of Theorem 13.20, we now state the following theorems:
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Theorem 13.23 Protocol 3-Optimal-PSMT-Static-Byzantine-Directed is a communica-
tion optimal PSMT protocol.

PrOOF: From Theorem 13.12, if n = 3t —2u+ 1 and 0 < u < %’, then protocol 3-
Optimal-PSMT-Static-Byzantine-Directed sends a message m® containing ¢ = n’u field

n—(3t,—2u)
Theorem 13.20, if n = 3t —2u+1and 0 < u < %’, then any three phase PSMT protocol

must communicate 2 ( ( nf

elements by communicating O(n3u) = O <(”7£> = O(nl) field elements. From

n—(3tp—2u)
containing ¢ = n?u field elements. Thus protocol 3-Optimal-PSMT-Static-Byzantine-
Directed is a communication optimal PSMT protocol. O

> = Q(nl) field elements to securely send a message

Theorem 13.24 Protocol 6-Optimal-PSMT-Static-Byzantine-Directed is a communica-
tion optimal PSMT protocol.

PrOOF: From Theorem 13.15, if n = 2¢, + 1 and %’ < u < tp, then protocol 6-Optimal-
PSMT-Static-Byzantine-Directed sends a message mS containing ¢ = n2u field elements

by communicating O ( nly ) =0 <"7Z> =0 <2u_”7ti+1> field elements. From

2u—ty n—(3t,—2u)
Theorem 13.20, if n = 2t; 41 and %’ < u < tp, then any six phase PSMT protocol must

n—(3tp—2u) 2u—tp+1

containing ¢ = n?u field elements. Thus protocol 6-Optimal-PSMT-Static-Byzantine-
Directed is a communication optimal PSMT protocol for the case when %’ <u < tp.

On the other hand, if n = 2t + 1 and u > t; then from Theorem 13.16, protocol
6-Optimal-PSMT-Static-Byzantine-Directed securely sends a message containing ©(n?)
field elements by communicating O(n?) field elements. From Theorem 13.20, if n =
2t, + 1 and u > t; then any six phase PSMT protocol must communicate (n3) field
elements to securely send a message containing n? field elements. Thus protocol 6-
Optimal-PSMT-Static-Byzantine-Directed is a communication optimal PSMT protocol
for the case when u > t;. O

communicate ((”75) =0 (”75) field elements to securely send a message

13.9 Concluding Remarks and Open Problems

In this chapter, we re-visited the PSMT problem in directed synchronous network,
tolerating A;f:a“c. Specifically, we presented new PSMT protocols in directed graphs
tolerating Af:“m, which are secure against guessing attack of [88]. Moreover, we also
showed that the communication complexity of our protocols are asymptotically optimal.
This completely settles the issue of POSSIBILITY, FEASIBILITY and OPTIMALITY of
PSMT protocols in directed synchronous network, tolerating Af:atic. The summary of
our results (marked with *) is as follows:

| # Phases || Characterization | Lower Bound on Communication Complexity |
1 n > 3ty + 1 [28] Q(257) 130, 81]
2 If 0 < u <t then n > 3t —u + 1% Q(Nivigtb);N:nJru*
If w > t, then n > 2¢, + 1* Q(nfgth )
3 If 0 < u < t, then n > max(3t, — 2u + 1,2t + 1) [24] Q(#ﬁw)*
If u > t, then n > 2t;, + 1 [24] Qe)*

Open Problem 14 This paper leaves few open problems which are as follows:
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1. Protocol 2-Optimal-PSMT-Static-Byzantine-Directed, 3-Optimal-PSMT-Static-Byzantine-
Directed and 6-Optimal-PSMT-Static-Byzantine-Directed are communication opti-
mal only for sufficiently large messages. It would be interesting to design commu-
nication optimal PSMT protocols, which are communication optimal for messages
of any length.

2. Reducing the phase complexity of protocol 6-Optimal-PSMT-Static-Byzantine-Directed
s another interesting problem.

3. In this paper, we have only considered static and Byzantine adversary. It would
be interesting to consider the problem of PSMT in directed synchronous network
in other adversarial settings such as mobile adversary and mized adversary.
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Figure 13.3: Three Phase PSMT Protocol: ¢ = n?u,n = 3t, —2u+ 1,0 < u < %’; Cis
the set of all possible RS codewords of length n encoded by polynomials of degree t;
Protocol 3-Optimal-PSMT-Static-Byzantine-Directed (m5,¢,n, u,t;)

Phase I: S to R:

1. S selects P = n?u + utp, = £ + utp random codewords Ci,...,Cp from C.
2. Fori=1,...,P,let C; = (ci1,. .., cin) and F;(z) be the corresponding ¢, degree polynomial.
3. Fori=1,..., P, S sends ¢;; to R along wire f;, for j =1,...,n.

Phase II: R to S

1. Fori=1,...,P, let R receive the vector Y; = C; + E; corresponding to codeword C; and
let Y = {Y1,...,Yp}. Here E; is the error introduced in C;.

2. R invokes (p,B,Z) = Find-Pseudo-basis()) to find pseudo-basis B = {Ya,,...,Ya,} C V,
pseudo-dimension p = |B| and index set Z = {a1,...,ap} C {1,..., P}

3. R broadcasts (B,p,Z) to S through the bottom band.
Phase ITI: S to R

1. S may receive different triples over different wires. For j =1,...,u, let S receive (Bj,pj,l'j)
over wire b; in bottom band. Let B’ = {Y;{7 ,Yajj } and 77 = {aJ, .. .,a;j .
pJ

2. S considers the triple (B%, p?,77) as valid iff p? = |B’|, p’ < t;, and every vector of length n
listed in B’ is different from the corresponding original codeword in at most ¢, locations.

3. For every valid triple (B7,p?,77), S finds B/, = Y7, — Cogs-- LE, =Y —C,; and
al (11 a’ .

a” .
pd pd pJ

computes CORRUPTED’ = nglsupport(Ei&).

4. S computes A = U; {Z7|(B?,p’,Z7) is a valid triple}. Then S concatenates all the F;(0)’s
such i ¢ A and forms an information theoretic secure pad Z of length at least n*u (since
|A| < uty and P = nu + uty, this is possible).

5. Now S broadcasts the following to R:

(a) If there is no valid triple, then the message “Entire Bottom band is corrupted”;

(b) Every valid triple (B?,p?,77) and the corresponding list of corrupted wires
CORRUPTED’;

(c) Blinded message I' = Z, ® mS where Z, contains first £ elements from Z.

Local Computation by R at the End of Phase III:

1. R correctly receives all information sent by S in Phase III and computes A in same way as
done by S.

2. Ifeither R gets the message “Entire Bottom band is corrupted” or if R finds his original
triple (B, p,T) is not present in the list of valid triples sent by S, then R does the following:
(a) Conclude that entire bottom band is corrupted and hence in the top band there are at
most t, — u faults.
(b) Recover all F;(x) such that ¢ ¢ A by executing RS-DEC(n, Y, t, — u,0,t, + 1).
(c) Recover pad Z (and hence Z;) by concatenating F;(0)’s for all ¢ & A.
(d) Recover m® =TI' @ Z;, where I is received correctly from S.
3. If R finds that his original triple (B, p,Z) is present in the list of valid triples sent by S,
then R does following:
(a) Let (B?,p’,77) be same as (B,p,T).

(b) Identify all the wires in CORRUPTED? (|CORRUPTED?| < t3) as the corrupted
wires in Phase L

(c) Ignore all information received over the wires in CORRUPTED?
(JCORRUPTED’| < tp) during Phase I.

(d) Reconstruct all the polynomial F;(z) such that ¢ € A by considering the correct values
of F;(z) received over the remaining wires (which are at least ¢, + 1) during Phase I.

(e) Recover m® in the same way as degeggbed in step 2 of Local Computation.




Figure 13.4: Six Phase PSMT Protocol: n = 2t + 1, %’ < u < ty,£ = n?u; C denotes the set of all possible
RS codewords of length N = n 4+ u = 2¢;, + 1 + u encoded using all possible polynomials of degree 2u > t

Protocol 6-Optimal-PSMT-Static-Byzantine-Directed(mS, £, n, u, t;)

2
Phase I: R to S: R selects Q = mzit;crl + utp = 2u+fb+1 + ut, random vectors R1,..., Rqg of length wu,

such that R; = (r31,...,7). Now R sends the jth component of all the vectors to S along wire b;.

Phase II: S to R: S receives R; sees RQ and selects @ codewords C1,...,Cg from C such that the last u
components of C; are same as in R;. This is always possible because every codeword C; corresponds to a
2u degree polynomial Fj(z). Now S sends the j** component of all the codewords to R. over wire fi-

Phase III: R to S

1. After receiving information over the top band, R possesses a vector of length N (by combining
the values sent over the bottom band and the values received over the top band) Y; = C; + F;
corresponding to Cj, such that Y; is different from C; in at most ¢, locations. Let ¥ = {Y1,...,Yg}.

2. Now R does same computation and communication as in Phase II of protocol 3-Optimal-PSMT-
Static-Byzantine-Directed. The only difference is that here ) contains vectors {Y1,...,Ygo} of
length N = 2t;, + 1 4+ u, whereas in 3-Optimal-PSMT-Static-Byzantine-Directed, ) contains vectors
{Y1,...,Yp} of length n = 3t — 2u + 1. Notice that FindPseudo-basis will still be able to find out
pseudo-basis. This is because the code C used here has a hamming distance of at least 3 + 1.

Phase IV: S to R

1. With respect to the triples received through the bottom band, S performs the same computation
(not communication) as done in Phase III of Protocol 3-Optimal-PSMT-Static-Byzantine-Directed.
That means S identifies the valid triples and for each valid triple (B7,p7,Z7), S finds the list of
corrupted wires CORRUPTED?. But here are following differences: (i) the pad Z is generated in
a different manner, (ii) the valid triples, their corresponding list of corrupted wires and the blinded
message are sent in a different manner.

2. Generation of pad Z:

(a) S computes A = U; {Z7|(B7,p?,I7) is a valid triple}.
(b) S computes Z* = (2{,...,25,_4, 1) = EXTRANDN 24—, +1(C;) for each i ¢ A.

2 .
(c) Since |A] < utp and Q = 2u7—1—t7;+1 + uty, S has generated at least Z's. Hence

concatenating all Z¢, S obtains a pad Z of length at least n2u.

n2u
2u—ty+1

3. Communication done by S:

(a) If there is no valid triple, then S simply broadcasts the message “Entire Bottom band is
corrupted” over all the wires in top band.

(b) S merges all the quadruples (B7,p7, 77, CORRU PT ED?7) such that (B7,p7,Z7) is a valid triple
into a list called L and sends it to R reliably by executing the protocol 3-Optimal-PRMT-Static-
Byzantine-Directed.

(c) S sends the blinded message I' = Zy;®mS by executing another instance of protocol 3-Optimal-
PRMT-Static-Byzantine-Directed where Z, contains first ¢ elements from Z.

(d) Since n = 2t, + 1 and n — 2t + 2u = ©(n), 3-Optimal-PRMT-Static-Byzantine-Directed sends
the message in three phases. R receives all information communicated by S during Phase
IV at the end of Phase VI.

Local Computation by R At The End of Phase VI:

1. R correctly receives all the information that S had sent during Phase IV and computes A in the
same manner as done by S.

2. If either R gets the message “Entire Bottom band is corrupted” or if R finds his original triple
(B,p,T) is not present in the list of valid triples sent by S, then R does the following:

(a) Conclude that entire bottom band is corrupted and hence in the top band there are at most
ty — u faults.

(b) Neglect last u components of all Y; and then recover all C; such that ¢ ¢ A by applying RS
decoding algorithm on truncated Y; and correcting t, — u Byzantine faults.

(¢) Compute pad Z in the same way as done by S and recovers mS =T Z,.
3. If R ﬁnds that his original triple (B,p,Z) is present in the list of valid triples sent by S and if
(B7,p?,Z7) is same as (B,p,Z), then R does the following:
(a) Identify all the wires in CORRUPTEDJ as the corrupted wires.

(b) Ignore all information communicated r the wires in CORRUPTEDJ. Reconstruct all
C; such that i ¢ A. This is possible because |CORRUPTEDI| < t,. Hence N —
|[CORRUPTED| > (tp+1+4u) > 2u+1 and each codeword C; is encoded using a polynomial
of degree 2u.

(c) Recover the message mS in the same way as described in step 2 of Local Computation.




Chapter 14

SSMT in Undirected Networks
Tolerating Static Mixed
Adversary

In this chapter, we study SSMT in undirected synchronous network tolerating threshold

static mixzed adversary .Aff:?; )" The characterization for single phase and multi phase
SSMT tolerating .Aff:?; +,) 1s given in [75]. In [75], the author has also derived the lower
bound on the communication complexity of single and multi phase SSMT tolerating

static Moreover, the author also presented a single phase communication optimal

(tb7tf7tp)' .
SSMT protocol tolerating Affg?}f 1) thus completely resolving the issue of POSSIBILITY
and OPTIMALITY of single phase SSMT tolerating Asfetic However, no multi phase

(tb 7tf 7tp) ’

?}fg?; ) Was presented. This left the

problem of designing multi phase communication optimal SSMT tolerating A

communication optimal SSMT protocol tolerating A

static
(tost g 5tp)
as open. In this chapter, we settle this problem by designing a communication optimal
SSMT protocol tolerating .Aff:?; e We now briefly describe the network model and
adversary settings used in this chapter.

14.1 Network Model and Adversary Settings

The network model used in this chapter is similar to the one used in Chapter 11.
Thus, we assume that S and R are connected by n parallel and synchronous bi-
directional node disjoint paths/channels wy,ws, ..., w,, also called as wires. The ad-
versary .Aff:’?)f £)’ having unbounded computing power can corrupt up to t5,ty and ¢,
wires in Byzantine, failstop and passive fashion respectively. Moreover, as a worst case
assumption, we assume that the wires that are under the control of the adversary in
Byzantine, failstop and passive fashion are mutually disjoint.

All our SSMT protocols will have a negligible error error probability of 2~
reliability. To bound the error probability by 2~%*) all computation and communi-
cation in our protocols are performed over a finite field F = GF(2"). Thus each field
element from F can be represented by O(k) bits. Moreover, without loss of generality,

Qr) i

we assume that n = poly(k).

We now recall the existing results for SSMT tolerating A‘E’fﬁf L) from [75].
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14.2 Existing Results for SSMT Tolerating Aff?i;c o)
Vfsbp
We now recall the existing results for SSMT in undirected synchronous network toler-

ating Affg?}f £)" We first begin with single phase SSMT.

14.2.1 Existing Results for Single Phase SSMT

SSMT problem was first introduced in [33], where the authors studied SSMT in undi-
rected synchronous network tolerating threshold static Byzantine adversary Afﬁ““c.
The authors in [33] gave the following characterization.

Theorem 14.1 ([33]) Let r > 1. Then any r-phase SSMT protocol in undirected
synchronous network tolerating Af:atw 1s possible iff there exists n > 2ty + 1 wires
between S and R.

static

Extending the above result for the case of mixed adversary A(tb ity

) Srinathan

[75] gave the following characterization:

Theorem 14.2 ([75]) Any single phase SSMT protocol in undirected synchronous net-
work tolerating Affﬁ’;’tp) is possible iff there exists n > 2, +ty +t, + 1 wires between
S and R.

The lower bound on the communication complexity of single phase SSMT tolerating
?fg?fc 6) is given by the following theorem.

Theorem 14.3 ([75]) Let S and R be connected by n > 2ty +t; +t, + 1 wires. Then

static : nt
(tortsotp)’ must communicate ) (7n_(2tb+tf+tp)>

field elements to securely send a message containing £ field elements. In terms of bits,

any single phase SSMT protocol tolerating A

nlk

m) bits to securely send a

any single phase SSMT must communicate Q<

message containing £r bits.

PROOF (SKETCH): The lower bound is derived by first arguing that the communication
done in any single phase SSMT tolerating .Aff:?; t) to send a message m containing £
field elements, is not less than the share complexity (sum of the length of the shares)
of generating n shares for m, such that any set of (¢, + ¢,) shares has no information
about m, while any set of n — (¢, +t) shares has full information about m. Then it is
shown that share complexity of any secret sharing scheme with the above mentioned

property is at least €2 (Wftfﬂp)) field elements. O
Comparison 14.4 (Possibility of Single Phase PSMT and SSMT) From The-
orem 11.1, single phase PSMT protocol tolerating A‘(ngﬁiﬁtp) s possible iff there exists
n > 3ty + 1ty +1t, + 1 wires between S and R. But from Theorem 14.2, we find that
single phase SSMT tolerating Aff??f t) is possible iff there exists n > 2ty +ty +1t, + 1
wires between S and R. This shows that allowing a negligible error probability (only
in the reliability), significantly helps in the POSSIBILITY of single phase secure message

transmission protocols.

Comparison 14.5 (Complexity of Single Phase SSMT and PSMT) From The-
orem 11.83, any single phase PSMT tolerating .Aff:?; 1) Overn > 3tp+t p+1t,+1 wires has

to communicate ) < field elements to securely send a message containing

nt
n— (3tb +tf +tp)
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¢ field elements. From Theorem 14.3, any single phase SSMT tolerating Asf“’;wt ) over

14
n > 2ty +ty +t, + 1 wires has to communicate ) <n_(++tf+tp)) field elements to
securely send a message containing £ field elements. Let us fir n = 3ty +t; + 1, + 1
such that both PSMT and SSMT is possible (notice that with n = 2ty +t; +t, + 1

wires, SSMT is possible but PSMT is not possible). With n = 3ty +t5 +t, + 1, the
lower bounds for PSMT and SSMT become 2 (nf) and 2 ( ) field elements respec-

tively. Specifically, if we consider .ASt“tic then n must be at least 3ty + 1 for PSMT to
be possible (notice that SSMT requires only 2ty + 1 wires for tolerating Att“tw ). With
n = 3ty + 1, the lower bounds for single phase PSMT and SSMT become Q (nf) and
Q(0) field elements respectively, for now t, = ©(n). Hence with n = 3t, + 1 while
SSMT can be achieved with constant factor overhead tolerating .Aflf“tic, PSMT can not
be achieved. This shows the power of allowing a negligible error probability (only in the
reliability) in single phase secure message transmission.

static
tb tf, tp)’
which asymptotically satisfies the bound given in Theorem 14.3. For the sake of com-

pleteness, we recall this protocol. Another reason for recalling the protocol is that it
will be used as a black box in our multi phase communication optimal SSMT protocol
(which is the main contribution of this chapter).

n [75], the author presented a single phase SSMT protocol tolerating .A

14.2.1.1 Single Phase Communication Optimal SSMT Against .Asf“?fc L) [75]

In [75], the author presented a single phase communication optimal SSMT protocol in
the presence of n = 2t +1ty +t, + 1 wires, which we call 1-Optimal-SSMT-Static-Mixed.
The protocol tolerates .Asf“?fc ) and securely sends a message containing (t,+t s +t,)k =
O(nk) bits by communicating O(n’k) bits. Let mS be the secret message containing
ty+ty + 1, field elements. The protocol uses Extrapolation Technique (see Fig. 8.1) and
is formally presented in Fig. 14.1.

We now prove the properties of protocol 1-Optimal-SSMT-Static-Mixed.

Lemma 14.6 In protocol 1-Optimal-SSMT-Static-Mixed if R concludes that FR is a
valid row of BS, then except with error probability 2~%*) FiR = Fis.

PRrROOF: The lemma is true without any error if wire w; is uncorrupted. So let wire
w; be a corrupted wire, who delivers FiR #+ FZ-S. In this case, if FiR is considered as
a valid row of BS, then it implies that Support; > t, + +t, + 1. Now out of these

(ty + tp, + 1) wires, at most t; + ¢, wires can be under the control of Asfg?fc t)

Byzantine and passive fashion respectively. This implies that there exists at least one

wire, say wj, Which correctly and securely delivered the hash key a]R = ajs and hash

value vg = v hash(a FS) = hash(oz?;Fis), such that w; € Support;. Since
wj € Support,, it implies that v = ha,sh(ajR; FiR) Since adversary does not know CE?

and vll}, he can ensure that v hash( R.FS), as well as v = hash(a R; FR), where

F; R F; S with probability at most nﬂ%l 8 ~ 27920 which is neghg1ble in our context.

So with very high probability, w; will not belong to Supportl, which is a contradiction.
So with overwhelming probability FZR FZS. O

in

Lemma 14.7 In protocol 1-Optimal-SSMT-Static-Mixed, if R gets t,+t,+1 valid rows
of BS then R can recover mS.
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Figure 14.1: Single Phase Communication Optimal SSMT Protocol Tolerating

ATe ) =2ty by + 1y + 1, [mB| = (ty + by +1p)

Protocol 1-Optimal-SSMT-Static-Mixed

Computation and Communication by S:

1. S sets ROW =t +t, +1,COL =n+t, and N =n. S then forms a matrix
Binit, consisting of ROW x COL random, non-zero elements from F. S then
executes the steps in Extrapolation Technique to generate an N x COL =
n x (n +tp) matrix Begy from By Let BS = B,,..

2. Fori=1,...,n, S selects a random, secret, non-zero hash key al-s, correspond-
ing to wire w;.

3. Fori=1,...,n, S sends the following to R over wire wj:
(a) The i** row of BS, denoted by FS;
(b) The hash key o and
(¢) The hash values v]si, where vjsi = hash(a; Fjs), forj=1,...,n.

4. S computes
PS = EXTRAND 41, 1, 41541, (BS)-

5. S then computes C' = PS@mS, broadcasts C to R and terminates the protocol.

Message Recovery by R:

1. Let F denote the set of wires that delivered nothing to R, where |F| < ;.
2. Let R receive the following over wire w; & F:

(a) The (n + t,)-tuple, denoted by FR;

(b) The hash key aR and

(c) The hash values v®, for j =1,...,n.

Jir

3. For every w; ¢ F, R computes Support; = [{w; : w; ¢ F and vg =
hash(o: FR)}|.

4. If Support; >ty +t, + 1, then R considers FZ-R to be a valid row of BS.

5. If R has received ROW = t; + t, + 1 valid rows, then R reconstructs the
message m® from them and terminates the protocol.

Proor: The proof follows from Lemma 8.10 and the fact that ROW =t +1, + 1 in

protocol 1-Optimal-SSMT-Static-Mixed. O
Lemma 14.8 In protocol 1-Optimal-SSMT-Static-Mixed, except with error probability
270K R =S,
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PRrOOF: First of all notice that R will always output some message. This is because
at most t; wires may deliver invalid row and at most ¢y wires may not deliver any row
of BS. However there always exist n — (¢, +t §) =ty +t, + 1 wires, which will always
correctly deliver valid rows of BS. Moreover, even if a wire which is under the control
of the adversary in Byzantine fashion has delivered a valid row, then from Lemma 14.6,
the row is indeed a valid row of BS, except with probability 27*). This implies that

with very high probability, the t, + ¢, + 1 valid rows used by R to recover m® are

indeed the rows of BS. Thus, except with error probability 2-k) R — S, O

Lemma 14.9 In protocol 1-Optimal-SSMT-Static-Mixed, mS will be information theo-
retically secure.

PROOF: Notice that Astetic ) can eavesdrop at most t, + t, wires. Without loss

(to,tsotp )
of generality, let these be the first ¢, + ¢, wires. So .Aff:’?; £) will know the vectors
FS,... ,th +t,» from which it will come to know t, + ¢, rows of BS(x), which are

insufficient to reconstruct BS.

The adversary Aff;”?}f t) will also know t; + ¢, hash values corresponding to each

F8,...,FS. Since the vectors I, ... ,Fﬁ +¢, are already known to A‘E’fﬁ; 1)’ the t, +1,

static
(tbvtfytp
Moreover, since ROW = t,+1t,+ 1, from the properties of Extrapolation Technique (see

Lemma 8.10) the vectors Fﬁ 2 ,Fs can be expressed as a linear combination of

hash values corresponding to them does not add anything new to A )’s view.

vectors F, ... ,FSHPJFI. So the t; + t, hash values corresponding to Ft§+tp+2’ .., FS

can always be expressed as a linear combination of the ¢, +t, hash values corresponding

to FS,..., Ft§+tp+1’ which are known to the adversary. So, out of the ¢, 41, hash values
corresponding to each Fis, 1 < ¢ < n, which are known to Affﬁ;tp), only the ¢, +1t,

static : S .
s view. But Fy7, ., is of length

(totsotp)
n+t,. So from the properties of hashing, (n+t,) — (t, +1t,) =ty +t;+1t, + 1 elements

of F}? +t,+1 Will be information theoretically secure. This implies that &, +t5 +tp + 1

hash values corresponding to th +t,41 add to A

elements of BS will be information theoretically secure. So from the properties of
algorithm EXTRAND, the elements in PS are information theoretically secure. This
further implies information theoretic security of mS. O

Lemma 14.10 In protocol 1-Optimal-SSMT-Static-Mixed, S communicates O(n?k) bits.

PROOF: Over each wire, S sends a row of BS consisting of n + tp elements, a hash
key and n hash values. So overall, S sends O(n?) field elements to R. Since each field
element can be represented by O(k) bits, S communicates O(n?k) bits.

Theorem 14.11 Protocol 1-Optimal-SSMT-Static-Mixed is a single phase communica-
tion optimal SSMT protocol, which securely sends a message containing ©(nk) bits by
communicating O(n?k) bits, tolerating A‘Zf:’?;tp)

PRrROOF: The proof that 1-Optimal-SSMT-Static-Mixed is a single phase SSMT protocol
follows from Lemma 14.6, Lemma 14.7, Lemma 14.8 and Lemma 14.9. If n = 2t, +1; +

tp + 1, then from Theorem 14.3, any single phase SSMT protocol tolerating Aff;”?]f £)

must communicate Q(n?k) bits to securely send ¢ = (t, + t +t,) = O(ns) bits. Since
the communication complexity of protocol 1-Optimal-SSMT-Static-Mixed is O(n?k) bits,
protocol 1-Optimal-SSMT-Static-Mixed is a communication optimal SSMT protocol. O
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14.2.1.2 Protocol 1-Optimal-SSMT-Static-Mixed and Lower Bound on Com-
munication Complexity of Single Phase SSMT Tolerating Af:“”c [43]

Notice that any single phase SSMT tolerating .Aflf“tic is possible iff n > 2t + 1. Let S
and R be connected by n = 2t; + 1 wires. Then from [43], for any single phase SSMT
protocol tolerating .Aflf“tic, the following must hold

| > @ +1 (14.1)

where § denotes the set of possible secret messages from which S intends to send one
element to R, X; denotes the set of possible data sent through the ¥ wire in the
protocol and 0 < § < % is the error probability of the protocol. In any single phase
SSMT protocol, one element from X; is sent through the i** wire. Now each element
of X; can be represented by log(|X;|) bits. Similarly, each message from S can be
represented by log(|S|) bits. Thus inequality (14.1) says that any single phase SSMT
protocol must communicate Q(nlog(|X;|)) bits to securely send log(|S|) bits with error
probability of at most 0 < § < %

In [43], the authors have proposed a near optimum single phase SSMT protocol
whose total communication complexity approzimately matches the bound given in in-
equality (14.1). However, the computation done by R in their protocol is exponential
in n. We now show that if we execute protocol 1-Optimal-SSMT-Static-Mixed in the
presence of only .Aflf“tic over n = 2t, + 1 wires, then it satisfies the lower bound given
in inequality (14.1).

If we execute protocol 1-Optimal-SSMT-Static-Mixed in the presence of Aflf“tic over
n = 2t, + 1 wires (i.e., ty = t, = 0), then the protocol securely sends ¢, + 1 = O(n)
field elements (if n = 2t, + 1, then t;, = ©(n)) by communicating O(n?) field elements.
Recall that each field element can be represented by O(k) bits. So in the presence of
.Aflf“tic, the protocol will securely send ©(nk) bits by communicating O(n?k) bits.

We now show that the communication complexity of protocol 1-Optimal-SSMT-
Static-Mixed in the presence of Af:“”c over n = 2t + 1 wires satisfies the bound given
in inequality (14.1). In the protocol, message space is F»*1. So & = Ff*! and thus
log(|S]) = (tp+1)log(|F|) = (ty+1)k. Substituting § = 27" and value of S in inequality
(14.1), we get |X;| > % +1 and thus log(|X;|) > k4 (t, +1)k. So according to the
lower bound given by inequality (14.1), any single phase SSMT over n = 2t, + 1 wires
in the presence of .Aflf“tic must communicate Q(n(t, + 1)k) = Q(n?k) bits to securely
send (tp+1)x) = O(nk) bits. However, the total communication complexity of protocol
1-Optimal-SSMT-Static-Mixed in the presence of Af}f“tic over n = 2t,+ 1 wires is O(n’k)
bits. Thus the protocol will be an efficient, single phase communication optimal SSMT
tolerating Ajietic,

In the next section, we present the existing results for multi phase SSMT in undi-

- : static
rected synchronous network tolerating A(tb,tf, 1)

14.2.2 Existing Results for Multi Phase SSMT

In [75], the author gave the following characterization for multi phase SSMT tolerating

static

(tbvtfvtp)'
Theorem 14.12 ([75]) Let r > 2. Then any r-phase SSMT protocol in undirected
synchronous network tolerating .Affg?)f ) is possible iff there exists n > t, + ty +
max (t,,tp) + 1 wires between S and R.
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The lower bound on the communication complexity of multi phase SSMT tolerating
ff%’; ) is given by the following theorem, which is taken from [75].
Theorem 14.13 ([75]) Let S and R be connected by n > ty+ty+max (t,,t,)+1 wires

and let v > 2. Then any r-phase SSMT protocol tolerating Aff:?; 1)’ must communicate

Q (WM) field elements to securely send a message containing £ field elements.

In terms of bits, any multi phase SSMT must communicate ) (#%) bits to

securely send a message containing £k bits.

Comparison 14.14 (PossiBILITY of Multi Phase PSMT and SSMT) From The-
orem 11.4, any r-phase PSMT protocol tolerating Affg?;tp) is possible iff there ex-
ists n > 2ty + ty +t, + 1 wires between S and R, where r > 2. From Theorem

14.12, any r-phase SSMT protocol tolerating Aff:,ii;,tp) s possible iff there exists n >
tp + max (tp,tp) +tr + 1 wires between S and R, where r > 2. Therefore, except when
either t, = 0 or t, = 0, allowing a negligible error probability (only in the reliabil-
ity), significantly helps in the POSSIBILITY of multiphase secure message transmission

protocol.

Comparison 14.15 (Complexity of Multi Phase SSMT and PSMT) From The-

orem 11.5, any multiphase PSMT tolerating Affgi’; 1) overn > 2ty+typ+t,+1 wires has
Wftfﬂp)) field elements to securely send a message cgntaim’ng
¢ field elements. From Theorem 14.13, any multi phase SSMT tolerating Affg?;tp) over

n >ty +max (t,tp) +ty + 1 wires has to communicate €} <1th+€f+tp)) field elements

to communicate ) <

to securely send a message containing £ field elements.
Let us fivr n = 2ty +ty +t, + 1 for which both multi phase PSMT and SSMT is
possible. With n = 2t, +ty +t, + 1, the lower bounds for PSMT and SSMT become

Q (nf) and Q (?—f) field elements respectively. Particularly, if we consider Af:“”c then n

must be at least 2ty + 1 for both multi phase PSMT and SSMT to be possible. With n =
2ty + 1, the lower bounds for PSMT and SSMT become 2 (nf) and 2 (€) field elements
respectively, for nowt, = ©(n). Hence with n = 2ty+1 while SSMT can be achieved with
constant factor overhead tolerating .Aflf“tic, PSMT can not be achieved with constant
factor overhead tolerating Aflfatic. This shows the power of allowing a negligible error
probability (only in the reliability) in multiphase secure message transmission.

14.2.2.1 Existing Three Phase SSMT Protocol Tolerating A5/ = [75]
(tbvtfvtp)

To show the sufficiency of the condition given in Theorem 14.12; the author in [75]
presented a three phase SSMT protocol with n = t,+max (t,t,) +t¢+1 wires between
S and R.. The protocol securely sends a single element from F by communicating O(n?)
field elements, tolerating Aff;?ﬁtp). We call the protocol as protocol 3-SSMT-Static-
Mixed and present it in Fig. 14.2. The protocol uses certain ideas used in the SSMT
protocol of [33].

The following theorem taken from [75] states that protocol 3-SSMT-Static-Mixed is

an SSMT protocol.

Theorem 14.16 ([75]) Protocol 3-SSMT-Static-Mixed is a three phase SSMT protocol
which securely sends a single field element by communicating O(n?) field elements.
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Figure 14.2: Three Phase SSMT Protocol Tolerating A$‘ic . n = t, + ty +

(tostsstp)”
max (tp,t,) + 1,|mS| =1

Protocol 3-SSMT-Static-Mixed

Phase I: S to R:

1. S sends to R two random, non-zero elements pl-s1 and pis2 along wire w;, for
1=1,...,n.

Phase II: R to S:

1. Let R receive values along n’ > (n — ty) wires. R neglects the remaining
(n —n') wires.

2. Let R receive pg and pl% along wire wj;, if w; is not neglected by R.

3. R chooses uniformly at random a non-zero element K € F. R then broadcasts
to S the following:

(a) Identities of the (n —n’) wires neglected by R;
(b) The random K and
(c) The values u; = (KpR + pl) for all i such that w; is not neglected by R.

Phase III: S to R:

1. S correctly receives the identities of the (n — n’) wires neglected by R during
Phase IT and S eliminates these wires. #

2. S also correctly receives K and the values u; for each i, such that wire w; is
not eliminated by R.

3. S then computes the set H, where H = {w;|u; = (Kp$ + p%)}.
4. S also computes the secret pad pS where pS = ZwieH pl-sz.

5. S then broadcasts the set H and the blinded message Z = mS @ pS to R,
where mS is the secret message, which S wants to send securely to R.

Message Recovery by R

1. R correctly receives H and computes his version of p® (which is equal to pS
with very high probability).

2. R correctly receives the blinded message Z and outputs m® = Z @ pi.

# Irrespective of the values of ¢, and t,,, n is at least 2¢, +t; + 1 and any information
which is broadcast over these many wires will be received correctly by taking the
majority.
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From Theorem 14.13 and Theorem 14.16, we find that protocol 3-SSMT-Static-
Mixed is not a communication optimal SSMT protocol. To the best of our knowl-
edge, there exists no multi phase communication optimal SSMT protocol in undirected
synchronous network tolerating Affg?f,tp)' So in the next section, we present a new
multiphase communication optimal SSMT protocol in undirected synchronous network
tolerating A?f:,?;,tp)' This will completely resolve the issue of OPTIMALITY of multi
phase SSMT in undirected synchronous networks.

14.3 A Four Phase Communication Optimal SSMT

Let S and R be connected by n = t, +max (t,t,) +t ¢+ 1 wires. We then design a four
phase communication optimal SSMT protocol called 4-Optimal-SSMT-Static-Mixed, tol-

erating Aff:?fc 1) The total communication complexity of the protocol is O(n3) field
S

elements. If ¢, <1, then the protocol securely sends a message m> containing n? field
elements. On the other hand, if ¢, > ¢, then the protocol securely sends a message mS
containing (t, — t,)n? field elements. Protocol 4-Optimal-SSMT-Static-Mixed uses three
phase SSMT protocol 3-SSMT-Static-Mixed (see Fig. 14.2) and single phase SRMT
protocol 1-Optimal-SRMT-Static-Mixed (see Fig. 8.3) as a black box.

The high level idea of protocol 4-Optimal-SSMT-Static-Mixed is as follows: During
first phase, R sends a random n2-tuple to S over each wire. R also hashes each n?-tuple
by a random hash key. R then securely sends all the hash keys and hash values by
using the three phase SSMT protocol 3-SSMT-Static-Mixed. Now using the hash keys
and hash values, S can find out the wires who have correctly delivered the n?-tuples,
sent by R.

If t, <tp, then n = t,+1t,+1t;+1 and so there exists at least one honest wire, who
will correctly and securely deliver the n?-tuple to S. On the other hand, if ¢, > tp, then
there exists at least (¢, —t,) honest wires, who will correctly and securely deliver the
n?-tuple to S. Accordingly, S applies EXTRAND on the n? tuples which are correctly
received by S and generates a pad of size either n? field elements or (¢, — t,)n? field
elements. Accordingly, S takes a message of size either n? or (¢, — tp)n2 and mask the
message using the pad. If the masked message is of size n?, then S reliably sends it
by broadcasting it to R. Otherwise S reliably sends the masked message by invoking
single phase SRMT protocol 1-Optimal-SRMT-Static-Mixed. Protocol 4-Optimal-SSMT-
Static-Mixed is now formally presented in Fig. 14.4.

We now prove the properties of protocol 4-Optimal-SSMT-Static-Mixed.

Claim 14.17 In protocol 4-Optimal-SSMT-Static-Mixed, S will correctly receive each
pZR and yiR, except with error probability 2~ Moreover, the adversary will have no
information about these values.

PROOF: The proof follows from the fact that in protocol 4-Optimal-SSMT-Static-Mixed,
R sends each pP and yR* by executing three phase SSMT protocol 3-SSMT-Static-Mixed.
The rest now follows from the properties of protocol 3-SSMT-Static-Mixed (see Theorem
14.16). O

Claim 14.18 In protocol 4-Optimal-SSMT-Static-Mixed, if w; is corrupted and delivers
incorrect n2-tuple, then except with error probability 2~%) | S will include wire w; in
Lfault-

PRrROOF: From the previous claim, pl-s = pZR and yis = yiR, except with error probability
2-5) . Moreover, adversary will have no information about the hash value and hash
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key. Now suppose that wire w; is corrupted and delivers incorrect n?-tuple. Then
from the property of hashing, S will be able to detect it, except with error probability

I”—Q‘ ~ 27U") | So except with error probability 2-%) S will include wire w; in L fault-

Claim 14.19 In protocol 4-Optimal-SSMT-Static-Mixed, if the masked message d is
broadcast then it will be delivered correctly without any error. On the other hand, if the
masked message d is sent by executing protocol 1-Optimal-SRMT-Static-Mixed, then it
will be delivered correctly, except with error probability tiON

PRrROOF: Notice that irrespective of the value of ¢, and t,, n > 2t; +t; + 1 and so any
value broadcasted over n wires will be delivered correctly. Thus, if d is broadcasted
then it will be delivered correctly. On the other hand, if d is sent by executing protocol
1-Optimal-SRMT-Static-Mixed, then by the property of 1-Optimal-SRMT-Static-Mixed,
it will be delivered correctly, except with error probability 27 (%), O

Lemma 14.20 In protocol 4-Optimal-SSMT-Static-Mixed, the message mS will be in-
formation theoretically secure.

PRrROOF: First of all by the properties of 3-SSMT-Static-Mixed, pR’s and yR’s will be
information theoretically secure. The proof is now divided into the following two cases:

1. Case I: If t, > t;: In this case, n = t, +t, + 1y + 1. In the worst case, the
adversary can passively listen the contents over t; + ¢, wires and block ¢y wires.
So there will be only one honest wire w; and hence the adversary will have no
information about the n?-tuple sent over w;. In this case, S generates a random
pad of length n? and sends mS containing n? field elements, using this pad. Now
the proof follows from the secrecy property of EXTRAND and working of the
protocol.

2. Case II: If t;, > t,,: In this case, n = 2t;+t;+1. In the worst case, the adversary
can passively listen the contents of at most t;, + ¢, wires and block t; wires. So
there will be (¢, — t,) wires which will not be under the control of the adversary
and hence the adversary will have no information about the n?-tuples sent over
these wires. In this case, S generates a random pad of length (¢, — tp)n2 and
sends mS containing (¢, — tp)n2 field elements, using this pad. Now the proof
follows from the secrecy property of EXTRAND and working of the protocol. O

Lemma 14.21 The communication complexity of protocol 4-Optimal-SSMT-Static-Mixed
is O(n?) field elements.

PRrOOF: During Phase I, R sends n? random field elements over each of the n wires
causing a communication complexity of O(n?) field elements. R also invokes 2n parallel
executions of protocol 3-SSMT-Static-Mixed, each having a communication complexity
of O(n?) field elements (see Theorem 14.16). This incurs total communication cost of
O(n?) field elements. During Phase IV, S sends d to R. If ¢, > t;, then d will consist
of n? field elements and hence broadcasting it to R incurs a communication complexity
of O(n?®). On the other hand, if t, > t,, then d consist of (¢, — t,)n? field elements. In
this case, S will send d by invoking % x n parallel executions of single phase SRMT
protocol. Since, each execution of the single phase SRMT protocol has a communication
complexity of O(n?) field elements (see Lemma 8.14), total communication complexity

for sending d will be O <W>, which is O(n3). Thus, overall communication

complexity of protocol 4-Optimal-SSMT-Static-Mixed is O(n?) field elements. O
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Theorem 14.22 Protocol 4-Optimal-SSMT-Static-Mixed is a four phase communica-
tion optimal SSMT protocol tolerating Aff:"?;tp).
PrROOF: The proof that protocol 4-Optimal-SSMT-Static-Mixed is a four phase SSMT
protocol follows from the protocol steps and Claim 14.17, Claim 14.18, Claim 14.19
and Lemma 14.20. We now show that the protocol is communication optimal.
Protocol 4-Optimal-SSMT-Static-Mixed sends (¢, — t,)n’x bits (if ¢, > t,) or n’k
bits (if ¢, < t,), by communicating O(n3k) bits, where n = t;, +max(ty, t,) +to+ts+1.
From Theorem 14.13, if t;, > ¢, (in this case n = 2¢, + t7 + 1), then any four phase
SSMT protocol needs to communicate Q(n3k) bits to securely send (¢, — t,)n’k bits.
Similarly, if ¢, > t, (in this case, n = t, +t, + ty + 1), then any four phase SSMT
protocol needs to communicate Q(n3k) bits in order to securely send n?s bits. Since
the total communication complexity of 4-Optimal-SSMT-Static-Mixed in both the cases
is O(n3k) bits, the protocol is communication optimal. O

14.3.1 SSMT with Constant Factor Overhead Tolerating A7

From Theorem 14.22, we get the following corollary:

Corollary 14.22.1 If protocol 4-Optimal-SSMT-Static-Mixed is executed only in the
presence of Byzantine adversary Af:atic (i.e., ty = t, = 0), then it achieves security
with “constant factor overhead” in four phases by securely sending ©(n>) field elements

with a communication complexity of O(n?) field elements.

PrOOF: If protocol 4-Optimal-SSMT-Static-Mixed is executed only in the presence of
Aglatic (ie., ty = t, = 0) then it sends fyn? = O(n?) field elements in four phases
by communicating O(n?) field elements (if ¢y = t, = 0, then n = 2, + 1 and so
ty = O(n)). Thus we get secrecy with constant factor overhead in four phases when
4-Optimal-SSMT-Static-Mixed is executed under the presence of .Aflf“tic. O

14.4 Concluding Remarks and Open Problems

In this chapter, we presented a four phase communication optimal SSMT protocol
in undirected synchronous network tolerating .A#fat«c This, along with Theorem

(tostystp)”
14.12 and Theorem 14.13 completely settles the issue of POSSIBILITY, FEASIBILITY and
OPTIMALITY of SSMT in undirected synchronous network tolerating ASf@tic The

(tostsstp)
results for SSMT in undirected synchronous network are summarized in Fig. 14.3.

Figure 14.3: Summary of the Results for SSMT in Undirected Synchronous Network
Tolerating Astetic

(tostr tp)
Number of Connectivity Lower Bound on | Upper Bound
Phases (r) Requirement (n) Communication
Complexity
_ Y4
r=1 n>2,+typ+t,+1 Q(W"W) Theorem 14.11
Theorem 14.2 Theorem 14.3
Y4
r>2 n >ty 4+t +max (tp,t,) +1 | Q (71—(%:7'%%)) Theorem 14.22
Theorem 14.12 Theorem 14.13

This chapter leaves two open problems:
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Open Problem 15 Protocols 4-Optimal-SSMT-Static-Mixed and 1-Optimal-SSMT-Static-
Mixed are asymptotically communication optimal. It would be interesting to design
communication optimal SSMT protocols which are optimal for messages of any size.

Open Problem 16 Protocol 4-Optimal-SSMT-Static-Mixed takes four phases. How-
ever, the lower bound given in Theorem 14.13 holds for any multi phase SSMT pro-
tocol. So it is an interesting open problem to reduce the phase complexity of protocol
4-Optimal-SSMT-Static-Mixed, while keeping the communication complezity same. In
general, it is an interesting open problem to come up with an efficient two phase com-

munication optimal SSMT protocol tolerating Aff:?; £)"
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Figure 14.4: Four Phase Communication Optimal SSMT Protocol Tolerating Aff:?; 0"

n =ty +t; 4+ max (t, t,) + 1. If t, < t,, then |mS| = n?, else |mS| = (t, — t,)n?
Protocol 4-Optimal-SSMT-Static-Mixed

Phase I: R to S:

1. Fori=1,...,n, R selects a random, non-zero n>-tuple (7{‘1, . ,rfnz).

2. Fori=1,...,n, corresponding to wire w;, R selects a random, non-zero hash key p&.

3. Fori=1,...,n, R computes y&* = hash(p}; rf‘l, R rf‘ng).

4. Fori=1,...,n, R sends (rf}l, . ,rfnz) to S over wire w;.

5. In addition to the above communication, R executes 2n instances of 3-SSMT-Static-Mixed

to securely send p®, ... pB ¢R® . yB This will occupy Phase I, IT and III. ®

The instances of 3-SSMT-Static-Mixed, executed during Phase I will terminate at the end of
Phase III.

Phase IV: S to R:

1. Let F denote the set of wires which delivered no information to S. Let S receive the n2-tuple
(r?l, e ,ris’ng) over wire w; & F.

2. Let S receive pS,...,p3,45,...,yS at the end of 2n instances of 3-SSMT-Static-Mixed.

3. For every w; ¢ F, S verifies whether 35 < hash(p$; riS:l, e ,ris’ng). If the test fails, then S
adds w; to a list Lyquit.

4. S sets Lihonest = W\ (Lfauit UF). Here W is the set of n wires w1, ..., wn.

5. If t, > t, then S computes a random pad 78 of size n? field elements from the n2|Lhomst|
field elements which are received over the wires in Lponest as follows:

7% = EXTRAND, 21, | n2(rij|wi € Lhonest, 1 < j <n?).

6. If t, > tp, then S computes a random pad Z5 of size (t, — t,)n? as follows:

ZS = EXTRAND"2‘Lhonest"(tb_tp)"Z (TZS’J|U)'L € Lhonesty 1 < ] < n2).

7. S computes d = mS & Z5.

8. If t, > t, then d is of size n*, so S broadcasts d to R.

9. If ty > t, then d consists of (t, — t,)n? field elements. In this case, S reliably sends d to R
by invoking % x n parallel executions of 1-Optimal-SRMT-Static-Mixed. P

10. S also broadcasts the set Lyqui: and F to R.

Message recovery by R

1. R correctly receives Lyquir and F and sets Luonest = W\ (Lfauir U F).

2. R correctly receives d with certainty (probability one) when t, > t; and with high probability
when &, > .

3. If t, < tp, then R computes Z® of size n” field elements as follows:

Z® = EXTRAND,2, | o (r5|wi € Lionest, 1 < j < n?).

4. Tf ty > tp, then R computes Z® of size (t, — t,)n? field elements as follows:

Z™ = EXTRAND 211, 1 (1 — )02 (Tij Wi € Lhonest, 1 < j < n?).

5. Once Z® is computed, R recovers m® by computing m® = Z® @ d.

& Recall that in a single instance of 3-SSMT-Static-Mixed, only one element can be
sent securely.

P This is possible because n is at least 2t +t ¢+ 1, which is sufficient for single phase
SRMT. Since a single instance of 1-Optimal-SRMT-Static-Mixed reliably sends nt,
field elements, vector d consisting of (t}gotp)n2 field elements can be communicated

: : e . (ty—tp) :
by S by invoking the single phase SRMT protocol bt—bp X n times parallely.



Chapter 15

SRMT and SSMT in Directed
Networks Tolerating Static
Byzantine Adversary

The SRMT and SSMT problem in directed network was first introduced in [24], where
the authors have given the necessary and sufficient condition for SRMT and SSMT in
directed network tolerating Af:“m. Desmedt et al. [24, 87] also presented an SSMT
protocol, satisfying their characterization. The authors in [24, 87] claimed that their
protocol is efficient and has polynomial computational and communication complexity.
However, in this chapter, we show that it is not so. That is, we specify an adver-
sary strategy, which may cause the protocol to have exponential computational and
communication complexity '. We then present new and efficient SRMT and SSMT
protocols, satisfying the characterization of [24, 87]. Finally we show that the our
proposed protocols are communication optimal by deriving lower bound on the com-
munication complexity of SRMT and SSMT protocols in directed network. To the best
of our knowledge, our protocols are the first communication optimal SRMT and SSMT
protocols in directed networks.
We now discuss the network model and adversary settings used in this chapter.

15.1 Network Model and Adversary Settings

The network model and adversary settings used in this chapter are same as in Chapter
7. Specifically, we assume that there are n wires directed from S to R, denoted by
fi,--+, fn, which are also called as top band. Moreover, we assume that there are u
wires directed from R to S, denoted by b1, ..., by, which are also called as bottom band.
Furthermore, we assume that the wires in the top band are node disjoint from the wires
in the bottom band. We assume the presence of a computationally unbounded static
Byzantine adversary Aflf““c, who can corrupt at most ¢, wires, out of n + u wires. We
assume that n = max (2t, —u+ 1,t, + 1), u < ¢, and n + u = 2¢, + 1. From Theorem
15.1, this is the minimum number of wires required for the possibility of SRMT and
SSMT in directed network, tolerating Ag‘#c.

To bound the error probability 2 of our SRMT and SSMT protocols by 272(*) | we

assume that all computation and communication is done over a finite field F, where

n fact, this is applicable for the SRMT and SSMT protocols presented in [54].
2Recall that in SRMT and SSMT, R should output the correct message, except with error proba-
bility 2790,
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F = GF(2%). Here k is the error parameter . Thus each field element can be represented
by O(k) bits. Moreover, without loss of generality, we assume that n = poly(k).

15.1.1 Comparison of Our Model with the Model of [84, 72, 80]

In this thesis, for directed networks, we considered ”wired” network model, where it
is assumed that the intermediary nodes between S and R are just message forwarding
nodes. Under this assumption, we abstract the network in the form of directed wires,
directed either from S to R or R to S. The same abstraction is done in [24]. However,
in an arbitrary directed network, if the intermediate nodes (other than S and R) are
allowed to carry out computation and communication (beyond just acting as a message
forwarding node), as in the case of a virtual private network (VPN), then the wired
abstraction results in loss of generality. The insufficiency of wired abstraction in such
a network model is pointed out in [84, 72, 80] where characterizations for SRMT and
SSMT over the arbitrary network, treating entire graph in its full form are also reported.
While authors in [72] have considered threshold adversary, the authors of [84, 80]
have considered non-threshold 2 adversary for their characterization. However, it is
likely to take exponential time to verify whether a given arbitrary directed network
satisfies the characterization given in [84, 72, 80] for the possibility of SRMT and
SSMT. Moreover, the protocols given in [84, 72, 80] require exponential computational
and communication complexity and are highly non-intuitive.

It should be noted that abstracting the underlying network to a bunch of wires is
incomparable to treating the network in its full form. Both are sensible and practical.
We need to decide which model to follow based on the characteristic of given underlying
network. In this thesis, we considered the wire model, as it is relatively simple. More-
over, it is relatively easy to design protocols in wire model, in comparison to design
protocols by considering the graph in its entirety.

We now present the existing results for SRMT and SSMT in directed synchronous
networks tolerating Agietic,

15.2 Existing Results for SRMT and SSMT in Directed
Network

As mentioned earlier, SRMT and SSMT in directed network was first studied by
Desmedt et al. [24]. Specifically, they gave the following characterization:

Theorem 15.1 ([24, 87]) Suppose there exists u < t, wires in the bottom band and
n wires in the top band, such that the wires in the top band are disjoint from the wires
in the bottom band. Then any SRMT/SSMT protocol tolerating Af:atic 1s possible iff
n=max (2t, —u+ 1,t, + 1).

In [87], the authors presented an SSMT protocol, satisfying the above characteri-
zation. Moreover, the authors claimed that their protocol is efficient (see Theorem 3.4
of [87]). To the best of our knowledge, these are the only results for SRMT and SSMT
in directed networks.

3 A non-threshold adversary is a generalized form of the threshold adversary.
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15.3 Overview of Our Results for SRMT and SSMT in
Directed Network

We now summarize the contributions of this chapter:

1. We first show that the SSMT protocol presented in [24, 87] is inefficient. We do
this by specifying an adversary strategy, which may cause the protocol to have
exponential computational and communication complexity. In fact, we show that
the same adversary strategy is applicable for the SRMT and SSMT protocols
presented in [54], thus making the SRMT and SSMT protocols of [54] to have
exponential computational and communication complexity.

2. We then present new and efficient SRMT and SSMT protocols. These protocols
are achieved by making several modifications to the SRMT and SSMT protocols
presented in [54]. In fact, these modifications when applied to the SSMT protocol
of [24, 87] will make it efficient. In short, our SRMT and SSMT protocols have
the following properties:

(a) Our SRMT protocol takes O(u) phases and reliably sends a message contain-
ing ©(n3k) bits by overall communicating O(n3k) bits. Thus, our SRMT
protocol achieves reliability with constant factor overhead.

(b) Our SSMT protocol takes O(u) phases and has a communication complexity
of O(n3k) bits. If the entire bottom band is corrupted, then the protocol
securely sends a message containing ©(n?ux) bits. Otherwise, the protocol
securely sends a message containing ©(n’k) bits.

3. Finally, we show that our SRMT and SSMT protocols are asymptotically com-
munication optimal. For this, we derive the lower bound on the communication
complexity of SRMT and SSMT protocols in directed networks. Specifically, we
show the following:

(a) Any SRMT protocol must communicate 2(¢x) bits to reliably send a message
containing ¢k bits.

(b) If the entire bottom band is corrupted then any SSMT protocol must com-
municate Q(%zli) bits to securely send a message containing £x bits. On the
other hand, if the entire bottom band is not corrupted then any SSMT pro-
tocol must communicate 2(nfk) bits to securely send a message containing
Uk bits.

15.3.1 Overview of Our Protocols

We first design a three phase SSMT protocol called 3-SSMT-Static-Byzantine-Directed,
which sends a message containing ©(%) field elements by communicating O(n?) field
elements. Then using this protocol as a black-box, we design a six phase protocol called
6-Pad, which securely establishes a random, one time pad between S and R. Then
using protocol 6-Pad as a black-box, we design our communication optimal SRMT
protocol called u-Optimal-SRMT-Static-Byzantine-Directed, which takes O(u) phases.
Finally, using protocol 6-Pad and protocol u-Optimal-SRMT-Static-Byzantine-Directed
as a black-box, we design our O(u) phase communication optimal SSMT protocol called
u-Optimal-SSMT-Static-Byzantine-Directed.

193



The idea behind protocol u-Optimal-SSMT-Static-Byzantine-Directed is as follows:
we first execute protocol 6-Pad to securely establish a one time pad between S and R.
Then using this pad, S masks the secret message and reliably sends the masked message
by using the protocol u-Optimal-SRMT-Static-Byzantine-Directed. After receiving the
masked message, R can unmask the message by using the pad.

15.3.2 The Roadmap

The chapter is organized as follows: in the next section, we specify the tools that are
used in our protocols. In Section 15.5, we present our three phase SSMT protocol
called 3-SSMT-Static-Byzantine-Directed. In Section 15.5.3, we show the inefficiency of
the SRMT and SSMT protocols of [24, 54, 87]. Section 15.6 presents our six phase pad
establishment protocol 6-Pad. Our communication optimal SRMT protocol is presented
in Section 15.7. In Section 15.8, we present our communication optimal SSMT protocol.
The lower bounds on the communication complexity of SRMT and SSMT protocols
are presented in Section 15.9. The chapter ends with a conclusion and directions for
further research.

15.4 Tools Used in Our SRMT and SSMT Protocols
To design our SRMT and SSMT protocols, we use the following tools in this chapter:

1. Unconditionally Reliable Authentication: see Definition 8.1.
2. Unconditionally Secure Authentication: see Definition 8.2.
3. Unconditional Hashing: see Definition 8.3.

4. Extracting Randomness: see Fig. 9.2.

5. Extrapolation Technique: see Section 8.2.2.

15.5 A Three Phase SSMT Protocol in Directed Network

static

Tolerating A}

We now present a three phase SSMT protocol called 3-SSMT-Static-Byzantine-Directed.
The protocol securely sends a message m® containing 7 field elements by communi-
cating O(n3) field elements. The protocol will be later used in our communication
optimal SRMT and SSMT protocol. The protocol uses certain ideas from the SSMT
protocol of [24]. In addition, the protocol also uses certain new ideas proposed by us.
Before presenting protocol 3-SSMT-Static-Byzantine-Directed, we present another three
phase SSMT protocol called 3-SSMT-Static-Byzantine-Directed-Exponential, which re-
quires exponential communication and computational complexity. The main reason
for presenting 3-SSMT-Static-Byzantine-Directed-Exponential is to present the underly-
ing principle, which we try to simulate in protocol 3-SSMT-Static-Byzantine-Directed,
while maintaining polynomial computation and communication complexity. A proto-
col some what similar to protocol 3-SSMT-Static-Byzantine-Directed-Exponential is also
presented in [24]. So in the next section, we first present protocol 3-SSMT-Static-
Byzantine-Directed-Exponential.
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15.5.1 A Three Phase Exponential SSMT Protocol

Let Py,..., P, denote the enumeration of all possible t;, + 1-sized subset of the wire
set {f1,---s fn,b1,...,b,}. Thus k = (Qtib:11)7 as n +u = 2t, + 1. Since there are at

least t; + 1 honest wires including top and bottom band, there exists at least one path
set, say P;, where P; contains all ¢, + 1 honest wires. Moreover, each path set P; will
have at least one wire from top band, as there can be at most ¢, wires in the bottom
band. If some how S and R comes to know the identity of the honest path set P;,
which consists of only honest wires, then S and R can share an n-tuple over each wire
in P;. Then adding all such n-tuples, S and R can agree on an n-tuple, about which
adversary will have no information. Finally, using the elements of the resultant n-tuple
as encryption and authentication keys, S can reliably and securely send mS over all
the wires in the top band, which are present in P;.

Since, neither S nor R will know the exact identity of honest path set P; in advance,
they have to parallely do the above procedure for all paths sets Py, ..., Pg. During this
process, if the adversary tries to change the information over the wires in any path
set then with very high probability, R will detect this and will neglect the information
which is exchanged over the wires in that path set. The protocol is given in Fig. 15.1.

We now prove the properties of protocol 3-SSMT-Static-Byzantine-Directed-Exponential.

Lemma 15.2 In protocol 3-SSMT-Static-Byzantine-Directed-Exponential, adversary will
have no information about mS.

PrOOF: Every path set P, will have at least one honest wire, either in the top band
or in the bottom band. So the adversary will have no information about the n-tuple
which is exchanged between S and R over that wire. As a result, the adversary will
have no information about the keys used by S, corresponding to the path set P,,. The
rest now follows from the properties of USauth. O

Lemma 15.3 In protocol 3-SSMT-Static-Byzantine-Directed-Exponential, R will always
terminate.

ProOOF: The proof follows from the fact that there exists at least one path set Pp,,
which will contain only honest wires. O

Lemma 15.4 In protocol 3-SSMT-Static-Byzantine-Directed-Exponential, if R outputs
R S

m® then except with error probability 2= k) R — S,

PROOF: Suppose R outputs m® from S&, corresponding to path set P,,. Since there is
at least one honest wire in P,;, and the adversary has no information about the n-tuple
which is exchanged between S and R over that wire, it implies that the adversary has no
information about the keys computed by S and R, corresponding to path set P,,. If the
path set P, is completely honest or if the adversary is passively controlling the wires
under its control in P,,, then S and R will have the same keys and hence m® = mS.
On the other hand, if the adversary has modified the tuples which are exchanged over
the wires under its control in P,,, then S and R will have different keys. But still,
as explained above, the adversary will have no information about the keys. So from
the properties of USauth, the adversary can make the verification process successful
at R’s end with negligible probability of 2=(%). Thus m® = mS, except with error
probability 2% O

Lemma 15.5 Protocol 3-SSMT-Static-Byzantine-Directed-Exponential requires exponen-
tial computation and communication complexity.
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Figure 15.1: Protocol 3-SSMT-Static-Byzantine-Directed-Exponential: A Three Phase
Exponential SSMT Protocol, m® = {m?,...,m%}, |mS| = 2
3

Phase I: S to R: S parallely does the following computation and communication
corresponding to each path set Py, for m=1,... k:

1. Corresponding to each f; € P, S selects a random non-zero n-tuple

($§7i7m, e ,xTSl7i7m) and sends (acfmw e ,x§7i7m) to R over wire f;.

Phase II: R to S: R parallely does the following computation and communica-

tion, corresponding to each path set P,,, form=1,... k:
1. Let R receive non-zero n-tuple (5611‘:{1 o ,ani ) from S, over wire f;, corre-

sponding to each f; € Pp,.

2. Corresponding to each b; € P,, R selects a random non-zero n-tuple
(yfivm, . 7yrljjmn) and sends (yi{z}m’ . ,y,r:iM) to S over wire b;.

Phase III: S to R: S parallely does the following computation and communication
corresponding to each path set P,,, for m=1,... k:

1. Let S receive non-zero n-tuple (ylsl o ,ys im) from R, over wire b;, corre-
sponding to each b; € Pp,.

S - hic . LS S
2. For i = 1,...,n, S computes his version of n keys C7,, = > £1€Pm Tigm T
3 S
b €Pm Yijm

3. For each element of mS, S takes three elements from the keys computed in the

previous step and computes the set S5 = {(c ,d> ):i=1,..., %} where
(Cis,ma dlsm) = USauth(miS;Ci_lm,C?%_Lm,C%m), fori=1,..., 3.

4. S sends the set S5 to R over all the top band wires in the set P, and termi-
nates the protocol.
. ; R _ R R P
Message Recovery by R: If R receives S = {(¢3,,d;5,) 14 = 1,...,5} over
all f;’s in path set Pp,, then corresponding to path set P,,, R does the following
computation:

1. For ¢ = 1,...,n, R computes his version of n keys CZ-Rm = zfjer xZij +
3 R
b;€Pm yz,j,m'

2. Fori=1,...,2 R checks whether d{{m -

R R R
)30 C3i , & +C

R_ R _
i = Cim
to recover m® and terminates.

3. If the above test passes for all i = 1,..., %, then R computes m

)
R R R
C3i_a.,- R then concatenates my, ... )M

We now proceed to the discussion of protocol 3-SSMT-Static-Byzantine-Directed,
which is an efficient three phase SSMT protocol. The principle used in 3-SSMT-Static-
Byzantine-Directed is similar to protocol 3-SSMT-Static-Byzantine-Directed-Exponential.
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However, instead of working with all possible ¢, + 1-sized subset of wires, S and R uses
certain mechanism, which allows them to work with at most uw path sets, thus making
the communication and computation complexity of the protocol polynomial.

15.5.2 A Three Phase Efficient SSMT Protocol

In protocol 3-SSMT-Static-Byzantine-Directed, R first tries to find whether there exists
tp+ 1 honest wires in the top band. In order to facilitate R to do so, S tries to send mS
using two different methods. If there exists ¢, + 1 honest wires in the top band then
the first method would be successful. However, if there are less that ¢, + 1 honest wires
in the top band, then with very high probability R will detect this and will conclude
that at least one honest wire is present in the bottom band. So S and R interacts
for two more phases and S tries to again send mS using the second method in the
third phase. The second method tries to follow the principle used in protocol 3-SSMT-
Static-Byzantine-Directed, however ensuring that the communication and computation
complexity is polynomial in n.

We now begin with the description of protocol 3-SSMT-Static-Byzantine-Directed,
phase by phase. However, instead of describing the entire protocol in a single shot, we
prefer to discuss each phase individually. This would help the reader to understand the
nuances and ideas used in each phase. So we begin with the description of first phase
of protocol 3-SSMT-Static-Byzantine-Directed, which is given in the next subsection.

15.5.2.1 Phase I of Protocol 3-SSMT-Static-Byzantine-Directed

During the first phase of the protocol, S tries to send mS using the first method. S
also sends some additional information, which might be useful during second phase, if
at all it is executed. Phase I of protocol 3-SSMT-Static-Byzantine-Directed is formally
given in Fig. 15.2.

We now prove the properties of Phase I of protocol 3-SSMT-Static-Byzantine-
Directed.

Claim 15.6 In Protocol 3-SSMT-Static-Byzantine-Directed, if R concludes that FiR 18
a valid row of T, then except with error probability 2~ %) FiR = Fis.

PRrROOF: The lemma is true without any error if wire f; is uncorrupted. So let wire
fi be a corrupted wire, who delivers FZ-R #+ Fis. In this case, if FZ-R is considered as
a valid row of T, then it implies that Support; > t, + 1. Since there can be at most
tp corrupted wires in the top band, this implies that there exists at least one honest
wire, say f;, which correctly and securely delivered the hash key oz? = oz]s and hash
value vg = visj = hash(a]S;Fis) = hash(onR;FiS), such that f; € Support;. Since
f; € Support;, it implies that vif} = hash(a]R; FZ-R). Since adversary does not know a]R
and v%, he can ensure that vif} = hash(oz?; FS), as well as v% = hash(oz]R; FR) where
FiR #* FZ-S, with probability at most % ~ 27%%) which is negligible in our context.
So with very high probability, f; will not belong to Support;, which is a contradiction.
So with overwhelming probability FZ-R = FZ-S. O

Claim 15.7 During Phase I, at least n coefficients of MS(z) are information theo-
retically secure.

PRrOOF: We consider the worst case, when .Aflf“tic controls at most ¢, wires in the
top band. Without loss of generality, let these be the first t; wires. So Af:““c will
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Figure 15.2: Phase I of Protocol 3-SSMT-Static-Byzantine-Directed

Phase I: S to R: S does the following computation and communication:

1. S selects a random polynomial MS(x) over F of degree n — 1 4 t; such that

the lower order % coefficients of MS(z) are elements of mS.

2. S computes MS(1),..., MS(n+1t,).

3. S then selects n + t, random polynomials f£(x),..., f5 +tb( x) over I, each of
degree tp, such that for i = 1,...,n +t, f5(0) = MS(i).

4. S evaluates each fS(x) at # = 1,...,n to form an n-tuple f5 =

), R ).

5. S constructs an (n) x (n + t;) matrix T where i** column of T contains the
n-tuple f5, for i = 1,...,n + t,. The matrix T is pictorially shown in Fig.
15.3. Let FS = [f8(4), ...,fSthb(i)] denote the i*" row of T, for i = 1,...,n.

6. For i =1,...,n, S sends the following to R along wire f;:

(a) The vector F;
(b) A random non-zero hash key o and
(c) The n-tuple [v5, ... ,v5.], where for j =1,...,n, v = hash(a; Fjs).

’ ne
7. In addition to all above computation and communication, S also selects a
random non-zero (n + 1)-tuple (xii, e ,xgﬂﬂ-), which is independent of F,
corresponding to every wire f;, for ¢ = 1,...,n. S then sends (m?z, e 7x2+1,i)
to R over wire f;.

Computation by R at the end of Phase I:

1. Let R receive the following over wire f;, fori =1,...,n:

a) The vector FZ-R;

(a)

(b) The hash key o;

(c) The n tuple [vR},... vB] and
)

(d) The (n + 1)-tuple (xﬁ, e ,xf&_u).

2. For i = 1,...,n, R computes Support; = |{f; : U = hash( R ER). If
Support; > t, + 1, then R concludes that FiR is a valid row of T Otherwise,
R concludes that FZ-R is an invalid row of T

3. If R has received tj, + 1 valid rows, then R reconstructs the secret m® from
them and terminates the protocol. Otherwise, R proceeds to execute Phase
11

know the vectors F'P ,FQS, ..., FS, from which it will come to know #, distinct points
on the polynomials f(z),..., f3, (x). But each f5(z) is of degree t, and so Agfeti
will lack by one point to uniquely reconstruct each fs( ). However, Asmm will also
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Figure 15.3: Matrix T as Computed by S During Phase I of 3-SSMT-Static-Byzantine-
Directed

M S(x), Lower order % coefficients of MS (x) are elements of mS
M5(1) M5(2) . M5(n +t,)
2 (x) 2 (x) - Fore, (@)
fP0)=M5Q1) fP(0)=M52) ... [3,,(0)=Mn+t)
e Q@) - Fore, (1)
72 122 o Fore,(2)
2 20 e i, (1)
f(n) f5(n) e fr?th,, (n)
know t; hash values corresponding to each Fls, ..., FS. Since the vectors Fls7 e 7Ft§
are already known to Af:atic, the t; hash values corresponding to them does not add
anything new to .Aflf“tic’s view. Moreover, the vectors th Yoy ,Fs can be expressed
as a linear combination of vectors Fls, e ,th 11- So the t, hash values corresponding
to th +2:---, F9 can always be expressed as a linear combination of the ¢, hash values
corresponding to Fls, e >Ft§+1’ which are known to the adversary. So, out of the t;
hash values corresponding to each Fis(uv)7 1 <7 < n, which are known to .Aflf“tic, only

staticr

the t; hash values corresponding to thﬂ(ac) add to A{*"“’s view. But Ft§+1 is of length
n + tp. So from the properties of hashing, (n + t,) — t, = n coefficients of Ft§+1 will be
information theoretically secure. This further implies that n coefficients of MS(x) are
information theoretically secure. O

Claim 15.8 If R gets t, + 1 valid rows of T then R can recover mS.

Proor: If R gets ¢, + 1 valid rows, then from them, R gets ¢, + 1 distinct points
on each fS(z). Since each fS5(z) is of degree t, using the #, + 1 valid rows, R can
reconstruct each f3(z) and hence fS(0) = MS(i). Now using the MS(i)’s, R can
interpolate MS(z) and recover mS. O

Lemma 15.9 In protocol 3-SSMT-Static-Byzantine-Directed if R recovers m® at the
end of Phase 1, then except with probability 2~ %), mB = mS. Moreover, Af:atic will

have no information about m®.

PRrROOF: If R recovers m® at the end of Phase I, then it implies that R has received
tp + 1 valid rows. From Claim 15.6, all these rows are indeed the rows of T' sent by

S, except with probability 2-2(*). So from Claim 15.8, except with probability 2-(%)
R

m® = mS. Moreover, from Claim 15.7, Af:atic will have no information about m®. O

Lemma 15.10 If there exists t, + 1 honest wires in the top band then R will always
be able to recover mS at the end of Phase I of 3-SSMT-Static-Byzantine-Directed.
Otherwise, with very high probability, R will detect this. During Phase I of 3-SSMT-
Static-Byzantine-Directed, S communicates O(n’k) bits.

PRrROOF: If there exists t;+ 1 honest wires in the top band then R will receive t;,+1 valid
rows of T over them and hence from Claim 15.8, R will correctly recover m® = mS.

On the other hand if there exists less than ¢, + 1 honest wires in the top band then
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from the proof of Claim 15.6, R will receive less than ¢, 4+ 1 valid rows with very high
probability. So with very high probability, R will detect that there are at most t;
honest wires in the top band.

During Phase I, S sends ©(n) elements from F over each wire. So Phase I requires
a communication complexity of O(n%k) bits. O

If R is unable to recover m® at the end of Phase I, then R concludes that there are at
most ¢, honest wires in the top band. This further implies that there exists at least one
honest wire in the bottom band. So R interacts with S so as to enable S to re-send mS

using the second method. The next subsection describes the second phase of protocol
3-SSMT-Static-Byzantine-Directed.

15.5.2.2 Phase II of Protocol 3-SSMT-Static-Byzantine-Directed

If the first method to deliver mS fails at the end of Phase I, then in the second method,
S and R interacts to securely establish a vector of length n during Phase II. Once this
is done, S can use the elements of the vector as encryption and authentication keys (as
in protocol 3-SSMT-Static-Byzantine-Directed-Exponential) and using them, S reliably
and securely sends mS during Phase III.

Securely establishing a vector of length n is not easy, considering the fact that S
and R do not know the identity of corrupted wires. Also it is very difficult for R
(S) to reliably send any information to S (R). In the case of undirected graphs, there
exists at least 2t, + 1 bi-directional wires between S and R (which are necessary and
sufficient for the existence of any SRMT /SSMT protocol tolerating A5*¢) and so it is
very easy to do reliable communication by simply sending the information through all
the wires. However here, in the worst case, we may have t; + 1 and ¢; wires in top and
bottom band respectively. In protocol 3-SSMT-Static-Byzantine-Directed-Exponential,
S and R could easily establish the vector, as they tried all possible subsets of size
tp + 1 and there exists one subset consisting of all honest wires. However, we cannot
use the same approach here, as we want to keep the computation and communication
complexity polynomial. So we require completely different techniques to reliably and
securely establish the keys.

Recall that during Phase I, S has sent an (n + 1)-tuple over each wire in the top
band. These tuples were not used in the first method (during Phase I) to send mS. So
R now use these tuples in the second phase. R does not know which wires in the top
band correctly delivered the (n + 1)-tuples. In order to facilitate S to find out which
tuples were delivered properly, R hashes each received (n + 1)-tuple with a random
hash key and sends back the hash values and hash keys to S through the entire bottom
band. Since there exists at least one honest wire in the bottom band, it will correctly
deliver the hash keys and hash values. In addition to this, R also sends a random
(n + u)-tuple over each wire. Furthermore, each (n + w)-tuple is hashed by u random
hash keys, one corresponding to each wire in the bottom band.

Till now, this part of the computation and communication is some what similar to
what is done during protocol 3-SSMT-Static-Byzantine-Directed-Exponential. However,
there are certain additional steps which are incorporated here. First of all, S and R
have exchanged tuples over all the wires in top band and bottom band, rather than
considering (tp + 1)-sized subsets of wires. In addition to this, R sends the hash value
of each tuple received over the top band and each tuple sent over the bottom band.
Finally, the size of the tuples which are exchanged over the top and bottom band are
different. They are so to maintain the secrecy of mS, which will be delivered during
third phase. More specifically, each tuple received over the top band is hashed by only

200



one key. So keeping the length of the tuples which are exchanged over top band as
n+ 1 maintains the secrecy of its first n elements. On the other hand, each tuple in the
bottom band is hashed by u random keys. So keeping the length of the tuples which
are exchanged over bottom band as n + u maintains the secrecy of its first n elements.

Now as mentioned above, the information sent by R may not reach reliably to S.
In the worst case, there can be only one honest wire in the bottom band but S will not
know its identity. Now according to the information received from R, sender S divides
the bottom band into acceptable sets Bi,..., By, where 1 < k < u. The division is at
the heart of the protocol. Informally, the division is done as follows: S considers a wire
b; in the bottom band and adds wire b; from the bottom band in the set B; if b; and b;
are pairwise consistent. Here, by pair wise consistency we mean that that the hash key
and hash value received by S over wire b; is consistent with the (n + u)-tuple received
by S over wire b; and vice-versa. Notice that if b; is an honest wire and if b; and b; are
pairwise consistent, then with very high probability, the (n + w)-tuple received by S
over wire b; is not modified. This is because the adversary does not know the hash key
and hash value sent by R over wire b;, corresponding to the original it" (n + u)-tuple.

Now after computing the set B;, S computes the corresponding set F;. Recall that
R has sent the hash value of each (n+ 1)-tuple received over the top band, through the
entire bottom band. So S considers the hash values (corresponding to the top band
tuples), received over wire b; and adds all such f;’s in F;, such that the (n + 1)-tuple
sent over wire f; during Phase I is consistent with the 4% hash value, received over
wire b;. Notice that if f; is a corrupted wire and if the (n 4 1)-tuple sent over wire f;
is modified during Phase I, then with very high probability, f; will not be added to
F;, provided b; is an honest wire. This is because if b; is an honest wire then adversary
will not know the j** hash key and hash value, which is sent by R over wire b;.

Finally, S considers the set B; as acceptable, if there are at least ¢, + 1 wires in
total in F; and B;. It is easy to see that there will be at most u acceptable sets, one
corresponding to each wire in the bottom band. Moreover, if b; is an honest wire in
the bottom band, then B; will always be an acceptable set, as all honest wires in top
band and bottom band will be present in F; and B; respectively. It is this division of
the bottom band, which makes S now to work with u path sets, instead of (2252":11) path
sets. The formal details of Phase II of protocol 3-SSMT-Static-Byzantine-Directed are
given in Fig. 15.4.

Remark 15.11 The three phase efficient SSMT protocol of [24] as well as [54] also
divides the bottom band into subsets during second phase, according to some what dif-
ferent criteria. In [24], as well as in [5]], the authors claimed that their criteria will
create at most u subsets of the bottom band. However, in the subsequent section, we
will show that it is not so. In the worst case, there can be O(3") subsets of the bottom
band, thus making the communication and computational complexity of their protocol
exponential. On the other hand, our criteria for division of bottom band always result in
at most u subsets of the bottom band. It is this difference in the criteria of the division
of the bottom band, which makes the communication and computational complexity of
our protocol 3-SSMT-Static-Byzantine-Directed polynomial.

We now prove the properties of Phase IT of 3-SSMT-Static-Byzantine-Directed.

Claim 15.12 If b; is an honest wire in the bottom band and b; € Bj, corresponding to
some wire b; in the bottom band, then except with error probability 2-%) | the random
(n + u)-tuple that S has received along wire bj is not modified.
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Figure 15.4: Phase II of Protocol 3-SSMT-Static-Byzantine-Directed

Phase IT: R to S: R does the following computation and communication:

1. For i =1,...,n, R chooses a random, non-zero hash key rf*, corresponding to wire f;.

2. R computes the set 8% = {(r®,~R) : i =1,...,n}, where v} = hash(riR;x%, . ,:UEHJ).
Recall that (xﬁ, e ,:EEHJ) denotes the (n + 1)-tuple which R has received during Phase
I over wire f;, for i =1,...,n.

3. Fori=1,...,u, R selects a random non-zero (n + u)-tuple (yﬁi, cee, yfﬁru,i).

4. Corresponding to the (n+u)-tuple (Y1, . . ., Yrgu.i), R selects u random non-zero hash keys
{keyifij :j=1,...,u} from F.

5. For ¢ =1,...,u, R sends the following to S through wire b;:

(a) A%
(b) The (n + u)-tuple (yf’li7 el yfﬁru’i);
(c) The 2-tuple (keyfi, ozjr-,li)7 where oz?i = hash(keyfi; yf’lﬁ cee y}iﬁru’j)7 forj=1,...,u.

Computation by S at the end of Phase II:

1. Let S receive the following over wire b;, for i = 1,... u:

(a) g8S = {(rf}j,’yffj) cj=1,...,nk
(b) The (n+u)-tuple (y¥s,- - Yntui);
(¢) The 2-tuple (keyii, aii), forj=1,...,u.
2. For ¢ =1,...,u, corresponding to wire b;, S computes B; and F; as follows:
(a) Saddswire b; € {b1,...,by} to B; (which is initially @) if b;, b; are found to be pair-wise
consistent by satisfying both the following conditions:
i. aisd- = hash(keyis,j; yls’i7 el ySJru’i);
il. a]sﬂ = hash(keyﬁi; ylSJ7 . ,y,swu’j).
(b) S adds wire f; to F; (which is initially 0), if v7; = hash(r{;; 2%, ..., 25hi1,)-

(c¢) If |Fi| + |Bi| < tp» then S concludes that B; is an unacceptable set, otherwise B; is an
acceptable set.

PRroOF: The claim holds without any error if wire b; is honest. We now show that
the claim even holds for a corrupted wire b; with very high probability. So let b; be
a corrupted wire, such that the (n 4 u)-tuple received by S over wire b; is modified;
Le., (ylsd,...,yi_u’j) + (yﬁj,...,y&_u’j). Since b; € B; is an honest wire, it implies
that key?i = keyJR’Z- and ajs»’i = afi = hash(keyfi;yfj,...,yfjru,j). Moreover, Aflf“tic
will have no information about (keyﬁi,aii). Furthermore, since b; € Bj, it implies
that aii = hash(k:eyii;yls’j,...,ysﬂm). However, from the properties of hashing,
without knowing keyﬁi, the adversary can ensure that hash(k:eyii; ylsJ, . 7yTSLJru,j) =
hash(k‘eyfi; y{tj, . ,y§+u7j), even if (ylsJ, . ,y,sl_Hm) + (y{tj, . ,y§+u7j) with proba-

bility at most ‘%t“l ~ 27" which is negligible in our context. O

Claim 15.13 Ifb; is an honest wire in the bottom band then B; will be always consid-
ered as an acceptable set.

Proor: Let f;,..., fi, and b;;,...,b;, denote the honest wires in the top and bot-
tom band respectively. Now [{fi,,..., fip } + [{bi;,...,big}| > t» + 1. Moreover
{fiys---, fir }| > 1. Furthermore according to the condition given in the claim, [{b;,, ...,
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biy}| > 1. To prove the claim we show that the wires b;,,...,b;, will be present in
B; and the wires f;,, ..., fi, will be present in the corresponding F;. So |F;| + |B;| =
{firs--s fir H + {biys -, big }| >ty + 1 and thus B; will be an acceptable set.

First of all notice that all the wires b;,,...,b;, (including b;) will be present in B;.
This is because any two wires b;, by in the set {b;,,...,b;,} will be pairwise consistent
because the following conditions are satisfied (as both these wires are honest):

1. aik = hash(k:ey?k; ylsJ, e ,yrsl+u7j);
S S .,S S
2. o ; = hash(keyy ;i YTk Ynpuk)-

So the wires b;,, ..., b;, will be present in B;. Since the wires f;, ..., fi, are honest,
the (n + 1)-tuple received by R over these wires are the same as sent by S. That is,
(mEj, .. ’anH,j) = (xij, . ,xsﬂ’j), for every j € {iy,...,ip}. This implies that
’yJR = hash(rJR; xﬁ”j, .. 7an+1,j) = hash(rf‘;xij, . 7372“,]’)7 for every j € {i1,...,ir}.
Since the wires b;,, . . ., b;, are honest, they will correctly deliver 3® and hence ﬁzs = R,
as wire b; is honest. This implies that (’yis,j,ris’j) = (’ij,r;)”) for every j € {i1,...,ir}.
So when S executes step 2(b) of the computation at the end of Phase IT with respect
to 49, all the wires f;,, ..., fi; will be added in F;. O

Claim 15.14 Let b; be an honest wire in the bottom band. Then with very high prob-
ability, the (n + 1)-tuple received by R at the end of Phase I over the wires in F; are
not modified.

PROOF: Let b; be an honest wire in the bottom band. Then |F;| > 1. This is because
from the proof of the previous claim, |B;| + |Fi| > ¢, + 1 and there can be at most ¢,
wires in B;. Now let f; be an honest wire from the top band, which is present in F;.
Since f; is honest, it implies that it will correctly deliver the (n + 1)-tuple to R. On
the other hand, let f; be a corrupted wire in the top band, such that f; has modified
the (n + 1)-tuple sent by S over f;. That is (xffj, e ,anJrLj) # (mij, . ,xEHJ»). We
now show that except with probability 27%*), fj will not be present in F;.

Notice that when modifying the (n + 1)-tuple over wire f;, the adversary has no
idea about the random hash key V“JR, corresponding to wire f;, which is going to be
selected by R during Phase II. Now ’yJR = hash(r?;xf”j, . ,an+17j). Since wire b;
is honest, it will correctly deliver R and hence (’I“]R,’}/?). So ﬁls = AR and hence

(risj,’yisj) = (TJR,’ij). Since (xf”j, . ,xTIL{H’j) # (xij, . ,xEHJ) and adversary has no
information about ’I“JR, from the properties of hashing, except with probability % ~
2 w), 'yl-sj #* hash(rl-sj;xij, . ,xSJrLj). Thus except with probability 27%(*) fi will
not be present in F;. O

Claim 15.15 Let B; be an acceptable set. If b; is an honest wire in B;, then the
adversary will have no information about the first n values from the (n+u)-tuple which
is sent by R over wire b;. Similarly, if f; is an honest wire in F;, then the adversary
will have no information about the first n values from the (n + 1)-tuple which is sent
by S over wire f;.

PRrOOF: Let B; be an acceptable set and let b; be an honest wire in B;. Since b;
is an honest wire, the adversary will not know the (n + w)-tuple which R will send
over wire b;. Now notice that during Phase II, R hashes the (n + u)-tuple which is
going to be sent over wire b;, by u random hash keys and sends one (hash key, hash
value) pair through each wire in the bottom band. In the worst case, the entire bottom
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band, except wire b; may be under the control of the adversary. So in the worst case,
adversary will know u — 1 distinct hash values, corresponding to the (n + u)-tuple sent
over wire b;. So from the properties of hashing, the adversary will have no information
about the first n values from the (n + u)-tuple which is sent by R over wire b;.

Now suppose there exists an honest wire, say f;, in F;. So the adversary will not
know the (n 4 1)-tuple which S has sent over wire f;. Now notice that during Phase
IT, R hashes the (n + 1)-tuple received over wire f; by a random hash key ’I“JR, adds
the pair (TJR,’)/]R) to BB® and sends B® over all the wires in the bottom band. So
even if the entire bottom band is under the control of the adversary, the adversary
will know only one hash value corresponding to the (n + 1)-tuple which was sent by
S over wire f;. So from the properties of hashing, the adversary will have no infor-
mation about the first n values from the (n+1)-tuple which is sent by S over wire f;. O

We now summarize the properties of set B;, F;, corresponding to an honest wire b; in
the bottom band.

Lemma 15.16 Let b; be an honest wire in the bottom band. Then B; and corresponding
F; will have the following properties:

1. B; will be an acceptable set.

2. All honest wires in the bottom band will be present in B;, while all the honest
wires in the top band will be present in F;.

3. With very high probability, the (n 4 wu)-tuple received by S at the end of Phase
1T over the wires in B; are not modified.

4. With very high probability, the (n + 1)-tuple received by R at the end of Phase I
over the wires in F; are not modified.

5. The adversary will have no information about the first n values from the (n+u)-
tuples which are exchanged over the honest wire(s) in B;. The adversary will also
have no information about the first n values from the (n + 1)-tuples which are
exchanged over the honest wire(s) in F;.

PRrROOF: Follows from the proof of Claim 15.12, Claim 15.13, Claim 15.14 and Claim
15.15. O

We now prove the properties of set B;, F;, corresponding to a wire b; in the bottom
band, such that b; is under the control of the adversary.

Claim 15.17 Let b; be a corrupted wire in the bottom band, such that there exists an
honest wire in BB;. Then the adversary can modify the (n+u)-tuple which are exchanged
over the corrupted wires in B;, other than b;, without letting S know about it.

PROOF: Let b; be an honest wire present in ;. Then from the proof of Claim 15.12, the
(n+ u)-tuple is correctly exchanged between S and R over wire b; with very high prob-
ability. However, it does not imply that the (n 4 u)-tuple are correctly exchanged over
other corrupted wires (if any) in B;. More specifically, let by be a corrupted wire in the
bottom band, other than b;, such that (ylsk,, .. 7yTSLJru’k,) # (yf”k, .. ,yfjru,k). Since b; is

also under the control of the adversary, the adversary will know (key?i, a?i). Moreover,

the adversary can modify the pair such that (keygi, O‘Ei) # (keyR,, at;) and oz,?i =
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hash(key,ii;yik, . ,ys +u7k). Furthermore, adversary does not modify (keyirﬁc,afk)
and thus (keyfk, a?k) = (keyiffk, a?k), where ozis,k, = hash(keyfk; yii, .. ,ysﬂm-). If the
adversary behaves in this manner, then b; and b, will be pairwise consistent, while by
and b; will not be pair-wise consistent. But still b, will be included in B; and neither
S nor R will know that the (n + u)-tuple exchanged over wire by, € B; is corrupted. O

Claim 15.18 Let b; be a corrupted wire in the bottom band and let f; be a corrupted
wire in the top band, which is present in F;. Then the adversary can modify the (n+1)-
tuple which is exchanged over corrupted wire fj, without letting S and R know about
it.

PROOF: Let f; be a corrupted wire in the top band, such that (x{fj, .. 7an+1,j) %+
(azij, . ,xSJrLj). Since b; is also under the control of the adversary, it implies that
BR and hence (TJR,"ij) is also known to the adversary. Now notice that 'ij =
hash(r?;xf”j, ... ,a:nRH,j). During the transmission of S® over b;, the adversary can
simply change the j*" pair in SR, such that (riSJ», %S,j) + (’I“JR, WJR) and %S,j = hash(riSJ; :Ui
. ’x§+17j)' The adversary can do so because he knows (Cﬂij, . ,xEHJ) and ’I“]R and
b; is under his control. So even though the (n + 1)-tuple is not correctly exchanged

over fj, still f; can be present in 5;. O

<.

We now summarize the properties of set B;, F;, corresponding to a wire b; in the bottom
band, such that b; is under the control of the adversary.

Lemma 15.19 Let b; be a wire in the bottom band such that b; is under the control
of the adversary. Moreover, let B; be an acceptable set. Then B; and corresponding F;
will have the following properties:

1. There will exist at least one honest wire, either from the top band or bottom band,
which will be present in F; or B; respectively.

2. If there exists an honest wire in F;, then the (n + 1)-tuple is correctly exchanged
between S and R over that wire. Moreover, adversary will have no information
about the first n values of the (n + 1)-tuple.

3. If there exists an honest wire in B;, then the (n + u)-tuple is correctly exchanged
between S and R over that wire. Moreover, adversary will have no information
about the first n values of the (n + w)-tuple.

4. If there exists an honest wire in B;, then with very high probability the (n+u)-tuple
is correctly exchanged between S and R over wire b;. However, the adversary can
modify the (n+u)-tuple which are exchanged over the corrupted wires in B;, other
than b;, without letting S know about it.

5. If there is no honest wire in B;, then the adversary can always modify the (n+u)-
tuple which are exchanged over the corrupted wires in B;, without letting S know
about it.

6. Irrespective of the number of honest wires in the top band, the adversary can
always modify the (n+ 1)-tuple which is exchanged over a corrupted wire (if any)
i F;, without letting S and R know about it.
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PROOF: Since B; is an acceptable set, it implies that |B;| + |F;| > t, + 1. In the
worst case there can t, corrupted wires including top and bottom band. This implies
that there exists at least one honest wire, which is present either in F; or B;. This
proves the first property.

Let f; be an honest wire present in F;. It implies that the (n + 1)-tuple is correctly
exchanged between S and R over wire f;. Moreover, from the proof of Claim 15.15,
adversary will have no information about the first n values of the (n + 1)-tuple. This
proves the second property.

Let b; be an honest wire present in B;. It implies that the (n 4 u)-tuple is correctly
exchanged between S and R over wire b;. Moreover, from the proof of Claim 15.15,
adversary will have no information about the first n values of the (n + w)-tuple. This
proves the third property.

The fourth property follows from the proof of Claim 15.17.

We now prove the fifth property. The corrupted wires in the bottom band can
behave in such a way that even though there does not exist any honest wire in B;, still
B; becomes an acceptable set. We consider a possible setting and adversarial behavior
in which it is possible. The setting can be easily generalized. More specifically, suppose
u = t; and there exists ¢, — 1 corrupted wires in the bottom band, who modify the
(n+u)-tuple exchanged over them. Moreover, as explained in the proof of Claim 15.17,
the adversary can control these ¢, —1 wires in such a way that from S’s point of view, all
the t;, — 1 corrupted wires are pairwise consistent. Furthermore, adversary can ensure
that none of these t;, — 1 corrupted wires are pair wise consistent with the single honest
wire which is present in the bottom band. That is, if b; is an honest wire in the bottom
band, then the adversary can simply modify (kzeyﬁk, a?k), over all t, — 1 corrupted by’s,
thus making b; not pair-wise consistent with any of the ¢, — 1 corrupted wires. Now
as a result of such adversarial behavior, only corrupted wires (which are ¢, — 1) will be
present in B;. In order that B; becomes acceptable, there should be at least two wires
in F;. Notice that in the scenario we are considering, there are ¢, honest wires in the
top band, who will correctly deliver the (n + 1)-tuples to R. So if b; correctly delivers
BR without doing any modification, then ﬁis = AR and hence S will include all the ¢,
honest wires from the top band in F; and hence B; will become acceptable. This proves
the fifth property.

The last property follows from the proof of Claim 15.18. O

Remark 15.20 (Difference Between Corrupted and Honest Acceptable Set)
Comparing Lemma 15.16 and Lemma 15.19, we find that in case of honest b;, the
(n+ 1)-tuples and (n + u)-tuples are exchanged correctly between S and R over all the
wires in F; and B; respectively with very high probability. Moreover, there will be at
least t, + 1 (honest) wires distributed in F; and B;, such that adversary will have no
information about the first n values of the tuples that are exchanged over those wires.
On the other hand, in the case of corrupted b;, the (n + 1)-tuples and (n + u)-tuples
are exchanged correctly between S and R only over the honest wires in F; and B; re-
spectively. Moreover, there will be at least one (honest) wire either in F; or B;, such
that the adversary will have no information about the first n values of the tuple that is
exchanged over that wire.

Lemma 15.21 In protocol 3-SSMT-Static-Byzantine-Directed, there can be at most u
acceptable sets.

PRrROOF: The proof follows from the fact corresponding to each wire b; in the bottom
band, there is only one B; and F;. O
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Lemma 15.22 In protocol 3-SSMT-Static-Byzantine-Directed, R communicates O(n’r)
bits during Phase II.

PrROOF: During Phase II, R sends O(n) field elements over each wire. This requires
a communication complexity of O(nux) = O(n’k) bits, as u = O(n). ]

Finally before proceeding further to the description of third phase of the protocol, we
note that R executes Phase II only if he could not recover mS at the end of Phase 1.
However, even if R recovers mS at the end of Phase I, he has no way to signal this to
S. This is because there are at most ¢, wires in the bottom band and in the worst case,
entire bottom band may be under the control of the adversary. So even if R does not
execute Phase II and does no communication to S, in the worst case the adversary
may simply control some wire(s) in the bottom band and pass some information to
S, which may lead S to construct some valid acceptable set(s), corresponding to those
wire(s)!! Fortunately the properties of hashing ensures that this happens with very
negligible probability, as shown in the next lemma.

Lemma 15.23 Suppose in protocol 3-SSMT-Static-Byzantine-Directed, R recovers mS

at the end of Phase I and does no communication over the bottom band. Then the prob-
ability that the adversary corrupts bottom band and sends some arbitrary information
to S which leads to the construction of acceptable set is at most 2~ ).

ProOF: Consider the following settings: there are t, + 2 wires in the top band and
ty, — 1 wires in the bottom band, such that the entire bottom band and one wire from
the top band are under the control of the adversary. Suppose R recovers mS at the end
of Phase 1 itself and so does not execute Phase II. However, the adversary may do
the following: the adversary selects ¢, — 1 arbitrary (n + u)-tuples and (¢, — 1)? random
hash keys and put these values over the wires in the bottom band in such a way, as if
R has executed Phase II using the (n +u)-tuples and (¢, — 1)? random hash keys. So
it is easy to see that all the wires in the bottom band will be pairwise consistent and
thus |B;| =t,— 1, fori =1,...,t, — 1. However, in order that any of these B; becomes
an acceptable set, the adversary has to ensure that the corresponding |F;| > 2.

Now notice that the adversary will know the (n + 1)-tuple which is exchanged over
the single wire in the top band which is under the control of the adversary. So the
adversary can always produce the hash value of this tuple, corresponding to any hash
key. However, the adversary will have no information about the (n + 1)-tuples which
are exchanged over the t; + 1 honest wires in the top band. The probability that the
adversary will be able to produce the hash value of the (n + 1)-tuple, corresponding
to any of these t; + 1 honest wires, for a given hash key is same as the probability of
correctly guessing the corresponding (n + 1)-tuple, which is “F‘++1 ~ 2 UK

Now the adversary may do the following: he selects t; + 2 hash keys, one corre-
sponding to each wire in the top band. The adversary also guesses the (n + 1)-tuple
which S would have sent over each honest wire in the top band and computes the hash
value of those tuples, as if the tuples are received by R. The adversary also computes
the hash value of the (n + 1)-tuple, which S has sent over the wire under its control
in the top band. Thus the adversary computes f%, as if SR is computed by R. The
adversary is sure that at least one (hash-key, hash-value) pair in the computed 3%,
namely the one corresponding to the corrupted wire in the top band is correct. The re-
maining (hash-key, hash-value) pair in the computed S® (corresponding to the honest
wires in the top band) may be correct, depending upon the guess of the adversary. The
adversary then sends the computed SR to S over the entire bottom band. On receiving
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Bis = (R S will add the corrupted wire in the top band to the set F;. Moreover, if the
adversary has successfully guessed the (n + 1)-tuple which was sent over some honest
wire f;, then the j* (hash-key, hash-value) pair in 3% would be correct and hence f;
will be added in F;, thus making |F;| = 2 and hence B; as an acceptable set. However,
this happens with probability 272, O

We now proceed towards the discussion of third phase, which is given in the next
subsection.

15.5.2.3 Phase III of Protocol 3-SSMT-Static-Byzantine-Directed

Notice that at the end of second phase, S could have u acceptable sets. S will not
know which of these acceptable sets contains only honest wires. From S’s view point,
all acceptable set may look valid. So S assumes that all the acceptable sets are valid and
tries to compute separate encryption key and authentication key from each acceptable
set. Specifically, S considers the wires in each acceptable B; and corresponding F; as
a valid path set and using them, S does the same computation and communication as
done in Phase III of protocol 3-SSMT-Static-Byzantine-Directed-Exponential. However,
instead of dealing with (Qti”:ll) path sets, S has to only consider u path sets. In the
same way, R recovers the message at the end of third phase by performing similar
computation, as it does at the end of Phase III of 3-SSMT-Static-Byzantine-Directed-
Exponential.

The secrecy of the protocol follows from the fact that corresponding to every ac-
ceptable B;, there exists at least one honest wire, either in B; or corresponding F;, such
that the adversary will have no information about the first n values of the tuple which
is exchanged correctly between S and R over the honest wire. So adversary will have
no information about the n-tuple (whose elements are considered as the authentication
and encryption keys), computed by S from the tuples, which are exchanged over the
wires in B; and F;. Moreover, if the tuples are not correctly exchanged between S
and R over the wires in B; and F;, then S and R will end up with different version
of authentication and encryption keys. So except with negligible error probability, the
verification at R’s end will fail. This ensures reliability. The Phase III of protocol
3-SSMT-Static-Byzantine-Directed is formally presented in Fig. 15.5.

We now prove the properties of Phase III of protocol 3-SSMT-Static-Byzantine-
Directed.

Lemma 15.24 In protocol 3-SSMT-Static-Byzantine-Directed, mS will be information
theoretically secure at the end of Phase III.

PRrROOF: In protocol 3-SSMT-Static-Byzantine-Directed, during Phase III, S encrypts
and authenticates mS by using the tuples, which are exchanged between S and R over
the wires in B; and Fj, if B; is an acceptable set. Now as stated in Remark 15.20,
irrespective of whether wire b; is honest or corrupted, there exists at least one honest
wire, either in B; or F;, such that the adversary will have no information about the
first n elements of the tuple which is exchanged between S and R over that honest
wire. Since the keys Cf Do ,CTSLJ are computed by adding the first n elements of the all
the tuples which are exchanged between S and R over the wires in B; or F;, it implies
that ClsJ, e ,CSJ will be information theoretically secure. Since ClsJ, e ,CTSLJ are used
as encryption and authentication keys, by the properties of USauth, it follows that mS
will be information theoretically secure at the end of Phase III. O
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Figure 15.5: Phase IIT of Protocol 3-SSMT-Static-Byzantine-Directed

Phase III: S to R: For each acceptable set B; and corresponding set F;, S does
the following computation and communication:

1. S considers the first n elements from the (n + 1)-tuples which it had sent over
the wires in F; during Phase I and the first n elements from the (n + u)-
tuples which S has received over the wires in B; during Phase II. By using
them, S computes his version of n keys Cfl = ijéfz xij + ijegl yISJ», CQSJ =

S _ S S
S en 855+ Dbyes Yage - Ot = 2opyem Tng t byeB, Ynge

2. For each element of mS (recall that [mS| = %), S takes three elements from the
keys computed in the previous step and computes the set Sls = {( o dl l) =

1,...,2} where ( Zsl,dzsl) = USauth(m$;C3_, l,C?ﬂ 1 l,C3Z ), fori=1,. %
3. Ssends the set F;, By and Sls to R over all the wires in the set F; and terminates
the protocol.

Message Recovery by R:

1. Let R receive the sets FR B ; and Sle along wire f;, for j =1,...,n. In the

nb
worst case, [ =1,...,u. R then executes the following steps.
2. Iffor some j € {1,2,...,n} and some [ € {1,2,...,u}, | F; ]—HB )| < tp, then

R concludes that wire f; is corrupted and neglects wire f]

3. If f; is not neglected, then for each FR it BR o and SR i received along wire fj, R
does the following:
(a) Let S]% = {(cﬁu,dﬁu) ci=1,...,%5}

(b) By using the index of the wires in ]:] and BR

b R computes his version
R

ofnkeysC 1l,...,C

gl
(c) For i = 1,...,%, R applies the verification process of USauth on
]Rzl’djll’CjR?;z 21’CJR,3F1J and C} 3,30
(d) If the verification is successful for all i = 1,...,%, then R recovers m]RZ I
fromc i fori=1,. c g
(e) Finally, R concatenates mfu, - ,mi”%l to reconstruct the message m®

and terminates the protocol.

Lemma 15.25 In protocol 3-SSMT-Static-Byzantine-Directed, m® = mS, except with
error probability 2~ ")

PROOF: Let .7:]%, B?,l and S]% denote the sets, which passes the verification test in step
3 of message recovery. This implies that R has recovered m® from S]% after computing
his keys from the tuples which are exchanged between S and R over the wires in
.7-"]{{1 and B]RJ. Now notice that there exists at least one honest wire, which is present

in either .7-"J or B] 7, such that adversary will have no information about the first n
elements of the tuple exchanged over that wire. So the keys computed by R from
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.7-"le and BJRZ will be information theoretically secure. Moreover, as explained in the

previous lemma, the keys which are used by S for encrypting and authenticating mS

will also be information theoretically secure. Now irrespective of whether the tuples are
correctly exchanged between S and R over all the wires in ]:Jffl and B]RJ, the adversary
will have no information about the keys used by S and the keys used by R. So from the
properties of USauth, if at all R outputs m® from Sj%, then except with probability

2—Q(H), mR — mS. 0

Lemma 15.26 In protocol 3-SSMT-Static-Byzantine-Directed, there always exist a wire
fj in the top band, such that f}},BJRJ and S]% received by R over wire f; will satisfy
the verification process.

PROOF: The proof simply follows from the fact that there exists at least ¢, + 1 honest
wires including top and bottom band and these t; + 1 honest wires will form some

acceptable set B; and corresponding F;. The rest now follows from the protocol code
for Phase III. O

Lemma 15.27 During Phase III, S communicates O(n3k) bits.

ProOOF: During Phase III, corresponding to an acceptable set B;, S sends the iden-
tity of B, F; and the encryption, authentication of mS along all the wires in F;. This
requires a communication complexity of O(n?) field elements and hence O(n?k) bits.
Now there can be u = O(n) acceptable sets. So the worst case communication com-
plexity of Phase III is O(n?k) bits. O

We now summarize the properties of protocol 3-SSMT-Static-Byzantine-Directed by the
following theorem.

Theorem 15.28 Protocol 3-SSMT-Static-Byzantine-Directed is a valid SSMT protocol,
which sends a message containing 5k bits by communicating O(n3k) bits and takes at
most three phases.

Finally, before ending our discussion on three phase SSMT, we discuss about the
three phase SSMT protocol of [24] and [54] and show that the computational and com-
munication complexity of both the protocols are exponential, as opposed to polynomial,
as claimed in [24] and [54].

15.5.3 Inefficiency of the Three Phase SSMT Protocol of [24, 54, 87]

In [54], the authors presented a three phase SSMT protocol called Hiﬁg?:ﬁl (see Page

314 of [54]). The protocol securely sends a message containing 7 field elements. The
idea of the protocol is similar to the three phase SSMT protocol of [24, 87] 4 except that
the SSMT protocol of [24, 87] sends a single message. The authors in [54] called the
three phase SSMT protocol of [24, 87] as [1¥*i5!"9 The authors in [54], as well as in [24,
87] claimed that their three phase SSMT protocol requires polynomial computational
and communication complexity 5. However, we now show that the computational and
communication complexity of the SSMT protocols of [24, 54, 87] are exponential.

“The three phase SSMT protocol presented in [24] and [87] are same.

5[54] claimed that their three phase SSMT protocol requires a communication complexity of O(n®k)
bits, where as [24, 87] claimed that their SSMT protocol is efficient, requiring polynomial computational
and communication complexity.
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. . Existing . . .
We specifically consider protocol IT - fied and show an adversarial behavior, which

may result S to communicate exponential number of bits during third phase. The
behavior also causes S and R to perform exponential computation during Phase I11
and at the end of Phase III respectively. A similar behavior can cause the same result
for the SSMT protocol ITFisting o

The three phase SSMT protocol Hiﬁg?;ﬂl of [54] is same as protocol 3-SSMT-Static-
Byzantine-Directed presented in the previous section, except for the computation which
is done by S at the end of Phase II. Specifically, in protocol Hiﬁg?;ﬂl, S divides the
bottom band at the end of Phase II, using some what different criteria, as shown in
Fig. 15.6.

Figure 15.6: Computation by S at the End of Phase II of Protocol Hiﬁ;ﬁ?:@% in [54]

S does the Following Computation at the End of Phase 1I:

1. Let S receive the following over wire b;, for i = 1,...,u:

() B7 = {0 y) i =1 nki
(b) The (n 4 w)-tuple (47, .., U5 10);
(¢) The 2-tuple (k:eyjsﬂ-, aii), for j=1,... u.

2. S divides the bottom band {b1,...,b,} into subsets By, ..., By, such that for

l=1,...,k, every two wires b;,b; € B; are pair-wise consistent by satisfying
the following conditions:
(a) 87 = 065;
] S.,S S )
(b) oy = hash(keym7 Yris- - ,yn_Hm)7
(c) aii = hash(k‘eyfi; ylsd, .. >y§+u,j)'

3. For Il =1,...,k, S computes the set F;, corresponding to B; as follows:

(a) Let b; € B;.

(b) S adds wire f; in F; if 'yZ-SJ = hash(rfj;mij, . ,xEHJ).

4. Forl =1,...,k,if |F|+ B; > t, + 1 then S considers B; as an acceptable set,
otherwise S considers B; as unacceptable.

In [54], the authors claimed that there can be at most u acceptable sets, one corre-
sponding to each wire in the bottom band. However, we now show that this is not true.
In fact, we show that in the worst case there can be O(3!%) acceptable sets. Before
doing so, we first present few concepts from graph theory.

Definition 15.29 (Maximal Clique and Maximal Independent Set [1, 2]) A

mazimal clique in a graph is a clique that cannot be extended by adding one more vertex
to the clique. Complimentarily a mazimal independent set is an independent set which
cannot be extended by adding one more vertex to the independent set. If S is a maximal
independent set in some graph, then it is a maximal clique in the complementary graph.
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Definition 15.30 (Tufan Graph[3]) The Turfan Graph T(n,r) is a graph formed
by partitioning a set of n vertices into r subsets, with sizes as equal as possible, and
connecting two vertices by an edge whenever they belong to different subsets. That is,
it 1s a complete r-partite graph

Kin/e,nfrlesln/r) ln/r)

The following result from [47] states the upper bound on the number of maximal
cliques that can be possible in any graph.

Theorem 15.31 ([47, 1, 2]) Any graph with n vertices can have at most 35 mazimal
cliques.

The Turan graph T'(n,[n/3]), also called as Moon-Moser graph satisfies the
bound given in the above theorem, as shown in the following example:

Example 15.32 (Largest Number of Maximal Cliques Possible in a Graph)
Let G be a graph with n vertices, which is a disjoint union of n/3 triangle graphs. Any
maximal independent set in this graph is formed by choosing one vertex from each tri-
angle. It is easy to see that there will be 3"/ mazimal independent sets in G. Moreover,
these mazimal independent sets will be mazimal clique in the complementary graph G.
Thus G will have exactly 33 mazimal cliques. The graph G is nothing, but the Turan
graph T'(n, [n/3]), which is also called as Moon-Moser graph.

Now we return back to the computation done by S at the end of Phase II in
protocol Hiﬁ;ﬁ?;ﬂl, as given in Fig. 15.6. We define the following graph:

Definition 15.33 (Consistency Graph) Let G = (V,E) be an undirected graph
where V- = {b1,...,b,} and (b;,b;) € E iff b;j,b; are pairwise consistent and satisfies
the following conditions:

S S .. S S .
9. ai,j = hash(keyim ym, cee 7yn+u7i)7
3. a]Sﬂ. = hash(k‘eyfi; yfj, v >yrsz+u,j)'

Then the graph G is called the consistency graph.

We next claim that each B; computed by S in Hiﬁg?:ﬁ is a maximal clique in the

consistency graph G.

Claim 15.34 Fach B; computed by S in Fig. 15.6 is a maximal clique in consistency
graph G.

PRrROOF: Follows from the definition of maximal clique, consistency graph and the steps
executed to compute B;. O

Claim 15.35 Let b; be a wire in the bottom band which is under the control of the ad-
versary and let b; be another wire in the bottom band (other than b;). Then irrespective
of whether b; is under the control of the adversary or not, the adversary can control the
behavior of b; during Phase II of Hiﬁ;ﬁ?&% and decide whether b; is consistent with b;
or not.
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Proor: First of all, in order that b;,b; are pair-wise consistent, the following must
hold:

L 67 =B85

2. ;= hash(keyS ;v i U ru);
S _ s.,S S

3. aj,; = hash(k‘eyjﬂ-, Y- ,ynJru,j).

Since b; is under the control of the adversary, the following information is completely
under his control:

1. BZS,
2. The (n + wu)-tuple (ylsJ, ... ,yi_u’i);
3. The pairs (keyfi;aii), forallj=1,...,u.

Now let b; be a specific wire in the bottom band (other than b;). If b; is also
under the control of the adversary, then the adversary can always control b;,b; and
decide whether b;, b; are consistent or inconsistent. On the other hand, even if b; is
honest, the adversary can control b; and decide whether b; are b; are consistent or
inconsistent. Specifically, if adversary wants that b; and b; are consistent, then the

adversary does not modify the information passed over wire b;. That is, ﬁl-s = ﬁZ-R,

(ylsﬂ-, . ,y,sl_Hm) = (yi, e ,y&_u,i) and (k:eyjsﬂ-; aii) = (k:eij?i; aﬁ). Since b; is anyway

honest, this implies that b;, b; will be pairwise consistent.

On the other hand, suppose adversary wants b;, b; to be inconsistent. The adversary
can do so by arbitrarily changing (keyﬁi; ajs»,i), such that (keyﬁi; ajs»,i) # (keyjr-fl-; a?i). In
this case, b;, b; will not not be consistent. O
Lemma 15.36 The adversary can behave during Phase 1I of protocol Hiﬁg?:ﬁl mn
such a way that it results in O(3") acceptable sets.

PRrOOF: To prove the lemma, we consider the following specific network settings and
adversarial behavior. However, the settings and the behavior can be easily generalized.
Suppose n = tp + 1 and u = t,. Moreover, without loss of generality, let fi,..., f;, and
bs, be the honest wires in the top band and bottom band respectively. Furthermore,

let fi,+1 and by,...,by,—1 be the wires under the control of the adversary in top band
and bottom band respectively.
Now suppose that the adversary controls by,...,b;, 1 in such a way that none of

these wires are pairwise consistent with the honest wire b;,. That is, vertex b, becomes
an isolated vertex in the consistency graph. As explained in Claim 15.35, the adversary

can always control by, ..., b, 1 in such a way which causes this situation. Moreover, let
the adversary controls by, ...,b;,—1 in such a way that the consistency graph induced
by the vertex set {b1,...,by,—1} results in a Tufan graph T'(t, — 1, [(t, —1)/3]). Again,
since the wires bq,...,b;,—1 are under the control of the adversary, the adversary can

control these wires so as to create the above situation. Now as stated in Theorem 15.31
and shown in Example 15.32, the graph T'(t, — 1, [(t, —1)/3]) will have 3%~1 = O(3%)
maximal cliques. Moreover, from Claim 15.34, each of these maximal cliques will be
considered as a distinct B; by S. Thus, S will get O(3%) distinct B;’s at the end of
Phase II. Next we show that the adversary can control by,...,b; 1 in such a way
that each of these O(3%) distinct B;’s become valid acceptable sets.
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Recall that during Phase II, R sends 3R over the entire bottom band. Suppose
that the adversary does not modify S® during its transmission over wires by, . .. b, —1.
In this case, all the honest wires in the top band, namely fi,..., f;, will be added in
each F;. Since each B; contains at least one wire, it implies that |F;| + |B;| > tp + 1
will hold for all B;’s. Thus each B; will be considered as acceptable. Thus there will
be O(3!%) acceptable sets. 0

Since Phase III of protocol Hiﬁ;ﬁ?ﬁ% is same as Phase III of protocol 3-SSMT-Static-

Byzantine-Directed, where S tried to send mS using all possible acceptable sets, we have
the following theorem:

Theorem 15.37 In protocol Hiig@?ﬁ%, S and R may have to do exponential compu-
tation. Moreover, S may do exponential communication.

PROOF: As explained in previous lemma, S and R may end up with exponential
number of acceptable sets in protocol Hiﬁg?g@ Thus they have to do exponential
computation. It is easy to see that in this case, S has to do exponential communication
during Phase III, as S has to send mS, corresponding to each acceptable set by using
the keys computed from it. O
Now as in protocol Hiﬁg?@iﬂ, the adversary may control the bottom band in such a way
that S may end up with exponential number of acceptable sets at the end of Phase
IT of the three phase efficient SSMT protocol IT1#*%%n9 of [24, 87]. We capture this by
the following theorem statement.

Theorem 15.38 In protocol TIF**5%9 S and R may have to do exponential compu-
tation. Moreover, S may do exponential communication.

Since protocol Hiﬁg?{ﬁl is used as a black-box in other SRMT and SSMT protocols

of [54], it will make the computational and communication complexity of all SRMT
and SSMT protocols of [54] exponential.

Remark 15.39 (Difference Between 3-SSMT-Static-Byzantine-Directed and Hiﬁ;ﬁ?ﬁ%)
The main difference between Phase II of protocol 3-SSMT-Static-Byzantine-Directed
and Hiﬁg?:ﬁl 1s the way S divides the bottom band. In Hiﬁg?fe%, it is required that all
the wires in a B; should be pairwise consistent, thus making B; a mazimal clique. On
the other hand, in 3-SSMT-Static-Byzantine-Directed, it is required that all the wires in
a By should be pairwise consistent only with wire by. It is this subtle difference which
results in at most u acceptable sets (one corresponding to each wire in the bottom band)

in protocol 3-SSMT-Static-Byzantine-Directed.

Though protocol 3-SSMT-Static-Byzantine-Directed is an efficient SSMT protocol,
it is not a communication optimal protocol. We can further reduce the communication
complexity of SSMT protocols by increasing the number of phases in the protocol,
which will further lead us to the design of a communication optimal SSMT protocol.
In order to design our communication optimal protocol, we require few more black box,
which we describe in the subsequent sections.

15.6 Six Phase Statistically Secure Pad Establishment Pro-
tocol

We now propose a six phase protocol called 6-Pad, which correctly establishes a random
non-zero one time pad between S and R with very high probability by communicating

214



O(n?) field elements. Moreover, the pad will be information theoretically secure. If
the entire bottom band is corrupted, then the size of the pad is ©(n?u) field elements.
Otherwise the size of the pad is ©(n?) field elements. Before presenting protocol 6-Pad,
we present another protocol called 1-Pad, which will be used as a black-box in protocol

6-Pad.

15.6.1 Single Phase Conditional Pad Establishment Protocol

Suppose S and R somehow in advance knows that full bottom band is corrupted. This
implies that at most ¢, — u wires in the top band are corrupted. This further implies
that there exists at least t;+ 1 honest wires in the top band. Under this assumption, we
design a single phase protocol called 1-Pad which allows S and R to correctly establish
a non-zero random one time pad of size ©(n?u) with very high probability by com-
municating O(n?) field elements. Moreover, the pad will be information theoretically
secure.

The idea of the protocol is similar to the one used in Phase I of protocol 3-SSMT-
Static-Byzantine-Directed. Recall that Phase I of protocol 3-SSMT-Static-Byzantine-
Directed would be successful if there exists at least ¢, + 1 honest wires in the top band
(see Lemma 15.10). Now in 1-Pad we have ¢, + 1 honest wires in the top band. So if
we execute Phase I of 3-SSMT-Static-Byzantine-Directed then it would be successful.
Protocol 1-Pad is based on this principle. The protocol uses Extrapolation Technique
(see Fig. 8.1). Protocol 1-Pad is formally given in Fig. 15.7.

We now prove the properties of protocol 1-Pad.

Claim 15.40 In protocol 1-Pad if R concludes that FiR is a valid row of BS then except
with probability 22k, FZ-R = FZ-S.

PrROOF: The proof follows using similar argument as in Claim 15.6. O
Claim 15.41 In protocol 1-Pad, PS will be information theoretically secure.

PrRoOOF: Recall that in protocol 1-Pad, there are at most ¢, — u wires in the top band
which can be under the control of the adversary. Now using similar argument as in
Claim 15.7, it follows that [(t, + 1) — (t, — u)]n? = (u + 1)n? elements of VS will be
information theoretically secure. The rest now follows from the properties of algorithm

EXTRAND. O
Claim 15.42 If R gets t, + 1 valid rows of BS then R can recover PS.

PrOOF: Follows using similar argument as in Claim 15.8. O
Claim 15.43 If R outputs PR then except with error probability 2~ PR — pS,

Proor: If R outputs PR, then it implies that R has received ¢, + 1 valid rows.
From Claim 15.40, all these rows are indeed the rows of BS sent by S with very high
probability. So from Claim 15.42, with very high probability, PR = PS. O

Theorem 15.44 If the entire bottom band is corrupted, then protocol 1-Pad securely
establishes a random non-zero pad of size ©(nuk) bits by communicating O(n®k) bits.

PROOF: Over each wire, S sends O(n?) field elements. This incurs a communication
complexity of O(n3) field elements and hence O(n3k) bits. The rest of the properties
of protocol 1-Pad follows from Claim 15.40, Claim 15.41, Claim 15.42 and Claim 15.43.
a
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Figure 15.7: Single Phase Protocol 1-Pad

Computation and Communication by S:

1.

Computation by R:

. The vector PS denotes the information theoretically secure random pad of size

S sets ROW = t, +1,COL = ¢ =n?>+t, —u and N = n. S then forms
a matrix Bjpi, consisting of ROW x C'OL random, non-zero elements from
F. S then executes the steps in Extrapolation Technique to generate an n x ¢
matrix Beg from Bipie. Let BS = Begy.

For i =1,...,n, S selects a random non-zero hash key al-s, corresponding to
wire f;.
Fori=1,...,n, S sends the following to R over wire f;:
(a) The i** row of BS, denoted by FS;
(b) The hash key o and
(¢) The hash values UJSZ-, where U]Sz‘ = hash(a; Fjs), forj=1,...,n.
Let VS denote the concatenation of the elements of the first ¢ 4+ 1 rows of BS.

S computes

PS = EXTRAND s (41 1yn2 (V5).

O(n?u) which will be correctly established with R with very high probability.

1. For i =1,...,n, let R receive the following over wire f;:

(a) The c-tuple, denoted by FR;
(b) The hash key o and
(¢) The hash values vﬁ, forj=1,...,n.
For:=1,...,n, R computes
Support; = |{j : hash(a?;FiR) = vg}\
If Support; > tp+1, then R concludes that FZ-R is a valid row of BS. Otherwise,
R concludes that FZ-R is an invalid row.

Using tp + 1 valid rows, R constructs the n x ¢ array B®. From BR, R
computes VR, from which it finally computes PR and terminates.

15.6.2 A Six Phase Pad Establishment Protocol

We now present our six phase pad establishment protocol 6-Pad. The main idea of
the protocol is as follows: S and R interacts to find whether there the entire bottom
band is corrupted or not. If they find that the entire bottom band is corrupted then
S and R executes the single phase protocol 1-Pad to establish a pad of size ©(n?u)
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field elements. On the other hand if S and R finds that the entire bottom band is not
corrupted then they apply EXTRAND on the information exchanged between them to
establish a pad of size ©(n?) field elements.

Now as in the case of protocol 3-SSMT-Static-Byzantine-Directed, we present pro-
tocol 6-Pad phase by phase. This will help the reader to understand the protocol
conceptually. We begin with the description of the first two phases.

15.6.2.1 First Two Phases of Protocol 6-Pad

The first two phases of protocol 6-Pad are similar as in protocol 3-SSMT-Static-Byzantine-
Directed, except that now the first phase is initiated by R. During first phase, R sends

a random (n? + 1)-tuple to S over each wire. During second phase, S sends a random

(n? + t)-tuple to R over each wire. In addition to this, S and R also exchanges the

hash values of the exchanged tuples, as in protocol 3-SSMT-Static-Byzantine-Directed.

The formal details of first two phases of 6-Pad are given in Fig. 15.8.

At the end of Phase II of protocol 6-Pad, R divides the top band using similar
principle as used by S to divide the bottom band during protocol 3-SSMT-Static-
Byzantine-Directed. We now state the following lemmas, whose proofs are similar to
the one given for protocol 3-SSMT-Static-Byzantine-Directed.

Lemma 15.45 Let f; be an honest wire in the top band. Then F; and corresponding
B; will have the following properties:

1. F; will be an acceptable set.

2. All honest wires in the bottom band will be present in B;, while all the honest
wires in the top band will be present in F;.

3. With very high probability, the (n? 4+ ty)-tuple received by R at the end of Phase
1T over the wires in F; are not modified.

4. With very high probability, the (n? + 1)-tuple received by S at the end of Phase
I over the wires in B; are not modified.

5. The adversary will have no information about the first n? values of the (n? +ty)-
tuples which are exchanged over the honest wire(s) in F;. The adversary will also
have no information about the first n? values of the (n? + 1)-tuples which are
exchanged over the honest wires in B;.

Lemma 15.46 Let f; be a wire in the top band such that f; is under the control of the
adversary. Moreover, let F; be an acceptable set. Then F; and corresponding B; will
have the following properties:

1. There will exist at least one honest wire, either from the top band or bottom band,
which will be present in F; or B; respectively.

2. If there exists an honest wire in F;, then the (n?+ty)-tuple is correctly exchanged
between S and R over that wire. Moreover, adversary will have no information
about the first n? values of the (n? + tp)-tuple.

3. If there exists an honest wire in B;, then the (n? + 1)-tuple is correctly exchanged
between S and R over that wire. Moreover, adversary will have no information
about the first n?® values of the (n? + 1)-tuple.

217



Figure 15.8: First Two Phases of Protocol 6-Pad

Phase I: R to S:

1. Fori=1,...,u, R selects a random non-zero (n?+ 1)-tuple (yf‘i, . ,yrljgﬂﬂ.),

corresponding to wire b; and sends (yf{l-, . ,yffg 41 ;) to S over wire b;.

Phase II: S to R:

1. Let S receive (y9,,. .. ,ySzH ;) along wire b;, fori =1,... u.

S

2. For i =1,...,u, S selects a random non-zero hash key r?,

corresponding to
wire b;.
3. S computes the set 35 = {(r$,9%) : i = 1,...,u}, where 7 =
S.,S S
hash(r; SYTis- - ,yn2+17i).
4. S associates a random non-zero (n? + t;)-tuple (:Uii, e
fori=1,...,n.

S . .
,anHb,i) with wire f;,

5. For i =1,...,n, corresponding to wire f;, S chooses n random, non-zero hash
key keysj, forj=1,...,n.

6. For i =1,...,n, S sends the following to R over wire f;:

(a) 6%
(b) The (n? + t3)-tuple (m?l, xS )

n2+tb,i
(¢c) The pairs {(k:eyii,aii) :j = 1,...,n}, where af, =
S

S..S
hash(k:eyj,i, LT oo ’xn2+tb,j)'

Computation by R at the end of Phase II:

1. Let R receive the following over wire f;, fori =1,...,n:

() 87 ={(i5m5) :i =1, ul;
(b) The (n? + t)-tuple (:UEZ, o2 );

n2-4ty,4

(c) The pairs {(kzeyﬁ,aﬁ) cj=1,...,n}

2. For ¢ = 1,...,n, corresponding to wire f;, S computes the set F; and B; as
follows:

(a) Raddswire fj € {f1,..., fn} to F; (which is initially 0) if f;, f; are found
to be pairwise consistent by satisfying the following conditions:

i. af”j = hash(keyirfj;x%i, .. ,anQHb,i) and
ii. a}?i = hash(k‘ey]RJ; xEj, e ’an2+tb,j)‘
(b) R addRs 1:Vilre bjR to B; (which is initially @) if %%» =
hash(r; s yr - - 7yngﬂ,j).

(c) If |Fi|+|B;i| > tp+1 then R considers F; as an acceptable set. Otherwise
R considers F; as unacceptable.
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4. If there exists an honest wire in F;, then with very high probability the (n? + ty)-
tuple is correctly exchanged between S and R over wire f;. However, the adversary
can modify the (n? + ty)-tuples which are exchanged over the corrupted wires in
Fi, other than f;, without letting S and R know about it.

5. If there is no honest wire in F;, then the adversary can always modify the (n?+ty)-
tuples which are exchanged over the corrupted wires in F;, without letting S and
R know about it.

6. Irrespective of the number of honest wires in the bottom band, the adversary can
always modify the (n?+1)-tuple which is exchanged over a corrupted wire (if any)
in B;, without letting S and R know about it.

Lemma 15.47 In protocol 6-Pad, there can be at most n acceptable sets.

Lemma 15.48 In protocol 6-Pad, R communicates O(n?u) field elements during Phase
I and S communicates O(n?) field elements during Phase II.

We now proceed to the description of the remaining phases of the protocol 6-Pad
which are given in the next subsection.

15.6.2.2 Remaining Phases of Protocol 6-Pad

Corresponding to each acceptable set F;, R concatenates the tuples which are ex-
changed over the wires in F; and B;. R then hashes the resultant tuple and sends the
hash value, along with the identity of F; and B; to S through all the wires in B;. If
the entire bottom band is corrupted, then S will not receive the correct hash value and
with very high probability, S will come to know this. This is because there will exist at
least one honest wire, either in F; and B;, such that adversary will have no information
about the first n? element of the tuple exchanged over the honest wire. In this case, S
notifies about his finding to R and then executes protocol 1-Pad to establish a pad of
size ©(n2u).

On the other hand, if there exists at least one honest wire in the bottom band, then
S will correctly receive a valid hash value, along with the identity of corresponding F;
and B;. S then notifies R about the identity of F; and B;. S also applies EXTRAND on
the tuples which are exchanged along the wires in F; and B; to extract an information
theoretically secure pad of size n?. Application of EXTRAND is required because it
may happen that F; and B; contains t; + 1 wires in total, out of which ¢, are under
the control of the adversary. So there will be only one honest wire and the adversary
will not know the first n? elements of the tuple which is exchanged over that honest
wire. Since S and R will not know the exact identity of the honest wire, they apply
EXTRAND.

Notice that it is not easy for S to notify R about its finding. This is because there
can be only ¢, + 1 wires in the top band and in the worst case, t; of them can be
corrupted. To deal with this problem, S notifies R about its finding using protocol 3-
SSMT-Static-Byzantine-Directed. Since 3-SSMT-Static-Byzantine-Directed is an SSMT
protocol, it will securely and hence correctly deliver the notification to R. The formal
details of the remaining phases of protocol 6-Pad are given in Fig. 15.9.

We now prove the properties of remaining phases of protocol 6-Pad, as given in Fig.
15.9.

Claim 15.49 Let F; be an acceptable set. Then adversary will have no information
about n® — 1 elements of VlR.
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Figure 15.9: Remaining Phases of Protocol 6-Pad

Phase ITI: R to S: For each acceptable set F; and the corresponding set B;, R does the following;:

1. Let VI denote the concatenation of the first n? elements from (n? 4 1)-tuples and (n* + t)-
tuples, which R has sent and received over the wires in 3; and F; respectively.

2. Corresponding to vector VR, R selects a random non-zero hash key KCR.
3. R computes 6% = hash(KF; V) and sends B;, F; and the 2-tuple (KF, 6%) to S through all

the wires in B;.

Computation by S at the end of Phase III: Now using the hash value(s) received from R,
the sender S tries to find whether there exists at least one uncorrupted wire in the bottom band.
For this, S does the following:

1. Let S receive the index set ffl and BEL and the 2-tuple (Kis’l,dgl) along wire b;, for ¢ =
1,...,u. Here I < n.

2. If for some i € {1,...,u} and some | < n, |F5| + |BP;| < ty, then S concludes that wire b;
is corrupted and neglects it.

3. If b; is not neglected during previous step then for each FiSJ, Bgl and the tuple (Kis’l,dgl)

received along wire b;, S does the following:

(a) Let VY, denote the concatenation of first n® values of the (n” + 1)-tuples and (n® +t3)-
tuples, which S has received and sent over the wires in BE ; and ffl respectively.

(b) S now checks 4, < hash(K$; V).
(c) If the test fails for all received .7:517 BEL and the tuple (ICZ'SJ7 6,%) then S concludes that

wire b; is corrupted and neglects all the values received along b;.

(d) If the test succeeds for some ]:iSJ, BEL and the tuple (ICiS’l,(SiS’l) then then S does the
following:

i. S concludes that the tuples are correctly exchanged between S and R along the
wires in BEZ and ffl.

ii. S applies EXTRAND on Vsl to generate a vector PP of size n? — 1.

iii. Finally S terminates 6-Pad by sending a special predefined ”success” signal, along
with the index of the wires in the set BEL and ffl to R by executing the protocol
3-SSMT-Static-Byzantine-Directed.

iv. At the end of 3-SSMT-Static-Byzantine-Directed, R securely (and hence correctly)
receives the set BEZ and ffl, computes PF and terminates 6-Pad. Since 3-SSMT-
Static-Byzantine-Directed takes three phases, R will terminate 6-Pad at the end
of Phase VI.

4. If all the wires in the bottom band get discarded, then S concludes that entire bottom band
is corrupted. In this case, S does the following:

(a) S sends a special predefined ”failure” signal to R by executing the three phase protocol
3-SSMT-Static-Byzantine-Directed.

(b) Parallely, S establishes a secure pad P§ of size ©(nu) field elements with R by
executing single phase Protocol 1-Pad.

(c) At the end of 3-SSMT-Static-Byzantine-Directed, R will know that the entire bottom
band is corrupted.

(d) Parallely at the end of 1-Pad, R will output the pad P3 of size ©(nu) field elements.
Since 3-SSMT-Static-Byzantine-Directed takes three phases, R will terminate 6-Pad at
the end of Phase VI.
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PROOF: Since Fj is an acceptable set, it implies that there exists at least one honest
wire, either in F; or corresponding set I5;. Moreover, from Lemma 15.45 and Lemma
15.46, adversary will have no information about the first n? elements of the tuple which
is exchanged over that honest wire. So VZR, which is the concatenation of the first n?
elements from the tuples which are exchanged between S and R along the wires in F;
and B; will have n? elements which will be unknown to the adversary. Now during
Phase III, R sends one hash value of VlR along the wires in ;. So from the properties
of hashing, it still holds that n? — 1 elements of VZR are information theoretically secure.
O

Claim 15.50 If at all S computes a pad PY of size n®> — 1 field elements, then R will

correctly output PR = 7315, except with probability 22

PROOF: Suppose S computes Pls from ]:fl, Bfl and the tuple (’Czs,z";zs,z)- This implies
that ViSJ computed from the tuples exchanged over the wires in ]:ZSJ and BiSJ satisfies
51571 = hash(lCiSJ; ViSJ). Now from the proof of the previous claim, n? — 1 elements of
VZ-SJ are information theoretically secure. So from the properties of hashing, it implies
that the tuples are exchanged correctly between S and R along the wires in ]"ZSJ and
Bgl, except with probability 27X

.7-"-Sl and Bisl to R by executing protocol 3-SSMT-Static-Byzantine-Directed. From the

%). Now S communicates the identity of the wires in
7
properties of 3-SSMT-Static-Byzantine-Directed, R will correctly receive the identity of
the wires in FS and BS, except with probability 274" So PR = PS_ except with
1,0 il 1 1
probability 2% O

Claim 15.51 If at all S computes a pad 7725 of size ©(nu) field elements, then R will
Q(r)

correctly output PR = 7325, except with probability 2~ .

PROOF: The reason that S computes a pad PS of size ©(n?u) field elements is that
all the wires in bottom band get rejected by S at the end of Phase III. This implies
that S finds the entire bottom band to be corrupted, which S notifies to R by sending
"failure” signal to R by executing protocol 3-SSMT-Static-Byzantine-Directed. From
the properties of 3-SSMT-Static-Byzantine-Directed, R will correctly receive the ”fail-
ure” signal and concludes that the entire bottom band is corrupted, except with error
probability 2=2(%), Now to establish the pad 7325, S executes the single phase protocol
protocol 1-Pad. So from the properties of 1-Pad, R will correctly output P¥ = PS5 at
the end of 1-Pad, except with probability 22(%). O

Claim 15.52 Irrespective of whether S and R agrees on a pad of size n?>—1 or ©(n?u),
the pad will be information theoretically secure.

PROOF: If S and R agrees on a pad of size n?—1, it implies that the pad is computed by
applying EXTRAND on some ViSJ. From the proof of Claim 15.50 and Claim 15.49, at
least n? — 1 elements of Vfl are information theoretically secure. So from the properties
of EXTRAND, the computed pad of size n? — 1 will be information theoretically secure.

On the other hand if the agreed pad is of size ©(n?u) then it implies that the pad
is established by executing the protocol 1-Pad. In this case, security of the pad follows
from the security of protocol 1-Pad. O

Claim 15.53 In the steps given in Fig. 15.9, S and R has to communicate O(n?)
field elements.
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Proor: During Phase III, corresponding to an acceptable set F;, R has to send the
index of the wires in Fj, B; and the tuple (ICIR,6lR) through all the wires in B;. This
requires a communication complexity of O(nu) field elements. Since there can be n
acceptable sets, it implies that R has to communicate O(n?u) = O(n?) field elements
during Phase III. During Phase IV, S will execute protocol 3-SSMT-Static-Byzantine-
Directed to notify either ”success” or ”failure” signal to R. From Theorem 15.28, this
requires a communication complexity of O(n?) field elements. Thus S and R has to
communicate O(n?) field elements in the steps given in Fig. 15.9. O

Claim 15.54 Protocol 6-Pad terminates in six phases.
PRrROOF: Follows from the steps given in Fig. 15.8 and Fig. 15.9. |

Theorem 15.55 (Properties of Protocol 6-Pad) Protocol 6-Pad has the following
properties:

1. If the entire bottom band is corrupted, then S and R correctly establishes a pad of
size ©(nuk) bits in siz phases by communicating O(n®k) bits, except with error
probability 2~%) . Moreover, the pad will be information theoretically secure.

2. If there exists at least one honest wire in the bottom band, then S and R correctly
establishes a pad of size ©(n%k) bits in siz phases by communicating O(n3k)
bits, except with error probability 2~ %) . Moreover, the pad will be information

theoretically secure.

PRrOOF: Follows from Claim 15.49, Claim 15.50, Claim 15.51, Claim 15.52, Claim
15.53 and Claim 15.54. O

15.7 Communication Optimal SRMT Protocol in Directed
Network

We now present an SRMT protocol called u-Optimal-SRMT-Static-Byzantine-Directed
which sends a message mS containing ¢ field elements by communicating O(¢) field
elements with very high probability, where £ = (&, — % + 1)n?* = O(n?). The total
communication complexity of the protocol is O(n?) field elements and the protocol
terminates in O(u) phases. Thus the protocol achieves reliability with constant factor
overhead.

The idea behind the protocol is to create a win-win situation with the adversary as
follows: if the adversary corrupts at most ¢, — § wires in the top band, then majority
of the wires in the top band will be honest and R recovers the message from the
information which it receives from the honest wires in the top band. On the other
hand, if more than ¢, — 5§ wires are corrupted in the top band, then majority wires in
the bottom band will be honest and so both S and R comes to know about the identity
of corrupted wires in the top band by using the honest wires in the bottom band. After
knowing the identity of corrupted wires in the top band, S re-sends mS so that R can

recover it correctly.

15.7.1 Pre-Processing Step of the Protocol

As a part of pre-processing step of protocol u-Optimal-SRMT-Static-Byzantine-Directed,
S and R securely establishes ©(n?) random non-zero elements from F with each other in
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advance with very high probability by executing the six phase protocol 6-Pad. This will
require a communication complexity of O(n?) field elements. Let the set of elements in
the established pad be denoted by X, which we call as global key set. The elements
in IC will be used by S and R as authentication and hash keys to reliably exchange the
outcome of certain steps during the execution of the protocol u-Optimal-SRMT-Static-
Byzantine-Directed. Note that the elements in K need not be distinct, but they are
randomly selected from F. We assume that initially all the elements in K are marked as
“unused”. Each time S (R) needs a key(s) for hashing or authentication, then the first
"unused” element(s) from K is/are selected as key(s). In order to do the verification,
R (S) also uses the same element(s) from K as keys. Once the verification is done,
the element(s) is/are marked as "used” Thus we can view K as a global set, which is
parallely used and updated by both S and R. We now describe protocol u-Optimal-
SRMT-Static-Byzantine-Directed phase by phase. We begin with the description of first
two phases, which is is given in the next section.

15.7.2 First Two Phases of the Protocol

The first two phases of protocol u-Optimal-SRMT-Static-Byzantine-Directed are given
in Fig. 15.10.

We now prove the properties of first two phases of protocol u-Optimal-SRMT-Static-
Byzantine-Directed.

Claim 15.56 Let f; be a corrupted wire which has delivered FiR #* FZ-S to R and let f;
be an honest wire. Then except with error probability 2=%)  the arc (f;, fi) € ER.

PRrROOF: Since f; is honest, it correctly and securely delivers af‘ = a]S and vif} = visj =
hash(ajs;ﬂs) to R. If FR # ES| then in order that (f;, f;) ¢ &R, hash(a]S;FiS) =
hash(ajs»; FR) should hold, even if F} # FS. But from the property of hashing, this

n2—1

can happen with probability at most o~ 270" which is negligible. O

Claim 15.57 Let f; be a corrupted wire which has delivered FX # FS to R. Then
except with probability 2-**) | there will exist at least one arc (f;, fj) € ER | such that
wire f; 1s honest.

PRrOOF: The proof follows from the previous claim and the fact there exists at least
one honest wire in the top band. O

Claim 15.58 In protocol u-Optimal-SRMT-Static-Byzantine-Directed, S communicates
O(n?) field elements during Phase I, while R communicates O(n?) field elements
during Phase II.

PROOF: During Phase I, S communicates O(n?) field elements over each wire. This
incurs a total communication complexity of O(n?) field elements. During Phase II,
R sends the conflict list over the entire bottom band. In the worst case, the size of
the conflict list may be O(n?) field elements. So sending it over entire bottom band
requires a communication cost of O(nu) = O(n?) field elements, as u = O(n). O

Claim 15.59 In protocol u-Optimal-SRMT-Static-Byzantine-Directed, if there exists at
most t, — 5 corrupted wires in the top band, then each wire f; € PR will deliver correct

FZ-R = FiS to R, except with probability 2~ ).
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Figure 15.10: First Two Phases of Protocol u-Optimal-SRMT-Static-Byzantine-Directed:
ImS| = (t, — % + 1)n?

Phase I: S to R: S does the following computation and communication:

1. S sets ROW = (t, — 5 +1),COL = n?, N = n and By = mS and executes
Extrapolation Technique to construct an n x n? matrix Beys = BS from Bip.

2. For i =1,...,n, S selects a random, non-zero hash key ozl-s corresponding to
wire f;.
3. Fori=1,...,n, S sends the following to R over wire f;:

(a) The n’tuple FS, which is the i*" row of BS.
(b) The hash key o and

(¢) The hash values v]si, where U]Si = hash(a$; Fjs), forj=1,...,n.

Phase II: R to S: R does the following computation and communication:

1. For i =1,...,n, let R receive the following from S over wire f;:

(a) The n’-tuple FR;
(b) The hash key af and

(¢) The hash values v]f}, forj=1,...,n.

2. For i =1,...,n, R computes Support; = |{j : vif} = hash(oz]R; FR)}.
3. Let PR denote the set of wires f;, such that Support; > (t, — 5+ 1).

4. R constructs a directed graph G® = (VR ER) called conflict graph, where
VR = {f1, fo,..., fo} and arc (f;, f;) € ER if v}} # hash(a?;ﬂp”).

5. Corresponding to graph GR®, R constructs a conflict list YR of five
tuples where for each arc (f;,f;) € ER, there exists a five tuple
(fi,fj,a?,hash(a?;FiR),v}}) in YR,

6. R sends Y® to S through all the wires in the bottom band.
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PROOF: Suppose there exists ¢, — 5 corrupted wires in the top band. Let f; € PRIf f;
is honest then it implies that FZ-R = Fis. On the other hand let f; be a corrupted wire,
who has delivered FR # FS. Since f; € PR, it implies that |Support;| > (t, — 5+ 1),
which further implies that there exists at least one honest wire, say f;, such that
j € Support;. This further implies that v}} = hash(af‘; FZ-R). However, since f; is an
honest wire, it implies that osz = ozjs and vg = visj, where visj = hash(ajs; FZS) Since
the adversary does not know ajs», it follows from the properties of hashing that the
adversary can ensure that hash(ozjs;FZ-S) = hash(ozjs;Fl-R), even if FR = FS, except

with probability "‘QF_l L ~ 2792(%) Thus except with probability 2-%*) f; & PR, O

Lemma 15.60 In protocol u-Optimal-SRMT-Static-Byzantine-Directed, if there exists
at most t, — 5 corrupted wires in the top band, then except with error probability 2~ 8x),

R can correctly recover m® = mS by using the FZ-R s delivered by f;’s in PR,

PROOF: If there exists at most ¢, — 5 corrupted wires in the top band then from the
proof of Claim 15.59, each f; € PR has delivered correct FZ-R = FZ-S, except with error
probability 2~%*) Moreover, there will be at least ¢, — 5 +1 wires in PR as all honest
wires in the top band will be present in PR. Since ROW = (t;, — 5 +1), from the prop-
erties of Extrapolation Technique (see Lemma 8.10), by using the n2-tuples delivered by
the wires in PR, R can reconstruct BS and hence Bj,i;. Now the elements of Bjp;; are

nothing but the elements of mS. O

Lemma 15.60 shows that if some how R can find out whether there are at most ¢, — §
corrupted wires in the top band, then R can recover mS by using the n2-tuples delivered
by the wires in PR. In order to find the status of the top band, R constructs the conflict
list and sends it to S. We now proceed to the description of Phase III of protocol u-
Optimal-SRMT-Static-Byzantine-Directed, which is given in the next section.

15.7.3 Phase III and Phase IV of the Protocol

S waits for a conflict list, which is received identically through at least 5 + 1 wires.
If S does not receive any conflict list identically through at least § + 1 wires, then S
concludes that at least 5§ + 1 wires are corrupted in the bottom band. This further
implies that at most #;, — § — 1 wires are corrupted in the top band. In this case, the
protocol proceeds as shown in Fig. 15.11.

The correctness of the protocol in this execution sequence is proved in Lemma 15.61.

Lemma 15.61 IfS does not receive the same conflict list through at least 5 +1 wires in
the bottom band then except with error probability 2-(%) R correctly recovers mS from
the n?-tuples delivered by the wires in PR. Moreover, in this case, u-Optimal-SRMT-
Static-Byzantine-Directed terminates in three phases. Furthermore, S will communicate

O(n) field elements during Phase III.

PROOF: If S does not receive the same conflict list through at least § + 1 wires in the
bottom band, then it implies that at least 5 +1 wires in the bottom band are corrupted
which further implies that at most ¢, — § — 1 wires in the top band are corrupted. This
further implies that each wire f; € PR has delivered correct FR = FS to R during
Phase I, except with probability 2-2(+) (see Claim 15.59). Moreover, from the proof
of Lemma of 15.60, R can correctly recover m® = mS by using the FiR’s delivered by

f’s in PR except with error probability 27,
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Figure 15.11: Execution of u-Optimal-SRMT-Static-Byzantine-Directed If S Does Not
Receive § + 1 Identical Conflict Lists Through the Bottom Band

Phase III: S to R:

1. By selecting two elements from the global key set K as authentication keys,
S authenticates a unique special predetermined signal ”terminatel” and sends
it to R over the entire top band. Moreover, S terminates u-Optimal-SRMT-
Static-Byzantine-Directed.

Computation by R at the End of Phase III:

1. R correctly receives the ”"terminatel” signal with very high probability and
concludes that at most t;, — § wires have delivered incorrect values during
Phase 1.

2. By using the n2-tuples received along the wires in PR during Phase I, R con-
structs the matrix BR. From BR, R recovers m® and terminates u-Optimal-
SRMT-Static-Byzantine-Directed.

Since S authenticates the ”terminatel” signal by using the keys from global key set
KC, the keys will be unknown to the adversary. So except with error probability 272(),
R will receive the ”terminatel” signal and will conclude that at most ¢, — § — 1 wires
in the top band are corrupted. Now as explained above, R will correctly recover mS
from the n?-tuples delivered by the wires in PR,

It is easy to see that in this case, protocol u-Optimal-SRMT-Static-Byzantine-Directed
terminates in three phases. Since S only sends the authentication of ”terminatel” sig-
nal over each wire during Phase III, it will require a communication cost of O(n) field

elements. O

If S receives a unique conflict list, say VS, through at least 5 + 1 wires in the bottom
band then S cannot conclude anything about the status of the top band and bottom
band. That is, S cannot determine whether the received conflict list is a genuine conflict
list or not. S considers the received conflict list as genuine and from it, after doing local
comparison, S tries to find the number of corrupted wires, which delivered incorrect
Fis’s to R during Phase I. S saves the identity of such wires in a list L?ault. The steps

performed by S to compute L?ault from S is shown in Fig. 15.12.
Before proceeding further, we make the following claims:

Claim 15.62 Let majority of the wires in the bottom band are honest and let f; be a
corrupted wire in the top band who has delivered FR # FS to R during Phase 1. Then
except with error probability 2=%) S will include f; in L?ault at the end of Phase II.

PROOF: Let f; be a corrupted wire in the top band who has delivered FiR # FiS to R
during Phase I. Then from Claim 15.57, except with error probability 27%) | there
will exist at least one arc (f;, fj) in the conflict graph, such that f; is an honest wire.
This further implies that the five tuple (f;, f;, a]R, hash(a]R; FZ-R),U}}) will be present
in the conflict list YR, except with error probability 272(*)  such that oz? = ozjs,
vg = visj, but hash(oz?;FiR) # vg Now if the majority of the wires in the bottom
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Figure 15.12: Local Computation by S at the End of Phase II if S Receives 5 + 1
Identical Conflict Lists Through the Bottom Band

Local Computation by S at the End of Phase 11:

1. Let S receive the conflict list S through at least 5 + 1 wires in the bottom
band, where )5 is a collection of five-tuple of the form (f;, f;, a}s, 'yZ{]S, U;]S)
2. S creates a list L]S”aultv which is initialized to 0.

/S

3. For each five-tuple (f;, fj,a;s,%]s,vij) in VS, S does the following computa-

tion:
s LS s LS
(a) S checks o = o? and vj7 = v;.
(b) If any of the above test fails then S concludes that wire f; has delivered
incorrect values to R during Phase I and adds f; to a list LJSC ult

(c) If f; is not added to L]Scault then S checks ,y;]s < hash(ajs»; FB).

(d) If the above test fails then S concludes that wire f; has delivered incorrect
FZ-R # FiS to R during Phase I and adds f; to LJScault.

band are honest then S will correctly receive S = YR through the majority wires
in the bottom band. This implies that S will correctly receive (f;, fj,ags,ngs,vgjs-) =
(fi,fj,a?,hash(a?;ﬂR),vg). So after doing the local comparison, S will find that

o/ = af and vfF = v} and hence f; will not be added in L%,,;,. But S will find that
%JS # hash(ozjs; FS). So S will add wire f; in LJSfault' O

Claim 15.63 Let majority of the wires in the bottom band are honest. Then S will
not include any honest f; in L?ault at the end of Phase II.

PrOOF: First of all notice that if at all a five tuple (fi,fj,oz]R, hash(a?;ﬂR),vg) is
present in the conflict list YR, then at least one of the wires f; or fj is corrupted.
This is because no two honest wires will conflict each other. Now suppose f; is the
corrupted wire. If majority of the wires in the bottom band are honest then S will
correctly receive Y = YR through the majority wires in the bottom band. Now as
shown in the previous claim, after doing local comparison, S will find out that wire f;
is corrupted and includes only f; in L?ault’ O

After finding L?ault’ S proceeds as follows: If LJSfault contains at most ¢, — g wires then
S can conclude that R has received sufficient information during Phase I to recover
mS. This is because if at all JS is a valid conflict list, which was indeed sent by R then
the wires in L?ault are indeed genuinely corrupted, who delivered incorrect Fis’s to R
during Phase I (see Claim 15.62) and there are at most ¢, — 5 such FS’s. This implies
that the remaining ¢, — 5 + 1 wires have delivered correct FZ-S’S, which are sufficient to
reconstruct the matrix BS and hence the message mS.

On the other hand, if VS is not a valid conflict list, then it implies that majority of
wires in the bottom band are corrupted, which further implies that majority of wires
in the top band are honest. So the wires in P® have delivered correct F°’s during
Phase I with very high probability.
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Thus if S finds that L]Scault contains at most ¢, — g wires then the main goal of S will
be to some how reliably send back the received conflict list S and the corresponding
list L]Sc so that R can find out whether S has correctly received the original conflict

list YR through the majority wires in the bottom band. This is what S does during
Phase III, as shown in Fig. 15.13. Notice that Fig. 15.13 represents the execution
sequence when S finds that there are at most ¢, — 5 wires in the list L?ault. The
execution sequence when LJSfault contains more than ¢, — 5 wires will be discussed after
wards.

We now prove the properties of protocol u-Optimal-SRMT-Static-Byzantine-Directed,

if the protocol follows the steps given in Fig. 15.13.

ault?

Lemma 15.64 If S receives the same conflict list through at least 5 + 1 wires in the
bottom band and if the size of resultant LJSfault is at most (t, — 5 ) then except with error

probability 2~ R will correctly output m® = mS at the end of Phase IIL. In this
case, protocol u-Optimal-SRMT-Static-Byzantine-Directed will terminate in three phases
and S will communicate O(n3) field elements during Phase III.

PROOF: Let S receive the conflict graph VS through at least 5 +1 wires in the bottom
band and let L?ault be the corresponding list computed by S from }S. Moreover, let

\L?ault\ < (ty — 5). Now there are two possibilities:

1. Y8 = YR: In this case, except with probability 27%*) S will find out all cor-
rupted f;’s, who have delivered R # S during Phase I and includes them in
L]S”ault (see Claim 15.62). Moreover, from Claim 15.63, only corrupted f;’s will be
included in L?ault' Since \L]Scault\ < (ty — 5), it implies that at least (t, — §) + 1
fi’s delivered correct Fis’s during Phase I. Now during Phase III, S sends the

received ), corresponding L?ault’ authentication of Y8 and the authentication
of L?ault through the entire top band. Notice that the authentication keys used
to authenticate }S and L?ault belong to K and so adversary does not have any
information about them. Moreover, there exists at least one honest wire in the
top band. So from the properties of U Rauth, R will correctly receive LJSfault with
very high probability. By neglecting the wires in L]S”aulta R will be left with at
least (t, — 5§ 4+ 1) wires in the top band and each of them has delivered correct
FZ-S with very high probability. Now it is easy to see that using these Fis’s, R will
correctly recover BS and hence mS. It is easy to see that in this case protocol
u-Optimal-SRMT-Static-Byzantine-Directed terminates at the end of Phase III.

2. VS £ YR: This implies that at least 5 +1 wires in the bottom band are corrupted,
which further implies that at most ¢, — 5 — 1 wires are corrupted in the top band.
So from Claim 15.59, all wires in P® have delivered correct FiR’s during Phase
I with very high probability. Moreover, if somehow R comes to know that there
are at most ¢, — 5 — 1 corrupted wires in the top band, then from the proof of
Lemma 15.60, R can recover mS correctly with very high probability by using
the FR’s delivered by the wires in PR. We now show that at the end of Phase
ITI, with very high probability, R will come to know that at most ¢, —§ — 1 wires
are corrupted in the top band.

Note that S computes L?ault by doing local comparisons on the values in )S.
Also yfuth and LJSfaultauth are obtained by applying U Rauth function to the ele-

ments of S and L]S”ault respectively, where the keys for authentication are selected
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from secret, global key set . So adversary will have no information about the
authentication keys used for authenticating }S and LJSfault' During Phase III, S

sends (ys, L]Sfaulw y§uth, L?aultmh) to R through the top band.

Now suppose that some wire f; delivers (yZ.R, L}Eulti,y&uth, Ljr”{aulti,auth)' If f; is
honest, then yl.R = VS £ YR So R will neglect wire f;. On the other hand if f; is
corrupted, then the adversary can ensure that yiR =+ VS but yiR = YR, However,
from the properties of U Rauth, without knowing the authentication keys used
by S for authenticating }S, the adversary cannot produce the authentication
of yl.R = VR except with probability 2=%*), So except with error probability
2792)  wire f; will be caught and hence will be discarded by R. This further
implies that except with error probability all wires in top band will be discarded
by R and hence R will conclude that S has not received Y® through at least 5+1
wires in the bottom band. Now as explained above, R can recover mS correctly
with very high probability by using the FR’s delivered by the wires in PR. It is
easy to see that in this case protocol u-Optimal-SRMT-Static-Byzantine-Directed
terminates at the end of Phase III.

Notice that if S executes Phase III as given in Fig. 15.13, then S sends ()5, L?ault’

yfuth, L]S”aultauth) through entire top band. It is easy to see that this requires a commu-
nication complexity of O(n?) field elements, as | VS| = O(n?). O

Now we draw our attention to the execution of u-Optimal-SRMT-Static-Byzantine-
Directed when S receive Y through 5 + 1 wires in the bottom band and the resultant
L?ault has more than (t, — §) wires. In this case, S cannot say anything about the

status of top band. To find whether indeed Y5 = YR, S authenticates }S and L]Scault,

sends it to R and wait for the feedback. If indeed J)S = YR then the wires in L?ault are
indeed corrupted and so S and R ignores them and further continue with the protocol.
The steps for further computation and communication will be discusses later. However,
if Y5 # YR then with very high probability, R will detect this. In this case, R can
easily recover mS by using the FZ-R’S delivered by the wires in PR during Phase I. So
R recovers mS and asks S to terminate the protocol. The formal details are presented
in Fig. 15.14.

We now prove the properties of protocol u-Optimal-SRMT-Static-Byzantine-Directed,

if the protocol follows the steps given in Fig. 15.14.

Lemma 15.65 If S receives the same conflict list Y5 through at least 5 + 1 wires in
the bottom band and if the size of resultant L?ault is more than (t, — 5§ + 1) then:

1. If YS = YR then both R and S will come to know about this at the end of Phase
III and Phase IV respectively. Moreover, both S and R will come to know the
identity of ’L?ault’ > (ty — 5 + 1) corrupted wires in the top band. Furthermore,
both S and R will know that the majority of the wires in the bottom band are
honest.

2. If Y3 # YR then except with probability 2=X%) | R will come to know this at the
end of Phase III. Moreover, R will recover m® at the end of Phase III by
using the FZ-R s delivered by the wires in PR. Furthermore, S will terminate the
protocol at the end of Phase IV.

3. During Phase III, S will communicate O(n?) field elements while during Phase
IV, R will communicate O(u) field elements.
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PROOF: Let S receive the same conflict list JS through at least 5 + 1 wires in the
bottom band at the end of Phase II. Moreover, let the resultant LJSfault computed

from S be of size more than (ty — § +1). Now there are two possible cases:

1. YS = YR: This case is similar to the case )5 = Y® in the proof of Lemma 15.64.
Specifically, at the end of Phase III, R will conclude that S has correctly received
YR over the majority wires in the bottom band during Phase II. Moreover,
except with error probability 2-0k) R will correctly receive LJScault. Furthermore,
each wire in LJSfault will be indeed corrupted. So R will remove the wires in LJSfault
from his consideration for all future computation and communication. Since
|Ltquie| > (ty — 5§ + 1), this implies that in the bottom band, there will be at
most 5 — 1 corrupted wires and hence R concludes that the majority of the wires
in the bottom band are honest. Since in this case R authenticates ”continue”
signal and sends to S, at the end of end of Phase IV, S will correctly receive the
signal over at least § + 1 wires in the bottom band and thus will conclude that
VS = YR, So S will also remove the wires in L?ault from his consideration for all
future computation and communication and will conclude that majority of the
wires in the bottom band are honest. This proves the first part of the lemma.

2. )8 # YR. This case is similar to the case ) #+ YR in the proof of Lemma
15.64. Specifically, at the end of Phase III, except with probability 27 ),
R will conclude that S has not correctly received YR over the majority wires
in the bottom band during Phase II. This further implies that there are at
most ¢, — 5 — 1 corrupted wires in the top band, which further implies that the
FiR’s delivered by the wires in PR during Phase I are correct, except with error
probability 2-K) Qo using these FZ-R’S, R will correctly recover mS, except
with error probability 2~(%), Moreover, in this case, R asks S to terminate the
protocol by authenticating ”terminate” signal and sending it through the bottom
band. Since the keys used for authenticating ”terminate” signal are selected from
K, they will be unknown to the adversary. So from the properties of U Rauth, the
adversary cannot generate authentication of any signal, other than ”terminate”
and put into the bottom band. So if at all S receives a valid authenticated signal
from at least § + 1 wires in the bottom band, it has to be "terminate” signal,

except with error probability 27" On receiving the signal, S also comes to

know that Y5 # VYR and terminates the protocol. On the other hand if S does
not receive a valid authenticated signal from at least § + 1 wires in the bottom
band, then also S comes to know that }S # YR and terminates the protocol.

This proves the second part of the lemma.

The fact that S communicates O(n?) field elements during Phase III follows from
the proof of Lemma 15.65. During Phase IV, R authenticates either ”terminate”
and ”continue” signal and sends through the entire bottom band. This will require a
communication complexity of O(u) field elements. This proves the third part of the
lemma. O

15.7.4 Remaining Phases of the Protocol

Finally, we move towards the discussion of protocol u-Optimal-SRMT-Static-Byzantine-
Directed when S receives }S over majority of the wires in the bottom band during
Phase II, such that the resultant L?ault is of size more than ¢, — § + 1 and S has
received ”continue” signal from R through majority of the wires in the bottom band

230



during Phase IV. If this is the case, then from the proof of Lemma 15.65, except with
error probability 272() both S and R knows the identity of |L§ault| >ty — 5 +1
corrupted wires in the top band and removes them from their consideration. This
implies that at most § — 1 wires in the bottom band are corrupted and hence majority
wires in the bottom band are honest. This further implies that the information received
by R during Phase I is insufficient to reconstruct BS. This is because in this case more
than t, — 5 + 1 wires have delivered incorrect FiR’s during Phase I. But to reconstruct
BS, R must have the knowledge of t;, — 5 + 1 correct FZ-R’S.

So S again starts re-sending mS. Notice that both S and R knows that at most
5 — 1 wires in the top band are corrupted. Moreover, majority of the wires in the
bottom band are honest. To resend mS, S considers only the first 5 wires in the top
band, which are still in the consideration of S and R. Without loss of generality, let
these be the first 5 wires in the top band. Both S and R knows that at least one wire
among these § wires are honest. Notice that in order to re-send mS, S should not
communicate more than O(|mS|) field elements. This is because the overall goal of
u-Optimal-SRMT-Static-Byzantine-Directed is to achieve reliability with constant factor
overhead. It seems that there is no way S can re-send mS by communicating O(|mS|)
field elements, as he does not know the identity of the § —1 corrupted wires in the top
band. However, the fact that at least one wire among the 5 wires in the top band is
honest and majority wires in the bottom band are honest comes to our rescue !

S divides mS into 5 blocks and tries to sequentially send each block, one by one.
Specifically, S considers the first block of mS and sends it only over wire f; and waits
for the authenticated feedback from R. If f; has correctly delivered the block then S
will come to know this and will continue with the second block. Otherwise with very
high probability, S will come to know that f; has not delivered the first block correctly.
So S tells about this to R by sending an authenticated signal and then again send the
first block of mS through the second wire. This process will continue till either all the
blocks of mS have been delivered or S and R has tried the first 5 — 1 wires. In the
later case, both S and R knows that wire f% is honest and so S sends all the remaining
blocks of mS to R through wire f%. It is easy to see that this entire process will take
O(u) phases and will require a communication complexity of O(|mS|
The formal details of the protocol steps are given in Fig. 15.15.

We now prove the properties of protocol u-Optimal-SRMT-Static-Byzantine-Directed

if the protocol follows the steps given in Fig. 15.15.

) field elements.

Lemma 15.66 Suppose S receives the same conflict list YS during Phase II through
at least 5 + 1 wires in the bottom band, such that the size of resultant L?ault 1§ more
than (t, — 5§ 4+ 1). Moreover let S receive ”continue” signal during Phase IV through
magjority wires in the bottom band. Then except with error probability 2=2(%) S will be
able to correctly re-send mS to R in O(u) phases by following the steps given in Fig.
15.15. Moreover, this requires a communication complexity of O(|mS|) = O(n®) field
elements.

PROOF: Suppose S has received the same conflict list S during Phase IT through at
least 5 + 1 wires in the bottom band, such that the size of resultant L?ault is more than
(ty — § 4+ 1). Moreover let S has received ”continue” signal during Phase IV through
majority wires in the bottom band. Then from the proof of first part of Lemma 15.65,
except with error probability 27%()  at most 5 — 1 wires in the top band and at
most § — 1 wires in the bottom band are corrupted. Moreover, S and R will know

this. Without loss of generality, let the first § wires in the top band are still in the

231



consideration of S and R, after neglecting \L]Scault\ > (tp — 4 + 1) corrupted wires from

the top band. ’

In Fig. 15.15, S resends mS by using only the first 5 wires. At a time, S tries to
send only one block of mS. Suppose S sends the block BbsCS to R over the wire f,.s. If
wire f,.s is honest then the block will be delivered correctly and S will come to know
about this through the feedback paths. S then asks R to increment the block count by
authenticating a special signal, where the keys for authentication are selected from K
and hence will be unknown to the adversary. So except with error probability At O}
R will correctly receive the signal and will increment the block count.

On the other hand, if f, s is corrupted and delivers incorrect block, then except
with error probability 27 %%) S will come to know about this. This is because, R
sends the hash value of the received block where the hash key is selected from K and
hence will be unknown to the adversary (but will be known to S). In this case, S
asks R to increment the wire count by authenticating a special signal, where the keys
for authentication are selected from K and hence will be unknown to the adversary.
So except with error probability 2~k R will correctly receive the signal and will
increment the wire count.

It is now easy to see that it will take O(u) phases, at the end of which either all the
blocks of mS would have been delivered or both S and R will come to know that first
5 —1 wires in the top band are corrupted. In the later case, S will re-send the remaining
blocks of mS in a single phase through wire f%, which is bound to be honest. It is easy

to see that the overall communication complexity for resending m® is O(|mS|) = O(n?3)
field elements. |

15.7.5 Summary of the Steps of the Protocol

Since there are so many execution sequences possible in protocol u-Optimal-SRMT-
Static-Byzantine-Directed, we summarize the steps of protocol u-Optimal-SRMT-Static-
Byzantine-Directed in Fig. 15.16.

We now finally state the following theorem:

Theorem 15.67 Suppose there exists 0 < u < tp wires in the bottom band and
n = max (2t, — u + 1,t, + 1) wires in the top band. Then there exists an O(u) SRMT
protocol which reliably sends a message containing £ = (t, — 5 + 1)n? = O(n3) field
elements by communicating O(€) = O(n?) field elements, tolerating A5'*°. In terms of
bits, the protocol sends ©(n3k) bits by communicating O(nk) bits. Thus the protocol
achieves reliability with constant factor overhead for sufficiently large message.

PRrROOF: Follows from the protocol steps summarized in Fig. 15.16. O

Once we have an SRMT protocol, which achieves reliability with constant factor over-
head, we can easily design a communication optimal SSMT protocol, which we do in
the next section.

15.8 Communication Optimal SSMT Protocol in Directed
Network

We now design an O(u) phase SSMT protocol called u-Optimal-SSMT-Static-Byzantine-
Directed, which sends a message m® containing ¢ field elements by communicating
O(n?3) field elements. If the full bottom band is corrupted then ¢ = ©(n?u), otherwise
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¢ = ©(n?). The protocol uses protocols 6-Pad and u-Optimal-SRMT-Static-Byzantine-
Directed as black box. The protocol is given in Fig. 15.17.
We now state the properties of protocol u-Optimal-SSMT-Static-Byzantine-Directed.

Theorem 15.68 Protocol u-Optimal-SSMT-Static-Byzantine-Directed is an O(u) phase
SSMT protocol with a communication complexity of O(n?) field elements, tolerating
.Aflf“tic. If the entire bottom band is corrupted then the protocol securely sends ©(n*u)
field elements. Otherwise, the protocol securely sends ©(n?) field elements. In terms of
bits, the protocol sends either ©(n?uk) or ©(nk) bits by communicating O(n3k) bits,
depending upon whether the entire bottom band is corrupted or not.

PROOF: The proof is straightforward and follows from the protocol steps and the prop-
erties of protocol 6-Pad and u-Optimal-SRMT-Static-Byzantine-Directed. O

We next show that the communication complexity of protocol u-Optimal-SRMT-Static-
Byzantine-Directed and u-Optimal-SSMT-Static-Byzantine-Directed is asymptotically op-
timal. For this, we derive the lower bound on the communication complexity of SRMT
and SSMT protocol in directed synchronous network, tolerating tolerating .Aflf“tic, in
the next section.

15.9 Lower Bound on Communication Complexity of SRMT
and SSMT

We now derive the lower bound on the communication complexity of SRMT and SSMT
protocols. We will then show that our protocols u-Optimal-SRMT-Static-Byzantine-
Directed and u-Optimal-SSMT-Static-Byzantine-Directed satisfy these bounds asymp-
totically. We first begin with the lower bound for SRMT protocols.

15.9.1 Lower Bound for SRMT Protocols

The lower bound on the communication complexity of SRMT protocols is given by the
following theorem:

static

Theorem 15.69 Any SRMT protocol in directed synchronous network, tolerating Aj“"'¢,
has to communicate Q(¢) field elements to reliably send a message containing £ field
elements.

PRrROOF: The proof simply follows from the fact that any SRMT protocol has to at least
communicate the message. d

In the light of the above theorem, we state the following theorem:

Theorem 15.70 Protocol u-Optimal-SRMT-Static-Byzantine-Directed is a communica-
tion optimal SRMT protocol.

ProOF: Follows from Theorem 15.69 and the fact that u-Optimal-SRMT-Static-Byzantine-
Directed reliably sends a message containing ©(n?3) field elements by communicating

O(n?) field elements. O

In the next section, we derive the lower bound for SSMT protocols.
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15.9.2 Lower Bound for SSMT Protocols

The derivation of the lower bound on the communication complexity of SSMT protocol
is divided into two parts: (a) if the entire bottom band is corrupted and (b) if the entire
bottom band is not corrupted. We first consider the case when the entire bottom band
is corrupted.

Theorem 15.71 Suppose there exists u wires in the bottom band and n wires in the
top band, where u < t, and n = 2t;, — u+ 1. Moreover, suppose that the entire bottom
band is corrupted. Then any multi phase 8 SSMT protocol to securely send a message
m containing £ field elements from F, needs to communicate Q(%K) field elements. In
terms of bits, the protocol needs to communicate Q(%m) bits to securely send fx bits.

PROOF: Suppose both S and R in advance knows that the entire bottom band is
corrupted. Under this condition, any multiphase SSMT protocol II to securely send
m, is virtually reduced to a single phase SSMT protocol, where S is connected to R by
n = 2t, — u + 1 wires, of which at most ¢, — u are corrupted. Since perfect secrecy is
required in SSMT, the data sent along the top band in II must be such that data along
any set of (f, — u) wires has no information about the secret message m. Otherwise
the adversary will also know the secret message by passively listening the contents of
these wires. Similarly, the data sent over any set of (n — (t, — u)) wires over the top
band should have full information about the secret message m. The latter requirement
ensures that even if the adversary simply blocks all the data that he can, the secret
message is not lost and therefore the receiver’s ability to recover the message is not
completely ruled out. We now define the following notations:

1. M denotes the message space from where the message m is selected. In our
context, M = F*.

2. For i = 1,...,n, X7" denotes the set of all possible transmission in protocol II,
that could occur over wire f;, corresponding to message m € M.

3. For j >, M, C Xi"x X1 X...x X" denotes the set of all possible transmission
that could occur over wire f;, fit1,..., f; during protocol II, corresponding to

message m € M.

4. M j = Unmem M} and X; = Umem Xi*. We call X; as the capacity of wire f;
and M; ; as the capacity of the set of wires {f;,..., f;}.

Now in protocol II, one element from the set X; is transmitted over wire f;, for
i = 1,...,n. Moreover, each element of the set X; can be represented by log |X,|
bits. Thus, if we can find out each X;, then the lower bound on the communication
complexity of IT will be X ; log |X;| bits. In the sequel, we try to estimate X;.

From the properties of data sent over the top band in protocol II, the data sent
over any set of t, — u wires is independent of the message. Thus, for any two messages
mi1,mg € M, it must hold that

MZ)LI—u—i—l,Q(tb—u) - MZ)LQ—u—i—l,Q(tb—u)'
Notice that the above relation must hold for any selection of t, — u wires in the top
band. We focussed on the set of wires {fy, —wui1,-- -, foqt,—u)} Just for simplicity.

5 Any single phase SSMT protocol in a directed graph is no different from single phase SSMT protocol
in undirected graph. The lower bound on the communication complexity of single phase SSMT protocol

tolerating Af;“”c is given by Theorem 14.3, by substituting ¢ty = ¢, = 0.
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Also, from the properties of data transmitted over the top band in II, the data
transmitted over any set of n — (t, — u) wires should have full information about the
message m and hence uniquely determine m. Thus it must also hold that

MZ,Ll—u-l—l,n N MZ)LQ—u—i—l,n = @
We again stress that the above relation must hold for any set of n — (t, — u) wires in
the top band. We focussed on the set of wires { fy,—ut1, ..., [n} just for simplicity.

As mentioned earlier, M?Z_u 1,2(t—u) will be same for all messages m. Thus, in
order that M?b“ N M2 = () holds, it must be the case that M%r )

—u+1,n ty—u+1,n
unique for every message m. This implies that

yin 18

Mo, —u)41,n] = IM].
From the definition of X; and M ;, we get
H?=2(tb7u)+1’Xi’ 2 ’M2(tb—U)+17N‘ > | M.

Let g = n—2(t,—u). The above inequality holds for any set of g wires D in the top band,
where |D| = g; i.e., IIf,ep|X;| > |[M]. In particular, it holds for every selection Dy, of
set of wires {f(kg—f—l) mod ns f(kg+2) mod ns -+ ,f(kg+g) mod nt> With & € {0,...,n—1}.
If we consider all above Dy sets, then each wire in the top band is counted for
exactly g times. Thus, the product of the capacities of all Dy, yields the capacity of the
full top band to the g-th power, and since each Dy, has capacity at least |[M|, we get

IM[" < IRy ep, [ X | = (I X))

and therefore
nlog(IM[) < g¥i log(1X]).

As log(|JM]) = £log(|F|), from the above inequality, we get

52 log(1X4]) > (“%W) > (%)

As mentioned earlier, ¥ ; log(|X;|) denotes the lower bound on the communication
complexity of protocol II. From the above inequality, we find that the lower bound on

the communication complexity of protocol II is €2 (%{%) = <#ﬁiu)m) bits.

Now each field element from F can be preprsented by x bits. Thus the lower bound on

the communication complexity of protocol II is € (#ﬁ—@) = Q(%g) field elements,

asn =2t, —u+ 1. O

We now proceed to the second case when the entire bottom band is not corrupted. The
lower bound on the communication complexity of SSMT protocol for this case is given
by the following theorem:

Theorem 15.72 Suppose there exists u < t, wires in the bottom band and n = 2t,—u+
1 wires in the top band. Moreover, suppose that the entire bottom band is not corrupted.
Then any multiphase SSMT protocol to securely send a message m containing £ field
elements from F, needs to communicate Q(nf) field elements. In terms of bits, the
protocol needs to communicate Q(nlk) bits to securely send Lk bits.
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PROOF: Suppose there exists u < t;, wires in the bottom band and n = 2t, —u -+ 1 wires
in the top band. Let N = (n + u) = 2t;, + 1. Now n = O(¢;), as there exists at least
tp + 1 wires in the top band. Also N = O(t;). Let II be a multiphase SSMT protocol
over the N wires to securely transmit a message m containing ¢ field elements from F.
Then in any execution of II, the data exchanged along any set of t; wires (including
top and bottom band) must be independent of m. Otherwise, adversary can passively
listen these wires and will know m, which violates perfect secrecy condition of II. On
the other hand, data exchanged along any set of N —t; wires (including top and bottom
band) should have complete information about the message. The latter requirement
ensures that even if the adversary simply blocks all the data that he can, the secret
message is not lost and therefore the receiver’s ability to recover the message is not
completely ruled out. Let the N wires between S and R be denoted by wi,...,wn.
Out of these N wires, the first n wires are the wires from the top band, which are
directed from S to R. On the other hand, remaining N —n = u wires are from the
bottom band, which are directed from R to S.
We now define the following notations:

1. M denotes the message space from where the message m is selected. In our
context, M = F.

2. For i =1,...,N, X7" denotes the set of all possible transmission in protocol II,
that could occur over wire w;, corresponding to message m € M.

3. For j >4, M}, C X" x X} X...xX7" denotes the set of all possible transmission
that could occur over wire w;,w;41,...,w; during protocol 1I, corresponding to
message m € M.

4. M j = Upmem M} and X; = Unmem Xi*. We call X; as the capacity of wire w;
and M; ; as the capacity of the set of wires {w;,...,w;}.

Now in protocol II, one element from the set X; is transmitted over wire w;, for
i = 1,...,N. Moreover, each element of the set X; can be represented by log |X,|
bits. Thus, if we can find out each X;, then the lower bound on the communication
complexity of IT will be ¥, log |X;| bits. In the sequel, we try to estimate X;.

From the properties of protocol II, the data sent over any set of t, wires is in-
dependent of the message. Thus, for any two messages mi,mo € M, it must hold
that

Mth,ztb = MZ,LQH,ztb-
Notice that the relation above must hold for any selection of t, wires out of the N wires
between S and R. We focussed on the set of wires {wy,+1,...,was, } just for simplicity.

Also, from the properties of protocol II, the data transmitted over any set of N — ¢
wires should have full information about the message m and hence uniquely determine
m. Thus it must also hold that

mi m2 —
Mtb+17N N Mtb+17N = 0.

We again stress that the above relation must hold for any set of N — t, wires out of the
N wires between S and R. We focussed on the set of wires {wy,+1,...,wn} just for
stmplicity.

As mentioned earlier, My, 5, will be same for all messages m. Thus, in order
that MY, v N M2, v = 0 holds, it must be the case that M3 ., y is unique for
every message m. This implies that

Moy, 11,5] = [M].
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From the definition of X; and M, ;, we get
Y op, 11 1Xi| > Mg, 1,n] > M.

Let g = N — 2t;,. The above inequality holds for any set of g wires D, where |D| = g;
ie., Iyep|X;| > |M|. In particular, it holds for every selection Dy of set of wires
{®(g11) mod N W(kg+2) mod N+ W(kgtg) mod N> With k€ {0,.... N —1}.

If we consider all above Dy, sets, then each wire is counted exactly g times. Thus,
the product of the capacities of all D, yields the capacity of the full top band and
bottom band to the g-th power, and since each Dy, has capacity at least |[M|, we get

_ g
’M’N < Hé\/:OIijeDk‘Xj’ = (Hiil‘xz‘) ’

and therefore
Nlog(IM|) < g=¥, log(1X;)).

As log(|JM]) = £log(|F|), from the above inequality, we get

SN log([Xil) > (@) > (Nﬁ_ig;'i')) .

As mentioned earlier, Y | log(|X;|) denotes the lower bound on the communication
complexity of protocol II. From the above inequality, we find that the lower bound

on the communication complexity of protocol II is €2 <%g2(£‘)) = Q(N/k) bits, as
N = 2t + 1. Now each field element from F can be preprsented by x bits. Thus the
lower bound on the communication complexity of protocol IT is Q(N/) = Q(nf) field

elements, as N = O(t,) = O(n). ]
Now in the light of previous two theorems, we can state the following theorem:

Theorem 15.73 Protocol u-Optimal-SSMT-Static-Byzantine-Directed is a communica-
tion optimal SSM'T protocol.

PRrROOF: From Theorem 15.68, if the entire bottom band is corrupted then protocol
u-Optimal-SSMT-Static-Byzantine-Directed securely sends ¢ = ©(n?u) field elements by
communicating O(n?) field elements. From Theorem 15.71, if the entire bottom band
is corrupted, then any multiphase SSMT protocol has to communicate Q(%K) = Q(n3)
field elements to securely send £ = ©(n?u) field elements. So if the entire bottom band is
corrupted then protocol u-Optimal-SSMT-Static-Byzantine-Directed is a communication
optimal SSMT protocol.

If the entire bottom band is not corrupted then protocol u-Optimal-SSMT-Static-
Byzantine-Directed securely sends ¢ = O(n?) field elements by communicating O(n?)
field elements. From Theorem 15.72, if the entire bottom band is not corrupted, then
any multiphase SSMT protocol has to communicate Q(nf) = Q(n?) field elements to
securely send ¢ = O(n?) field elements. So if the entire bottom band is not corrupted
then also protocol u-Optimal-SSMT-Static-Byzantine-Directed is a communication opti-
mal SSMT protocol. O

15.10 Concluding Remarks and Open Problems

In this chapter, we have shown that the existing SRMT and SSMT protocols of [24,
87, 54] in directed networks, tolerating .Aflf“”c are inefficient. We then proposed new
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SRMT and SSMT protocols in directed networks, tolerating .Aflf“tic, which are also
communication optimal. This completely resolves the issue of OPTIMALITY of SRMT
and SSMT in directed synchronous network tolerating .Af;“tic. This chapter leaves few
open problems, which are as follows:

Open Problem 17 Our communication optimal SRMT and SSMT protocol require
O(u) phases. It would be interesting to come up with communication optimal SRMT
and SSMT protocols with less phase complexity.

Open Problem 18 Our SRMT and SSMT protocol is communication optimal only for
messages of some specific length. It would be interesting to design SRMT and SSMT
protocols in directed networks tolerating Aff““c, which are communication optimal for
messages of any length.

Till now, all our discussion in this thesis focussed on synchronous network. We now

proceed to the last part of our thesis, where we discuss about PSMT and SSMT in
asynchronous networks.
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Figure 15.13: Execution of u-Optimal-SRMT-Static-Byzantine-Directed If S Receives
5 + 1 Identical Conflict Lists and ]L?ault] <(th—3%)

Phase III: S to R:

1. By selecting two keys from the global key set IC, S authenticates special ”ter-
minate2” signal using U Rauth function and sends it to R through the top
band.

2. By selecting 2]Lfault\ keys and 10|)3| keys from global key set K, S authenti-
cates each element of L?ault and VS respectively using U Rauth function. Let

L]S‘aultm " and yfuth denote the set of corresponding authenticated values.

3. S then sends (yS,LJS;ault,yauth,L?aultmh) to R through the top band and
terminates protocol u-Optimal-SRMT-Static-Byzantine-Directed.

Computation by R at the End of Phase III:

1. With very high probability, R correctly receives ”terminate2” signal.

2. Let R receive (yl , fault, yz auth fauzti,auth) from S along wire f;, for i =
1,...,n. From these values, R now tries to find out whether S has correctly
received the original Y® over more that 5 +1 wires during Phase I, and if yes,
then the corresponding LJSfault' For this, R does the following computation:

(a) For each i = 1,...,n, R checks YR = ~ YR and ‘Lfault | < (ty — 5). If
any of these test falls, then R neglects all the values received along f;.
Otherwise, R applies the U Rauth function to each element of yiR by
using the same keys from /C, which were used by S to authenticate )
and computes the set y - Similarly, R applies U Rauth function to

each element of LB Fault; by using the same keys from X, which were used

by S to authenticate L3 and computes the set L'R R then

fault fault; guen”

checks yz auth Z ygum and Lfaulti uih L Lfault,- uth” If the test fails
then R discards the values received along f; ’

(b) If all the wires in the top band are discarded by R during previous step,
then R concludes that S has not received original Y® over more that
5 +1 wires during Phase IT, which further implies that at most ¢, — 5 —1
wires were corrupted in the top band during Phase I. So R recovers m®
by using the FiR’s received over the wires in PR during Phase I and
terminates u-Optimal-SRMT-Static-Byzantine-Directed.

(c) If there exists ani € {1,2,...,n} such that YR = YR ‘Lfault | < (ty—7%),
y;ljuth yguth and L}%Ulti,auth L?ault uth? then R concludes that S

has correctly received original Y® over more that 5 + 1 wires during
Phase II and Lfault is the corresponding Ly, sent by S. Now by
using the FR’s received over the wires not in L?aulti, R recovers m® and
terminates u-Optimal-SRMT-Static-Byzantine-Directed.
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Figure 15.14: Execution of u-Optimal-SRMT-Static-Byzantine-Directed If S Receives
5 + 1 Identical Conflict Lists and ]L?ault] >(ty—5)+1

Phase III: S to R: Same as in Fig. 15.13, except that S does not send ”termi-
nate2” signal. Moreover, here \L?ault\ > (ty —5) + 1.

Phase IV: R to S:

1. Let R receive (yiR,Lf}aulti,y}}wth,L%wlti’aum) from S along wire f;, for i =
1,...,n. From these values, R tries to find out whether S has correctly re-
ceived the original Y® over more than 5 + 1 wires during Phase I, and if
yes, then the corresponding L]S”ault- For this, R does the same computation as
done by R at the end of Phase III in Fig. 15.13. However, now instead of
checking |L?aulti| < (&t — 5), R checks |L?aulti| > (ty — 5 +1).

2. If after the checking in the previous steps, all the wires in the top band are
discarded by R then R concludes that S has not received original Y® over
more that 5 + 1 wires during Phase II, which further implies that at most
t, — 5 — 1 wires were corrupted in the top band during Phase I. So R re-
covers m® by using the FZ-R’S received over the wires in PR during Phase
I. Moreover, R computes response; = URauth(”terminate”; ki, ks), where
k1, ko are selected from K. Finally R asks S to terminate u-Optimal-SRMT-
Static-Byzantine-Directed by sending (”terminate”,response;) over the bot-
tom band and terminates u-Optimal-SRMT-Static-Byzantine-Directed.

3. If R finds an i € {1,2,...,n} such that YR = YR |L}lf{aulti| > (ty — 5 +1),

"R _ VR R _ TR
yiwh = ymuth and LfGUZti,a1Lth = LfGUZti,a1Lth7 then R concludes that S has

correctly received original Y® over more that 5 + 1 wires during Phase IT
and L]Pf{aulti is the corresponding L . sent by S. So R removes the wires
in L?aulti from his view for further computation and communication. Now
by selecting ki, ks from K as authentication keys, R computes responses =
URauth(” continue”; k1, ko) where ”continue” is a unique pre-defined special
signal. R then send the tuple (”continue”, responses) to S through the bottom
band.

Computation by S at the end of Phase IV:

1. S checks whether it is getting any 2-tuple identically over at least 5 + 1 wires.
If not, then S concludes that R has recovered m® at the end of Phase III
and terminates u-Optimal-SRMT-Static-Byzantine-Directed.

2. If S receives a 2-tuple say (x5,yP) over 5 + 1 wires, then S verifies yd ~
URauth(ac?; k1, ko), where k1 and ko are the keys from K. If the test fails,
then S again concludes that R has recovered m® at the end of Phase III and
terminates u-Optimal-SRMT-Static-Byzantine-Directed.

3. If the test in the previous step succeeds then S further checks x? -
"terminate”. If yes, then S again concludes that R has recovered m® at the
end of Phase III and terminates u-Optimal-SRMT-Static-Byzantine-Directed.

On the other hand, if 29 Z " continue” then S concludes that Y was indeed
sent by R and hence the wires in L?ault are indeed corrupted. So S removes
them from his view point for further computation and communication and

further continues the protocol. 9240




Figure 15.15: Execution of u-Optimal-SRMT-Static-Byzantine-Directed If S Receives
”continue” Signal Through the Majority Wires in the Bottom Band at the End of
Phase IV

Assumption: Without loss of generality, we assume that the first 5 wires are still
in the consideration of S and R.

1. S divides mS into blocks Bls, ..., BS cach of size ‘”ﬁs| field elements.
2 2

2. S and R initializes variables weS = 1,bc% = 1 and we® = 1,bc® = 1 respec-
tively. Here wec stands for wire count and bc stands for block count.

3. S and R now executes the following steps:

(a) While (wc® < % —1) and (all the blocks of mS are not delivered to R)
do the following;:

i. S sends the block BbScS to R only over the wire f,,.s in the top band.

ii. Let R receive BlféR along wire f,.r. Now by selecting a hash key k.
from the set K, R computes xﬁ = hash(kpc; Bng) and sends xﬁ to
S through the entire bottom band.

iii. S correctly receives xﬁ through at least § 4 1 wires (recall that
in this case majority wires in bottom band are honest) and verifies

?

x& = hash(kpe; Bbscs).

iv. If the test fails then S concludes that wire f,.s has delivered incorrect
BbscS to R. So S does the following:

A. S increments wcS by one.

B. S authenticates a unique, special, pre-defined signal ”increment-
wire” by using two keys from the set K and sends the authenti-
cated signal to R through the top band.

C. R correctly receives the signal with very high probability and
accordingly increments wc® by one.

v. If the test succeeds then S concludes that wire f,,.s has delivered
correct BbsCS to R. So S does the following;:

A. S increments bcS by one.

B. S authenticates a unique, pre-defined, special ”increment-block”
signal by using keys from the set K and sends it to R through
the top band.

C. R correctly receives the signal with very high probability and
accordingly increments bc® by one.

(b) If all the blocks of mS are delivered then both S and R terminates.
Otherwise S concatenates all the remaining blocks of mS and sends it to
R through wire f% and terminates. R correctly receives these blocks and
terminates.
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Figure 15.16: Summary of the Steps Executed in Protocol u-Optimal-SRMT-Static-
Byzantine-Directed

1. S and R executes first two phases as shown in Fig. 15.10. This requires a
communication complexity of O(n?) field elements (see Claim 15.58).

2. If a unique conflict list is not received by S at the end of Phase II through at
least § + 1 wires in the bottom band then S and R executes the steps given
in Fig. 15.11. In this case, protocol terminates at the end of Phase IIT and
the overall communication complexity of the protocol is O(n?) field elements
(see Lemma 15.61).

3. If a unique conflict list VS is received by S at the end of Phase II through
at least 5 + 1 wires in the bottom band then S computes LJSfault from }S by
following the steps given in Fig. 15.12.

4. If ]L?ault] < (t, — 5) then S and R executes the steps given in Fig. 15.13.
In this case, protocol terminates at the end of Phase III and the overall

communication complexity of the protocol is O(n?) field elements (see Lemma
15.64).

5. If ]L?ault] > (ty — 5 +1) then S and R executes the steps given in Fig. 15.14.
Now there are two possible cases:

(a) If R terminates the protocol at the end of Phase III then S will also
terminate the protocol at the end of Phase IV. In this case, the com-

munication complexity of the protocol will be O(n?) field elements (see
Lemma 15.65).

(b) If R decides to continue the protocol then at the end of Phase IV, S will
also come to know this. In this case, S and R executes the steps given in
Fig. 15.15. The protocol will require O(u) phases and a communication
complexity of O(n?) field elements (see Lemma 15.66).
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Figure 15.17: An O(u) Phase Communication Optimal SSMT Protocol u-Optimal-
SSMT-Static-Byzantine-Directed

1. S and R securely establishes a random, non-zero one time pad Pad by exe-
cuting the six phase protocol 6-Pad. If the entire bottom band is corrupted
then the size of the pad is ©(n?u) field elements, otherwise the size of the pad
is ©(n?) field elements.

2. If Pad is of size ©(n?u) field elements, then S selects a secret message mS

containing ©(n?u) field elements. S then computes C' = mS @ Pad. S then
appends some extra field elements to C' from F, such that C' contains ©(n?)
field elements. The appended elements are randomly selected from F. Fi-
nally, S reliably sends C' to R by executing the protocol u-Optimal-SRMT-
Static-Byzantine-Directed (the random elements are appended to C so that
C contains ©(n?) field elements. This is because protocol u-Optimal-SRMT-
Static-Byzantine-Directed requires the minimum message size to be ©(n?) field
elements). R correctly receives C' with very high probability. R then remove
the last elements from C, such that C contains ©(n?u) field elements. Finally
R computes mS = C' @ Pad and terminates the protocol.

3. If Pad contains ©(n?) field elements, then S and R does the same computation
as above, except that mS and original C' will be of size ©(n?) field elements.
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Part 111

Results for PSMT and SSMT in
Asynchronous Network
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Chapter 16

PSMT and SSMT in
Asynchronous Network
Tolerating Static Byzantine
Adversary

The existing results for PSMT and SSMT and all the results that are discussed till now
in this thesis assume the underlying network to be synchronous. Thus, if S (R) sends
some information along a wire, then it is assumed that R (S) will get the information
(possibly corrupted) along the wire after a fized interval of time. Though theoretically
impressive, this is a very strong assumption because the delay in the arrival of a single
message will affect the overall security of the protocol. A typical large network like the
Internet can be modelled more accurately by asynchronous networks than synchronous
networks. The inherent difficulty in designing a protocol in asynchronous network
comes from the fact that we cannot distinguish between a slow sender and a corrupted
sender. Thus a receiver cannot wait to receive message along all the wires, as waiting
for all of them may turn out to be endless. In the literature, very little attention has
been paid to the study of PSMT and SSMT protocols in asynchronous network due to
its complexity. This motivates us to study PSMT and SSMT protocols in asynchronous
networks.

In this chapter, we study PSMT in SSMT in asynchronous network tolerating
threshold static Byzantine adversary .Af;“tic. To the best of our knowledge, the only
known PSMT protocol in asynchronous network tolerating .Aflf“tic is dues to [69]. How-
ever, in this chapter, we show that the PSMT protocol of [69] does not provide perfect
security. We then give the characterization for PSMT and SSMT in asynchronous net-
work tolerating Af:“m, thus completely resolving the issue of POSSIBILITY. The most
interesting fact brought forth by our characterization is the following: our characteriza-
tion shows that asynchrony of the network demands higher connectivity of the network
for the existence of PSMT protocols. On the other hand, asynchrony of the network
does not demand higher connectivity of the network for SSMT protocols.

We now define the asynchronous network model and adversary settings used in this
chapter.
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16.1 Asynchronous Network Model

We consider a completely asynchronous network A/, where S, R are two special nodes
in M. All the nodes in A/ are modelled as probabilistic interactive Turing Machines,
where randomization is achieved through random coins. The corruption in the network
is modelled by a centralized adversary .Af;“tic, who has unbounded computing power and
can actively control at most ¢; nodes in the network, excluding S and R in Byzantine
fashion.

Following the approach of Dolev et al. [28], we abstract the network and assume
that S and R are connected by n vertex disjoint paths, called wires, of which at most
tp could be actively controlled by .Aflf“tic in Byzantine fashion. Moreover, we consider
two extreme cases:

1. When all the n wires are directed from S to R, thus not allowing any interaction
between S and R;

2. When all the n wires are bi-directional, thus allowing interaction between S and
R.

To model the asynchrony in the network, we assume that the adversary can schedule
the message delivery along every wire; i.e., he can determine the time delay of all the
messages along all the n wires. However, adversary can only schedule the messages sent
along honest wires, without having any access to them. Moreover, the message sent over
an honest wire will be eventually delivered. If a wire is under the control of Af}f“tic,
then .Aflf“tic may indefinitely block the communication along the wire. So the receiver
may have to wait indefinitely for the message(s) along that wire. Hence the receiver can
not distinguish between honest wires which are slow (due to the malicious scheduling of
messages by Af:atic on these wires) and corrupted wires which withhold/does not send
information at all.

In our protocols, S and R does computation over a field F, where F is a finite field
of prime order. For PSMT protocols, the only restriction on F is that |F| > n. On the
other hand, for SSMT protocol, F = GF(2"), where k is the error parameter of the
protocol. If some x € F is sent through all the wires, then it is said to be broadcasted. If
x is broadcasted over at least 2¢,+ 1 wires, then receiver will always correctly recover it.
This is because out of the 2t, + 1 wires, at least ¢, + 1 will be honest and will eventually
deliver x. So the receiver can wait for a value which is received identically over at
least t, + 1 wires. We now define asynchronous perfectly secure message transmission
(APSMT) and asynchronous statistically secure message transmission (ASSMT).

Let the message to be transmitted securely be drawn from F and I' denote the
underlying probability distribution on F. We define the view of a node P; € N, at
any point of the execution of a protocol II for secure message transmission, to be
the information that P; can get from its local input to the protocol (if any), all the
messages that P; had earlier sent or received, the protocol code executed by P; and
random coins of P;. The view of Afﬁ“tic at any point of the execution of II is defined
as all the information that .Aflf“tic can get from the views of all the nodes corrupted
by Af:““c (i.e. all the information that these nodes can commonly compute from their
views). For message m € F, any adversary characterized by Af:atic and any protocol II

for secure message transmission, let f(Af:am, m, IT) denote the probability distribution

on the view of the adversary Af:atic at the end of the execution of II.

Definition 16.1 (APSMT) A protocol 11 is said to facilitate asynchronous perfectly
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secure message transmission (APSMT) if for any message m drawn from F and for
every adversary Aflfatic, the following conditions are satisfied:

1. Perfect Secrecy: f(.Af;“tic,m,H) = f(.AfIf“tic,m’,H), for all m' # m. That is, the
two distributions are identical irrespective of the message transmitted.

2. Perfect Reliability: R should receive m correctly, without any error.

3. Termination: R should eventually terminate the protocol.

Definition 16.2 (ASSMT) A protocol 11 is said to facilitate asynchronous statisti-
cally secure message transmission (ASSMT) if a negligible error probability of 2~ x)
can be tolerated with respect to the Perfect Reliability condition of APSMT, where x
1s the error parameter. That is, R should correctly receive m with probability at least
(1- 2*9(””)). The probability is over the choice of m and the coin flips of all the nodes
in N and Ajletic,

We now give an overview of our results which will be presented in this chapter.
Before that, we give the following remark.

Remark 16.3 (Concept of Phase in Asynchronous Network) In synchronous net-
works, we assume that the protocols operate as a sequence of phases, where a phase is

a send from S to R or vice-versa. This is a valid assumption, because there is an
upper bound on the time delay of every wire, as the network is synchronous. How-
ever, in asynchronous network, there is no upper bound on the time delay. Hence, in
asynchronous network, we cannot assume that the protocols operate in phases. Rather,
we consider whether interaction is allowed between S and R or not. Accordingly, we
consider two extreme settings, as discussed earlier in this section.

16.2 Overview of Our Results for PSMT and SSMT in
Asynchronous Network

Our contributions in this chapter are as follows:

1. In [69], Sayeed et al. have given a PSMT protocol in asynchronous network,
tolerating Af:““c in the presence of n = 2t; 4+ 1 unidirectional wires from S to R.
However, we show that their protocol does not provide perfect security.

2. We show that if there are n unidirectional wires from S to R in an asynchronous
network, then there exists a PSMT protocol tolerating Af:atic, iff n > 3t,. Com-
paring this with Theorem 9.1, we find that synchrony of the network does not
effect the possibility of PSMT protocol, if all the n wires are unidirectional from

S to R.

3. We show that if there are n bi-directional wires between S and R in an asyn-
chronous network, then there exists a PSMT protocol tolerating .Aflf“tic, iff n >
3tp. This is surprising because from Theorem 9.3, n > 2t;, bi-directional wires
are necessary and sufficient for the existence of PSMT protocol against Aflf“tic in
synchronous network. This shows that if all the n wires are bi-directional, then
synchrony of the network significantly affects the possibility of PSMT protocols.
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4. We show that SSMT between S and R is possible in an asynchronous network,
tolerating Af:atic iff n > 2t;. Moreover, this is true, irrespective of whether the
n wires are unidirectional or the n wires are bi-directional. Comparing this with
Theorem 14.1, we find that irrespective of whether the n wires are unidirectional
or bi-directional, synchrony of the network does not affect the possibility of SSMT.

In [76], the authors have given the necessary and sufficient condition for PSMT
and SSMT in asynchronous networks tolerating non-threshold adversary (see Section
1.4.3 for the meaning of non-threshold adversary). However, though not explicitly
stated in the paper, their characterization for PSMT is true under the assumption
that S is honest, while their characterization for SSMT is true under the assumption
that S may be corrupted, where if S is corrupted, then he may not send anything
to R along some path. Note that while in synchronous model, S being honest or
dishonest does not make any sense, in asynchronous model this makes lot of difference.
This is because we cannot distinguish between a slow sender and a corrupted sender.
However, in this chapter, we derive all the necessary and sufficient condition, assuming
S to be honest. The protocols given in [76] against non-threshold adversary are very
complex. Though we can derive protocols for tolerating Af:“”c from the protocols of [76]
tolerating non-threshold adversary, the resultant protocols will be very complex and
inefficient. Instead, since we work on threshold model (where the corruption capability
of the adversary is bounded by a threshold), our protocols are very elegant and efficient.

Asynchronous PSMT/SSMT is an important primitive for perfectly/statistically
secure multiparty computation over asynchronous incomplete networks. Thus, our
results can be used to transform the asynchronous secure computation protocols that
run over a complete network [14, 12, 83, 64, 10] into ones that can be executed over
incomplete networks.

In the next section, we discuss about APSMT, when all the wires are unidirectional
from S to R.

16.3 APSMT When All Wires are Unidirectional from S
to R

static

In this section, we recall the existing APSMT protocol tolerating A7 ***¢, proposed by
Sayeed et al. [69] where all the n wires are directed from S to R. We show that their
protocol does not provide perfect secrecy. We then give the true characterization for
APSMT protocols tolerating Af:a“c, when all the n wires are unidirectional, directed
from S to R.

16.3.1 Existing APSMT Protocol of [69]

In [69], the authors have given an APSMT protocol tolerating .Aflf“tic, where S and R
are connected by wires w;,7 = 1,...,n, directed from S to R, where n = 2t;, + 1. We
briefly recall the protocol from [69] and show that the protocol does not achieve perfect
secrecy; i.e., Afﬁ“tic can recover mS.

In the protocol, message mS belongs to the set Q = {1,2,...,Mpqs} of positive
integers, such that mq. > n. Let MAX = 2mypqe + 1. S sends mS by doing the
following computation and communication:

1. S randomly selects n values K1, Ko,..., K, from the set () and associates Kj;
with wire w;. For each K;, S forms a key_carrying_polynomial p;(x) of degree ty,
where p;(0) = K; and other coefficients of p;(z) are randomly chosen from Q. S
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also forms a secret_carrying_polynomial M (x) of degree n, where M (0) = m® and
the coefficient of 2% is Kj.

2. Through wire w;, S sends to R the value p;(i), for j = 1,...,n. S also broadcasts
M(1) and M(MAX), where the values of M(x) are from N, the infinite set of
positive integers.

We now show how .Aflf“tic can recover mS from the values sent by S. In the protocol,
S broadcasts:

Vi = M(1)=mS+ K, +Ky+...+ K, and
Vo = M(MAX)=m5+ (K, x MAX) + (Ko x MAX?) + ... + (K, x MAX")

Note that Vi and V5 does not belong to (). They belong to N, the infinite set
of positive integers; i.e., the protocol works with the exact values of Vi, Vs. However,
mS € Q and is always less than M AX. Since Vi and V5 are broadcasted, Aflf“tic will
also know V7 and V5. Also M AX is a publicly known parameter. If .Aflf“tic computes
(Vo mod MAX), then he obtains mS, because all other terms in V5 are multiple of
MAX, except mS, which is less than M AX. Thus, protocol of [69] does not provide
perfect secrecy. In fact, there does not exist any APSMT protocol tolerating Af:“m
with n = 2¢;, + 1 unidirectional wires from S to R. In the sequel, we present the
true characterization of APSMT protocol tolerating Af:atic, when all the n wires are

unidirectional from S to R.

16.3.2 Characterization of APSMT in Presence of Unidirectional Wires

We now prove the necessary and sufficiency condition for the existence of any APSMT
protocol tolerating .Aflf“tic, when all the wires are directed from S to R.

Theorem 16.4 Suppose there exists n wires, directed from S to R, of which at most tp
could be under the control of .Aflf“tic. Then there exists an APSMT protocol tolerating
.Aflfatic, only if n > 3ty.

PRrROOF: From Theorem 9.1, we know that n > 3t; wires are necessary for the existence
of any synchronous PSMT protocol tolerating a t,-active static Byzantine adversary,
when all the wires are unidirectional from S to R. Hence it is obviously necessary for
the existence of APSMT protocol tolerating .Af;“tic, if all the wires are unidirectional
from S to R. O

We now show that n > 3t;, unidirectional wires from S to R are also sufficient for de-
signing an APSMT protocol tolerating Af:“”c. For this, we design an APSMT protocol
in the next section, tolerating .Aflf“tic, provided there exists n = 3t; + 1 unidirectional
wires from S to R.

16.3.3 APSMT in Presence of n = 3t;, + 1 Unidirectional Wires

Let S and R be connected by unidirectional wires w;,1 < ¢ < n, which are directed
from S to R, Where n = 3ty + 1. We design an APSMT protocol called H%%’g}'\%ﬁ“‘m“l,
tolerating .Aflf“tw. The protocol is given in Fig. 16.1.

We now prove the properties of protocol H%?}g}&ej‘iti‘m“l.
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Figure 16.1: Protocol HUmd”’ec“""“l with n = 3t; + 1 unidirectional wires from S to R.

Computation and Communication by S:

1. S selects a random polynomial p(z) of degree t;, over I, such that p(0) = mS,

where mS is the secret message, which S wants to send to R.

2. Fori=1,...,n, S sends p(i) to R over wire w;.

Message Recovery by R:

For r =0,...,t, R does the following in iteration r:

1. Let W denote the set of wires over which R has received the values and I,
denote the values received over the wires in W, when W contains 2t, + 1+ r
wires.

2. Wait until [W| > 2t, + 1+ r. R applies RS-DEC(2t;, + 1 + r, I,.,,r,0,t, + 1) to
get the polynomial p’(.). If no polynomial is output, then R skips the next
step and proceeds to next iteration.

3. If at least 2t, 4+ 1 values in I, lie on p/(.), then R outputs p’(0) as the secret
message and terminates. Otherwise, R proceeds to the next iteration.

Theorem 16.5 In protocol H%‘}dﬁ\rﬁitw"al the adversary Asmm gets mo information
about the secret message mS.

PrROOF: It is easy to see that .Aflf“tic gets at most ¢, distinct points on p(z). So
Afﬁ“tic lacks by one point to uniquely interpolate p(x). This implies that p(0) = mS is

information theoretically secure. O
Theorem 16.6 In protocol H%‘;’dﬁ\’/}eﬁtw"“l R will eventually output mS.

PROOF: Suppose Af:atic corrupts 7 < t; wires during the transmission of values of
p(z). Now during #*" iteration, R receives 2t, + 1 + # points on p(x), of which 7 are
corrupted. So from Theorem 2.19, RS-DEC will be able to correct the 7 errors and
hence the polynomial p’(.) which is output by RS-DEC during 7" iteration will pass
through at least 2t; 4+ 1 points in I,.. Since out of these 2¢, + 1 points, at least ¢, + 1 are
honest and uniquely define the original polynomial p(.) (¢, + 1 points uniquely define
a t, degree polynomial), the output polynomial p(.) is same as p(.). Thus p(.) will be
output in 7" iteration and all the iterations up to iteration # will be unsuccessful, as
either they will not output any t; degree polynomial or the output polynomial will not
pass through 2t, + 1 points in I, !. O

Theorem 16.7 Let there exists n unidirectional wires from S to R. Then APSMT
tolerating Asmm 1s possible iff n > 3t.

PRrROOF: The proof follows from Theorem 16.4 and protocol H%]@Zdﬁ(/}%ﬁtwml. O

!The procedure used by R to recover the original polynomial is called Online Error Correction
(OECQC) [15], which is a well known technique in asynchronous settings. Informally, OEC allows R to
find the original polynomial in an online fashion.
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16.4 APSMT When All Wires are Bidirectional Between
S and R

In this section, we characterize APSMT tolerating Af:am, when all the n wires between

S and R are bi-directional. In this setting, we show that APSMT tolerating Af:“”c
is possible iff there exists n > 3t; bi-directional wires between S and R. This shows
that irrespective of whether the n wires between S and R are uni-directional or bi-
directional, n > 3t, wires are necessary for the existence of any APSMT protocol
tolerating Ajietic,

Theorem 16.8 Let S and R be connected by n = 3ty + 1 bi-directional wires, of which
at most t, are under the control of .Aflf“tic. Then there exists an APSMT protocol
tolerating Ag'*"*c.

PROOF: Any bi-directional wire between S and R can be treated as an uni-directional
wire from S to R. Now we know that there exists an APSMT protocol H%g’gﬁ\’fﬁioml
tolerating Aflf“tic if there exists n = 3t; + 1 unidirectional wires from S to R. Hence
the same protocol can also be executed if there exists n = 3t, + 1 bi-directional wires
between S and R. O

We now show that if all the n wires between S and R are bi-directional, then
APSMT tolerating .Aflf“tic is possible only if n > 3t,. The proof is by contradiction.
We first show that there does not exist any APSMT protocol, securely communicating
a message between a sender S’ and receiver R/, with three bi-directional wires between
S’ and R/, of which one can be corrupted by the adversary (Theorem 16.9). Then
by using a standard player partitioning argument [44], we show that if there exists an
APSMT protocol tolerating .Aflf“tic with n = 3t bi-directional wires between S and
R, then there exists an APSMT protocol tolerating A5/, with 3 bi-directional wires
between S’ and R/, which is a contradiction (Theorem 16.10).

Theorem 16.9 Let there be three bi-directional wires between a sender S’ and a re-
ceiver R/, of which at most one wire could be under the control of the adversary. Then
there does not exist any APSMT protocol, securely transmitting a message from S’ to
R’.

PROOF: The proof is by contradiction. Let S’ and R’ be connected by three bi-
directional wires wq,ws, w3, of which at most one wire can be under the control of
adversary A5 Moreover, let IT be an APSMT protocol for securely transmitting a
message from S’ to R/, tolerating A3/, Let E be an execution of II. Then we define
the following variables:

1. time(E, R/, w;): denotes the arrival time of the different messages (with respect
to local clock) received by R/ in E, along wire w;,i € {1,2,3}.

2. time(E, S, w;): denotes the arrival time of the different messages (with respect
to local clock) received by S’ in E, along wire w;, i € {1,2,3}.

3. Eme: denotes the total time taken (with respect to R’) by execution E; i.e., the
time at which R’ terminates by outputting the message in E.

From the termination property of APSMT, each execution of IT will eventually
terminate. Moreover, in any execution of II, the distribution of data sent along a single

251



wire will be same, irrespective of the secret message, which is sent during protocol II.
Otherwise, the adversary can passively listen the wire and will get information about
the secret message, thus violating the perfect secrecy property of II. Now consider the
following execution sequences of protocol II:

1. Eq: Let the random coin tosses of S’ and R’ be r; and 7o respectively and let S’
wants to send the secret message m. The adversary strategy is to control wire wsg
and not allowing any data to pass over ws throughout F;. Let o and 3 denote the
messages that are exchanged between S’ and R/, along w; and wsy respectively.
The protocol terminates after working for E{™¢ and outputs m.

2. E5: Let the random coin tosses of S’ and R’ are r; and 79 respectively and let
S’ wants to send the secret message m. The adversary strategy is to passively
control wy and delay any information along w3 for time E{m¢ 4+ Egime +1 (Fs
is defined below). In addition, the adversary schedules the messages along w;
and wy in such a way that time(FEs, S, w;) = time(Ey,S’,w;), for i € {1,2} and
time(Eq, R/, w;) = time(FE1, R/, w;), for i € {1,2}. Thus the view of S’ and R/
in E; and E, are exactly same and hence the secret m is reconstructed. Also
Elime — piime and o and 3 are exchanged between S’ and R/, along w; and ws
respectively.

Let m*(# m) be another secret message. Then from the perfect secrecy property of
I1, there exists r3(# r1) and 74(# r2), such that the following holds: S’ wants to send
m*, the random coin tosses of S’ and R/ are r3 and r4 respectively and the information
exchanged between S’ and R’ along wire wo is 3. Note that such an r3,rs exists,
otherwise it implies that data sent along wire wsy is dependent on secret message, thus
violating perfect secrecy property of II. Now consider the following executions of II:

3. E3: Here, the random coin tosses of S’ and R/ are r3 and r4 respectively. S’ wants
to send the secret message m*. The adversary strategy is to control wire ws
and not allowing any data to pass over ws throughout E5. Let o* and f*(= ()
denote the messages that are exchanged between S’ and R/, along w; and ws
respectively. The protocol terminates after working for E};ime and outputsm®.

4. E4: The random coin tosses of S’ and R’ are r3 and r4 respectively. S’ wants to send
the secret message m*. The adversary strategy is to passively control wo and delay
any information along ws for time Ef™¢ + E™m¢ 4+ 1. In addition, the adversary
schedules the messages along wy and wsy in such a way that time(Ey, S, w;) =
time(Es, S, w;), for i € {1,2} and time(Fy, R/, w;) = time(Es, R, w;), for i €
{1,2}. Thus the view of S’ and R’ in F3 and Ej are same and hence the secret
m™* is reconstructed. Also E?me = E{™ and o* and 3*(= ) are exchanged

between S’ and R/, along w; and ws respectively.

5. E5: The random coin tosses of S’ and R’ are r; and 74 respectively. S’ wants to
send the secret message m. Let o/, /(= 3) denote the messages that should have
been exchanged between S’ and R’ along wy and ws in ideal situation, when w;
and wy are honest (not under the control of adversary).

Now the adversary strategy in FEj5 is as follows: adversary delay any informa-
tion along ws for time Eim¢ + Fme 4 1. In addition, the adversary controls
wy in Byzantine fashion, such that instead of receiving messages from o', R’
gets messages from o, while S’ receives messages from «. Moreover, adversary
schedules the messages along wy and wsy in such a way that time(Es, S’ w;) =

252



time(Ey,S',w;), for i € {1,2} and time(FE5, R/, w;) = time(Ey, R, w;), for i €
{1,2}. Thus the view of S’ is a 3’ = « 3, while view of R’ is o* ' = o* (3.

Thus the view of S’ in Fy and E5 are same, so S’ will assume that m has been communi-
cated securely. However, the view of R’ in Ej5 is same as in E; and hence R’ will output
m™*. But this violates the perfect reliability property of II, which is a contradiction.
Hence II does not exist. O

Theorem 16.10 Let S and R be connected by n bi-directional wires, of which at most
static

tp can be under the control of Aj*"*“. Then there exists an APSMT protocol tolerating
Astae only if n > 3ty

PrOOF: The proof is by contradiction. Assume that there exist an APSMT protocol
APSMT tolerating Af:“”c, where S and R are connected by n = 3t;, bi-directional
wires. Now by using standard player partitioning strategy, we show how to transform
protocol TAPSMT into another APSMT protocol I, which securely transmits a message
from a sender S’ to a receiver R/, who are connected by three bi-directional wires, of
which at most one could be corrupted by the adversary. Let the wires between S and
R be numbered 1,2,...,3t,. Similarly, let the wires between S’ and R’ be numbered
as 1,2,3. Now we define a mapping M : {1...n} — {1,2,3} as follows:

M(z)=1:Vxe{l...t)}
:2:V$E{tb+1...2tb}
:3IV$E{2tb+1...3tb}

We denote M~1(1) = {1,2,...,t,}, M~1(2) = {t, + 1,t +2,...,2t,} and M~1(3) =
{2ty + 1,2t +2,...,3t,}. Now II is obtained from IIAPSMT in the following way: if
in protocol TAPSMT L ¢ F is sent from S to R on wire w € {1,2,...,3t}, then in
protocol II, k is sent from S’ to R’ on wire M (w). We define the transmission from
R’ to S’ in a similar fashion. Similarly, if the adversary controls wire w € {1,2,3} in
protocol II, then he controls the set M~ (w) in protocol ITAPSMT Tt can be easily
verified that the view of S’ and R’ in II is same as the view of S and R respectively, in
protocol ITAPSMT So T is an APSMT protocol, which securely transmits a message
from S’ to R/, who are connected by three bi-directional wires, of which at most one
can be corrupted. But from Theorem 16.9, IT does not exist. Hence IIAPSMT 3]s0 does
not exist. O

16.5 ASSMT When All Wires are Unidirectional from S
to R

We now give the characterization for ASSMT protocols tolerating .Aflf“tic, when all the
wires are directed from S to R.

Theorem 16.11 Let there exists n wires directed from S to R, of which at most ty
could be under the control of .Af}f“tic. Then there exists an ASSMT protocol tolerating
.Aflf“tic, only if n > 2ty.

PRrROOF: From Theorem 14.1, we know that n > 2t;, wires are necessary for the ex-
istence of any synchronous SSMT protocol tolerating an all powerful ¢;-active static
Byzantine adversary, when all the wires are unidirectional from S to R. Hence it is
obviously necessary for the existence of ASSMT protocol tolerating .Aflfatic, if all the
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wires are unidirectional from S to R. O

We now show that n = 2t; 4+ 1 unidirectional wires from S to R are sufficient to design
an ASSMT protocol tolerating Aflf“tic. Let S and R be connected by n = 2t; + 1
unidirectional wires, directed from S to R. Let the wires be denoted by wy, ..., ws,.
Moreover, let F = GF(2"), where & is the error parameter. Furthermore, without loss of
generality, let n = poly(x). We now present an ASSMT protocol called Hgg?ﬁfﬁ”‘mal,
which securely sends a message mS € F. The protocol is formally given in Fig. 16.2.

We now prove the properties of protocol H%g’d}‘gef”oml_

Claim 16.12 In protocol Hgg?]i\}%mml, if R concludes that pR(i) 1s a valid point,
then except with error probability 2-2) | pR (i) = pS(4).

PRrROOF: The claim trivially holds without any error if w; is honest because an honest

wire will correctly deliver p®(i) = pS(i). So we consider the case when wj is corrupted.

So let w; be a corrupted wire, who delivers p®(i) # pS(i). In order that pR(i) is

considered as a valid point, it must hold that Support; > t, + 1. This further implies

that there exists at least one honest wire, say wj, such that w; € Support; because

there can be at most t; corrupted parties. Since w; € Support;, it implies that 'yil} =
R S

Urauth(p®(i); a g,bg) Now notice that w; is an honest wire and so a;; = a;; and

b% = bzsj However ASZ““C will have no information about aij and b%, as they are sent

over w;. So from the properties of URauth, except with probability At ON 'yl-l} #*

auth(p®(i ), ZI]{’ b%) which is a contradiction. So except with error probability 2~%(*)

pR(@) = p5(9). O
Claim 16.13 In protocol H%g’d}\gﬁftwml R will eventually get t, + 1 valid points.

PrRoOOF: In Hgg?]i\}%ﬁoml, the worst case occurs when at most t; corrupted wires do
not deliver any information at all. However, still there exists ¢, + 1 honest wires, who
will eventually deliver correct points to R. These correct points will eventually reach
R and hence will be considered as valid points by R. O

Claim 16.14 In protocol HUmd”’emo"“l, if R outputs m®, then except with probability
bl ), mB =mS.

PrOOF: If R outputs m®, then it implies that R must have received ¢, + 1 valid points,
using which R has interpolated ¢, degree polynomial p®(z), such that p®(0) = m®.
In the worst case, out of these ¢, + 1 valid points, at most ¢, points could have been
received over the wires which are under the control of Asm“c. However, from Claim
16.12, the probability that none of those t; points are the orlginal points on pS(x) is at
most 5,2 %) ~ 27Uk) S except with probability 2-K) - all the t, + 1 valid points
are indeed the original points on pS(z). So m® = mS, except with probability 2 r),
O

Claim 16.15 In protocol HUmd"eth"al .Aflf“tic will get no information about mS.

ProoF: Without loss of generality, let wq,...,wy be under the control of .Aflf“tic.
So Astatic will know pS(1),...,pS(t). Agletic will also know the authentication keys
( ag;, ]gz) forj =1,...,n and i=1,. tb But since the authentication keys used
to authenticate each point on ps(m) are completely random and independent of each
other, they do not provide any extra information to .Aflfatic about pS(t,+1),...,p5(n).
Thus adversary will lack by one point to uniquely interpolate pS(z) and so pS(0) = mS

will be information theoretically secure. O
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Figure 16.2: Protocol Hgggj}%tional with n = 2¢; 4+ 1 unidirectional wires from S to R.

Computation and Communication by S:

1. S selects a random polynomial pS(z) of degree t; over I, such that pS(0) = mS,

where mS is the secret message, which S wants to send to R.
2. Fori=1,...,n, S computes p5(i).

3. For i = 1,...,n, corresponding to p5(i), S randomly selects n non-zero au-
thentication keys (aisj, bZS]) €eF? forj=1,...,n.

S pS

4. Fori=1,...,n, S computes %Sj = URauth(ps(i);aij, o), for j=1,...,n.

5. For i =1,...,n, S sends the following to R over wire w;:
(a) The value pS(i);
(b) %Sj, for j=1,...,n;
(¢) The authentication keys (ajs»i, bjs»i), forj=1,...,n.

Message Recovery by R:

For r =0,...,t, R does the following in iteration r:

1. Let W denote the set of wires w; over which R has received a complete set of
values; i.e.,

(a) The value p®(i);
(b) ’yl-l}, forj=1,...,n;

RbR

(¢) The authentication keys (a7, b5), for j=1,...,mn.

Let W, denote the contents of W, when W contains exactly ¢, + 1 + r wires.

2. Wait until |W| > ¢,+1+4r. Now corresponding to every w; € W, R computes

Support; = {w; € W, : 'yg = URauth(p®(i); a%, b%)}
3. If Support; > t, + 1, then R concludes that p®(i) is a valid point.

4. If R finds £, +1 valid points, then using them R interpolates the t; degree poly-
nomial p®(z), outputs m® = p®(0) and terminates the protocol. Otherwise
R proceeds to the next iteration.

Theorem 16.16 If there are n = 2ty + 1 unidirectional wires from S to R, then there
exists an efficient ASSMT protocol tolerating Aflfa”c.

Proor: Follows from protocol H%gig};}ﬁcm"“l and Claim 16.12, Claim 16.13, Claim
16.14 and Claim 16.15. O
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Theorem 16.17 Let S and R be connected by n unidirectional wires, directed from S
to R. Then ASSMT tolerating Af:atic 1s possible iff n > 2t.

Proor: Follows from Theorem 16.11 and Theorem 16.16. d

16.6 ASSMT When All Wires are Bidirectional Between
StoR

The characterization for ASSMT tolerating .Aflf“tic, when all the n wires between S and
R are bi-directional is given by following theorem:

Theorem 16.18 Let S and R be connected by n bi-directional wires, of which at most
ty could be under the control of.Aflf“”c. Then there exists an ASSMT protocol tolerating
Agtatie gff n > 2ty

PROOF: Any bi-directional wire between S and R can be treated as an uni-directional
wire from S to R. Now we know that there exists an ASSMT protocol H%g’gﬁgﬁftioml
tolerating Aflfatic if there exists n = 2t;, + 1 unidirectional wires from S to R. Hence
the same protocol can also be executed if there exists n = 2t;, + 1 bi-directional wires
between S to R. This proves the sufficiency part.

From Theorem 14.1, we know that n > 2t; wires are necessary for the existence
of any synchronous SSMT protocol tolerating an all powerful ¢p-active Byzantine ad-
versary, when all the wires are bi-directional. Hence it is obviously necessary for the
existence of ASSMT protocol tolerating Af:atic, if all the wires between S and R bi-

directional. O

16.7 Concluding Remarks and Open Problems

In this chapter, we have studied PSMT and SSMT in asynchronous networks. We
showed that the existing PSMT protocol of [70] does not provide perfect secrecy. We
have then given the exact characterization of PSMT in asynchronous networks. We
have also given the necessary and sufficient condition for SSMT in asynchronous net-
works. Our characterization reveals that asynchrony of the network demands higher
connectivity requirement for PSMT. On the other hand, asynchrony of the network does
not demand higher connectivity requirement for SSMT. Our results are summarized in
Fig. 16.3.

Figure 16.3: Connectivity Requirement for PSMT and SSMT in Asynchronous Network
Tolerating Aj'et

Type of Wires PSMT SSMT
Unidirectional | n >3t +1 | n>2t, + 1
Bidirectional | n>3t,+1 | n > 2ty +1

In this chapter, we have considered two extreme cases: when all the wires are uni-
directional and when all the wires are bidirectional. Moreover, we have only considered
only Byzantine corruption. This brings forth the following open problems:
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Open Problem 19 What is the necessary and sufficient condition for PSMT and
SSMT in asynchronous network tolerating Aflfatic, when certain wires are directed from
S to R and certain wires are directed from R to S?

Open Problem 20 What is the necessary and sufficient condition for PSMT and
SSMT in asynchronous network tolerating mized adversary.
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Chapter 17

Conclusion and Directions for
Further Research

In this chapter, we summarize our contribution in this thesis. We also mention several
problems for future directions.

17.1 Summary of Our Contributions

In this dissertation, we looked into the issues of POSSIBILITY, FEASIBILITY and OP-
TIMALITY of RMT/SMT and its variants in several network models and adversarial
settings. This thesis reports several new improved/efficient/optimal solutions, gives
affirmative /negative answers to several significant open problems and last but not the
least, provides first solutions to several newly formulated problems. We now briefly
summarize our main achievements of this thesis:

e We designed a three phase communication optimal PRMT protocol in undirected
synchronous network, tolerating Af:““c. This significantly improves the previous
best known communication optimal PRMT protocol in undirected synchronous
network, tolerating A5¢, which takes O(logt,) phases.

e We designed a three phase communication optimal PRMT protocol tolerating
Agmb”e, which sends a sufficiently large message containing ¢ field elements by
communicating O(¥) field elements. This is the first protocol of its type in the lit-
erature. We also derived a tight bound on the number of communication rounds
required to achieve reliable communication from S to R tolerating a mobile ad-
versary with arbitrary roaming speed.

e We studied the inherent tradeoff among the three important parameters of PRMT,
namely the connectivity requirement n, phase complexity r and communication
complexity b, in the presence of a static mixed adversary A‘(*f:?;) Specifically, we
resolved the Holy Grail problem of PRMT. Our lower bound is first of its kind

and captures the inherent tradeoff among n, b,/ and r simultaneously.

e We resolved the issue of POSSIBILITY, FEASIBILITY and OPTIMALITY of PRMT
mobile
(tosty)?
which is done for the first time in the literature. Our results show the following
interesting fact: irrespective of whether the adversary is static or mobile, the

necessary and sufficient condition for PRMT is same. However, if the adversary

in undirected synchronous network, tolerating mobile mixed adversary A
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is mixed, then any PRMT protocol against mobile adversary requires more com-
munication, as compared to its static counter part. Thus if the adversary can do
mixed type of corruption, then mobility of the adversary affects OPTIMALITY of
the protocols.

e We resolved the issue of OPTIMALITY of PRMT in directed synchronous network

tolerating Af:atic, which is done for the first time in the literature.

e We presented an efficient, three phase, communication optimal PSMT protocol
in undirected synchronous network, tolerating A;f:am.

e We designed a three phase communication optimal PSMT protocol tolerating
Agmb”e. Our communication optimal PSMT protocol against .Agf"bile gives the
following conclusion: if the adversary does only Byzantine corruption, then mo-
bility of the adversary does not hinder to design a three phase PSMT with a

communication complexity of O(nf).

e We completely resolved the issue of OPTIMALITY of multi phase PSMT tolerating

Aff:?; L) Specifically, we presented a four phase communication optimal PSMT

protocol tolerating A

static
(tb7tf 7tp) ’
elements, by communicating O(nf) field elements over n = 2t, +t7+1t,+ 1 wires.

which securely sends a message containing ¢ field

e We completely resolved the issue of POSSIBILITY and OPTIMALITY of PSMT in

undirected synchronous network, tolerating mobile mixed adversary A&OTJ}% )
WP

e We provided communication optimal PSMT protocols in directed synchronous

network tolerating Af:atic, which are first of their own kind.

e We completely resolved the issue of OPTIMALITY of multi phase SSMT tolerating
static
(tostgtp)”

e We showed that the existing SSMT protocols of [24, 87, 54] in directed syn-
chronous network, tolerating .Aflf“tic are inefficient. We then presented new and
efficient, communication optimal SSMT protocol in directed synchronous net-
work, tolerating Az,

e We showed that the existing PSMT protocol of [69] in asynchronous network
does not provide perfect security. We then give the characterization for PSMT
and SSMT in asynchronous network tolerating Afﬁ“tic, thus completely resolving

the issue of POSSIBILITY. The most interesting fact brought forth by our char-

acterization is the following: our characterization shows that asynchrony of the
network demands higher connectivity of the network for the existence of PSMT
protocols. On the other hand, asynchrony of the network does not demand higher

connectivity of the network for SSMT protocols.

17.2 Major Inferences Drawn From Our Results

Some of the major conclusions that we can draw from our studies on RMT/SMT are
as follows:

1. In a minimally connected network tolerating A;f;a“c, any PRMT protocol requires

Q(log(ts)) phases to achieve reliability with constant factor overhead. This is
quiet interesting because against A;f:a“c, reliability with constant factor overhead

can be achieved in three phases.
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2. Intuitively, one may feel that the connectivity requirement and communication
complexity of PRMT/PSMT protocols should be more for tolerating Ag”bile, in
comparison to .Af;“tic. However surprisingly, we have shown that in an undirected
synchronous network, the network connectivity and communication complexity
of PRMT/PSMT protocol is same, irrespective of whether the adversary is Aflfatic

or A?Zobile .

However, if the adversary can do mixed corruption, then any PRMT protocol
against mobile adversary requires more communication, as compared to its static
counter part. Thus if the adversary can do mized type of corruption, then mobility
of the adversary affects OPTIMALITY of RMT protocols.

3. In undirected synchronous network, the network connectivity and communication
complexity of all multi-phase PSMT protocols is same against Aflf“tic. However,
this is not the case in directed synchronous network. That is, the network connec-
tivity and communication complexity of two phase PSMT in directed synchronous
network is different from the one required for three or more phase PSMT in di-
rected network tolerating Ag'etc.

4. Our studies show that asynchrony of the network demands higher network con-
nectivity for the existence of PSMT protocols. On the other hand, asynchrony
of the network does not affect the network connectivity requirement for SSMT
protocols.

17.3 Directions for Future Research

Throughout the thesis, several open problems have been mentioned in each chapter.
These problems are open in the context of this thesis. We now provide some future
directions that are beyond the scope of this thesis.

1. Arbitrary Directed Networks: In this thesis, while considering the directed
network model, we have abstracted the network as directed wires, which are di-
rected either from S to R or vice-versa. However, as mentioned in Section 15.1.1,
such an abstraction is valid if it is assumed that the intermediate nodes are only
message forwarding nodes and do no other computation. However, in an arbitrary
directed network, if the intermediate nodes (other than S and R) are allowed to
carry out computation and communication (beyond just acting as a message for-
warding node), as in the case of a virtual private network (VPN), then the wired
abstraction results in loss of generality. The insufficiency of wired abstraction in
such a network model is pointed out in [84, 72, 80] where characterizations for
SRMT and SSMT over the arbitrary network, treating entire graph in its full
form are also reported. However, it is likely to take exponential time to verify
whether a given arbitrary directed network satisfies the characterization given in
[84, 72, 80] for the possibility of SRMT and SSMT. Moreover, the protocols given
in [84, 72, 80] require exponential computational and communication complexity
and are highly non-intuitive. Hence, it is an interesting open question to come
up with efficient RMT/SMT protocols in arbitrary directed network, considering
the network in its full form.

2. Hypergraph Network Model: In this thesis, we have only considered undi-
rected and directed network model, which models point to point communication.
However, in many scenarios, private one-to-one channels may not exist. Typical
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examples include Radio transmission and LAN network. Also in many practical
scenarios, a base station can broadcast to a set of receivers, but the other way
around communication might not be possible. In these cases, directed hypergraph
is the only way to model the network. Directed hypergraph is the most generic
network model with the facility of multicasting. Unfortunately, not too much is
known regarding the POSSIBILITY, FEASIBILITY and OPTIMALITY of RMT/SMT
and its variants in hypergraph network model (see [34, 79, 87] for partial results).
So it is important to pursue research in this direction.

. Non-Threshold Adversary Settings: In this thesis, we have considered thresh-
old adversary settings, where the corruption capacity of the adversary is bounded
by a threshold. Modelling the adversary by a threshold helps in easy characteriza-
tion of RMT/SMT. It also helps in analyzing protocols and proving lower bound
on the communication complexity. However, as mentioned in [41], modelling the
(dis)trust in the network as a threshold adversary is not always appropriate. This
is due to the following reasons:

(a) In the case of secure communication, not all scenarios of mutual (dis)trust
can be captured by a threshold adversary.

(b) The threshold model may lead to a gross overestimation of the connectivity
requirement of the underlying network.

Motivated by this, the authors in [41] have studied PRMT and PSMT in non-
threshold adversary settings. Specifically, the authors have resolved the issue of
POSSIBILITY of PRMT and PSMT in undirected synchronous network, tolerating
non-threshold static Byzantine adversary. The work of Kumar et al. was fol-
lowed by [25, 84, 62, 79, 80], who gave the characterization of different variants
of RMT/SMT in different network models, tolerating non-threshold adversary.
However, to the best of our knowledge, nothing is known in the literature regard-
ing OPTIMALITY of RMT /SMT and its variants in non-threshold model. Hence, it
is an interesting open problem to look into the issue of OPTIMALITY of RMT/SMT
and its variants in various network models in non-threshold settings.

. Incomplete Information About Network Topology: All the existing results
for RMT/SMT and all the results that are discussed in this thesis are derived
under the assumption that the entire network topology is known to all the nodes
in the network. A more realistic model is the one where each node may know only
about his neighbors in the network up to some constant number of levels. Note
that none of the protocols described in this thesis works correctly (in the worst
case) in the absence of the full topological information. We remark that the design
of RMT /SMT protocols with incomplete topological information (like each node
knowing the identity of his neighbors alone) is several times more challenging and
complex as compared to the case, when each node has full information about the
topology of the network.
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