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 PCI requirements are in effect that will 

change the way that PIN encryption keys are 

managed. 

 These requirements mean changes to 

Remote Key Distribution systems, changes to 

the way that symmetric keys are encrypted, 

changes to how keys are deleted from PIN 

pads, and a change to the timing of PIN 

encryption within a PIN Entry Device.

 NCR ATMs are already compliant with these 

requirements. 

 To comply with the changes, NCR has 

implemented standards based, open, 

interoperable solutions.  
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EPP Roadmap

PCI POI PTS V3.0 ALLOWS FOR TRANSITION TO NEW REQUIREMENTS

PCI POI PTS 4.0 MANDATES NEW REQUIREMENTS

BY APRIL 2020, NO LEGACY FUNCTIONS WILL BE ALLOWED

ANY NEW DEVICES APPROVED POST APRIL 2014 CANNOT SUPPORT 

LEGACY FUNCTIONS

New PCI requirements break backwards compatibility



PCI PTS 3.0 AND BEYOND

SHA-1 HASHING ALGORITHM MUST DISCONTINUED

SUPPORT FOR KEY WRAPPING

KEY DELETION COMMANDS REQUIRE AUTHENTICATION

PIN ENCRYPTION MUST OCCUR IMMEDIATELY AFTER PIN ENTRY

WHAT ARE THE CHANGES THAT IMPACT ATM OPERATION?

These functions are already present in the EPP3



PCI PTS 4.0 & PCI PIN 2.0

SHA-1 HASHING ALGORITHM MUST NOT BE USED – DEC 2016

SUPPORT FOR KEY WRAPPING – JAN 2018 JUN 2023

KEY DELETION COMMANDS REQUIRE AUTHENTICATION – JAN 2017

PIN ENCRYPTION ONE MINUTE AFTER PIN ENTRY – APRIL 2016

INTRODUCES INDIVIDUAL MANDATE TIMEFRAMES
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Cryptographic One Way Function

 A hash function is any function that can be 

used to map data of arbitrary size to data of 

fixed size.

 Hash functions must be one way. i.e. it must 

not be possible to recover the input message 

from the hash

 A hash function is a fundamental building 

block in creating a digital signature. 

 Digital signatures are created by encrypting a 

message hash with a private key. 

 Digital signatures are a fundamental 

building block in ATM Remote Key 

systems. This requirement makes 

existing RKM non-compliant. 
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PCI PIN 2.0 & SHA-1 
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Key Blocks

 A key block is a structure for an enciphered 

key that contains;

 Attribute Information

 Confidential Data

 A Binding Method

 NCR will use the ANSI TR31 key block 

format. 

 This requirement changes how keys are 

encrypted for transmission to the EPP.
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Key Wrapping

K1 eK1Enc EncDec

MK1 MK2 MK1

K2 eK2Enc EncDec

MK1 MK2 MK1

+ +

Plain text Cipher text

TDEA Key Encipherment :

Double length keys

No attribute information or binding

Key eKey



PCI PIN 2.0 & TR31 



KEYBLOCK UPDATE – APRIL 2017

In April 2017, the effective date was modified to allow the implementation to occur in three 

phases, each with its own effective date. This will allow organizations to focus resources to 

address implementation tasks specific to their environment and support a smooth migration 

across the payments network. The phased implementation dates are as follows:

Phase 1 – Implement key blocks for internal connections and key storage within service 

provider environments. This would include all applications and databases connected to 

hardware security modules (HSM). Effective date: June 2019. 

Phase 2 – Implement key blocks for external connections to associations and networks. 

Estimated timeline for this phase is 24 months following Phase 1, or June 2021. 

Phase 3 – Implement key blocks to extend to all merchant hosts, point-of-sale (POS) devices 

and ATMs. Estimated timeline for this phase is 24 months following Phase 2, or June 2023. 

Source: PCI Information Supplement • Cryptographic Key Blocks • June 2017 
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PIN Encrypt Timing

 ATM PIN encryption is a 2 step process.
 Get PIN

 Encrypt PIN

 This is a vestigial attribute of ATMs, from when 
original ATM designs had separate keyboards 
and encryptor modules. 

 PCI rules did not originally specify a time limit 
between the commands, but now a 5 minute 
limit is in force.

 This limit will be reduced to 1 minute. 

 ATM software application design must take this 
into account

Authenticated Key Deletion

 Key Deletion is now defined as a sensitive 
function. 

 Sensitive functions require authentication, e.g. 
dual control password entry, digital signature on 
the command or a MAC.

 Signed Key Deletion is an inherent function in 
TR34

 An alternative MAC based delete function will 
be available for any customer not using RKM.

 This requirement has implications for ATM or 
EPP decommissioning, procedures must be 
modified to ensure authenticated key deletion 
occurs
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Key Delete / PIN Encrypt Timing



PCI PTS 4.0 & KEY DELETE



PCI PTS 4.0 & PIN ENCRYPT TIMING



PCI changes afford the opportunity to migrate to industry 

standard key management techniques, discontinue use of 

proprietary methods, and increase security.

1. SHA-1: NCR signature based RKM will be replaced by ANSI TR34 RKM

2. Key wrapping will be supported using ANSI TR31 key block

3. Authenticated Key Deletion is implicit in TR34

4. PIN encrypt enforced within 1 minute of PIN entry. 

Requirements 1-3 already OPTIONAL functions in EPP3

NCR STRATEGY FOR MIGRATION



Why has NCR taken this approach?

1. Current vendor RKM solutions are proprietary; this means that different 

host systems are required on Multivendor estates, they must be 

maintained separately, audited separately. Moving to an open 

standards based approach removes this overhead and inefficiency. 

2. Using open standards based technology will improve security. X9 

publications are produced by industry experts and peer reviewed, 

providing greater assurance than could be provided by a single vendor 

proprietary design.

3. Using open standards based technology simplifies the audit process. It 

takes expertise and experience to be able to verify a proprietary 

Remote Key scheme against the requirements of PCI PIN or ANSI TR39. 

TR34 is known to be compliant with the requirements of X9.24-2

NCR STRATEGY FOR MIGRATION
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ANATOMY OF BASIC ATM KEY 

MANAGEMENT

22

Terminal Master Key

PIN Encryption Key

Encrypted PIN 

Block

Remote Key Management

PEK encrypted by TMK

TR34

TR31



LEGACY KEY LOADING AND STORAGE
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COMPLIANT KEY LOADING AND STORAGE
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TR34 (REMOTE KEY MANAGEMENT)

• Used to transport the initial Master Key (Key Block Protection 

Key)

• Based on NCR E-RKM, but uses X.509 certificates

• Certificates use SHA-256

• Uses the concept of ‘key binding’ to lock the initial customer 

certificate to the EPP 

• Compliant with the requirements of ASC X9.24-2

• Compliant with the requirements of PCI PIN Annex A



TR34 RKMEnhanced RKMBasic RKM

 X.509 certificate format

 One-time TR34 certificate 

request required from NCR

 Certificates use SHA-2

 Certificate is bound to EPP

 Anti-replay in protocol

 Full CA support

 Complies with PCI PIN 

Annex A 

 Uses NCR proprietary format 

certificates

 One-time certificate request 

required from NCR

 Certificates use SHA-1

 Public key is bound to EPP

 Anti-replay in protocol

 Will not comply with PCI PIN 

Annex A  from Dec 2016

 Uses NCR proprietary format 

certificates

 One-time certificate request 

required from NCR

 Certificates use SHA-1

 Does not comply with PCI 

PIN Annex A 
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NCR Remote Key Protocol Comparison



 An X.509 certificate is a digital certificate that uses the widely accepted 

international X.509 public key infrastructure (PKI) standard to verify that a 

public key belongs to the user, computer or service identity contained 

within the certificate

 Standard information in an X.509 certificate includes:

 Version – which X.509 version applies to the certificate (which indicates what data the certificate must include)

 Serial number – the identity creating the certificate must assign it a serial number that distinguishes it from other 

certificates

 Algorithm information – the algorithm used by the issuer to sign the certificate

 Issuer distinguished name – the name of the entity issuing the certificate 

(usually a certificate authority)

 Validity period of the certificate – start/end date and time

 Subject distinguished name – the name of the identity the certificate is issued to

 Subject public key information – the public key associated with the identity
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What is a certificate?

http://searchsecurity.techtarget.com/definition/digital-certificate
http://searchsecurity.techtarget.com/definition/PKI
http://searchsecurity.techtarget.com/definition/public-key
http://searchsecurity.techtarget.com/definition/certificate-authority


NCR EPP3 Certificate stack
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Key Signing CA Application CA Device CA

TR34 CA EPP firmware CA EPP Device CA
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Encryption 
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EPP Signature 
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Encryption 

private key
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Signing 
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TR34 REMOTE KEY MANAGEMENT

NCR 

Certificate 

Authority

EPP Host

Phase 1: 

Manufacturing
Phase 2: Certificate 

Request

Phase 3: Mutual 

Authentication and Key 

Transport

Key Receiving Device Key Distribution Host



 NCR Manufactures PIN Entry Devices 
at our secure facility in Budapest , 
Hungary (H.5 rated, ISO 13491-2)

 EPPs self generate 2 RSA key pairs, 
one for encryption, one for signature. 

 EPP generates a Certificate Request.

 CR is sent through Secure link to NCR 
CA in Dundee, Scotland

 Certificates returned to EPP via same 
secure channel. 

 NCR systems audited annually against 
PCI PIN and TR39

TR34: 1 - MANUFACTURING

NCR 

Device CA



 New TR34 Certificate Requests are 

required for all Hosts. 

 Legacy certificates are not compatible 

with TR34. 

 There will likely be a charge for a TR34 

certificate request.

 NCR will return 2 CA certs, and a fresh 

CRL

• NCR DEVICE CA cert, NCR TR34 CA cert

TR34: 2 – CERTIFICATE REQUEST

NCR TR34 

CA



 KRD and KDH exchange credentials. 

 KRD credential includes the KRD ID 

(serial number)

 KDH credential includes a CRL

 Upon successful load of KDH credential, 

KDH is now bound to the KRD.

 Key transport is preceded by KRD 

sending a RND to the KDH

 KBPK protected with the KRD public key 

 Key transport token includes a CRL

TR34: 3 – BINDING & KEY LOADING



KDH BIND PHASE



KRD will validate:

 CRL freshness

 CRL signature

 KDH cert signature

 KDH cert validity

 KDH is not in CRL

 KRD is not already bound

KDH BIND PHASE



KBPK TRANSPORT 



KBPK Token Validation

KRD will validate:

 CRL freshness

 CRL signature

 KDH is not in CRL

 Token Signature

 Check RND match

 Decipher Key, Block

 Check ID of KDH matches KDH credential

 Validates encrypted header matches clear 
header

Then stores KBPK

KBPK Token Creation

 Receive RND from KRD

 Generate KBPK

 Generate KE

 Encrypt Version, KBPK, KDH ID, Header with 
KE to create Encrypted Block

 Encrypt KE with EKRD to create Encrypted Key

 Construct token RND, header, Encrypted Key, 
Encrypted Block

 Sign token with SKDH

 Create message Token, Signature, CRL and 
send to KRD

NCR Confidential

KBPK TRANSPORT



EPP will support:

1. Bind: Initial load of KDH cert

2. UnBind: Authorised deletion of 

bound KDH cert.

3. ReBind:  Allows transfer for 

ownership from KDH_A to 

KDH_B, without an Unbind 

command. Re-Bind is signed by 

KDH_A

KDH BIND OPTIONS



KRD will only unbind if presented with 

authorisation

 A command to unbind from a KDH 

must be signed by the private key of 

the KDH which is being unbound.

 The act of unbinding will delete all 

symmetric keys in the EPP – fulfilling 

the requirement for authenticated key 

delete

 A Rebind option is also available. This 

allows a KDH to be replaced without 

going through an unbind.

TR34 KRD Unbind From KDH



TR31 (SYMMETRIC KEY PROTECTION)

TR31

• Used to transport the working keys (protected with the Key Block Protection Key)

• Compliant with the requirements of ANS X9.24-1

• Sometimes known as the ‘ANSI key block’

• Supports multiple encryption algorithms e.g. TDEA, AES etc

Use Valu

e

MAC



TR31 – KEY DERIVATION

Encryption and MAC Keys are automatically derived from the KBPK by the EPP

K = KBPK



EPP3 TR31 SUPPORTED USAGE AND MODES

Mode of Use 

Value Hex Definition 

‘B’ 0x42 Both Encrypt and Decrypt 

‘C’ 0x43 MAC calculate (Generate or Verify) 

‘D’ 0x44 Decrypt Only 

‘E’ 0x45 Encrypt Only 

‘G’ 0x47 MAC Generate only 

‘N’ (See note 1) 0x4E No special restrictions or note 
applicable 

‘S’ 0x53 Signature Only 

‘V’ 0x56 MAC Verify Only 

Note 1 – This mode is not supported. 

Key Usage 

Value Hex Definition 

‘D0’ 0x44, 0x30 Data Encryption 

‘I0’ 0x49, 0x30 Initialization Vector(IV) 

‘K0’ 0x4B, 0x30 Key Encryption, or wrapping 

‘M0’ 0x4D, 0x30 0x30 ISO 16609 MAC 
algorithm 1 (using TDEA) 

‘M1’ 0x4D, 0x31 ISO 9797-1 MAC Algorithm 1 

‘M3’ 0x4D, 0x33 ISO 9797-1 MAC Algorithm 3 

‘P0’ 0x50, 0x30 PIN Encryption 

All Numeric Values Reserved for Proprietary use 

 



1. (Out of Band) Obtain TR34 certificate from NCR.

Customer must compete TR34 key signing process with NCR as a pre-requisite. First step is for the 

customer account manager to contact Solution Information Services.

2. WFS_CMD_PIN_GET_CERTIFICATE

Query EPP for Public key certificate. Customer should verify certificate serial number, although this step 

is a security process step, not a programmatically required step. 

3. WFS_CMD_PIN_LOAD_CERTIFICATE_EX

This step loads the customer public key certificate into the EPP, and binds the EPP to that customer. 
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Command Flow (XFS)



4. WFS_CMD_PIN_START_KEY_EXCHANGE

Start the key exchange. This step pulls a random number from the EPP, which is then used to ensure 

that each key load message is fresh, and protects against replay attacks. 

5. WFS_CMD_PIN_IMPORT_RSA_ENCIPHERED_PKCS7_KEY_EX

This step sends the KBPK to the EPP. 

6. WFS_CMD_PIN_IMPORT_KEYBLOCK

This command sends the PIN key to the EPP in TR31 format, protected by the KBPK loaded in step 5. 

This command can be repeated to load further symmetric keys as necessary, e.g. MAC key.

1/23/2018 43

Command Flow (XFS) – cont.



 FIRMWARE: EPP firmware – INTL_64

 TR34/TR31 are supported from INTL_61, but INTL_64 has all the necessary bug fixes.

 APTRA XFS 06.04.01

 APTRA XFS 06.03.01 supports TR34/31, but 06.04.01 contains INTL_64

 APPLICATION: AANDC 04.04.01

 APPLICATION: Edge 7.0

 APPLICATION: Activate Global Reference (GR) 02.02.00

 HARDWARE: EPP3

 HARDWARE: UEPP2 serial number 02650000 and above

 Personas will NOT support TR34/TR31
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Minimum Versions for TR34 / TR31



 PCI POI PTS Security 

Requirements V4.1c

 PCI PTS POI Technical FAQ V4 

April 2016

 PCI PIN V2.0

 PCI PIN Technical FAQ V2 April 

2016

www.pcisecuritystandards.org
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References

Standard Subject / Comments

ISO 9564-1 /

X9.8-1

PIN Management and Security

ISO 9564-2 /

X9.8-2

Approved Algorithms

ISO 13491 /

X9.97

Secure Cryptographic Devices

ISO 11568 Key management

X9.24-1 Symmetric Key management using Symmetric 

Techniques

X9.24-2 Symmetric Key management using Asymmetric 

Techniques

ISO 16609 Requirements for message authentication using 

symmetric techniques

X9 TR31 Interoperable method of key bundling that meets the 

requirements of X9.24-1

X9 TR34 Interoperable method of key distribution that meets the 

requirements of X9.24-2



 PCI PIN and PTS requirements will drive 

changes in the way that ATM PIN Entry Devices 

operate.

1. Remote Key

2. Key Wrapping

3. Key Deletion

4. PIN Encrypt Timing

 Check your host provider for compliance 

readiness

 Check your ATM application version for 

compliance readiness

 TR34 RKM will require a new certificate request 

to NCR

Summary & Take Aways
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Questions received during the webinar
Q1: At the ATM level, the EPP keyboard is set to INTL-20  or INTL-61.  Does INTL-61 meet the 

new requirements?

A1: EPP3 ships with INTL_61 which has support for TR34,TR31. I would recommend an upgrade to 

INTL_64 prior to any TR34/31 development work because INTL_64 includes important bug fixes.

Q2: Hi, During a recent LINK Attestation Audit one problem we faced was trying to ascertain the 

relevant firmware version on our (PCI Compliant) EPPs.  The PCI Standards website seems to list 

three certified firmware versions for the EPP. Is there a way to discover the version we are running 

without a visit to each location? 

A2: Yes. EPP firmware versions, and hardware version, can be queried remotely. NCR 

Professional Services can assist with the implementation of this capability. 

Q3: Some of our ATM machines are PTS 1.0 and cannot conform to the SHA2 standard.   Will our 

organization need to discontinue these devices after December 2016?

A3: No. The requirement to implement SHA-2 only applies to PCI 3.0, and above, devices. 

However, the Key Wrapping requirement appears to apply to all devices. 
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Questions received during the webinar
Q4: Can you address the Personas EPP, I believe it would be EPP 1, and where it fits in PCI 4

A4: The Personas EPP is approved to meet the requirements of PCI PTS 1.0. This version is now 

expired, and consequently, no more Personas EPPs can be used for new deployments. NCR has 

no plans to develop a PCI PTS V4.0 EPP for use in Personas ATMs. Of the new PCI PIN 

requirements mentioned in the webinar, the SHA-2 requirement does not apply to PCI PTS 1.0  

devices, but the Key Wrapping requirement does. 

Q5: Could you tell me what means POI?

A5: PCI PTS POI = Payment Card Industry PIN Transaction Security Point OF Interaction

Q6: Do we have a new version of the PCI requirements

A6: All versions of PCI requirements are available on the PCI website. The specific versions 

referenced in this webinar are listed on the Reference slide. The next version of PCI PTS will come 

into effect in April 2017
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