NetScaler

Das Schwelizer Messer fur lhre IT-Infrastruktur



Der NetScaler als ADC (Application Delivery Controller)

Der "Full Proxy"
Ansatz bietet einen
Immensen
Funktionsumfang!
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Service (Backend): Netzwerk Endpunkt an den der NetScaler weiter leitet (21)
Monitor: Prift periodisch die Funktion des Backend-Services (29+)

Load Balancing Methode: Auswahl des Services zur Weiterleitung (15+)
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Persistence (Stickiness): Client wird immer an selben Service geleitet (9+)



SchllUsseltechnologien fur Anwendungsbereitstellung

ﬂ Microsoft

ORACLE

]

CiITRIX'

Load Balancing Surge Protection + Sure Connect

Information auf Layer 3 (IP) / Layer 4 (TCP/UDP) Server arbeiten effektiver: Vermeidung von Lastgrenzen
entscheiden, auf welche Services weitergeleitet wird und Warteschlangen (Surge Queue)

Content Switching * Global Server Load Balancing (GSLB)

Information auf Layer 7 (HTTP, FTP, DNS, RADIUS, TCP,  Verteilung des Verkehrs durch intelligente
UDP...) entscheiden auf welche Gruppe von Backend- Namensauflésung des NetScalers
Services weitergeleitet wird



GSLB - Load Balancing von Standorten oder
redundanten Providerzugange
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Schlusseltechnologlen fur Anwendungsbereitstellung

TCP Offload Erweiterte TCP-Optimierung

Befreit Server vom Verbindungs-Management Wesentlich effizientere Verbindungen
HTTP Compression durch TCP-Windows Scaling, SACK und TCP-Buffering

Daten-Komprimierung vor Daten-Auslieferung SSL Offload

- Ubernimmt CPU intensive Entschliisselungs-Aufgaben
Integrated Caching far Backend-Server ° °

NetScaler als Caching Instanz im Netzwerk




Schlusseltechnologlen fur Anwendungsbereitstellung

Microsoft
ORACLE

]

CiITRIX'

> Verflugbarkeit > Performance > Sicherheit

Schutz auf Application Layer » Filtering, Rewriting und Responder

Schutz vor Datendiebstahl und Ausnutzung von Granularer Filter in Hin- und Ruckrichtung. HTTP Inhalte
Sicherheitslochern konnen modifiziert, direkt beantwortet oder umgeleitet
DoS-Abwehr werden — NetScaler als ,Simultan Dolmetscher

SSL-VPN (NetScaler Gateway)

von HTTP-DoS-Angriffen Verschlisselung, Authentifizierung, Autorisierung und
Endgerate-Scan VOR dem Einlass in das Netzwerk

DoS-Schutz durch Full-Proxy-Architekur, Verhinderung




WAF(Web Application Firewall) - Hybrid Security Model

Optimaler Schutz durch Kombination beider Security Ansatze

Hybrid
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Scanner fur Applikations-Sicherheitslicken
Wahrend eines Scans erstellte Signaturen lassen sich im NetScaler verwenden
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= Configure Web 2.0 Application Firewall Profile

General | Security Checks ' [Settings]’ Learning |

- - -

[} Exclude Uploaded Files From Security Checks
Exempt Closure URLs From Security Checks

XML Settings

HML Error Object I(Not Set) '| - Import..
Common Settings

Fost Body Limit  |20000000 | (Bytes)
Custom Settings |(Not Set) v| & Import..
Scan Results | % Bindings... | )

"] Check Request Headers

New User? Register | SignIn | Help
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MARKET SUMMARY

Y curore | asi
Dow 10,926.77 22506 -2.02%
oow
11,200
11,100
11,000
MM 10,9
10,800
12pm 2pm 4pm
Nasdag 242425 7449 -2.98%
S&P 500 117360 2866 -2.38%
10 Yr Bond(%) 3.6130% -0.9200
oil 82.09 0.65 -0.79%
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» View more bor

Tue 4:30pm ET
The worst percentage slide since February
has put the S&P 500 at a one month low and
just above its 50-day moving average.
Volatilty spiked to more than a.

» Read more
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MERITRADE

Preview Mall w/ Toolbar
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PERSONAL FINANCE

- Find out which stocks are up the most today on Y! Finance

TOP STORIES
Stocks tumble as new doubts
about Greek aid emerge

Stocks plunged around the world Tuesday as fears spread that
Europe's atiempt to contain Greece's debt crisis would fail. The
euro fell to its lowest point against the dollar in a year.

News Corp. profit down but advertising rebounds - AP
Anheuser-Busch to be NFL beer sponsor in $1B deal
Paranoia, anxiety grow over Gulf Coast oil spill - AP
Pfizer, Merck top forecasts, give upbeat new ones - AP
FDA found bacteria in lots for recalled Tylenol
Treasury announces Comerica warrant auction
Feds to look at Apple policy on programming tools - /
Owner of sunken il platform had safety concers - AP
Beginning of the end? Stocks dive, VIX soars - Tech Ticker

» View more top stories
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FOCUS ON LIFELONG INVESTING

= How the Sandwich Generation Can
Ease the Money Squeeze
If you're trying to save for retirement while
also supporting your children and aging
parents, heed these tips.

» View More Stories.

MY PORTFOLIOS | | TECH TICKER

ADVERTISEMENT

The world needs
a better bank.

We're building it.

Mouse over for details.
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Datenbank Skalierung mit NetScaler "DataStream”

Web/App Server
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NetScaler versteht die Sprache der Datenbanken
Connection Multiplexing reduziert Last/Interrupts

Simplifizierung - DB's werden Uber nur eine IP
angesprochen - NetScaler VIP

Spezielles Monitoring zur effektiven Erkennung von
Storungen auf einzelnen DB Servern

Loadbalancing der Read-only DB Server

Content Switching - Tabellen miUssen nicht auf jedem
Server vorgehalten werden

Content Switching - Read/Write Split
Bereitstellen mehrerer DBs auf gleichem Server moglich
Erh6hung von Verflugbarkeit und Ausfallsicherheit

In-Memory Caching - minimiert die Antwortzeit von
Datenbank-Abfragen



NetScaler als SPDY Gateway...
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AppFlow - Applikations Visibilitat durch NetScaler

solarwinds” il <M
R NerScaler

splunk

spunie BIC Action Insight Center

Analytics

Der NetScaler als "Datensammler" und Analyse Tool

NetScaler generiert mit seiner AppFlow Funktion eine Fulle von Daten, die einen
detaillierten Blick auf das Applikation Verhalten ermdglichen

Mit "NetScaler Insight Center" konnen diese Daten sehr einfach dargestellt werden


http://www.solarwinds.com/
http://www.solarwinds.com/
http://www.ntop.org/
http://www.ntop.org/







NetScaler "Cloud Bridge Connector" im Uberblick

Erhoht App-Verflugbarkeit durch L4-7
Load Balancing und Traffic

Management

Traditionelles
Data Center

7

Bietet eine nahtlose
Erweiterung von
Unternehmens-Netzwerken
in_die Cloud

- Cloud Bridge

L2 Tunnel

IPSec Tunnel

- e e o o o o e o

Zusammen bieten der
IPSec und der L2
Tunnel Netzwerk
Transparenz

WAN
Optimierungslésung —
vollkommen Netzwerk-
Transparent

IPSec bietet den
sicheren Tunnel vom
Unternehmens Data
Center in die Cloud

L2 Tunnel in die Cloud bietet
einen nahtlosen Ubergang
aus dem RZ in die Cloud
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NetScaler VPX on Microsoft Azure

Datacenter

DB Server

p Storage

web Server

i CIoudBridge
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VPX/MPX
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http://blogs.citrix.com/2015/05/28/citrix-

CloudBridge Tunnel

Internet

netscaler-vpx-on-microsoft-azure-

accelerates-your-applications-in-the-

cloud/
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http://www.citrix.com/content/dam/citrix/en
us/documents/downloads/netscaler-branch-
repeater/CB%40AZURE Tech-Preview-
Deployment-Guide.pdf
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NetScaler Load Balancmg

Microsoft Azure


http://www.citrix.com/content/dam/citrix/en_us/documents/downloads/netscaler-branch-repeater/CB@AZURE_Tech-Preview-Deployment-Guide.pdf
http://blogs.citrix.com/2015/05/28/citrix-netscaler-vpx-on-microsoft-azure-accelerates-your-applications-in-the-cloud/

Microsoft deployment guides

(~) Exchange (») Office
m Microsoft Exchange 2013 Citrix NetScaler Deployment Guide Microsoft Office Communication Server 2007 with NetScaler Deployment Guide

ﬁ Global Server Load Balancing Deployment Guide for Microsoft Exchange 2013

(~) More Microsoft deployment guides
ﬁ Microsoft Exchange Server 2010 and NetScaler Deployment Guide ) )
NetScaler VPX Deployment with XenDesktop and XenApp on Microsoft Azure

e Replacing Microsoft Forefront TMG with Citrix NetScaler for Website Publishing
(~) Sharepoint

L _ ) ) ) e Replacing Microsoft Forefront TMG with Citrix NetScaler for enterprise authentication
ﬁ Citrix NetScaler and Microsoft SharePoint 2013 Hybrid Deployment Guide

ﬁ . f SharePoint 2012 with Citrix NetScaler Deol ¢ uid NetScaler: A comprehensive replacement for Microsoft Forefront Threat
ICroso arePoin with Citrix NetScaler Deployment Guide

Management Gateway
ﬁ Deploying Citrix NetScaler with Microsoft SharePoint 2013 for GSLB o4 Microsoft SQL Server Scaling and Optimizing with NetScaler
ﬁ Optimizing Microsoft SharePoint 2013 with Citrix NetScaler  NetScaler as ADFS Proxy Deployment Guide

E Deploying Microsoft SharePoint with Cisco ACI and Citrix NetScaler

(~) NetScaler and Microsoft datasheets

@ Lync Citrix NetScaler and Microsoft Lync
ﬁ Microsoft Lync 2013 and Citrix NetScaler Deployment Guide Citrix NetScaler and Microsoft Sharepoint
ﬁ Deploying Citrix NetScaler for Global Server Load Balancing of Microsoft Lync 2013 Citrix NetScaler and Microsoft Exchange

http://www.citrix.com/products/netscaler-application-delivery-controller/tech-info/deploy.html



http://www.citrix.com/products/netscaler-application-delivery-controller/tech-info/deploy.html

Application Templates

Ermoéglicht applikationsnahe NetScaler
Konfiguration

Funktionen: Import, EXpPort, Create,
Endpoint Definition, Match Rule pro
App-Unit

Vereinfachung und Portierbarkeit der
Konfiguration fur 6 Basis Funktionen

AppExpert Template Bundles

Tiile Supporied Yersions Update Date Downdoad Link
MeiZcaler AppExpert Templates for M5 2.0, 81,82 8.3, 2013-10-20 Downdoad
Microsaft Outloak Web Access 1000, 101
MetScaler AppExpert Templates for M5 10.0, 101 2013-10-20 Downdoad
Mizrosoft Exchange
MetScaler AppExpert Templates for Sharepaoint 2013-10-20 Downdoad
Microsoft SharePoint « M5O0, 82 823
Sharepaoint 2010
1« M50.3 100, 101
Sharepaoint 2010
widppFv
1 M58.3 100

Sharepoint 2013

1 M5 101



http://www.citrix.com/static/appexpert/appexpert-template.html

Automation mit NetScaler - AutoScale

8. Traffic is automatically scaled to the newly added services on NetScaler

Cloud Orchestration



NetScaler mit SCOM und SCVMM

L]
CITRIX  solutions Products Downloads Buy Support Partners Log Out
[ ]

Home / Downloads / MetScaler ADC / Components

Find Downloads NetScaler ADC

| NetScaler ADC v
Components
[ t W . e
| omponents | Subscribe to RSS notifications of new downloads
(~) Release 10.5
Filter Results Application Signature Protection for CVE-2014-6271 Shellshock Vulnerability
Sep 26, 2014

] Al MetScaler Insight Center 10.5
[ Windows May 18, 2015

Li L . . )
[ |_nux ) Application Signature Protection for AppFirewall
[ virtual Appliance Apr 20,2015
[Junix
[ Appliance Firmware MetScaler LB Provider for Microsoft System Center Virtual Machine Manager

Jun 30, 2014

MetScaler Management Pack for Operations Manager
Jun 30, 2014

http://support.citrix.com/proddocs/topic/netscaler-vpx-10-5/ns-vpx-prv-vimm-on-kvm-tsk.html|
https://msandbu.wordpress.com/2013/04/02/monitoring-netscaler-with-operations-manager-2012/



http://support.citrix.com/proddocs/topic/netscaler-vpx-10-5/ns-vpx-prv-vmm-on-kvm-tsk.html
https://msandbu.wordpress.com/2013/04/02/monitoring-netscaler-with-operations-manager-2012/

Citrix NetScaler — Integrated throughout the Cisco
ONE Networking Infrastructure

vADC on UCS ISR or vADC or appliance using vADC or appliance using
server platforms using NX7000 RISE integration NX9000 ACI/APIC

vPath integration integration



Deploying Microsoft SharePoint with Cisco ACI
and Citrix NetScaler
Design and Implementation Guide

http://www.cisco.com/c/en/us/td

Tenant silverTenantl

B Quick Start
B & Tenant siiverTenant1
R Bl ~pplication Profiles
B B etworking
Ml L4-L7 Service Parameters
- Security Polices
- Monitoring Policies
R B Troubleshoot Policies
BB L5-L7 Services
- L4-L7 Service Graph Templates
EX B Function Profiles
BN 1417 Devices
BN B Importad Devices
BN M Devices Selection Policies
[ B Deployed Graph Instances

T e——

[rororoer |V X TS

/docs/solutions/Enterprise/Data
Center/VMDC/SharePoint AC

| Netscaler/1-0/Citrix.pdf

Bl \* webCtrct1-WebGraph_CS_AppFW.
BB\ webCiret1-WebGraph_CS_DB-uni
Bl webCtret1-WebGraph_CS_DB_2-
Bl v webCtrct1-WebGraph_CS_GSLB_1
B8 webCtrct1-WebGraph_CS_GSLS_4
v‘ webCtret1-WebGraph_cs_ssl-uni
Bl webCtret1-WebGraph_cs_ss!_2-ur
BB~ webCtrct1-WebGraph_ssh-uni
ERBN Deployed Devices

To o chmpxe
T LoadBalanc...

PE1-EPG LB1

GRAFPH INSTANCE THROUGH CONTRACT: WEBCTRCT1

To Provider
EPG

Web1-EPG


http://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/Data_Center/VMDC/SharePoint_ACI_Netscaler/1-0/Citrix.pdf

NetScaler-TMG

CITRIX

Client 1

NetScaler VPX
10.105.157.70

Client 2

23

MS Forefront TMG 2010
10105157.120

mail.ctxns.net

dialin.ctxns.net

Citrix NetScaler
TMG 2010 Replacement — Website Publishing

mail.ctons.net - Server 1
192168127

mail ctxns.net - Server 2
192168128

mail.ctxns.net - Server 3
192168129

Dialin.ctxns.net - Server 1
1921631.21

Dialin.ctxns. net - Server 2
1921681 22

Dialin.ctxns net - Server 3
192168123

Website Publishing

SSL VPN

Authentication

Optimization



http://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/replacing-microsoft-forefront-tmg-with-citrix-netscaler-for-enterprise-authentication.pdf
http://www.citrix.com/content/dam/citrix/en_us/documents/products-solutions/replacing-microsoft-forefront-tmg-with-citrix-netscaler-for-website-publishing.pdf

Hohe Lizenz Flexibilitat durch NetScaler "TriScale"

Scale Up
5X

Thebes: Rome: Corinth:
5550 0,5G 8200 2G 11500 8G
5650 1G 8400 4G 13500 12G

8600 6G 14500 18G
8800 10G 16500 24G
18500 36G
20500 42G

Elasticity

Scale Out
Expandability 32X

Scale In
80x

Simplicity

g R
I =—T=1 I——71=1 !
I I
| T = |
I I
I =——T=1 ———=1!
‘\ ————————————————— ,,

with "Many-In -One" with "Add-and-Go"

with "Pay-As-You-Grow"

Galata:

Decapolis:

17550 20G 22040 40G
19550 30G 22060 60G
20550 40G 22080 80G
21550 50G 22100 100G

22120 120G



Scale-Up mit Pay-As-You-Grow

MPX/SDX
22040 to 22120

. 120-560k SSL-TPS*
All platforms can be 35k SSL-VPN-CCU

, . 80 Inst
license upgraded max. 80 Instances

100 Gbps

NetScaler Performance

50 Gbps across their
supported ranges. MPX/SDX NEBS Available
17550-21550 =
MPX/SDX 33-98k SSL-TPS* 22040 40G
30 Gbps 11515-11542 30k SSL-VPN-CCU 22080 80G
22,5-69k SSL-TPS max. 40 Instances 22100 100G
20k SSL-VPN-CCU 22120 120G
10 Gb max. 20 Instances
ps : ] =
MPX 8005-8015 G
SDX 8015 NEBS Available 19550 30G
6,5-11k SSL-TPS* k! | o 20550 40G
b 10k SSL-VPN-CCU 1515 156G 21550 50G
5G Ps 3Gbps — 15Gbps | max. 5 Instances 11520 20G
11530 30G
11540 40G
5005 5C 11542 42G
1G bps 9700 3G 8015 15G * 2048-bit Keys
VPX MPX 5550'5650 10500 6G .
10/200/ 1,5-2k SSL-TPS* B Ete Single-tenant
1000/3000 ] SK SSL-VPN-CCU EISSilile
e New Platform
5550 0,5G T ] 1 1
5650 1G
- > 20 40 30 Multi-tenant Capable

Maximum Tenants per Platform



Scale-Out mit TriScale - Clustering
» Kapazitat kann nach Bedarf erweitert werden

« "Scale-out" bis 32x /
illll

« Hohe Effizienz durch Active/Active Betrieb
« ECMP - Routing

* CLAG - Aggregated Links (Switch distributes traffic)
e Linkset - Aggregated Links (Nodes distribute traffic)

Single
VIP <

ACTIVE

ACTIVE

ACTVE

ACTIVE

ACTIVE




Scale-In mit SDX, der NetScaler Plattform fur
Multi-Mandanten Umgebungen

Isolierte Instanzen, keine Partitionen |
Memory, CPU Isolation =S
Version/Lifecycle Unabhéangigkeit S
Separates Routing \ >
Getrennter |IP Stack -
Unabhangige Connection Table, ACLs, etc. 3 “\ﬁg

Netzwerk Isolation

Separate Lizensierung und Versionierung

Integrierte Service VM

2-80 Instanzen auf einer Plattform



3'd Party Support

& Citrix

Nelscaler SDX

Now open for
3'd party services

websense

ESSENTIAL INFORMATION PROTECTION"

BLUEGAT
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NetScaler Paketierung
U n d O p tl O n e n Inn — Platinum Edition R m—————

L4 lpad balancing and LY content switching * * .
Microsaft SQL, MYSOL . . .
AppExpert rate controls . . .
IPvE support * * .
Traffic domains . . .
Subscriber-aware traffic steering * * .
Glabal server load balancing {G5LE) - - -
Carrier-Grade Network Address Translation {CGNAT) " "

Verfugbar in 3 Editionen: P ; :

Lurge pratection and priarity queuing

Citrix Tritcale® clustering * *

N etS Cal e r Stan d ard Application acceleration
Client and server TCP optimizations . . .
Citrix AppLompress™ - - .

NetScaler Enterprise -

Application security

NetSCEiJeI’ Platlnum L4 Dof defenses . . .

L7 Dt defenses . .
L7 rewrite and respander . b b
NG  HetScaler Gateway™, S5LVFN . . .
XenMobile® Met5hcaler connectar . b
LAML2 support * * .
AAA for traffic management - -
WAVF NetScaler AppFirewall™ with XML security *
WetScaler CloudBridge™ connector *
D ate n b I att : Front-end Optimization*
I . Content layout * *
http://www.citrix.com/netscaler/datasheet/main D onsaerin . .
Image optimization * *
Ltyle sheets and JavaScript optimization . .

TCP Protocol Optimization
Multi-path TCP . . -
BIC and cubic TCP . . .

* Al frant end optimization features require cache license


http://www.citrix.com/netscaler/datasheet/main

High Level Feature White Board

~
~
~
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NetScaler

NetScaler

NetScaler NetScaler DataStream

Switching Security Platforms & Tri-Scale
CGNAT, Diameter, L , Management ,
L7 Request Switching SIP. SMPP. VXLAN. Web Application Firewall Cisco Nlczztj'gnsbcglc!Oenr1 bl(S)C())O%\{)
(Load Balance) VPath, RISE, ACI L4-7 ACL (stateful & Dynamic) CLI/GUI/RESTful API/SNMP 1G, 2&3, 4G, 8: 5G* ’
Advanced Health Check Iorltegrqtion DoS Protections Orchestration & Control Center ~ Hyperv
Content Switching ptimization DNS SEC AppFlow VPX ort. o, 10,200,1G,3G
GSLB SSL Offload Rewrite + Responder Syslog viiware
TCP Offload 5550-5650  8005-8015
VLAN, SR-IOV, PBR o SSL VPN Command Center MPpX 2/00-15500 FIPS
. . TCP Bufferin _ 11515-11542  17550-21550
Dynamic Routing . 5 g. AAA for App Traffic NSWL 22040-22120 24100=24150
AppExpert Callout urge Protection
PP xp:e Cia Zu Compression Cloud Gateway App Controller opnExpert <o 8015 1151511542
NetScaler Cloud Connecto i : 17550-21550 22040-22120
oo XenMobile Insight for Web 24100-24150
NetScaler DataStream aching SAML IDP & SP Insight for HDX
Web 2.0 Push KCD License Standard, Enterprise and Platinum

Editions Express, Developer’s
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