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Overview

IEC 60870 is a commonly used substation communication protocol similar to DNP. The IEC 60870-5-101 protocol
uses specific terms to describe the communications pathway. Descriptions are as follows:

« Channel: This describes a communications path between two endpoints.
. Session: This describes a logical connection between a 101 master node (server channel) and a 101
slave node (server device). It comprises one or more 101 Sectors.

« 101 Sector: This groups related data. It has its own Information Object Address (IOA) space. In the IEC
60870-5-101 Master Driver, a 101 session/sector pair is represented as server devices for each channel.

Thus, the server channel describes the communications pathway over which the master and slave will
communicate. The other endpoint of the 101 channel may have one or more slave nodes and sectors available. A
server device must be created for each sector in the endpoint.
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Channel Setup

60870 Settings
The 60870 Settings dialog is used to specify the IEC 60870-5-101 Master Driver's settings for communications
with a specific channel on a 101 slave. Descriptions of the parameters are below.

New Channel - 60870 Settings |

Address Settings

Link Settings
Size Settings
Timing Settings

Address Settings
Configure the master's address settings.

< Back I MNewt > I Cancel Help

Address Settings

Cause of Transmission (COT) Size This parameter specifies the number of octets in an ASDU COT
field. When Two Octets is selected, the master’s originator address is included in messages sent to the
slave. When One Octet is selected, the originator address is not included and is disabled in the
configuration. The default setting is Two Octets.

Originator Address: This parameter specifies the second byte of the Cause of Transmission (COT) field,

which is used by a dual-mode device to route responses from a slave to the correct master. The valid
range is 0 to 254. The default setting is 0.

Link Settings

Link Mode: This parameter specifies the mode in which the device will be configured. Options include
Unbalanced Transmission and Balanced Transmission. The default setting is Unbalanced Transmission.
Descriptions of the options are as follows:
. Balanced Transmission: This mode allows a master to communicate with one device, and
allows the device to send unsolicited updates.

. Unbalanced Transmission: This mode allows a master to communicate with multiple devices.
It does not support unsolicited updates; as such, all data from each device must be polled.

RX Buffer Size: This parameter specifies the maximum data size it is possible to receive. Messages
containing more than the specified size are discarded. This value can range between 6 and 255. The
default setting in 255 bytes.

Link Confirm Timeout: This parameter specifies the maximum amount of time (in milliseconds) to wait
for a confirmation of a link frame. The default setting is 2000 ms.

Class 1 Poll Interval: This parameter specifies the time (in milliseconds) between each Class 1 data
poll when the master is not expecting data. It is used by the unbalanced transmission link mode to
acquire high-priority data, such as events, periodically. The default value is 0, which disables it. Most
devices do not require periodic Class 1 polling because Class 2 polling notifies the driver when class 1
data exists.
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Class 2 Poll Interval: This parameter specifies the time (in milliseconds) between each Class 2 data
poll when the master is not expecting data. It is used by the unbalanced transmission link mode to
acquire low-priority data, such as cyclic data, periodically. The default value is 500. Many devices notify
the driver of Class 1 data during Class 2 polling. When this occurs, a Class 1 poll is automatically
scheduled, regardless of the Class 1 poll interval. Class 2 polling cannot be disabled.

Class 1 Pending Delay: This parameter specifies the time (in milliseconds) between each Class 1 data
poll when the master is expecting data. The default value is 0.
Class 2 Pending Delay: This parameter specifies the time (in milliseconds) between each Class 2 data
poll when the master is expecting data. The default value is 0.

Size Settings

Link Address Size: This parameter specifies the number of octets in a device link address. Options
include Zero, One Octet, and Two Octets. Balanced communications support zero, one, or two octets.
Unbalanced communications support one or two octets. The number of octets that are selected
determines the maximum link address allowed in the device setup. The default setting is One Octet.

Common Address (ASDU) Size: This parameter specifies the number of octets in a device common
address. Options include One Octet and Two Octets. The number of octets that are selected determines
the maximum common address allowed in the device. The default setting is Two Octets.

Information Object Address (IOA) Size: This parameter specifies the number of octets in a tag
information object address. Options include One Octet, Two Octets, or Three Octets. The number of
octets that are selected determines the maximum address allowed as a tag IOA. The default setting is Two
Octets.

Timing Settings

Incremental Timeout (ms): This defines the maximum time to wait for a response from a device when
a command is outstanding. The default setting is 30000 ms.

First Char Wait (ms): This parameter specifies how long to wait (in milliseconds) after receiving a
character before attempting to transmit a character. The default setting is 0 ms.

www. kepware.com



IEC 60870-5-101 Master Driver

Device Setup

Communication Protocol
IEC 60870-5-101 Master

Note: For more information, refer to IEC 60870-5-101 Interoperability Guide.

Supported Devices
Any IEC 60870-5-101 slave device or gateway.

Maximum Channels and Devices

The maximum number of channels supported is 256. The maximum number of devices supported per channel is
1024.

Note: When using Ethernet Encapsulation, this driver uses one socket per channel.

Cable Diagram

RS 232 Controller Port
Serial Port (DB-9)
DCD | 1 r1 SHLD
RX | 2 — 2 |TX
TX | 2 3 | RX
DTR | 4 ' 4 |RTS
GND| 5 L 5 | CTS
DSR| 6 |6
RTS | 7 — 7 | GND

R

CTS | 8

9
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Timing

Timing settings come in two varieties: link-layer timing and application-layer timing. Link-layer timing settings
are used to control or time out the acquisition of application layer data. Application-layer data contains the
individual commands to read or write. For example, General Interrogation is performed as an application-layer
command, but the acquisition of individual data is accomplished through the link layer.

Device-level application-layer timeouts are controlled through the request timeout device settings. These settings
are the only timing parameters that can affect tag quality.

The channel-level timing settings affect the link layer. They do not directly affect the quality of a tag, but they can
be tuned to allow for delays or timeouts during the acquisition of individual data pieces. These settings can
introduce complex interactions in data acquisition and should not be changed without a compelling reason.

Note: If Link Confirm Timeout is less than Request Timeout, the first communication timeout to a device fails
based on the Link Confirm Timeout. The device error state is not set because it is not an application-layer failure.
However, subsequent failures are treated as application-layer timeouts. To ensure that communications timeouts
always result in the device entering error state, the device Attempt Count should be greater than 1.

Communications

The Communications dialog is used to specify the IEC 60870-5-101 Master Driver settings for communications
with a specific sector on a 101 slave. Descriptions of the parameters are below.

Mew Device - Communications |

Address Settings
General Settings
Timing Settings
Initialization Settings
Penodic Settings

Test Procedure Setlings
Event Plapback 5ettings

Address Settings

Configure these settings to communicate with a specific IEC
BOS70 slave.

¢ Back I MHest > I Cancel Help

Address Settings

« Common Address: This parameter specifies whether to permit the addressing of the whole station and,
optionally, a particular sector within a station. A station represents a physical device; a sector represents
a set of data within a device. Sectors are commonly used by pass-through devices (which must separate
data from the multiple devices they represent) and by devices that want to segment their data based on
type. The valid range is 0 to 254 or 65534, depending on whether the Common Address (ASDU) Size
setting is set to one or two octets. The default setting is 3.

. Link Address: This parameter identifies a session, which is a physical or logical device in the network.
The valid range is 0 to 254 or 0 to 65534, depending on whether the Link Address Size setting is set to
one or two octets. The default setting is 0. In Balanced Transmission mode, this setting is not used when
the Link Address Size is set to zero octets.
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Notes:
1. Devices within a channel must have unique link/common address pairs because the master must
have unique sector references within a channel.

2. When achannel link mode is set to Balanced Transmission, all devices are required to use the
same Link Address because this link mode requires the channel be connected to a single slave
(point-to-point) connection.

General Settings

Polled Reads: When enabled, unbuffered tags perform polled reads when last-read data is older than
the scan rate. When disabled, only previously received cyclic and background scan data is reported. If
polled reads are disabled, the driver reports "Uncertain" quality until cyclic or background scan updates
have been received. Default is enabled.

Delay Acquisition: Acquisition is used to account for transmission delay between the master and slave.
When enabled, the master performs Delay Acquisition before issuing Time Sync commands to the device.
Delay Acquisition is disabled by default.

Timing Settings

Request Timeout (ms): This parameter specifies an interval that determines how long the driver waits
for a general response from the target device to complete. The default setting is 10000 ms. General
Interrogation and Counter Interrogation use their own timeout setting: Interrogation Request Timeout.

Interrogation Request Timeout (ms): This parameter specifies the General and Counter Interrogation
request timeouts. Having a separate timeout for interrogation enables larger timeouts for these longer
requests.

Attempt Count: This parameter specifies how many times the driver tries a communication request
before considering the request to have failed and the device to be in error. The valid rangeis 1 to 10. The
default setting is 3. General Interrogation and Counter Interrogation use their own setting for the number
of attempts: Interrogation Attempt Count.

Interrogation Attempt Count: This parameter specifies the number of General and Counter
Interrogation attempts.

Initialization Settings

Time Sync Initialization: Specifies if and when a time synchronization should be sent to the slave
during initialization. The default settings is "End of Initialization." This parameter is independent of the
Synchronization setting of the Time Synchronization page and Command.Timesync tag.
« End of Initialization: Perform Time Sync when the device notifies the master that it has ended
initialization.
. Connect/Reconnect: Perform Time Sync when a connection is established. This occurs any time
the master reestablishes communication with the slave.
« None: Do not perform an initial Time Sync.
GI Initialization: Specifies if and when a General Interrogation (GI) should be sent to the slave during
initialization. The default setting is "End of Initialization." This parameter is independent of the Periodic GI
Interval setting and the Command.GI command tag.
. End of Initialization: Perform GI when the device notifies the master that it has ended
initialization.
. Connect/Reconnect: Perform GI when a connection is established. This occurs any time the
master reestablishes communication with the slave.
« None: Do not perform an initial GI.
CI Initialization: Specifies if and when a Counter Interrogation (CI) should be sent to the slave during
initialization. The default setting is "End of Initialization." This parameter is independent of the Periodic CI
Interval setting and the Command.CI command tag.
« End of Initialization: Perform CI when the device notifies the master that it has ended
initialization.
. Connect/Reconnect: Perform CI when a connection is established. This occurs any time the
master reestablishes communication with the slave.

« None: Do not perform an initial CI.

Periodic Settings
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« Periodic GI Interval (minutes): Configures the master to perform a General Interrogation based on a
specified time interval. The default setting is 720 minutes (12 hours). When clients are connected,
General Interrogations are sent every time the specified period elapses. Specifying an interval of 0
disables periodic GI.

« Periodic CI Interval (minutes): Configures the master to perform a Counter Interrogation based on a
specified time interval. When clients are connected, Counter Interrogations are sent every time the
specified period elapses. The default setting is 0 minutes (disabled). Specifying an interval of 0 disables
periodic CI.

Test Procedure Settings

« Test Procedure: Specifies whether or not test command is enabled. When enabled, the master
periodically sends a test command ASDU. This command can be used to determine device error state. Itis
recommended to use this when devices are expected to go long periods without communicating. The
default setting is enabled.

. Test Procedure Period (seconds): Test commands are sent at the specified rate. The default setting is
15 seconds.

Playback Settings

. Playback Events: Specifies whether or not event playback is enabled. When disabled, all tags
associated with event playback report the most recent data and no data is buffered. When enabled,
events are played back based on the buffer size and playback rate. The default setting is Enabled. See
Event Playback.

. Playback Buffer Size: Maximum number of events buffered for each Information Object Address (IOA)
buffer. The default setting is 100.

. Playback Rate (ms): Rate at which events are played back. The default setting is 2000 ms.

Event Playback

A device may send many updates in one transaction. To address this, event playback handles multiple value
changes for data points that are then displayed (played back) in the client. For example, if a device sends a set of
packed events that represent some history of an analog event (such as voltage values during a fault), the data is
played back in the historical sequence. The driver plays back each data point at a set interval to allow the client to
read each update in the order it was received from the device.

Event playback also guarantees that each change to a data point is read. If the playback interval expires before
the data has been accessed, the data is maintained until the client references it.

To guarantee that no data is missed, it is recommended that client update rates be at least as fast as the event
playback interval. This is not required with a single client because data is held until at least one read has
occurred; however, it is required in the case of multiple clients reading the same data point to ensure that each
client receives all the data.

The quality of a buffered tag is “uncertain” until data associated with the tag is received. If a DNR occurs during
event playback, all buffered events are played back before reporting “bad” quality.

Note: Please see the OPC DA Compliance note for OPC DA Compliance settings that can affect event playback.

Note: The OPC timestamp is based on the device time (if available) or the server time. When the OPC timestamp
is based on server time, it represents the time of the data arrival.
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Data Type Descriptions

10

Data Type Description
Boolean Single bit
Float 32 bit floating-point value
Byte Unsigned 8 bit value

Bit 0 is the low bit

Bit 7 is the high bit
Date 64 bit value representing the number of milliseconds since December 31, 1899
Char Signed 8 bit data
Word Unsigned 16 bit data
Dword Unsigned 32 bit data
Short Signed 16 bit data
Long Signed 32 bit data
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Address Descriptions

There are two forms of tag addressing. The first is information object address (IOA) based tag addressing, which
allows access to each individual data point on a device. IOA-based tag addressing includes monitor ASDUs and
control ASDUs. The second form is device-level command-based tag addressing, which allows control of device-
specific commands.

IOA-Based Tag Addressing
Monitor ASDUs
Control ASDUs
Command-Based Tag Addressing

IOA-Based Tag Addressing

Tag addressing takes the form TYPEID.IOA.SUB-TYPE.OPTIONAL.OPTIONAL, where:

o TYPEID is the ASDU type.
« IOAis the Information Object Address (IOA).
« SUB-TYPE is the point's driver-specific attribute.
« OPTIONAL is an attribute that is not required.
Note: The Information Object Address (IOA) represents a slave device's point address. It is an integer between 1

and 254, 65535, or 16777215; depending on whether the Information Object Address Size property is set to
one, two, or three octets (respectively).

TYPEID

The TYPEID represents the ASDU type as defined by the protocol. Types include monitor or control. Each monitor
TYPEID supports multiple protocol-defined ASDU numbers. Monitor types represent data that is read only.
Control types represent data that can be written.

Monitor ASDUs
Control ASDUs

Monitor ASDUs

Monitor |Data

TYPEID |Type ASDU | Description

M_SP Boolean |1, 2, Single-Point Information
30

M_DP Char 3,4, Double-Point Information: Possible values are 0, 1, 2, and 3.
31 0: Indeterminate or Intermediate State

1: Determined State OFF
2: Determined State ON
3: Indeterminate State

M_ST Char 5,6, Step Position Information: Possible values are -64 to +63. Supports the

32 Transient sub-type.

M_BO Dword |7,8, Bit string of 32 bit. Support bit indexing into the following sub-types: Value and
33 CurrentValue.

M_ME_ | Float 9, 10, | Measured Value, Normalized Value: This represents a value between -1 and

NV 21,34 10.999969482421875. Devices transmit this value and the driver converts this

into its appropriate floating-point value.

M_ME_ |Short 11, Measured Value, Scaled Value. Possible values are -32768 to +32767.
SV 12,35
M_ME_ Float 13, Measured Value, Short Floating Point Number.
FV 14, 36
M_IT Long 15, Integrated Totals. Supports the SQ sub-type. Does not support the unbuffered
16, 37 | "Current" sub-types.

SUB-TYPE
The SUB-TYPEs that are available are determined by the TYPEID. Monitor TYPEIDs can only use monitor SUB-
TYPEs. For more information, refer to the table below.
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SUB-TYPE Data | | o ceription
Type
Value See The Event Playback value. Values received during General Interrogation (GI)
TYPEID |and event acquisition are played back with this tag. If the quality descriptor
IV (invalid) bit is set, this tag shows bad quality.
When used with M_BO, this supports bit indexing. For example, to access
bit 0 in the value tag, use the sub-type Value with .0 appended: Value.0.
CurrentValue* See This reports all unbuffered data; which includes cyclic, background scan,
TYPEID |and polled reads. If the quality descriptor IV (invalid) bit is set, this tag
shows bad quality. When used with M_BO, this supports bit indexing. For
example, to access bit 0 in the value tag, use the sub-type CurrentValue with
.0 appended: CurrentValue.O.

Not supported for M_IT.

Timestamp Date The Event Playback timestamp. Timestamps received during GI, event
acquisition, cyclic updates, and background scans are played back with this
tag. If the device provides data without a timestamp, the Timestamp tag
value is set to 1899-12-30T00:00:00.000 and it is set to bad quality.
CurrentTimestamp* | Date Same as Timestamp, but with unbuffered data.

QualityDesc Byte The Event Playback quality description field. Quality descriptions received
during GI, event acquisition, cyclic updates, and background scans will be
played back with this tag.

CurrentQualityDesc* | Byte Same as QualityDesc, but with unbuffered data.

CcoT Word The Event Playback Cause of Transmission (COT) field. For COT values as
specified in 60870-5-101, section 7.2.3, refer to the table below.

CurrentCOT* Word Same as COT, but with unbuffered data.

Transient Boolean | The Event Playback Transient bit associated with M_ST ASDU type.

0: Equipment is not in transient state.
1: Equipmentis in transient state.
CurrentTransient* Boolean | The same as the Transient, but with unbuffered data.

SQ Char The event playback sequence field associated with the M_IT ASDU type. A
number between 0 and 31 represents the sequence notation.

* For all the SUB-TYPES with “Current” in the name, cyclic or background data is reported if it has been recently
received. If there has not been an update for a significant period of time and polled reads are enabled, a polled
read with the read command ASDU is performed. This is accomplished by monitoring a tag's scan rate. Cyclic and
background scan data is reported only if it is newer than a tag’s scan rate. If the quality descriptor IV (invalid) bit
is set, this tag shows bad quality.

Cause of Transmission(COT)
The Cause of Transmission field is enumerated according to the table below, which is based on the IEC 60870-5-
101 specification.

Note: All causes of transmission (with the exception of requested transmission, background scan, and periodic /
cyclic) are handled by event playback. Users can access events, general interrogation, and counter interrogation
by utilizing the Value tag, Timestamp tag, QualityDesc tag, and COT tag. Requested, background scan, and cyclic
unbuffered data can be accessed by utilizing the CurrentValue tag, CurrentTimestamp tag, CurrentQualityDesc
tag, and CurrentCOT tag.

COT Value Cause

Not used

Periodic, cyclic
Background scan
Spontaneous
Initialized

Request or requested
Activation

Activation confirmation
Deactivation
Deactivation confirmation
Activation termination

V|lo|IN|ojlun|h|lW|IN|—]|O

-
o
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11 Return information caused by a remote command
12 Return information caused by a local command
13 File transfer

14-19 Reserved for further compatible definitions

20 Interrogated by station interrogation

21-36 Interrogated by group 1-16 interrogation

37 Requested by general counter request

38-41 Requested by group 1-4 counter request
42-43 Reserved for further compatible definitions

44 Unknown type identification

45 Unknown Cause of Transmission

46 Unknown Common Address (ASDU)

47 Unknown Information Object Address (IOA)
48-63 For special use (private range)

Buffered, Monitor ASDUs Examples

If a client needs access to double-point data in IOA 200 to capture events generated for this point. Events (COT =
Spontaneous) are buffered so that all events are captured and played back to the client in chronological order.
The following tags expose all the data related to IOA 200.

M_DP.200.VALUE
M_DP.200.TIMESTAMP
M_DP.200.COT
M_DP.200.QUALITYDESC

ASDUs that contain structured data expose additional sub-types to expose the data. For example, integrated
totals (M_IT) contain a count (exposed in the VALUE sub-type) and sequence (exposed in the SQ sub-type). The
following tags expose all data related to integrated total data in IOA 800.

M_IT.800.VALUE
M_IT.800.5Q
M_IT.800.TIMESTAMP
M_IT.800.COT
M_IT.800.QUALITYDESC

Unbuffered, Monitor ASDUs

If a client needs access to measured, floating-point data in IOA 700 and the slave is configured to transmit data
periodically (COT = Cyclic) every 60 seconds. The clients should access “current” (unbuffered) tags. All ASDUs
and sub-type are available with “current” sub-types, except integrated totals (M_IT) because the protocol does
not support polled reads or cyclic transmission of integrated totals. The following tags expose all the data related
to IOA 700.

M_ME_FV.700.CURRENTVALUE
M_ME_FV.700.CURRENTTIMESTAMP
M_ME_FV.700.CURRENTCOT
M_ME_FV.700.CURRENTQUALITYDESC

If the client update rate is greater than or equal to the slave’s configured cyclic transmission rate (60 seconds in
this example), the driver only performs a polled read to determine the tag's initial value. After the initial read, the
driver receives cyclic updates and provides the client the latest cyclic slave transmission. If the client update rate
is faster than the slave cyclic transmission rate, the driver performs a polled read anytime the data is older than
the client scan rate. For example, if the client update rate is 10 seconds, the driver performs a polled read every
10 seconds unless the cyclic data is less than 10 seconds old. Polled reads can be disabled in the device
configuration.

Control ASDUs

Control |Data
TYPEID |Type

C_SC Boolean |45 Single Command
C_DC Char 46 Double Command. Possible values are 1 and 2.

ASDU |Description
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: Not Permitted

: Determined State OFF

: Determined State ON

: Not Permitted

C_RC Char 47 Regulating Step Command. Possible values are 1 and 2.

0: Not Permitted
1: Next Step LOWER
2: Next Step HIGHER
3: Not Permitted

wWN PO

C_SE_NV | Float 48 Measured Value, Normalized Value: This represents a value between -1 and
0.999969482421875. Values outside the range fail and report bad quality.
C_SE_SV | Short 49 Set point command, scaled value.
C_SE_FV | Float 50 Set point command, Short Floating Point Number.
C_BO Dword |51 Bit string of 32 bits. Does not support bit indexing.
SUB-TYPE

The SUB-TYPEs that are available are determined by the TYPEID. Control TYPEIDs can only use control SUB-

TYPEs. For more information, refer to the table below.

SUB-TYPE Data |1 ascription
Type

SelectExecuteValue | See The two-step write value. Writing to this causes the associated command

TYPEID | ASDU to write to a device using select-and-execute. In this mode, writes

occur with a dual command/response from the device.

DirectValue See The single-step write value. Writing to this causes the associated command

TYPEID | ASDU to write to a device using direct execute. In this mode, writes occur with

a single command/response with the device.

OPTIONAL

The below parameters can be included with select Control TYPEIDs, but are not required. These allow access to
additional Control SUB-TYPE options. Optional addressing can be used in any order.

OPTION :33:;;:"* Description

ShortPulse |C_SC Control ASDU includes ShortPulse QoC. Only one of ShortPulse, LongPulse, or
C_DC Persistent may be used at a time. Not specifying allows the device to use its
C_RC default setting.

LongPulse |C_SC Control ASDU includes LongPulse QoC. Only one of ShortPulse, LongPulse, or
C_DC Persistent may be used at a time. Not specifying allows the device to use its
C_RC default setting.

Persistent |C_SC Control ASDU includes Persistent QoC. Only one of ShortPulse, LongPulse, or
C_DC Persistent may be used at a time. Not specifying allows the device to use its
C_RC default setting.

“No additional definition” (value of 0) is used for command tags that support the Qualifier of Command (QoC)
syntax, but have no QoC option is specified.

Control ASDUs Examples

If a client must control single-point data monitored with IOA 100, it can be accomplished with control ASDUs. In
60870-5-101, monitor IOAs are read-only (used to transfer data from the slave to the master) and cannot be
written. The slave; however, may be configured to expose a single control IOA at point 2100 such that it
correlates to the monitor IOA for the same point. When the master changes the value of IOA 2100, the change is
reflected in the monitored single-point IOA 100. The following tags can be used to send control ASDUs to the
slave for single-point 2100.

C_SC.2100.SELECTEXECUTEVALUE
C_SC.2100.DIRECTVALUE

The client should use the tag that represents the desired write strategy. In addition to the write strategy, an
optional write qualifier can be used to specify the slave’s behavior. The following tags represent several options
that can adjust the write qualifier. The write qualifier can be used with C_SC, C_DC, and C_RC control ASDUs. All
write qualifiers are supported for both the DIRECTVALUE and SELECTEXECUTEVALUE sub-types.

C_SC.2100.SELECTEXCECUTEVALUE.PERSISTENT
C_SC.2100.DIRECTVALUE.LONGPULSE
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C_SC.2100.DIRECTVALUE.PERSISTENT
C_SC.2100.SELECTEXECUTEVALUE.SHORTPULSE

Command-Based Tag Addressing

Tag addressing takes the form TYPE.COMMAND, where:

« TYPEis the string: Command.
« COMMAND is the command to be run.

COMMAND

An example command address is: "Command.GI".

SUB-TYPE

Description

Command.GI

Global General Interrogation (GI) is issued when a client writes any value
to this tag. This asks a device for any data assigned to general
interrogation.

Command.CI

Global Counter Interrogation (CI) is issued when a client writes any value
to this tag. This asks any integrated totals.

Command.FreezeCounters

Global Freeze Counter Interrogation is issued when a client writes any
value to this tag. This stops counting integrated totals.

Command.ResetCounters

Global Reset Counter Interrogation is issued when a client writes any value
to this tag. This returns all integrated totals to 0.

Command.FreezeResetCounters

Global Freeze and Reset Counter Interrogation is issued when a client
writes any value to this tag. This stops all integrated totals and returns all
integrated totals to 0.

Command.TimeSync

Time Sync is issued when a client writes any value to this tag. This
synchronizes the master clock with the slave clock.

Command.TestProcedure

Test Procedure is issued when a client writes any value to this tag. This
checks a device to see if it is connected.
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Error Descriptions

The following error/warning messages may be generated. Click on the link for a description of the message.

Error Messages

Device <device name> failed to complete clock synchronization.

Device <device name> failed to complete <procedure name>.

Error loading XML file <Reason>.

Error loading XML file for channel.

Error loading XML file for device. Common address is invalid.

Error loading XML file for device. Link address in invalid.

Error loading XML file for device. Link and common address pair must be unique.

Error loading XML file for device. When the transmission mode is balanced, all devices must have
the same link address. The link address of device is <link address>.

Read failed on tag <tag name>.

Read failed on tag <tag name> due to datatype mismatch.

Reverting channel link mode to Unbalanced Transmission. Balanced Transmission is not compatible
with communication serialization or port sharing.

Too many events received.

Write failed on tag <tag name>.

Device <device name> failed to complete clock synchronization.

Error Type:
Warning

Possible Cause:

1. Communications were lost.
2. Communications timed out.

Solution:

1. Service the device connection.
2. Increase the value of the device's clock synchronization request timeout setting.

Device <device name> failed to complete <procedure>.

Error Type:
Warning

Possible Cause:

1. Communications were lost.
2. Communications timed out. This can occur when the time to send all general interrogation data exceeds the
request timeout.

Solution:

1. Service the device connection.
2. Increase the value of that device's interrogation request timeout setting.

Error Ioading_; XML file <Reason>.

Error Type:
Error

Possible Cause:

« Alink address size of zero has been specified for a device in Unbalanced Mode.
« The common address is invalid.
. Thelink address is invalid.

Solution:
« Thelink address specifies the device with which communications are occurring: it must exist in an

unbalanced (multi-drop) network. Either configure the device for Balanced Mode or increase the link
address size.
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« Change the common address to a value within the valid range. This error can also occur when the
common address's octet size is too small.

« Changethelink address to a value within the valid range. This error can also occur when the link
address's octet size is too small.

See Also:
Channel Setup

Error loading XML file for channel <channel nhame>. Unbalanced mode does not
support a link address size of zero.

Error Type:
Error

Possible Cause:
The XML project being loaded specifies a link address size of 0. A link address is required when the link mode is
set to Unbalanced Transmission.

Solution:

« Change the link mode to Balanced Transmission.
« Increase Link Address Size to 1 or 2 octets.

See Also:
Channel Setup

Error loading XML file for device <device name>. When the transmission mode
is balanced, all devices must have the same link address. The link address of
device <device name> is <link address>.

Error Type:
Error

Possible Cause:

Devices don't have the same link address when the link mode is Balanced Transmission. This link mode requires
that the channel contain one (1) master and one (1) slave.

Solution:
Verify that every device in the channel has the same link address, but unique common addresses.

See Also:
Channel Setup

Error loading XML file for device <device name>. Common Address is invalid.
Valid range is <low limit> to <high limit>.

Error Type:
Error

Possible Cause:

The XML project being loaded specifies a common address that is not valid with the Common Address Size
setting.

Solution:

« Increase the Common Address Size. Possible values are 1 octet or 2 octets.
. Update the common address so that it is within the allowed range.
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Error loading XML file for device <device name>. The link address (<link
address>) and common address (<common address>) pair is already in use on
device <device name>. Link and common address pairs must be unique.

Error Type:
Error

Possible Cause:
More than one device in the channel is using the same link address / common address pair.

Solution:
Verify that every device in the channel has a unique link address /common address pair.

See Also:
Channel Setup

Error loading XML file for device <device name>. Link address is invalid. Valid
range is <low limit> to <high limit>.

Error Type:
Error

Possible Cause:
The XML project being loaded specifies a link address that is not valid with the Link Address Size setting.

Solution:

« Increase the Link Address Size. Possible values are 1 octet or 2 octets.
. Update the link address so that it is within the allowed range.

Read failed on tag <tag name>.

Error Type:
Warning

Possible Cause:
A device is connected, but the tag is not appropriate for the device. For example, the ASDU type or IOA may not be
appropriate for the data on the device.

Solution:
Correct the tag address to match the device's configuration.

See Also:
Address Descriptions

Read failed on tag <tag name> due to datatype mismatch.

Error Type:
Warning

Possible Cause:
Tag ASDU type is incorrect. This error occurs when data is received from the device at this IOA, but it represents
a different ASDU type.

Solution:
Verify or correct the ASDU type. Correct the tag address to match the device configuration.

See Also:
Address Descriptions
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Reverting channel '%s' link mode to Unbalanced Transmission. Balanced
Transmission is not compatible with communication serialization or port
sharing.

Error Type:
Warning

Possible Cause:

. Thechannel was assigned to a virtual network from the Advanced Channel Settings property sheet with
the link mode set to Balanced Transmission.

« Thechannel was added to a com port network that is in used by at least one other channel with the link
mode set to Balanced Transmission.

Solution:

The Balanced Transmission link mode is designed to work with a point-to-point serial network configuration. In a
point-to-point network, the master and slave may transmit at any time. This link mode is not compatible with
communication serialization or port sharing because there is no way to avoid transmit collisions when multiple
slaves are connected.

Too many events received in <device name>; the buffer has overflowed.
Increase the event playback buffer size.

Error Type:
Warning

Possible Cause:
The slave is producing events faster than the client can consume them.

Solution:

The per-item event buffer size should be large enough to handle the data at the highest per-item event
transmission speed. For example, if a slave may transmit 100 events in 5 seconds and the event playback rate is
set to 5 seconds, the event buffer will overflow if more than 100 events are received in a 5-second period.

Write failed on tag <tag name>.

Error Type:
Warning

Possible Cause:
Attempted to write to a tag outside the supported range.

Solution:
Note the minimum and maximum values and limit writes within the supported range.

See Also:
Address Descriptions
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IEC 60870-5-101 Interoperability Guide

The following reference material is from the International Electrotechnical Commission (IEC).

Interoperability

This companion standard presents sets of parameters and alternatives from which subsets have to be selected to
implement particular telecontrol systems. Certain parameter values, such as the number of octets in the
COMMON ADDRESS of ASDUs represent mutually exclusive alternatives. This means that only one value of the
defined parameters is admitted per system. Other parameters, such as the listed set of different process
information in command and in monitor direction allow the specification of the complete set or subsets, as
appropriate for given applications. This Clause summarizes the parameters of the previous Clauses to facilitate a
suitable selection for a specific application. If a system is composed of equipment stemming from different
manufacturers, it is necessary that all partners agree on the selected parameters.

The selected parameters should be marked in the white boxes as follows:

The sclected ooromeicrs should be markec in the white boxes as follows:

|:| Function or ASDL i3 not used

E Function or ASDL is usad as standardized [dafault’
|E| Functlen or ASDL |3 usad In revarsz mode
Funclion w1 ASDL is used in slandaid an ieverse mode

The nnssible selectinn (hlank, ¥, B or R) is specified far each sparific Clause or paramerer

Note: In addition, the full specification of a system may require individual selection of certain parameters for
certain parts of the system, such as the individual selection of scaling factors for individually addressable
measured values.

System or device
(system-specific parameter, indicate the station’s function by marking one of the following with *X’)

D Syzlem definilion
Controlling station definition (Master)
I:l Controlled station definition (Slave)

Network configuration
(network-specific parameter, all configurations that are used are to be marked with an “X")

Point-to-point [] Multipoint-party line
Multiple point-to-point [] Multipoint-star

Physical layer
(network-specific parameter, all interfaces and data rates that are used are to be marked with an “X")
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Irarsmrission speed (control direchion)
Unbalanced Interchange Unbalanced Intzrchange Balanced Inmerchanpe
Circuit V. 240 28 CircuitVv 24V 28 Circuit X246 X7
Standard Reocommended if =1 200 bitfs
[ 100 Fit's A 400 hit's Xl 2400bivs [X]  sRION hivs
] 200 Lit's X 1500 bits Xl  4s00bivs L] 64000 bit's
20U LIS (4 woun ows YuLU DI
€00 Lit's 19200 bit/s
[x] 1700 Eit's Xl sairnbws
Transmission speed (monitor direction)
Unbalanced interchange Unbalanced inlzichanye Balanced intechange
circuit V. 240 24 dreut V.24 28 circuit X 248 27
Standarnd Hecommended it =1 20U bit/s
] 100 Eit's A 400 bits 241U bil's 55UUD bit's
L] 200 tit's Bd 1800 bit's 4500 bifs L1 s4000 bivs
200 kit's Bd 9600 bits J500 bit's
€00 Lit's 19200 bit's
4] 1200 Lit's X 3p4c0bivs
Link layer

(network-specific parameter, all options that are used are to be marked with an “X". Specify the maximum frame
length. If a non-standard assignment of class 2 messages is implemented for unbalanced transmission, indicate
the type ID and COT of all messages assigned to class 2.)

Frame format FT 1.2, single character 1 and the fixed time out interval are used exclusively in this companion

standard.
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Link transmission procedurs Address field of link
A Bzlanced transmission Mot present ‘balenced transmission only)
¥ lnhalenced tranamiasion B Ona netat

Twio octats

L Siructured

Frame l2ngth D Unatructurad
255 Maximum lzngth L {control direclion)
25%  Maximum langth L {monitor directicn)

| Configurable | Timre during which repetifions are permited (Trp) or numbe- of repetitions

'When using an unbalénced link layver. te following A5V tvpes are returned in class 2 messaaqes (low oniarity)
with the indicated causzes of tranamission:

"1 The standard assignmrent nf ARNLs tn class 7 messapes is used as fol ows -

Type identification Causz of transmizgion
9,11, 73, &1 =1

|:| A sparial assignment of ASMN s o class 2 messages is nsed as folliws

lype icentmcation LCaug:z of transmiision

Note: In response to a class 2 poll, a controlled station may respond with class 1 data when there is no class 2
data available.

Application layer

Transmisslon mode for app lcatlon data

Mode 1 (Least significent ocied fret), as defined in clavse 410 of IEC 60870 5 4, is ased exclusively in this
companon standard

Comimun address ol A30U
[system-specific parameter. al configurations that are used are to be marked “X°)

™ e artet ™ Tweo actetr

Information chject address
(ayatem-specific parameter, al configurationa that are used ae to be marked “X7)

E One octet :l structured
E Two octets :‘ unsiructurac
E Three cetets

Canse of tranzmission
(system-speciic parameter. al configurations that are wsed are 1o be marked "X")

A Oneociet X Twe octets (with orlginator address)
Sctto zer in coasc of no eriginator address
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Selection of etandard ASDU:

Process information in monitor direction

(atatior-spe:ific parlameter, mark each type 12 with an *X if it i3 only used in the standard diection, “R°

it only ussdin the reverse direction, and "B it used in both directions)

e Jingle-peint information

¢d== Single-point infermatizr with tire teg
E <3 := Double-goint infocrmatien

¥ 4 - Dauble point information with time tag
X .E- .- Step podition infarmatian

X g - Stcp pocition informatisn with fime tzg
B «7- - Bilsbing of 32 Lit

X g - Bilstring ol 32 bil with fing lay

(X <Y = Measured value, normalizad value

% <1L> = Measured value, normalizad value with frme tag
K <11> = Measured value. staled value

X <12>
E{IE} = Measured value, shaort floating point value

X <14> -= Measured value, shartfloating polnt value with time a3
[K <162 = Inregratend tota's

= Measured value, scaled value with time l1agq

FHeie -1 egrated lola's wih e @y

[ =17 . Event of proccion coyuipmonlwills line lay

[ <1¢> := Macked sterl events of proteclizrn equipment with tme tag

[ <12> := Macked output clrcult Informatlan of protectlon equipmznt wihh time tac

[ <20= - Packed gingle point intormation with status change deleclion
X <21 -
[%|<3C= = Singla-peint information with ime tag CE55Tima2s

K31 = Doubla-point infermation with tma tag CPEETImalA
X<3o>
K<ims = Ritatring nf 37 hit with ime tag CPARTIMAZA
X 34>
Efjt:‘» = Measured value, sraled value with time lag CPbG limeldA
(X <36
[ 237> = Integrated tcta's with time 1ag CPOOTime2A

- Measured valuc, nermalizzd value without quality deseriptar

= Step positinn informatian witn ime trg CPARTImeIA

= Measurad valie . normalizad valus with 1re tag CPARTimaIA

= Measured value, ahcrt floating point velue with time tay C1'S0 limedA
[ijf} = Event of proecion equipment win imea @mj CPIaTImez A

[ ese
[ <at=

-~ Packed slarl evenls of proleclin equipment will Ume lag CPOGImedA

= Facked output circuit informafion of protection equipmznt wih time
13g C256TInzla

Cither ASDUs of the sot -2
of the set <30 —402 are used.

El 1

<z, =GE -2bE 0=, 12, 214E, 210

M_SP_NA 1
M _SP TA 1
M DI NA 1
M_DP_TA_1
M ST MA 1
M_ST TA 1
M BO_NA 1
M_BO_TA_1
M_ME_MNA_1
M_ME_I1A_1
M_ME_NB_1
M ME TB 1
M ME NC |
M_ME_TC_1
M_IT _NA T

MIT TA |

M _EP TA 1
M _CM TC A
M _EP TC 1
M_FS NA_T
M_ME_MD_1
M_SP TE A
M_DP_TE_1
M ST TR 1
M_RO_TR_1
M_MF_TD_1
M ME IE 1
M ME IF 1
M IT_TC |

M_EP_TC 1
M EF IE 1
M_LF 11

¥E, 10

=185

or
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Procass information in contml ciraction
(slaliovn-spedilic pererveler, mak 2ach Type ID X iCiLis only wsed in Ue stardand divection, 'R enly wsed in
the reverse direction and ‘B ifused in both direztions)

a5 - Sirngle tormenand C_S0_MNA_1
[<]<46> := Double command C_DC_NA_T
Eleqr= = Hzgulating step command C_HE_MA_T
Kl<4g= = S point command, normalized value C3E NA 1
[X<qg= = 50 point command, scaled valus - SENB 1
[X]<50= = et point command, shot Acalng pelnt valuz C_S3E NC_1
K<51> == Eltstring of 32 bit C_BD MNA_1

System Informatlon In monitor directlon
(statinn-specific parameer,. mark with an "X if it is only u1sed in the standard direction, "R i only nsed
in thz reverse dircctior, and “0 if vocd in beth dircctions).

H:""ﬂ? = Cnd of initialization M_CI_MNA_1
Systam information in control drection

(atation-spacific peremeler, mark sach Type ID X' if it iz enly uaed in the stardard direction, ‘I if enly wsedin
the reverse directlon and ‘B’ Wused In both directions)

<100= = Interrogation command CIc NA 1

<101> = Counter Imerrcgation command C_CLMNAT

<102> -= Read command C_RD_NA_1
%] <103 - Clock synchionisalion cormmand C_CH_MA_1
A4~ = Test command C T3 NO_1
[ ] <105= - Neact sroccas command ¢ NN _MC_1
(%] =106~ = Delay acquisition command C CD _MNa 1

Paramecter in control dircctior

(atation-apecific paametar, mark aach type ID with an "X if it iz only used in the standard direction, “R°
if cnly naed in the weverse directior. and "R” if used in hoth cirertinns)

(11102 - Panamizter of measwed velue, nonnaliced value F_ME_Ma_1
Lot . Panamster of musswed vilue, sculed volue P_ME_MEBE_1
L] <112 -~ Paramster of measured valug, shert fleating point valuc P MC_MC A
[1=113= :- Paramatzr activatlen P_AC_MA_1

Fils transfer
(slalion-specilic parmele, mark each ype D wilh an “X il is unly used o e slandand direclion, *R*
il cnly used in the reverse directior, and "B" if used in both cirections)

(<120 - File ready F_FR_MA_1
Ll=121 - Seclion weady F SR_NA_1
[ «122= = Cal directs ry, selectfile, call filz, call section I SC NA 1
|:| <123> :=Last seclion. les! seament F_ LS MNa_1
L] =124s - Ack filc, ack scelion F_MF_MA_A
[ #1265~ := Sagmaent F S NA_1
(14126 - Directery F_DR_TA_1
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Type (dentifilcation and enuse of irnsminsian assignments
[slaon-gEecitic param abars)

Shadad Boxes ane ol reqguined,

Elank = funchion or 55000 & nof 13e4d

ark type etdicaiion' cause of I"ars mISSIOnN comzinations:
KT T anly in the stamadard divestinn,

BTN wwed cnaly mofhw v s Jiseclion

BT il s in Dotk elwectigns,

Type ldentification Cause of Transmission
o g 2|3
g =2 = w | =
s 5| 32| [8]2|3
§ 3| Elc|5|g|g|2
§ o Flg|3|E|E|%
E ﬁ c gl s ;. A | ﬁ -
| [g| |E|E[3 3| 3|&|E|E|%|8
i = T 9 = a | B|E|E
£ a E c| 2 2 = = B °le|g
¢ g =| |€| [8|E|2 3| =|8|a|B|E|E
Slol8] |8 |8|s|s(&(8 3|, 3|2 %[5|5]|E
“15|8 slslsls|=|s|2 2|2 5|8 £
o c - o o L] (] o c = - E E E
gl g 1k El8lz2|z|%8 £ ZlE|3|3 § 5
HEAR: s(S|Z|2|E|8|2|5 S|5 £/ S|e|E|E|e
§l8|2E[5|8(5|8(8|5(8 3|2 2|g|ElE|E|%
ela || E ele|lv|lv|ls|2 2| E s | ===
P 37
sz s s s || 7| a| s ||| 2|3 e |s] s8] a7
3| &1
1= M_SP_NA 1 X X X X X
<2 M_SP_TA_1 X X X X X
S M_DP_MNA_1 x x X K x
4= M_DP_TA_1 X X X X
<Gr | M_ST_NA_1 X b'e X X X
<6> M_ST_TA_1 X X X X
7| M_BO_NA_1 X b'e X
<8>| M_BO_TA_1 X X
8> | M_ME_NA_1 X b'e X
10> M_M=_TA 1 X X
<11 | M_ME_NB_1 X e X
12> | M_ME_TB_1 X X
€13»|  M_ME_NC_1 X X X
e1ds | M_ME_TC 1 X X
<15 M_IT_NA_1 4
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=16 M_IT_TA_1 X

«17>| M EP TA 1

<18» M EP TB 1

<19>| M_EP_TC_1

<20-|  M_PS_NA_1

€21>|  M_MFE_ND_1 X X X
<30>| M_SP_TB._1 X X X X X
€51>|  M_D2_TB_1 X X X X
<52> M ST TB 1 X X X X
=5 M_BO TE 1 X x

<34>| M_ME_TD_1 X X

<36 M_MEZ TE 1 X X

<36> M_ME_TF_1 X X

57> M_IT_TB_1 X

<38 M_EP_TD_1

<59 M_EP TE_1

=40 M_EP_TF_1

<45>|  C_SC_NA_1 X

«4B>| C_DC_NA_1 X

<47-| C_RC_NA_1 X

48> C_SE_Na_1 X

<49» |  C_SE_NB_1 X

50> C_SF_NC_1 X

<51=|  C_BO_NA_1 X

70> |  M_FI_NA_1%
<100> C_IC_N#&_1 X
=101 C_CI_MNA_1 X
<102>| C_RD_NA_1
<103>| C_CS_NA_1 X
<104> C_TS_NA_1 X
<105 C_RP_NA_1
<106>| C_COD_NA_1 X
110> F_ME_NA_1
<111>| F_ME_NB_1
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“112»|  P_ME_NC_1

<113 P_AC_NA_1

<120> F_FR_NA_1

=121 F_SR_NA_1

<1227 |  F_SC_NA_1

123> F_LS_NA_1

<124» F_AF_NA_1

125 | F_SG_NA_1

<126>| F_DR_TA_1%

* Blank or X only

Basic application functions
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Station initializatinn
(station-specific parameter, mark with an “X" if function is vsed)

Remote initializetion

Cyclic data transmission
(stafion-specific parameter. mark with an X" if function is used only in the standard direction, "R” if
used only in the reverse direction, and "B* if used in both directions)

Cyclic data transmission

Read procedura

(station-specific parameter. mark with an “X" if function is used only in the standard direction, *R" if
used only in the reverse direction, and "B’ if used in both directicns)

Read procedure

Spontaneous transmission

(stafion-specific parameter. mark with an “X" if function is used only in the standard direction, ‘R" if
used only In 1he reverse direction, and "B If used In both directlens)

Spontancous tranamission

Double transmission of information objects with cause of transmission spontanecus
(station-specific parameter, mark each intormation typs with an "X where both a type 1D without time and
conesponding lype ID with lime are issued in response Lo & single sponlaneovus change ol a monilored
object)

The fullowing lype idenlificalions may be lansmilled in succession caused by a single slalus change of
an informaticn object. The particular information object addresses for which double tranamission is
anabled are defined in a project-spacific list.

Single-point intformation M_SF_NA_1 M_SH_ 1A 1, M_SF_I5_1 and M_P5_MNA_1
Dcuble-point information M DP NA 1M OP TA 1andM DP TB 1

Step position information M_S1 MA 1T, M 31 1A Tand M =1 1B 1

Bitstring of 32 bit M_BO_NA 1, M_BO TA 1ancM _BO_TB_1
(if defired for 2 specific project, se=7.2.1.1)

Measured value, normalized value M_ME_NA_1,M_ME_TA 1, M_ME_ND_1and M_ME_TD_1
Measured valus, scaled valie M_MF_NB_ 1 M_MF_TFE_1 and M_MF_TF_1

Measured value, short floating point number M_ME_NC_1, M_ME_TC_1 and M_ME_TF _1

OO ooon

www. kepware.com




29

IEC 60870-5-101 Master Driver

Station Interrogation
(station-specific parameter, mark X’ if function is only used in the standard direction, ‘R’ if orly used in the
reverse direction, and 'B” if used in both directiors)

global

L] group 1 L] group 7 L] group 13

|:| group 2 |:| qroup 3 D group 14

] group 3 ] group 9 ] group 15

] group 4 ] group 10 ] group 16

L] group b L] group 11

] group 6 ] group 12 Addresses per group have to be defined

Clock synchronization
(station-specitc parameter, mark "X" v funcion is only used in the standard direction, "R it only used in the
reverse diteclion, amd "B il used in buth direclions)

Clock synchronization

(1 vav ot week used

Ll RES1. GEN (time fag substituted! not substitutad) usad
[1 su-bit (summertime) used

Command transmission
(cbject-spacific parameter, mark with an "X" if function is used only in the standard direction, "R” if used
only in the reverse direction, and *B" if used in both directions)

Direct command transmission Select and axecule command

Diract set point command transmission Selact and axeculs set point command
L[] ¢_SE_ACTTERM used

No additional definifion

Short pulse duration (duration determined by a system parameter in the outstation)

Long pulse duration (duratinon determined by a syslem parametear in the oitstation)

Mersistznt ouiput

Transmiseion of Integratad totals

(station-specifc parameter, mark “X’ if funcion is only used in the standeard direction, ‘R’ if only used in the
reverse direction, and ‘B’ if used in both directiors)

Mode A: Local freeze with sponianeous

Mode B: Local freeze with counter

Mode C Freeze and transmit by countzr Interogation

oo

Mode C Freeze by counter-interrogation command, frozen values reported

Counter read
Counter freeze without reset

Counter frecze without resct

Bel <] (¢ <]

Counter reset

eneral request counter
Request counter group 1
Request counter group 2

Reguest counter group 3

N

Request counter group 4
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Paramcter loading
(cbject-specific parameter, mark with an *X" if function is vsed only in the standard direction, *R" if used only in
the raverse direction. and *B" if used in both directicns)

L] Threshold value
[ Smonthing fartor
D Low limit for iransmission of measured value

L] High limit for ransmission of measured value

Parameter activation
(ebject-specific parameler, mark with an X" if function is used only in the standard direction, "R’ if used only in
the raverse direcfion, and *B" if used in both directicns)

|:| Act/deact of persistent cyclic or periodic transmission of the addressed object

Test procedure
(station-specifr. parameter, mark "X if funcfion is only used in the standard direction, ‘R if only osed in the
reverse direction, and ‘B’ if used in both directiors)

|z| Test procedure

File transfer
(station-specifc parameter, mark X if function is used;

Filee raresler in monilor direclion

] Transparent file

L1 Iransmission of disturbance data ot protection

[] Transmission of sequences of events

Ll Transmission of sequences of recorded analog values

File fransfer in control direction

L] I ransparent file

Backyivund scan

(station specifc parameter, mark X i funcion iz only used in the standord direction, ‘R’ if only uscd in the
reverse direction, and ‘B’ if used in both directiors)

Background scan

Acquisition of ransmission delay

(station-specific parameter, mark X’ if funcion is only used in the standsard direction, ‘R' if only used in the

reverse direction, and ‘B’ if used in both directiors)

[X] Acquisition of transmission delay
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Index

60870 Settings 4

A

Address Descriptions 11

B

Buffered, Monitor ASDUs 13

C

Cause of Transmission 12
Channel Setup 4
COMMAND 15
Command Based 15
Communications 7
Control ASDUs 14

COT 12

D

Data Types Description 10

Device failed to complete <procedure> 16

Device failed to complete clock synchronization 16

Device Setup 6
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E

Error Descriptions 16
Error loading XML file <Reason> 16

Error loading XML file for channel. Unbalanced mode does not support a link address size of
zero. 17

Error loading XML file for device. Common Address is invalid. Valid range is <low limit> to
<high limit>. 17

Error loading XML file for device. Link address is invalid. Valid range is <low limit> to <high
limit>. 18

Error loading XML file for device. The link address and common address pair is already in
use on device. Link and common address pairs must be unique. 18

Error loading XML file for device. When the transmission mode is balanced, all devices must
have the same link address. The link address of device is link address. 17

Event Playback 9

H

Help Contents 3

IEC 60870-5-101 Interoperability Guide 20
Information Object Address (I0A) 11

Monitor ASDUs 11

(0

OPTIONAL 14

Overview 3
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R

Read failed on tag 18

Read failed on tag due to datatype mismatch 18

Reverting channel link mode to Unbalanced Transmission. Balanced Transmission is not
compatible with communication serialization or port sharing. 19

S

SUB-TYPE 14
SUBTYPE 11

T

the buffer has overflowed. Increase the event playback buffer size. 19

Timing 7

Too many events received in device name 19

TYPEID 11

U

Unbuffered, Monitor ASDUs 13

w

Write failed on tag 19
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