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REPORT ONE MILLION

CYBERSECURITY JOB OPENINGS

•

• CISCO:  HTTP://WWW.CISCO.COM/C/DAM/EN/US/PRODUCTS/COLLATERAL/SECURITY/CYBERSECURITY-TALENT.PDF

• FORBES MAGAZINE:  HTTPS://WWW.FORBES.COM/SITES/STEVEMORGAN/2016/01/02/ONE-MILLION-CYBERSECURITY-JOB-
OPENINGS-IN-2016

http://www.cisco.com/c/dam/en/us/products/collateral/security/cybersecurity-talent.pdf
https://www.forbes.com/sites/stevemorgan/2016/01/02/one-million-cybersecurity-job-openings-in-2016
https://www.forbes.com/sites/stevemorgan/2016/01/02/one-million-cybersecurity-job-openings-in-2016


MANY ACTIVITIES THAT AFFECT SECURITY ARE PERFORMED BY PEOPLE THAT

DON’T UNDERSTAND SECURITY.  EXAMPLES:

•

•

•

•

•



THERE IS AN INCREASINGLY CONCERNING

ISSUE IN IT / IOT ABOUT SECURITY IN THE

SUPPLY CHAIN:

•

•

•

•

MeDoc anyone? 
https://www.theregister.co.uk/2017/07/05/ukraine_aut

horities_raid_me_docs_in_notpetya_investigation/

https://www.theregister.co.uk/2017/07/05/ukraine_authorities_raid_me_docs_in_notpetya_investigation/
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• WHERE ARE YOU IN THE TAXONOMY?

• IF YOU SPECIALIZE, YOU MAY HAVE BLIND SPOTS

• IF YOU GENERALIZE, YOU MAY MISS SKILLS
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•

•

•

•



1. IT’S BORING

2. IT LACKS USER INTERACTION AND INVOLVEMENT

3. THERE’S NO MEASUREMENT

4. WE SCARE VERSUS TEACH

5. EDUCATION IS NOT A SECURITY TEAM’S CORE

COMPETENCY



AND THEREFORE DO NOT COMPEL THE

AUDIENCE TO THINK ABOUT AND

RETAIN KEY MESSAGES
Source:  The Language Lab, “6 Quick Tips on How Not To Be 

Boring…” http://www.thelanguagelab.ca/posts/6-quick-tips-on-

how-not-to-be-boring-improve-your-presentation-delivery-skills/

http://www.thelanguagelab.ca/posts/6-quick-tips-on-how-not-to-be-boring-improve-your-presentation-delivery-skills/
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SAIC iSpace Collaboration Lab – Matrix Room



GAME

SIMULATION FLIGHT

SIMULATION MEDICAL SIMULATION

PEDAGOGICAL

FUN COMPETITION

https://en.wikipedia.org/wiki/Game
https://en.wikipedia.org/wiki/Simulation
https://en.wikipedia.org/wiki/Flight_simulator
https://en.wikipedia.org/wiki/Medical_simulation
https://en.wikipedia.org/wiki/Pedagogy
https://en.wikipedia.org/wiki/Fun
https://en.wikipedia.org/wiki/Competition
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MID-WAY, PLAYERS TAKE OVER

•

•

11:00 – 11:15 Team Gathers

11:15 – 11:30 Game Introduction

• Cyber Warfare

• Game Overview

• Objectives

• Team assignment

11:30 – 11:45 Team In-Briefs

11:45 – 12:45 Gameplay

12:45 – 1:00 Team Out Brief Development

1:00 – 1:30 Debrief and Brainstorming

Scoring



•

•

•

•

Team 1:  

Nation 

State

?
Team 2:  

Hactivist

Team 3:  

Govt-

Industrial 

Organization



Influencing Event Content

Stuxnet (2010) • Industrial Control System Target

• Pivot from Information Technology (IT) over to 

Operational Technology (OT)

HB Gary Federal 

(2011)

• Social Engineer Help Desk

• Exfiltrate Sensitive Data

Numerous… • Vulnerable Website Plugins

• Machines exposed to internet

• Permissive Firewalls inside company

• Insider Threat

• Open Ports, Services



•

•

•

25 – 35 Kill Chain Step 2- Weaponize

Generate backdoor

• weevely generate -BACKDOOR PASSWORD- ~/BACKDOOR NAME.php

Prepare the deface page

• Use gedit to modify deface page. Open a terminal

1. gedit index.html

2. Type whatever the red team members wish in the text file. 

▪ Their names, a taunt to the blue team, whatever

▪ Firefox index.html

3. cp index.html index.php

Prepare social engineering story

• Browse fake facebook page, gain understanding of DB admin

• Goal is find name, DoB, address, phone number (new)

• Challenge team to construct story to make their case more believable

• Call helpdesk for attempt

35 – 45 Kill Chain Step 3- Deliver

• Take backdoor script and upload using WordPress exploit

• Log in with credentials as user –pw: Password1

• Upload backdoor through file upload, Create good name

40 – 50 Kill Chain Step 4- Exploit

• Explain that a backdoor has been uploaded and we must now connect to it

• Open terminal and type:

1. weevely terminal http://web.epi.com/wp-

content/uploads/user_uploads/user/BACKDOOR NAME.php

BACKDOOR PASSWORD

SPOOF IP Address



SAIC CYBER SECURITY EDGE

• DISCOVER

• DETECT INTRUSIONS, OTHER

CONCERNING ACTIVITY

• MITIGATE

• BLOCK ACTIVE ATTACKS; SHUT DOWN

VULNERABILITIES

• MANAGE

• KEEP CRITICAL SYSTEMS UP

Cyber Kill Chain based on:  http://www.lockheedmartin.com/us/what-we-

do/aerospace-defense/cyber/cyber-kill-chain.html

Cyber Security Edge:  https://www.saic.com/services-

solutions/technology-solutions/cybersecurity

http://www.lockheedmartin.com/us/what-we-do/aerospace-defense/cyber/cyber-kill-chain.html
https://www.saic.com/services-solutions/technology-solutions/cybersecurity/#TabSection2199-0
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Vendor + Product

VMWare vSphere Server and Client

Offensive Security Kali Linux

NexDefense Sophia

pfSense

Ubuntu Server for Web, DNS, Mail

WordPress, MySql

Open Source / 

github.com/jseidl/virtuaplant

https://github.com/jseidl/virtuaplant






…works to defend the "Blue Team" from a cyber attack that posted this "You have been hacked" message on team's 
website during a cyber wargame exercise Monday, February 6, 2017 at the Rocky Mountain Cyberspace Symposium. 
Photo by Mark Reis, The Gazette



…"Red Team" attacking the "Blue Team" during a cyber wargame exercise Monday, February 6, 
2017 at the Rocky Mountain Cyberspace Symposium. Photo by Mark Reis, The Gazette



The "Red Team Field Manual" during a cyber wargame exercise Monday, February 6, 2017 at the Rocky 
Mountain Cyberspace Symposium. Photo by Mark Reis, The Gazette



"Red Team" members, … work to attack the "Blue Team" during a cyber wargame exercise Monday, February 6, 2017 
at the Rocky Mountain Cyberspace Symposium. Photo by Mark Reis, The Gazette



Generic conference center room; Zach Kleine (SAIC), wargame lead pictured



Typical Corporate Booth, but powered with wargame; 
Ray Caetano (SAIC), Jake Kleine (SAIC)



Game Iteration How did we evolve?

2016-July: Board of Directors • Designed game for cyber novices

• Converted attack/defense demo into a scripted, 

team-based activity

• Introduced multiple social vectors

2017-January: Vendor Alliance 

Partners

• Enhanced content to appeal to technical audience

2017-February: AFCEA Cyber 

Symposium

• Ported environment to roadshow hardware

• Made material professional quality

2017-June: GEOINT 2017 Symposium • Tailored attack and defense to include IP/geospatial 

content

2017-July: Internal Corporate Staff • Enhanced social media content

• Implemented survey for metrics capture 

2017-August:  TechNet 2017 • Tailored for military support for allied government, 

critical infrastructure



Game Use Case Stakeholder Results

Education Non-Technical 

Corporate Staff

• Increased awareness of social engineering

• Improved understanding of recruiters for cyber skills

Education Technical 

Community

• Sharpened offensive and defensive skills with hands-

on, live access

• Exposure to industry best practice operational 

frameworks

Brand Awareness Conference 

Attendees

• Senior-level customer has asked for gaming proposal

• Have 40 military staff signups for upcoming training

Opportunity 

Generation

Targeted Customers • Senior-level customer provided detailed insight on 

current gaps, best strategies for engaging

Alliance 

Strengthening

Partner Program • Invitation by a partner to bring game to vendor event



“more now (cyber understanding) after the game, interesting how social 

engineering can make such an impact” – contracts associate

“A lot of fun!!!!” – senior recruiter

“Cyber security is paramount to day to day operations” – pricing analyst

“[I can now better recruit for defensive and offensive cyber operations staff because 

I better understand what they do]”  - recruiter

“[this is one of our agency’s top four strategic research priorities…we look forward to 

you submitting a paper]” – Director of Innovation, Government Agency

“this is cool” – Deputy Director of National Intelligence



•

•

•

•

•

•

•



•

• JASON.A.NICHOLS@SAIC.COM

mailto:Jason.a.nichols@saic.com

