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CYBER IS GETTING...INTERESTING

RECENT EXAMPLES:
e MIRAI VS. INTERNET
e |SIT RANSOMWARE OR 2 NOT SURE IF THE GROCERY SHOPPERS CARE



ISSUE #1: CYBER WAS CHALLENGING, IS GETTING

HARDER

CYBER IS GETTING
COMPLICATED

» |OT DIVERSIFIES ATTACK
VECTORS

* VIRTUALIZATION /
ABSTRACTION

e BLURRED LINES BETWEEN
THREAT ACTORS

the grugq
@thegrugq

BINGO!! | won

JP Aumasson @veorg

this gquantum-secured blockchain can protect loT devices from cyber attacks using a
virtual cloud infrastructure

arxiv.org/abs/1705.09258

1:59 PM - 6 Jun 2017
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ISSUE #2: SKILL DEFICIT

“A REPORT FROM CISCO PUTS THE GLOBAL FIGURE AT

. DEMAND IS EXPECTED TO RISE TO 6
MILLION GLOBALLY BY 2019, WITH A PROJECTED SHORTFALL OF 1.5
MILLION, SAYS MICHAEL BROWN, CEO AT SYMANTEC..."”

e SOURCES:

CISCO: HITP://WWW.CISCO.COM/C/DAM/EN/US/PRODUCTS/COLLATERAL/SECURITY /CYBERSECURITY-TALENT.PDF

FORBES MAGAZINE: HTTPS://WWW.FORBES.COM/SITES/STEVEMORGAN/2016/01/02/ONE-MILLION-CYBERSECURITY-JOB-

OPENINGS-IN-2016



http://www.cisco.com/c/dam/en/us/products/collateral/security/cybersecurity-talent.pdf
https://www.forbes.com/sites/stevemorgan/2016/01/02/one-million-cybersecurity-job-openings-in-2016
https://www.forbes.com/sites/stevemorgan/2016/01/02/one-million-cybersecurity-job-openings-in-2016

ISSUE #3 — KNOWLEDGE IN NON-IT POSITIONS

MANY: ACTIVITIES THAT ARFECT SECURITY:ARE PERFORMED BY PEOPLE THAT
DON’T UNDERSTAND:SECURITY: “EXAMPLES:

e EXECUTIVE MANAGEMENT: WHALING / CEO FRAUD
 FINANCE: WHALING, SPEAR PHISHING

e STAFFING / RECRUITMENT: DO NEW HIRES UNDERSTAND SECURITY2 WHAT SKILLS ARE MOST
IMPORTANT?S

e PROCUREMENT: ARE PRODUCTS SECURE?

o CONTRACTING: ARE THERE GUARANTEES / REQUIREMENTS FOR PRODUCT & SERVICE SECURITY?



ISSUE #4: TECH STAFF

THERE IS AN INCREASINGLY: CONCERNING
ISSUE IN IT / |OT ABOUT SECURITY-IN-THE
SUPPLY CHAIN:

e PRODUCT DESIGN (SOFTWARE, HARDWARE)
« SOFTWARE DEVELOPMENT: SECURE CODE PRACTICES
e TEST & EVALUATION: TEST FOR SECURITY

e CUSTOMER SUPPORT / PRODUCT MAINTENANCE:
DELIVER WITH INTEGRITY
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MeDoc anyone?¢

https://www.thereqgister.co.uk/2017/07/05/ukraine aut
horities raid me docs in notpetya investigation/



https://www.theregister.co.uk/2017/07/05/ukraine_authorities_raid_me_docs_in_notpetya_investigation/

ISSUE #5: SPECIALIZATION WITHIN CYBER

e SOME CYBER PROS DON'T KNOW THE “OTHER SIDE"

* WHERE ARE YOU IN THE TAXONOMY ¢
* |F YOU SPECIALIZE, YOU MAY HAVE BLIND SPOTS

* |F YOU GENERALIZE, YOU MAY MISS SKILLS
SECURELY PF!AEP':'ECI'
* TRADECRAFT IMPROVES IF: PROVISION bl
o DEFENDER KNOWS HOW AN ATTACKER THINKS AND
OPERATES

» (OPERATIONS PLANNER KNOWS HOW A DEFENDER
LOOKS FOR INTRUSION

* OPERATORS SEE LATEST TOOLS, VULNERABILITIES,
EXPLOITS INVESTIGATE

e (OPERATORS REINFORCE TECHNIQUES WITH BEST
PRACTICES

SOURCE: NIST NATIONAL INITIATIVE FOR CYBERSECURITY EDUCATION
(NICE)







TRADITIONAL PRODUCT DEMONSTRATION

RECOGNIZE THIS PICTURE? MANY
PRODUCT DEMONSTRATIONS:

* ARE BRIEFING-BASED
* ARE NOT INTERACTIVE
« DO NOT ENGAGE THE AUDIENCE

AND THEREFORE DO NOT COMPEL THE
AUDIENCE TO THINK ABOUT AND
RETAIN KEY MESSAGES

Source: The Language Lab, “6é Quick Tips on How Not To Be
Boring..." hitp://www.thelanguagelab.ca/posts/é6-quick-tips-on-

how-not-to-be-boring-improve-your-presentation-delivery-skills/



http://www.thelanguagelab.ca/posts/6-quick-tips-on-how-not-to-be-boring-improve-your-presentation-delivery-skills/

SOLUTION

ENGAGE WITH ALL STAKEHOLDERS

CREATE REALISTIC, IMMERSIVE, ENTERTAINING
ENVIRONMENT

USE GAMING TECHNIQUES TO ENABLE TEAM-BASED
PLAY

ENCOURAGE PARTICIPATION BY NOVICES, TEAMED
WITH AND SUPPORTED BY EXPERTS

USE THE GAME AS PLATFORM TO BOTH TRAIN AND
DEMONSTRATE

SAIC iSpace Collaboration Lab — Matrix Room



SERIOUS GAMING;
WARGAMING

A SERIOUS GAME OR APPLIED GAME IS

A GAME DESIGNED FOR A PRIMARY PURPOSE OTHER
THAN PURE ENTERTAINMENT...THE IDEA SHARES ASPECTS
WITH SIMULATION GENERALLY, INCLUDING FLIGHT
SIMULATION AND MEDICAL SIMULATION, BUT EXPLICITLY
EMPHASIZES THE ADDED PEDAGOGICAL VALUE

OF FUN AND COMPETITION

SHOWN TO LEFT: SOLDIERS FROM THE U.S. ARMY AND UKRAINIAN ARMY ACTING
AS OBSERVER CONTROLLER TRAINERS WATCH AS UKRAINIAN SOLDIERS REACT TO
ENEMY FIRE ... (U.S. ARMY PHOTO BY SGT. 1ST CLASS WHITNEY
HUGHES/RELEASED)

SOURCES: WIKIPEDIA: SERIOUS GAME; WWW.EUR.ARMY .MIL/EXERCISES



https://en.wikipedia.org/wiki/Game
https://en.wikipedia.org/wiki/Simulation
https://en.wikipedia.org/wiki/Flight_simulator
https://en.wikipedia.org/wiki/Medical_simulation
https://en.wikipedia.org/wiki/Pedagogy
https://en.wikipedia.org/wiki/Fun
https://en.wikipedia.org/wiki/Competition

¥

QUICK — 2.5 HOURS TOTAL

MOST VALUABLE ACTIVITY IS IN POSTBRIEF
WHERE PARTICIPANTS PRESENT CHALLENGES,
SUCCESSESRELENVAANEE

COACHES START THE GAME, BUT ABOUT
MID-WAY, PLAYERS TAKE OVER

* POST-BRIEF DEVELOPED AND PRESENTED
BY PLAYERS

» PLAYERS TEACH EACH OTHER
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DEFENDING

IDEAL COMPOSITION IS 15: 4'44';
s

ALL TEAMS COMPETE, ARE
SCORED, WITH A WINNER

EACH TEAM ROLE-PLAYS WITH
VARYING MOTIVATION,
RESPONSIBILITIES, ASSETS




WARGAME INFLUENCED BY REAL EVENTS

Influencing Event | Content

Stuxnet (2010) Industrial Control System Target
Pivot from Information Technology (IT) over to
Operational Technology (OT)

HB Gary Federal Social Engineer Help Desk
(2011) Exfiltrate Sensitive Data

Numerous... Vulnerable Website Plugins
Machines exposed to internet
Permissive Firewalls inside company
Insider Threat
Open Ports, Services




OUR CYBER WARGAME — PLAYER COACHES

* PLAYER COACHES RESPONSIBLE
FOR TOOLS, TECHNIQUES,
EXECUTION

e USE DETAILED SCRIPTS FOR
SEQUENCE, TIMING, SYNTAX

e PARTICIPANTS EASE INTO THEIR
ROLES; SOME TAKE OVER

Kill Chain Step 2- Weaponize
Generate backdoor
o weevely generate -BACKDOOR PASSWORD- ~/BACKDOOR NAME.php
Prepare the deface page
) Use gedit to modify deface page. Open a terminal
1. gedit index.html
2. Type whatever the red team members wish in the text file.
Their names, a taunt to the blue team, whatever
Firefox index.html
3. cp index.html index.php

Prepare social engineering story

. Browse fake facebook page, gain understanding of DB admin

. Goal is find name, DoB, address, phone number (new)

° Challenge team to construct story to make their case more believable
[ J

Call helpdesk for attempt

Kill Chain Step 3- Deliver

. Take backdoor script and upload using WordPress exploit
. Log in with credentials as user —pw: Password1

. Upload backdoor through file upload, Create good name

Kill Chain Step 4- Exploit
. Explain that a backdoor has been uploaded and we must now connect to it
. Open terminal and type:
1. weevely terminal http://web.epi.com/wp-
content/uploads/user_uploads/user/BACKDOOR NAME.php
BACKDOOR PASSWORD

SPOOF IP Address




METHODOLOGY FOR OPERATIONS

Left of Hack/Exploit Right of Hack/Exploit

Weaponize Executé«;) SAIC CYBER SECURITY EDGE™

A A

DISCOVER

‘ ’ ‘ Exploit ’ DETECT INTRUSIONS, OTHER
= CONCERNING ACTIVITY

/ \ll
y \ 3 ),

A h 4 A \ A

MITIGATE

—

Recon Deliver Control ‘

Maintain|

BLOCK ACTIVE ATTACKS; SHUT DOWN

VULNERABILITIES

II’

1) The most effective organizations typically detect intrusion with the “control” event,

through the use of “call backs”; this is very far into the kill chain MANAGE
2) Most organizations first detect intrusion at the “execute” phase; with critical
infrastructure this can have catastrophic effect KEEP CRITICAL SYSTEMS UP
3) Some organizations will not become aware of intrusion until well after the assets have

been compromised; this enables eventual attack to become much more significant

Cyber Kill Chain based on: http://www.lockheedmartin.com/us/what-we- Cyber Security Edge: https://www.sqic.com/services-
do/aerospace-defense/cyber/cyber-kill-chain.html solutions/technology-solutions/cybersecurity



http://www.lockheedmartin.com/us/what-we-do/aerospace-defense/cyber/cyber-kill-chain.html
https://www.saic.com/services-solutions/technology-solutions/cybersecurity/#TabSection2199-0

INBRIEF, OUTBRIEF, PLAYER ENABLEMENT

* MOST PLAYERS WALK IN WITH LITTLE TO KNOW
UNDERSTANDING

o AT 2 HOUR MARK, PLAYERS WITH NO PRIOR EXPERIENCE
ARE PRESENTING ON CYBER KILL CHAIN, TECHNICAL VS.
SOCIAL VECTORS, LESSONS LEARNED, APPLICABILITY TO
THEIR ROLE, AND OTHER INFORMED, NUANCED CYBER

CONCEPTS



GAME ARCHITECTURE

VIRTUALIZED PLATFORM; VMWARE VSPHERE
PFSENSE ROUTING, FIREWALLS

PHYSICAL SWITCHES FOR LAPTOP CONNECTION TO GAME
ENVIRONMENT

RED TEAM NETWORK MIMICS INTERNET

MULTIPLE BLUE TEAM NETS EMULATING AN INDUSTRIAL
CORPORATION WITH ASSET SEGMENTATION

MODIFIED OPEN SOURCE EMULATION OF OIL REFINERY
« MODBUS/TCP COMMUNICATIONS

VULNERABLE WEB AND FTP SERVERS
ATTACKERS PIVOT FROM IT OVER TO OT
PERSISTENT ENVIRONMENT LOCATED AT RESTON, VA LAB

SEPARATE ROADSHOW ENVIRONMENT WHICH WE TAKE TO
CONFERENCES/REMOTE LOCATIONS

Vendor + Product
VMWare vSphere Server and Client

Offensive Security Kali Linux

NexDefense Sophia

pfSense

Ubuntu Server for Web, DNS, Mail
WordPress, MySqal

Open Source /



https://github.com/jseidl/virtuaplant
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:system info Collect 2017-07-17 10:29 EDT
« Jla7n0Ko R0710K0, 38 €TOROM FOPM, IANOKO 0T CTpaK Vokalia it ConsonAntia, TaM XiHRYT RO — s :;VSE:’“ extenswni Eollegt ”’"a‘t’ scan '?8"8;2“’{ %92-1?3-40-99
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MHIHL OANH AeHE, OTHAKO HeGOMLMAN MHHUS CNENOro TeKcTa no uMern Lorem [psum pemmn yexats APX| = 445/t6p open microsuft ds Start: 2017-07-17 05:17:04.210 End: 2017-07-17 10:34:44.222
1 BRI MR FPAMMBTHEN Tail: 2017-07-17 10:34:38.521 Head: 2017-07-17 10:34:40.135
+ Bommoft OXmOX N0COBETOBAN eft HE JENATE 3TOFO, IOTOMY ¥TO TaM GLUN THCRYH TNOXIHX JANSTHY, . Buffer:388953 Display:105(0) Missing:3 PPS:105(104) PlaySpeed:Live
— p 5 r
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+ Korzia oHa AOCTHF 78 MEPELX X07TMOS HTAMNACKNX rop, ¥ Hee 617 NoCTexHI BIrIsY Hasax Ha

I
Filter Hosts



WARGAME IN PICTURES

: s TSR
You have been hacked! In this day and age, what o shome
« . week security on your website, ié: ’

SN

Blue team, what o jeke!

. 3 .
Pay 31 Billion detiars 1o eoviorgment ,"M'l“ or elve.
. . ) 5 :

...works to defend the "Blue Team" from a cyber attack that posted this "You have been hacked" message on team's
website during a cyber wargame exercise Monday, February 6, 2017 at the Rocky Mountain Cyberspace Symposium.

Photo by Mark Reis, The Gazette



WARGAME IN PICTURES

—

...'Red Team" attacking the "Blue Team" during a cyb
2017 at the Rocky Mountain Cyberspace Symposii



WARGAME IN PICTURES




WARGAME IN PICTURES

"Red Team" members, ... work to attack the "Blue Team" during a cyber wargame exercise Monday, February 6, 2017
at the Rocky Mountain Cyberspace Symposium. Photo by Mark Reis, The Gazette



WARGAME
ROADSHOW:
BASIC
ROOMS,
COMMODITY
HARDWARE

Generic conference center room; Zach Kleine (SAIC), wargame lead pictured



SAIC

Redefining Ingenuity”

WARGAME
USE-CASE:
EENISY . 3 ENHANCE
Wl W= A YOUR BRAND

Cyher War Game Challenge
Starts Here!

Monday, june 5 | 12:3(()) —_ 22 ;:)nr:‘
Tuesday, june 6 | ?:311:30 B T . 1 .
ypical Corporate Booth, but powered with wargame;

Wednesday: Juns

gsion:
particlpants per s€

Ray Caetano (SAIC), Jake Kleine (SAIC)

gight (8



GAME EVOLUTION

2016-July: Board of Directors « Designed game for cyber novices
« Converted attack/defense demo into a scripted,
team-based activity
Infroduced multiple social vectors

2017-January: Vendor Alliance Enhanced content to appeal to technical audience
Partners

2017-February. AFCEA Cyber Ported environment to roadshow hardware
Symposium Made material professional quality

2017-June: GEOINT 2017 Symposium Tailored attack and defense to include IP/geospatial
content

2017-July: Internal Corporate Staff Enhanced social media content
Implemented survey for metrics capture

2017-August. TechNet 2017 Tailored for military support for allied government,
critical infrastructure




RESULTS

Game Use Case Stakeholder Results

Education Non-Technical Increased awareness of social engineering
Corporate Staff Improved understanding of recruiters for cyber skills

Education Technical Sharpened offensive and defensive skills with hands-
Community on, live access
Exposure to industry best practice operational
frameworks

Brand Awareness Conference Senior-level customer has asked for gaming proposal
Atftendees Have 40 military staff signups for upcoming training

Opportunity Targeted Customers Senior-level customer provided detailed insight on
Generation current gaps, best strategies for engaging

Alliance Partner Program Invitation by a partner to bring game to vendor event
Strengthening




RESULTS

“more now (cyber understanding) after the game, interesting how social
engineering can make such an impact” —

“A lot of funill™ —
“Cyber security is paramount to day to day operations” —

“[I can now better recruit for defensive and offensive cyber operations staff because
| better understand what they do]”’ -

“[this is one of our agency's top four strategic research priorities...we look forward to
you submitting a paper]” -

“this is cool” —



WHERE IS THIS HEADED?

e MORE EFFICIENT ROADSHOW EQUIPMENT (SINGLE SERVER, ALL LAPTOPS)
e SUPPORT FOR ADDITIONAL GAME SEATS
 MORE TARGETS TO SUPPORT MITM ATTACKS

 MORE NETWORKS AND ASSETS TO MIMIC INTEGRATED
GOVERNMENT/INDUSTRIAL ASSETS

e INTERNET OF THINGS ASSETS FOR BOTH ATTACK AND DEFENSE
e STRENGTHENING OF ALLIANCE PARTNER CONTENT

e INTEGRATION WITH COMPANY IR&D PRODUCT FOR INTERNET SIMULATION,
OSINT, SCENARIO AUTOMATION



I'D LIKE TO THANK BLACK HAT FOR HOSTING ME.

I'D LIKE TO THANK ALL OF YOU FOR LISTENING ©

MY CONTACT INFO:
e @JASENICH
e JASON.A.NICHOLS@SAIC.COM



mailto:Jason.a.nichols@saic.com

