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Competit

What Is it?

How Is it done?

s it legal?

How do we prevent it?
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Asking
Questions”

. |
{
:
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“Godiva Chocolatier Inc”
What business is it in?

How big is it?

Where are they
located?

Is it publicly traded?

What are the annual
sales and growth?

Pending legal issues?
Who are the decision

makers?
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Refining
the '
Search

Use “intitle” versus “inurl” (looking for
dirt)

Scour news sites and newsgroups
Check financial filings

Check security analyst reports

Use Google Groups and Blogs
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Google Answers (retired) answers.google.com
Google Scholar scholar.google.com
Google Earth earth.google.com
Google Patent Search www.google.com/patents
Google Blog Search blogsearch.google.com
Google Alerts

Google Maps maps.google.com
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File Edit Mew History  Bookmarks Tools  Help
; s | Qﬂ_ - b lé:'l ﬁ E;,m' = i | htkpe: {fa, google, comfinklfen options |'| B | 'Q'i 300l
|_| Megaproxy
Q ODP - Open Directory Project | U-:,-'f. Touch@raph | Producks: Google Browser | || ResearchBuzz ] i More Google Products
e Web Images ideo MNews Maps more »
o GOL)S[Q | |[ Searchthe Web
More Google products
Search Explore and innovate
Alerts Code
Get ermail updstes on the topics of your choice Download APls and open source code
1og earch ; ; Co-op - now with Custorn Search Engine™®
Find blogs on your favorite topics Contribute your expertise and customize the web search experience

ﬂ Book Search
Search the full text of books

» Catalogs
— Search and browse mail-order catalogs

i

Blogger
Share your life online with a blog - it's fast, easy, and free

E Checkout
2 Complete online purchases more guickly and securely

Docs & Spreadsheets
Create and share your projects online and access them from
anywhere

Directory
Browse the web by tgpic

Q‘EHID

= Euxplore the warld from your PC il

Fast, searchable email with less spam

Groups

BOsiness info, news, and interactive charts e ) .
= Create mailing lists and discussion groups

Calendar
Desktop . il IR o
@ Search and personalize your computer ﬁ Organize your schedule and share events with friends
A
e
7))
)

i Froogle :
\\E Shop for iterns to buy online and at local stores f‘ ] w - L . s
? Done
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i e S g — AL
Resulis 1-1 of about 1 for wyeth pharmaceuticals near AR e g _?&!" [ streetview ] [Crraffic | [ Mare. J | Map | Satelma | Terrain_|
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) wyeth pharmaceuticals loc: Collegeville, PA - Google Maps - Mozilla Firefox
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File Edit ‘Miew History Bookmarks Tools  Help

el

= v . -~
v c A faY E lg.i, @ |\§ ihttp:,l’,l’maps.gEg\e.:Unj,l’maps?h|=en&newwwnduw=1&a5_q=wyeth+pharmaceut\ca|s+cullegevi||e,+pa&as_epq=&as_uq=&as_aq=&num LT

[

A L8] Most isited 5| Latest Headlines |j Megaproxy ’ MapQuest

| 8 wyeth pharmaceutjca!s cnllx_ageville,_ pa - e i & wyeth pharmaceuticals loc: Colle... E i
Wieh lmages Maps DMNews Shopping Mail  more » thowers@ptd.net | by Profile | Help | My Account | Sign out
= What 2.0, plzza” ‘Where .49, "poughkecpsie”
008 e [wveth pharmaceuticals | [Collegeville, PA |[ Search Businesses ]
faps Search the map | Find busi Get directions

J Search Results | | My Maps | Print [ Send @ Link ta this page

- . ;. ” ra ”
Results 1-1 of about 1 for wyeth pharmaceuticals near t g 2 “i Satellite
g o L ROTHH R,

Collegeville, PA / B g
=T e : ; 5 i
500 Arcola Rd, Collegeville, PA o C 1 &
(510) 902-1200 4 v S ; , ; '
| "... On Tuesday, April 22, 2008, Wyeth announced 2008
First Quarter Financial Results and held a conference call
to discuss earnings, Click here for further information .."
| wyeth.com

Done @ FageRank  Alexa Compete
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*J wyeth pharmaceuticals loc: Collegeville, PA - Google Maps - Mozilla Firefox
Bookmarks

Eile

Edit

B- c

IE Most Visited |5 | Latest Headlines |;] Megaproxy “ MapQuest

Miew  History Tools  Help

| & wyeth pharmaceuticals collsgeville, pa

Wyeb |mages Maps News Shopping Mail more *

What 2.4, "plzza" Where £.4., "poughkespsis”

2 wyeth pharmaceuticals loc: Colle.... [ |

|

— B f % o [
{af E ) L;i | & http:ffmaps. google comimapsthi=engnewwindow=1&as_g=wyeth+pharmaceuticals+collegevile,+patas_epq=8as_oq=8as_eq=&num 7.7 = G' LinledIn P ‘

thowersiaptd.net | by Profile | Help | My Account | Sign out

| [ Search Businesses

GO ( )8 le Iwyeth pharmaceuticals | [Collegeville. FA

Search the map | Find businesses | Get directions

Search Results | | My Maps |

Results 1-1 of about 1 for wyeth pharmaceuticals near
Collegeville, PA

Wyeth Pharmaceuticals - moreinfo
500 Arcola Rd, Collegeville, PA
(510) 502-1200

.. On Tuesday, April 22, 2008, Wyeth announced 2008
First Quarter Financial Results and held a conference call
to discuss earnings, Click here for further information .."
wyeth.com

. Print [ Send @ Link ta this gag

Street Vlew hlap Satellite Tarrain

I Show labels |

Live traffic change o e et [

Transferring data from mtd.google, com..,

Compete '
revesse
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3 Levels:
Free

Plus - $20
Pro - $400

Fly to e, 37 407229, -122107162

!denver colorado vl p |

1 .
%] 500 Arcola Rd, Collegeville, PA 19426

=]

¥ Places

= O 9 My Places

@ [JED Sightseeing

: Select this folder and click on the
'Play! button below 1o start the tour,

D £ Temporary Places

P m,

¥ Layers

= | 2 Primary Database
+ :\j Geographic Wek
E= Roads
30 Buildings
i Street View
] P Borders and Lakels
OB waffic
O ﬁﬂ Wieather
9‘3 Gallery
@ Global Aweareness
F Places of Interest
# [ more

[ Terrain

=

B

B
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1. Auto traffic
1. Manufacturing schedules
2. Production cycles

2. Parking lot analysis — personnel
1. Executives — dedicated parking
2. Department Heads — early arrivals

3. Security arrangements
4. Plant expansion
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[58] Most visiked (5] Latest Headines | | Megaproxy <98 MapQuest

& "tom bowers' " userix - Google Searc] h | | 5oogle Hacking Database & inurliindexFrame. shtml fxis - Google 5 | &AXIS ¥ideo Server

Done

View Operationally:
Type of Equipment

OS used / vulnerabillities
Personnel traffic
Business Operations

Copyright 2008 Security Constructs, LLC
All rights Reserved



—

Google Alerts

Constant Information Leakage Monitoring
| (counter-intelligence)

el

*J Google Alerts - Mozilla Firefox
Edit

File
QEI . I;: 2 @ ":" @ ng E | http: ffweww.google.comfalerts/managerhl=en VI @ Go i@,

i_| Firefox Help | | Firefox Support | | Plug4n FAQ | | Megaproxy M MapQuest

GO L:J‘g [e Manage your Alerts

Alerts

View Go Bookmarks Tools Help

l—hnumm-@umn!-h—nnm]I Settings | FAQ | Sign out A
| |

Create a Google Alert Sending HTML emails. Switch to text emails.

Search terms Type How often

I | !-News v | once a day b | Create Alert

Your Google Alerts

Search terms Type

Note th at usiness Intelligenc MNews & Web once a day edit | delete
"computer forensic” Mews & Web once a day edit | delete

Some “Content Moenitoring” News & Web once a day edit | delete
"Counter Competitive Intgfligence’ Mews & Webh once a day edit | delete

once a day

search

"Enterprise Rights Management” Mews & Web once a day edit | delete
terl I lS are "D Management” Mews & Web once a day edit | delete
" . ” "information security” incident Mews & Web once a day edit | delete
expl ICIt “infarmation security” legislation MNews & Web once a day edit | delete
and "information security” privacy MNews & Web once a day edit | delete

' "information security” requlation MNews & Web once a day edit | delete B[
Others "IT" outsourcing Mews & Web once a day edit | delete
"social network analysis” Mews & Web once a day edit | delete
are not "tom bowers” "information security” Mews & Web once a day edit | delste
darknet Mews & Web once a day edit | delete

wyeth discavery Mews & Web once a day edit | delete 152

Done
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- Additional Google Related Tools

*Open Directory Project
dmoz.org

*ResearchBuzz
www.researchbuzz.org

*TouchGraph GoogleBrowser
. www.touchgraph.com/TGGoogleBrowser.html

»

'
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|__| Megaproxy

Edit  Wiew

e

Historw  Bookmarks

Tools

QEI:ﬂ i'ihl

Help

-

http: fidmoz. argf

k I t ODP - Open Directory Project

f;‘q. TouchGraph | Products: Google Browser

| | ResearchBuzz

[o][z] open directory project

about dmoz | suggest URL | help | link | editor login

In pattn:

AOL @ search

| [ Search ] advanced

Arts
Movies, Television, Music..

Games

WVideo Games, RPGe, Gambling .

Eids and Teens
Atts, Bochool Time, Teen Life

Busmess
Jobs, Feal Estate, [nvesting...

Computers

Internet, Software, Hardware. .

Health

Fitniess, Medicine, Altetnative .

Home
Fatnily, Consumers, Cooking.

News

Media, Mewspapers, Weather .

Recreation

Travel Food, Outdoors, Humor...

Reference Regional Science
Maps, Education, Libraties . UE, Canada T Europe .. Biology, Paychology, Phoysics..
Shopping Society Sports

Autos, Clothing, Gifte .
World

People, Religion, Issues. .

Baseball Soccet, Basketball .

Deutzch, Espafiol, Francais, Italiano, Japanese, Nederlands, Polsks, Dansk Svencka...

ECINS il Help build the largest human-edited directary ofthe web

4 830,684 sites - 75 151 editors - over 590 000 categories

h

Done
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File Edit Wiew History Bookmarks Tools  Help

.,

e 0

Bl= k] [C-]

fie:
- -

L1 Meqgaproxy

ca'.;fg. TouchiEraph | P'rod_uct's: Go@gle-Browser = | |__| ResearchBuzz

2007 03 13

Permalink

Getthe RES Feed!

Get the Newsletter!

!someone@example.coni

Subscribe

Privacy Policy

Admin

o About ResearchBuzz
o Cantact!

o Submit Your Site

o Wantto Advertise in

Time to Search, Search With Time

Hey, this is pretty neat. Time Search is designed to allow you to search for infarmation based
on time with location or theme, Check it out at hitphveswese timesearch.info .

hake sure you have JavaScript turned aon hecause this site doesn't work well withoutit. Click on
the buttons to pick an area ifvou like (broken down by continent, with sub-areas available; you
can also choose World) and pick a theme ifyou like technolagy, war, politics, religion, society,
ate)

Ifyau're REALLY feeling specific, choose which timeline sites to search {click an the Timeline
Sites hutton at the bottorm of the query boeg then choose the year you wantto search and BC or
AD:

| chaose 79 AD, warldwide, no themes, no restrictions on site. | got 3 timeline as a search result.
The timeline starts at 79AD (Titws js emperon and goes as far as 175 (Confucians take
rubbings), These are the simple listings. Extended listings cover about a paragraph and as vou
mightimagine are much more extensive. Sometimes the listings leave out a fact or two, the first
entry says "Titus becomes emperor” but even the extended listing doesn't say OF WHERE.
Bawe yau know and | know, but does evervbody know?

Each listing has several icons to the right and left. One set oficons are blue and will take you to
text-based search results for several different resources hased on keyvwards in the timeline
listing. (Far example, the first entry in my search result might have text search links for Titus,
lYasnasian, "Roman Empire® etc) The other set of icons links directly to Google Image search

rights Reserved

v
B ol CHEZE resuits for selected wards in the timeline entry.
< 1M |
Done
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Edit View Tools Display

| | Type to zearch

|_ =

TouchGrap

info | Help |

Secure World Expo Events

httpdararer, secureworldespo. comdevents/findex phy

Secure Computing, Luncheon Sponsor - KPWG.
Roundtable Sponsor . For Exhibit & Sponsorship I
Fleasze Contact infof@secureworldexpo. com or Call

503 245 4064
1] Il |

-

Filter

Show Hidden Hame

a |

Mame LRL Sim# |,
SecureWWorld Expo Events |[secureworld...
0 [Machi wormm infected Die.. |securitfocl..
Compliance drives securi..[searchsecur..
AppaointmentQuest Onlin... |appointment...
[Cpug-list] Palm WiFi at C.|chicagopalm...
o [Microsoft will turn off Mes . linfowoaorld.co. .
Marth Armerica CACS izaca.orgina...
SecureWorld Expo Events [secureworld...
SAMS Institute - SAMS 20, [sans.orgfsa..
Midsize Enterprize Summit |midsizeantear...
Threat Management Cent.. |hitpsiitme ti .
Intrusion Prevention IPS | . [tippingpaint...
Intrusion Defense: Block ... jevents.techt..
WWelcome o 2Com Coarpo... (3com.com
IO Decigions Conferenc...[ciodecisions...
Enterprize Security Infor... |trigeo.com
Elack Hat LISA 2006 Erief... (hlackhatco..
Secureyorld Expo secureywarid...
SecureWorld Expo Events |secureworld...
SecureWorld Expo Events |secureworld...

£, Al Pat

[ ]
@
>
®

ececooscoeecoeeoe S

.

| Go | Ed'rt| Heep || Hide u Expand |

Foom: [ 4] [in]

[ k]

EE

Displa‘y@l Format | TqusJ ‘_l_lJ @@

Spacing: | 4] L] [ v] &

0 Donel

Applet com, toucharaph.googlebrowser . GoogleApplet starked
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K o | Document Grinding

Username password email
Filetype:xls

Mozilla Firefox

File Edit Mew Go Bookmarks Tools Help

A I

& - |_l - I'_‘I @ Lg’j E | http: /64,233, 179, 104/search?q=cache :eBDIBFEHg 8MI:www. lis. uivc. edu/foitr help jpasswords /docs fcheat-sl V| @ co ||Q, |

i_| Firefox Help | | Firefox Support | | Plug-4n FAQ || Megaproxy M MapQuest

Time Required for
Changes to Take
ount/Password: Level Use: Effect: Admin: How to Reset: For Help:
Registragon, financial aid,
records, accoundng AITS Help Desk: (217-333-3102) or
Enterpn -Campus (informason immediaiely AITS héips:#leas admin. L edweas/servielEasBluesiemResst email: helpdesk2@uilincis edu

Library, reset other
ipasswords, bluesiem hiip:/fwww. Ciies uiuc edu/services/password or Go fo room 1420 of
authengcason, VPN, mmediiely - DCL, or Fax password change io hip:iherew Cies uiuc.eduwhelp or CITE!
QuickConned!, edionfine  |cannct be changed (hEp:fierenw cies uilic. inface i q hémi) |Help Desk: (217-244-7000) or

NetlD (bluesiem) Campus iphonebook, Nessie again for 24 hours |CITES  |or email help@supportis.uiuc.edu help@support . uiuc.edu

Express Campus Exprazs Email immediasely CITES |hapiifwwnw cies uiuc edulservices/password CITES Help Desk: (217-244-7000)

Acive Direciory (AD) Campus NefFiles immediaicy CITES |hép:ilaccounts ad uiuc edu/ CITES Help Desk: (217-244-7000)

Notice that this is Lo 0 CTES i

labs on campus (Union,

hap:fharww Cies uiudy

dorms, ibraries) *Motfor  |within 30-50 uficsfiocations. h
a S re ad S h eet [e2:] Campus LRL** seconds CITES |hapiiwew cies.uiuc edu/services/password or email: nds@uiuc.ed
Log into LRL, CTL, Gumms
J printer sefings, Classroom Call User Services 77-1892) or
W I t h t h e S e a rC h G5LIS Domain GsLis servers 30 seconds GSLIS  |heps:/idap fs.uiuc edwpwchange. php il : uilC.edu
LEEP home page (Happy Call User Services (800-377-1892) or
ter S h ig h I ig hted LEEP GSLIS Place), bullein boards digiely GSLIS |nép:/fleep.lis.uiuc. edufiechguide/index.himl email help@support ks, uiuc.edu
ys call GSLIS User Services for clariicason and help regarding these passwords. Some we are nc»‘.%u: we can direct you fo the place where you CWGI‘ walk you through how fo resetthem
’ / Default GSLIS Password: XO000ADYY
T Services / FOOONX = Last b digits University ID Number (Blue number 0\1 |-Card)
03 or 800-337-1892 \ Ab = First 2 letters of Last name, first letter capitalized, secoﬂd lower-case
sort.lis.uiuc.edu YY = Last two digits of birth year, or 00
13,2005 ‘Example: 53555Ri72 for Sam Richardson bomn in 1Mth a UIN # 345655555
£ |
Done
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| Built-in file properties:

| Built-in properties containing metadata: 7
fAuthor: Amy E Reibrich

Last author: BowersT

.-’-\pplic:ation name: Microzoft Excel

Last print date: 11/29/2004 1:22.16 P
Creation date: 101042002 12:33:42 PM

Cell contents specially formatted to be invizsible:
Mo cell contents formatted to be invisible

|| R outing =hp:
Ma routing =hp

Shared workbook and tracked changes:
Mat & shared workbook

Comments:
Mo comments

Convert to pictures:
Mo objects ko be converted to pictures

ifkz: 10
: bMonthly Summ Upper Left Cell: $E£49
| : Brand MTD Upper Left Cell: $C$40
ILccation: Brand ¥ TD Upper Left Cell: $C$41
Location: Top 25 Customers Upper Left Cell: $8$36
Location: Sales Zone Summ Upper Left Cell: $D$73
Location: Erand vz F'Cast Upper Left Cell: $C$40
|Location: Geo ws F'Cast Upper Left Cell: $D$739

lLocation: Mew Items Upper Left Cell: $F$43

| Location: Products on Allocation Upper Left Cell: $F$14

't ion: Sales Zone Area Fetums Upper Left Cell: $C377

|Smart tags:
Mo gmart bags in workbook,

Remove personal information:

Author
Creation dates...

Hidden Hyperlinks
itional points of data leakage

D etailed YWiew

Save Results az RTF

Switch to

Open Reszults as an
ML Document

P

" ! @ 2004, Payne Conzulting Group, Inc.

Copyright 2008 Security Constructs, LLC
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1. Conduct CI on yourself — your competitors are
1. Build a competitive profile
2. Who are the movers and shakers
3. Lines of business.......
. What type of information is leaking and from where?
. Can a business process be modified?
. Active disinformation? (running equipment at odd times...)
. Will a new policy help? (business or security)
. Can | leverage existing security technologies?
. Are there new technologies?

Copyright 2008 Security Constructs, LLC
All rights Reserved
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1. Los Alamos and Oak Ridge Spear Phishing attack
1. Visitor database only
12 different attackers, 7 emails to 1000's of employees

2.
3. Which scientist visited, how often and what is their expertise.
4.

Allows us to build a competitive profile of the type of research being done at these
facilities and by extension what type of research these facilities are capable of.

2. What about your business?
1. Whaling Attack — phishing your executives
2. Specific companies
3. Specific groups within a company
1. Who are the movers and shakers
2. Email addressing schema (look and feel)
3. Who do these people normally talk to
4. Detailed contact information

5. Similar to Executive Recruiters today

Copyright 2008 Security Constructs, LLC
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. |

Praressienal Sacks 4/5 Service

¥ HOmes B TR

Tariff Rates

| Daily plans . . \
"'i 1Proxy Daily Monthly Tariff Guantity Per Proxy ¥ Wonthly  Tariff  Quantity Per Proxy R
| Price.  Limit ** Price  Mame  Month * Helper  Price. Wame  Month Helper
043¢ 5 20 Daily 5 150 $10 0.50¢ $9.95 PerUsze 1 20 Fi0
l A1 10 $35 Daily 10 300 $10 0.30¢ $15 ParUse 2 50 F10
0.08¢ 20 50 Daily 200 600 10 025¢ 20 PerUse 3 80 §10
D.07¢ 30 $65 Daiky 300 908 free ! o154 $29.95 Pertlse 4 200 Fi0
| 0.06¢ 50 $95 Daily 50 1500 free ! 0.10¢ 450 Perlse § 500 free !
0.05¢ 75 $128 Daily 75 2250 free ! 0.07¢ $69.95 Perllse 6 1000 fiee !

* Quantity of proxies, invelved in monthly payment.
= Quantity restriction on proxies which you can use for a day
=+ Taritfs have a refund system implied to a proxy that goes dead while work

PAYMENT IS ACCEPTED VIA : Webmoney, Egold

Support {only in English) & demo accounts: ICO : 555019, 9930100

Terms of Service

Peculiar Properties of Tariff Rates :

per use:

The Per Lise Taril! Rate includes one month payment, the payment involves & cerlain amount of proxy servers which
you can take from the basze az many a3 you wish without any restrictions. If you have not uzed the proxzies included
in the monthly payment, these proxies are not extended to the next month, In theze Tarifis you can see all proxies
which are online al a moment |

Daily:

The Caily Tarilf Rate includes one month payment; the amount of proxy servers which you can take from the base
within 24 hours ig limited in your Taril! Rate-related guantity . With these Tariff Rates, you can see all proxy servers
wrhich are online at & moment. If the system finds out for the first 10 minutes* of using & proxy that the proxy has
stopped responding, this proxy will not be billed, and the system will automatically refund you . **

* Typically, this time is encugh to fea if a proxy can go on working

"' At present the system i3 working in 3 test mode

Information aboutl Proxy Helper:
Proxy Helper manual (ENGLISH VERSION)

PROHIBITED:

1. Account may not be used by more than 1 person (Daily Tariff Rates)

2_ Proxy Helper may not be used by more than 1 person (All Tarifis)

3. A proxy server may not be uged for mass mailing (not only in terms of spam)

4_ & proxy may not be taken from the base by using programs other than your browser (Daily Tarit] Rates)

Copyright 2008 Security Constructs, LLC
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~Interpretation

Organized Criminal

Activity
} !

Business Plan ldeas

Other Groups

|
&+

Project Managers B

!
Malware Consultants (Specialists)
{same sub boxes as before)

l Guarantors
Distribution Mechanisms (Conduits)
(same sub boxes as before)
i
w
Victim's Data
(same sub boxes as before)

I

Data Conversion into Cash

Money Mules «

Copyright 2008 Security Constructs, LLC
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- {Architecture

Policies

1

| 2. Procedures
3. Contracts
4. Vendor selection
5. Auditing
6. Active Protections
7. Passive Protections
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Johnny Long 2
Gnngle
Hacking .

Peneiration Testers

Building Research Tools with Google for Dummies
Harold Davis

smncn INSIDE!™

: " Building Resear ,
Tools wi fh Go oqle

p 6
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‘ Conclusions

“elf its on Google its probably public information
*Google has many tools built in
Many tools are built on Google APIs
*Always start with "the question.”
Then refine, research, refine...
*Don't forget the documents themselves
*Build a profile, use it to improve your security
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Questions?

FROM VISION TO ACTION

Tom.Bowers@securityconstructs.com
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