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2021 Annual Compliance 

1. 2018 Ascension Annual Compliance Course 

1.1 AMITA Compliance Training 

 

Notes: 

Welcome to the AMITA Corporate Compliance course.  

 

This course should take less than 30 minutes.   

• You will navigate through the course by clicking the next button on each page. 

• If you are unable to complete the course  in one sitting, you can resume where 
you left off when you return to the course.   

 

 

This course also includes an attestation that you have reviewed and agree to 
adhere to the Ascension Standards of Conduct.  The attestation must be marked 
in order for the course to be completed.  
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1.2 Objectives 

 

Notes: 

In this course, you will be able to: 

 

• Understand the purpose of the AMITA Compliance program 

• Have a general understanding of some of the laws that regulate healthcare, and  

• Know how to report compliance issues and concerns 
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1.3 What is AMITA Compliance? 

 

Notes: 

AMITA’s Corporate Compliance program is our commitment to meeting all legal 
and regulatory requirements and operating in accordance with ethical business 
practices. 

 

How does this impact our daily work activities? 

 

• The Compliance Program demonstrates our commitment to operating in 
accordance with all applicable laws and regulations that impact our areas of 
responsibility. 

• We conduct business in accordance with ethical business practices including 
integrity, honesty, and accuracy.     

• We know the AMITA policies, procedures and laws that relate to our work. 

• We learn through training and education, and  

• We ask for help when something doesn’t make sense or seem right. 
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1.4 Why is Compliance Important? 

 

Notes: 

There are a number of reasons why compliance is important. 

 

• AMITA must follow numerous and complex laws, regulations, and standards. 

• Violations can damage our reputation in the community. 

• An effective compliance program can help identify potential concerns before they 
escalate and help minimize fines and penalties. 

• Compliance contributes to the efficient operation of an organization and is a key 
piece of its corporate culture. 

•  

This important because, even well run organizations committed to following laws 
and regulations are still at risk for compliance violations. 
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1.5 AMITA Standards of Conduct 

 

Notes: 

AMITA carries out its healthcare ministry consistent with the AMITA Mission, 
Vision and Values.  Integrity is one of AMITA’s Core Values. The essence of 
integrity is a workplace in which we follow ethical and legal business practices. 

 

The Standards of Conduct  support the AMITA Core Values and are an integral 
part of the AMITA Compliance Program.   

 

Standards of Conduct, which are listed on the screen, are intended to help you 
respond to questions and situations you may encounter in your daily work.  The 
Standards of Conduct describe the behavior that is expected of associates as it 
relates to the following:  Relationships with Others, Compliance with Laws and 
Regulations, Human  Resources, Business and Ethical Practices, Conflicts of 
Interest, and Confidentiality.   

 

Please take a moment to review the description of each area on the screen. 

 

For more information on the Standards of Conduct, click on the purple button to 
view the AMITA Compliance Brochure. 
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2. Information Privacy and Security 

2.1 Information Privacy and Security 

 

Notes: 

Let’s consider some high-risk issues from a regulatory perspective.  The next 
section of this training will cover Information Privacy and Security. 
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2.2 Information Privacy and Security 

 

Notes: 

AMITA has a moral and statutory obligation to safeguard its associates’ and 
patients’ information.  As technology makes information sharing easier, fulfilling 
this obligation becomes more difficult.   

 
Data is a key component of AMITA operations: 
 
Data can be Received from external sources such as patients. 

• Generated internally through many operational processes. 

• Shared externally with entities such as clinical registries. 

 
Privacy and Security compliance requirements include the Health Insurance 
Portability and Accountability Act (HIPAA), which covers patients’ protected health 
information. 
 

 

The following slides  provide additional information and tips to help you avoid 
problems related to information privacy and security. 
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2.3 HIPAA: Two Main Sections 

 

Notes: 

The Health Insurance Portability and Accountability Act also known as HIPAA has 
two main sections:   

 

The Privacy Rule and the Security Rule. 

 

The Privacy Rule grants rights to individuals with regard to their health information 
and imposes obligations on covered entities for the uses and disclosures of 
protected health information (PHI). 

 

The Security Rule requires organizations to safeguard electronic PHI (ePHI). 
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2.4 HIPAA: Additional Information 

 

Notes: 

HIPAA imposes penalties on organizations and individuals who fail to keep PHI 
confidential in accordance with the law. 

 

HIPAA was updated to include the Health Information Technology for Economic 
and Clinical Health Act (HITECH), which among other things, requires healthcare 
organizations to notify the government and the individual of any “breach” of their 
PHI. 
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2.5 Protected Health Information (PHI) 

 

Notes: 

Protected Health Information, commonly referred to as PHI, needs to be carefully 
safeguarded in compliance with HIPAA regulations.   Examples of PHI are:  

 

Name 

Address 

Zip Code 

Social Security Number 

Date of Birth 

Identifying Photo 

Patient Account Number 

Medical Record Number 

Diagnosis 

Email Address 

Telephone Number 

 

It only takes an inappropriate disclosure of one of the PHI examples on the screen 
to constitute a breach.     
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2.6 PHI Includes Any Format 

 

Notes: 

PHI includes information in any format, including the following:   

 

Spoken 

paper 

telephone 

electronic 

mail 

fax 
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2.7 Uses and Disclosures of PHI 

 

Notes: 

Hospitals and physician offices disclose PHI to external individuals and 
organizations for legitimate business reasons.  

 

Examples of appropriate disclosures of PHI include a doctor’s order for treatment, 
a nurse’s  notes for quality reviews, patient registration, public health reporting, 
submission of claims information for insurance purposes, and disclosures to 
accreditation organizations. 
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2.8 HIPAA Data Breach 

 

Notes: 

A breach is an inappropriate access, use or disclosure of unsecured Protected 
Health Information.  

 

In some instances, the organization must report breaches to the Office for Civil 
Rights of the Department of Health and Human Services  (OCR) and notify the 
individuals affected. There are currently 378 breaches affecting 500 or more 
individuals that are under investigation by the Office for Civil Rights from all 
healthcare organizations throughout the United States. 

 

You must report all breaches, regardless of the number of records involved, to 
your supervisor and Compliance Officer in accordance with your policy. 
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2.9 Physical Security of PHI 

 

Notes: 

The next several screens illustrate safeguards that associates should practice to 
ensure compliance with HIPAA Privacy and Security regulations.  

 

You must Observe all facility security safeguards: 

 

This includes ensuring that All employees and contractors should display a 
security badge while on premises 

 

• Questioning individuals without a security badge or who appear suspicious 

 

• Accompanying all visitors when in restricted areas,   and 

 

• not allowing unauthorized persons to follow you into restricted locations 
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2.10 Password Management 

 

Notes: 

There are several key considerations in password management: 

 

Create a “strong” password that is difficult to guess 

Do not use personal information when creating your password 

Do not write down or post your ID and password on or with your computer 
or mobile device 

Do not share your password with anyone, including AMITA Technology 
Partners (ATP) 
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2.11 Workstation Use and Security 

 

Notes: 

To maintain proper workstation use and security, be sure that: 

 

Your use of company devices are for work-related tasks only 

You do not download or install unauthorized software 

Computer screens containing PHI are not viewable by the public 

In areas vulnerable to theft, workstations are physically secured using 
appropriate procedures and devices 

You log out or invoke a password protected screen saver when leaving 
devices unattended  
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2.12 Physical Security of Laptops & Mobile Devices 

 

Notes: 

The safety and Physical Security of Laptops & Mobile Devices is very 

important. 

 

Physically secure your laptop or mobile device at all times, and use a cable lock 
where appropriate. 

Do not leave your laptop or other mobile device such as a smart phone or tablet 
unattended.  

Use caution when transporting your device. 

For example, store it out of sight and locked in a trunk when possible. 

Do not leave it in your car overnight, even if your car is locked. 

Promptly report missing or stolen devices to the AIS Service Desk and your 
supervisor. 
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2.13 Emailing PHI 

 

Notes: 

 If you need to send an e-mail containing patient information or other confidential 
information outside of the AMITA network in order to do your job, you must take 
the following steps to encrypt the message.  This secures the information and 
ensures that it is only viewable by the recipient. 

 

You can encrypt an email by simply adding  -Phi- or -secure- to the subject line of 
your email.  

  

Please see the sample message on the screen for a depiction of the subject line. 
Whichever word  you decide to use, you must have the dashes before and after the 
word, just as it appears in the example. The most common reason that external e-
mail messages are not encrypted is because the sender inserts spaces between 
the dash symbol and the word phi or secure.   

 

Use the following guidelines in sending e-mail messages: 

• When emailing confidential or protected information, send the minimum 

necessary information only to the people who need to receive that specific 

information. 

• Keep emails factual, short and professional.   
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• Limit the use of email communications when discussing confidential business. 

Consider speaking directly with the other individual rather than relying on email. 

 

 

2.14 Phishing tips 

 

Notes: 

 If you need to send an e-mail containing patient information or other confidential 
information outside of the AMITA network in order to do your job, you must take 
the following steps to encrypt the message.  This secures the information and 
ensures that it is only viewable by the recipient. 

 

You can encrypt an email by simply adding  -Phi- or -secure- to the subject line of 
your email.  

  

Please see the sample message on the screen for a depiction of the subject line. 
Whichever word  you decide to use, you must have the dashes before and after the 
word, just as it appears in the example. The most common reason that external e-
mail messages are not encrypted is because the sender inserts spaces between 
the dash symbol and the word phi or secure.   
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Use the following guidelines in sending e-mail messages: 

• When emailing confidential or protected information, send the minimum 

necessary information only to the people who need to receive that specific 

information. 

• Keep emails factual, short and professional.   

• Limit the use of email communications when discussing confidential business. 

Consider speaking directly with the other individual rather than relying on email. 

 

 

2.15 Social Media Guidelines 

 

Notes: 

Consider the following guidelines related to the use of social media: 

 

Confidential information should never be disclosed.  Referring to a patient by a 
nickname, diagnosis, or condition is a breach of confidentiality. 

Refrain from using Social Media while on work time, unless it is work-related and 
authorized by your supervisor. 

 

Assume that all Social Media communication is visible to everyone, everywhere, all 
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the times. 

 

Do not make disparaging remarks about co-workers.  

 

Do not make comments that could create an intimidating or hostile work 
environment (e.g. offensive comments about age, race, sex, sexual orientation, 
religion, gender, etc.). 

 

Do not respond to patient complaints or comments online. 

 

 

  

 

2.16 Key Learning Points 

 

Notes: 

Let’s review a summary of  what we have learned regarding information privacy 
and security. 

 

Please avoid the following behaviors: 
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Accessing information that you do not need to know in order to do your job. 

Misusing, disclosing or altering confidential information without proper 
authorization. 

Disclosing your sign-on and/or password to another person 

Using another person’s sign-on and/or password. 

 

Leaving a secured application unattended. 

Allowing an unauthorized person to handle or have access to files that contain PHI 
or confidential information. 

Accessing PHI of friends, family, co-workers, VIPs, etc. 

 

 

3. High Risk Healthcare Regulations 

3.1 High Risk Healthcare Regulations 

 

Notes: 

The next section of this course covers other important healthcare rules and 
regulations, the Federal False Claims Act, Stark Regulations and the Anti-Kickback 
Statute. 
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3.2 What is Medicare Fraud? 

 

Notes: 

As recipients of federal health care program funds, including Medicare and 
Medicaid, AMITA is required by law to provide associates and contractors with 
information about the federal False Claims Act and  state laws intended to prevent 
and detect fraud, waste and abuse in federal health care programs. 

 
It is fraud when the Medicare program is intentionally billed for services or 
supplies the patient never received.  Medicare loses billions of dollars to fraudulent 
claims every year. 
Here are some examples of Medicare fraud:   
 

•A healthcare provider bills 
Medicare for a service or 
medication the patient was never 
given 
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• 

• A supplier bills Medicare for 
equipment that the patient never 
received 

 

3.3 What is Medicare Abuse? 

 

Notes: 

Abuse describes practices that result in unnecessary costs to the Medicare 
program and are not consistent with the goals of providing patients with services 
that are medically necessary, meet professionally recognized standards, and are 
priced fairly. 

 

Abuse can result in waste of healthcare resources. 

 

Some examples of Medicare Abuse are:   
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Billing for services that are not medically necessary. 

 

 

Charging excessively for services or supplies. 
Repetitive billing of incorrect or improper claims. 

 

 

3.4 Healthcare Fraud, Waste and Abuse 

 

Notes: 

Efforts to prevent, detect and report fraud, waste and abuse through a compliance 
program are extremely important in reducing federal healthcare expenditures.  

 

In Fiscal Year 2016, the Medicare improper payment rate was 11 percent, 
representing $41 billion. 

 

In other words, during one year, the government paid an extra $41 billion in 
healthcare costs that it should not have paid. 
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3.5 The False Claims Act 

 

Notes: 

The False Claims Act is a federal law that makes it a crime for any person or 
organization to knowingly make a false record or file a false claim with the 
government for payment. 

 

The False Claims Act covers fraudulent claims paid by a government program 
such as Medicare or Medicaid. 

 

Submitting a claim for payment that contains false or fraudulent information could 
trigger the False Claims Act, so you should only bill for those services that are 
actually provided and documented in the medical record.  

 

Refer to the AMITA Standards of Conduct Booklet for additional information on the 
Federal and State False Claim Acts (Link available in Resource link in upper right-
hand corner). 
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3.6 Protections under the False Claims Act 

 

Notes: 

The federal False Claims Act protects associates from being fired, demoted, 
threatened or harassed by their employer for filing a False Claims Act lawsuit with 
the government or providing information in good faith.   

 

3.7 Anti-Kickback Statute and Stark Law 
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Notes: 

(Information on slide) 

 

3.8 Anti-Kickback Statute 

 

Notes: 

(Information on slide) 
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3.9 Stark Law 

 

Notes: 

(Information on slide) 
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4. Business Ethics 

4.1 Business Ethics 

 

Notes: 

The next section addresses business ethics issues related to confidentiality and 
conflicts of interest.  
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4.2 Confidentiality 

 

Notes: 

Associates may be privy to confidential and proprietary information from internal 
sources as well as external organizations with whom we conduct business.     

 

We need to treat all conversations - private, internal, email and even verbal - as 
potential external communication.   

 

We must conduct ourselves as though everyone we talk with - in person or by 
phone, in a public space, text message or email - has the ability to share our 
conversation broadly.   

 

This includes anyone and everyone we interact with - at a conference, in a meeting, 
in the lobby of a hotel or office building, in the restroom and even in a social 
setting.  

 

In order to protect the confidentiality of AMITA data: 

 

We should always Maintain confidential and proprietary information in a 
confidential, secure manner.  Do not leave confidential information on desks, the 
copy machine, printer, or any other public areas. 
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We must Not disclose confidential information to any outside unauthorized person 
or organization, or use such information for your personal benefit. 

 

We must not Share confidential information about AMITA with associates only 
when they have a legitimate need to know the information in order to perform their 
job. 

 

Sharing of confidential information extends beyond your employment at AMITA. 

 

 

 

 

 

4.3 Conflicts of Interest 

 

Notes: 

In order to ensure that we act in the best interest of AMITA and comply with IRS 
regulations related to non-profit organizations, be mindful of the following: 
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Promptly disclose any relationships that might represent a conflict of interest.  
Don’t wait for the annual conflict of interest disclosure reporting process.   

 

In order to avoid potential conflicts of interest, associates should maintain arms-
length relationships with AMITA vendors.  Refrain from accepting gifts, gratuities 
or entertainment intended to influence your judgment or actions concerning 
AMITA business. 

 

Don’t accept employment or consulting arrangements outside of your 
employment or make personal investments if they interfere with your job or unduly 
influence the decisions you make on behalf of AMITA. 

 

4.4 Language Services 

 

Notes: 

In order to ensure that we act in the best interest of AMITA and comply with IRS 
regulations related to non-profit organizations, be mindful of the following: 

 

Promptly disclose any relationships that might represent a conflict of interest.  
Don’t wait for the annual conflict of interest disclosure reporting process.   

 



 

 

Published by Articulate® Storyline www.articulate.com 

In order to avoid potential conflicts of interest, associates should maintain arms-
length relationships with AMITA vendors.  Refrain from accepting gifts, gratuities 
or entertainment intended to influence your judgment or actions concerning 
AMITA business. 

 

Don’t accept employment or consulting arrangements outside of your 
employment or make personal investments if they interfere with your job or unduly 
influence the decisions you make on behalf of AMITA. 

 

4.5 Duty To Report 

 

Notes: 

(Information on slide) 
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4.6 How to Report 

 

Notes: 

No Standards of Conduct, policies or training will anticipate every question or 
substitute for each individual’s sense of honesty and integrity.    

 

Where can you go for help if you have a concern or issue? 

 

• Associates are encouraged to go to their supervisor or manager if at all possible. 

• Associates may go to a higher-level manager if necessary.   

• The Corporate Compliance Officer can be contacted in the event of a compliance 
issue or concern.   

• Human Resources should be contacted for HR related issues.   

• AMITA also provides the Compliance Hotline which is available to all associates 
either through the telephone at 855.477.8861, or through the Internet at www 
DOT AMITA HEALTH DOT ETHICS POINT DOT COM 
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4.7 AMITA Compliance Hotline 

 

Notes: 

The Compliance Hotline is available to all AMITA associates. 

 

• The hotline is available 24 hours a day, seven days a week.  

• Phone calls are answered by an outside company and are not recorded or traced. 

• The same information is taken whether reported by phone or through the web. 

• Reporters can remain anonymous. 

• At the end of the report, the reporter selects an identification number which 
allows them to follow-up on their report.  

• The Compliance Officer investigates each report and takes corrective action if 
appropriate. 
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4.8 Non-Retaliation Policy 

 

Notes: 

An effective compliance program requires engaged associates who are 
encouraged to report suspected wrongdoing. 

 

AMITA has a non-retaliation policy that provides that no action will be taken 
against an associate for reporting a suspected violation in good faith. As a matter 
of fact, Federal and State laws provide protections for associates that report 
issues in good faith. Good faith means that the associate is honest and truthful. 
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5. Case Studies 

5.1 Case Studies 

 

Notes: 

Let’s describe some situations that you might encounter in your daily work and 
how you should respond.   
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5.2 Case Study #1 

 

Notes: 

That’s correct.  It is not acceptable for AMITA associates to accept cash or gift 
cards from a patient.   

 

 You may want to suggest that the patient make a donation to the Hospital 
Foundation, if they so desire. 
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Incorrect (Slide Layer) 

 

Correct (Slide Layer) 
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5.3 Case Study #2 

 

Notes: 

(Information on slide) 

 

Incorrect (Slide Layer) 
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Correct (Slide Layer) 

 

5.4 Case Study #3 

 

Notes: 

I worked for an AMITA vendor prior to my employment at AMITA.  I have 
knowledge of the vendor’s business strategies and operations that would be 
useful to AMITA.   
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Is it acceptable for me to share that information with my supervisor if he OR she agrees 
to keep it confidential? 

 

Incorrect (Slide Layer) 

 

Correct (Slide Layer) 
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5.5 Case Study #4 

 

Notes: 

(Information on slide) 

 

Incorrect (Slide Layer) 
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Correct (Slide Layer) 

 

5.6 Case Study #5 

 

Notes: 

(Information on slide) 
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Correct (Slide Layer) 

 

Incorrect (Slide Layer) 
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5.7 Case Study #6 

 

Notes: 

(Information on slide) 

 

Incorrect (Slide Layer) 
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Correct (Slide Layer) 

 

5.8 Case Study #7 

 

Notes: 

(Information on slide) 
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Incorrect (Slide Layer) 

 

Correct (Slide Layer) 
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5.9 Case Study #8 

 

Notes: 

(Information on slide) 

 

Incorrect (Slide Layer) 
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Correct (Slide Layer) 

 

6. Course Summary 

6.1 Key Takeaways 

 

Notes: 

Our commitment to Compliance begins and ends with each associate.  Let’s 
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review some key takeaways from the course. 

 

(Information on slide) 

 

6.2 Your Role as an Associate 

 

Notes: 

Compliance is everyone’s responsibility.  As an associate, you are expected to: 

 

• Understand the laws and regulations that impact your area of responsibility. 

• Speak up when concerned about questionable behaviors.  

• Be alert for potential issues and ask for guidance. 

• Report potential Legal and Business Ethics violations to your Supervisor, Human 
Resources, the Compliance Officer or the Compliance Hotline 

 

Leaders have a role in receiving and responding to questions and concerns raised 
by associates and others you lead.  How you respond to these questions and 
concerns is key to others having the trust and confidence to bring important 
matters to your attention.   
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Leaders are expected to: 

• Set the “tone at the top”. 

• Business ethics are the responsibility of each individual associate and start with 
the leadership team. 

• Be accessible to your associates to report compliance/business ethics concerns. 

• Resolve associate complaints. 

 

6.3 STANDARDS OF CONDUCT ATTESTATION 

 (Short Answer, 0 points, 1 attempt permitted) 

 

 

 

 

 

 

 

Notes: 
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This is an attestation form which must be completed by all associates.  

 

Please type your name on the attestation statement in recognition of your 
commitment to abide by the Standards of Conduct. 

 

6.4 Course Complete 

 

Notes: 

Great work, you have completed the AMITA Annual Compliance course as well as 
the Standards of Conduct attestation. 

 

You may exit the course by clicking on the purple button below: 

 

 

 


